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NEW QUESTION 1

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
Name Platform
Devicel Windows 10
Device2 10S

You plan to enroll the devices in Microsoft Intune.
How often will the compliance policy check-ins run after each device is enrolled in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Devicel:

Every 15 minutes for one hour, and then every eight hours
Every five minutes for 15 minutes, then every 15 minutes for two hours, and then every eight hours
tvery three minutes for 15 minutes, then every 15 minutes for two hours, and then every eight hours

DeviceZ:

gvery 15 minutes for one hour, and then every eight hours
Every five minutes for 15 minutes, then every 15 minutes for two hours, and then every eight hours
Every three minutes for 15 minutes, then every 15 minutes for two hours, and then every eight hours

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Every three minutes for 15 minutes, then every 15 minutes for two hours, and then around every eight hours

If devices recently enroll, then the compliance, non-compliance, and configuration check-in runs more frequently. The check-ins are estimated at:
Windows 10: Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every 8 hours

Graphical user interface, text, application, email Description automatically generated

Platform Frequency

i05/iPadOs Every 15 minutes for 1 hour, and then around every 8 hours

macO5 Every 15 minutes for 1 hour, and then arcund every 8 hours

Android Every 3 minutes far 15 minutes, then every 15 minutes for 2 hours. and then around every
8 hours

Windows 10/11 PCs enrolled as Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every

devices 8 hours

Windows B.1 Every 5 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every
8 hours

Box 2: Every 15 minutes for one hour, and then every eight hours iOS/iPadOS: Every 15 minutes for 1 hour, and then around every 8 hours
Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot

NEW QUESTION 2

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All computers are enrolled in Microsoft Intune.

You have business requirements for securing your Windows 10 environment as shown in the following table.

Requirement Detail

Requirement] Ensure that Microsoft Exchange Online can
be accessed from known locations only.

Requirement2 Lock a device that has a high Windows

Defender Advanced Threat Protection

(Windows Defender ATP) risk score.

What should you implement to meet each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Requirement1 V4

A conditional access policy
A device compliance policy
A device configuration profile

Requirement2 NS
A conditional access policy

A device compliance policy

A device configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/advanced-threat-protection.md

NEW QUESTION 3

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You plan to use Endpoint analytics.
You need to create baseline metrics. What should you do first?

A. Create an Azure Monitor workbook.
B. Onboard 10 devices to Endpoint analytics.
C. Create a Log Analytics workspace.
D. Modify the Baseline regression threshold.

Answer: B

Explanation:
Onboarding from the Endpoint analytics portal is required for Intune managed devices. Reference: https://docs.microsoft.com/en-us/mem/analytics/enroll-intune

NEW QUESTION 4

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 20 computers that run Windows 10 and are joined to Microsoft Azure Active Directory (Azure AD). You plan to replace the computers with new
computers that run Windows 10. The new computers will be joined to Azure AD.

You need to ensure that the desktop background, the favorites, and the browsing history are available on the new computers.

What should you use?

A. Folder Redirection

B. The Microsoft SharePoint Migration Tool
C. Enterprise State Roaming

D. Roaming user profiles

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settingsrefere https://docs.microsoft.com/en-us/azure/active-
directory/devices/enterprise-state-roaming-faqs

NEW QUESTION 5

- (Exam Topic 4)

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active Directory (Azure AD).

The computers have different update settings, and some computers are configured for manual updates. You need to configure Windows Update. The solution
must meet the following requirements:

> The configuration must be managed from a central location.
> Internet traffic must be minimized.

> Costs must be minimized.
How should you configure Windows Update? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Windows Update technology to use:

Windows Server Update Services (WSUS)
Microsoft Endpoint Configuration Manager
Windows Update for Business

Manage the configuration by using:
A Group Policy obyect (GPO)
Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

Delivery Optimization
BranchCache

Peer cache

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates. You can use WSUS to
fully manage the distribution of updates that are released through Microsoft Update to computers on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements: Can be added and removed by using the Server Manager
Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.

Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows Update to obtain automatic updates
from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7 operating systems. Each client has a
cache and acts as an alternate source for content that devices on its own network request. Windows Server Update Services (WSUS) and Microsoft Endpoint
Manager can use BranchCache to optimize network bandwidth during update deployment, and it's easy to configure for either of them. BranchCache has two
operating modes: Distributed Cache mode and Hosted Cache mode.

Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache https://docs.microsoft.com/en-us/windows-
server/administration/windows-server-update-services/deploy/4-conf

NEW QUESTION 6

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. All users have computers that run Windows 10. The computers are
joined to Azure AD and managed by using Microsoft Intune.

You need to ensure that you can centrally monitor the computers by using Windows Analytics. What should you create in Intune?

A. a device configuration profile
B. a conditional access policy
C. a device compliance policy
D. an update policy

Answer: A

Explanation:
References:
https://www.scconfigmgr.com/2019/03/27/windows-analytics-onboarding-with-intune/

NEW QUESTION 7
- (Exam Topic 4)
You have the x64 devices shown in the following table.

Name Operating system Installed apps
Computer1 | 64-bit version of Windows 8.1 Pro Microsoft Office 2013
Computer2 | 32-bit version of Windows 8.1 None
Enterprise

You have the Windows 10 Enterprise images shown in the following table.
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Name | Platform Description

Image1 x64 Custom Windows 10 Enterprise image that has
Microsoft Office 2019 installed

Image2 x64 Default Windows 10 Enterprise image created by
Microsoft

Image3 x86 Custom Windows 10 Enterprise image that has
Microsoft Office 2019 installed

Image4 x86 Default Windows 10 Enterprise image created by
Microsoft

You need to identify which images can be used to perform an in-place upgrade of Computerl and Computer2. Which images should you identify? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

computer1: |

Image1 only

Image2 only

Image1 and Image2 only

Image1, ImageZ, and Image3 only
Image1, Image2, Image3, and Image4

computer2: [

Image3 only

Image4 only

Image3 and Image4 only

Image2, Image3, and Image4 only
Image1, Image2, Image3, and Image4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Imagel and Image2 only

Computerl is a x64 system so Imagel and Image2 are fine.

Note: x86 refers to a 32-bit CPU and operating system while x64 refers to a 64-bit CPU and operating system. Box 2: Image3 and Image4 only
There is no upgrade path from 32 bit versions of Windows to Windows 8 64 bit.

Reference:

https://answers.microsoft.com/en-us/windows/forum/all/switch-from-x86-to-x64/a69b5aae-9d20-414b-86b8-004

NEW QUESTION 8
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Userl has the device shown in the following table.

| Operating . . Mobile device
Name Version | Jointype management
, . Azure AD
= i QoW 10 :ﬁr } vone
Device1 Windows 10.0.18362.0 reqistered | None
Device2 Windows 10.0.18362.30 | AAZure AD Microsoft Intune
. Evese Il |registered | " |
Device3 Windows 10.0.18362.0 | Azure AD Jone
joined
Deviced Windows 10.0.18362 30 E,L]Lr,z AD Microsoft Intune

Enterprise State Roaming is configured for Userl. Userl signs in to Device4 and changes the desktop.
You need to identify on which devices Userl will have a changed desktop. Which devices should you identify?

A. Devicel, Device2, Device3, and Device4
B. Device4 only

C. Device2, Device3, and Device4 only

D. Device2 and Device4 only

E. Device3 and Device4 only
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Answer: A

Explanation:
The requirements of Enterprise State Roaming are:

> Windows 10, with the latest updates, and a minimum Version 1511 (OS Build 10586 or later) is installed on the device.
> The device is Azure AD joined or hybrid Azure AD joined.

> Ensure that Enterprise State Roaming is enabled for the tenant in Azure AD.

> The user is assigned an Azure Active Directory Premium license.

> The device must be restarted and the user must sign in again to access Enterprise State Roaming features.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-troubleshooting

NEW QUESTION 9

- (Exam Topic 4)

Your company implements Microsoft Azure Active Directory (Azure AD), Microsoft 365, Microsoft Intune, and Azure Information Protection.
The company’s security policy states the following:

> Personal devices do not need to be enrolled in Intune.
> Users must authenticate by using a PIN before they can access corporate email data.
> Users can use their personal iOS and Android devices to access corporate cloud services.

> Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive for Business.
You need to configure a solution to enforce the security policy. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. a supervision policy from the Security & Compliance admin center

C. an app protection policy from the Intune admin center

D. a device configuration profile from the Intune admin center

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/intune/app-protection-policy

NEW QUESTION 10

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains member computers that run Windows 8.1 and are enrolled in Microsoft Intune.

You need to identify which computers can be upgraded to Windows 10.

Solution: From the Microsoft Endpoint Manager admin center, you create a device compliance policy and assign the policy to the computers. After 24 hours, you
view the Device compliance report in Intune.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 10
- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains 200 computers that run Windows 10.
Folder Redirection for the Desktop folder is configured as shown in the following exhibit.
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Deskiop Properties 7T X

Target Settings
Select the redirection settings for Desktop.

v | Grant the user exclusive rights to Desktop.
'V | Move the contents of Desktop to the new location.
| Also apply redirection policy to Windows 2000, Windows

2000 Server, Windows XP, and Windows Server 2003
operating systems.

Policy Remowval

»1 Leave the folder in the new location when policy is
removed.

Redirect the folder back to the local userprofile location
when policy is removed.

OK Cancel Apply

The target is set to Serverl.

You plan to use known folder redirection in Microsoft OneDrive for Business.

You need to ensure that the desktop content of users remains on their desktop when you implement known folder redirection.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Clear the Grant the user exclusive rights to Desktop check box.

B. Change the Policy Removal setting.

C. Disable Folder Redirection.

D. Clear the Move the contents of Desktop to the new location check box.

Answer: BC

Explanation:

The OneDrive Known Folder Move Group Policy objects won't work if you previously used Windows Folder Redirection Group Policy objects to redirect the
Documents, Pictures, or Desktop folders to a location other than OneDrive. Remove the Windows Group Policy objects for these folders before you enable the
OneDrive Group Policy objects. The OneDrive Group Policy objects won't affect the Music and Videos folders, so you can keep them redirected with the Windows
Group Policy objects. For info about Windows Folder Redirection, see Deploy Folder Redirection with Offline Files."

NEW QUESTION 11

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to configure access to Microsoft Office 365 for unmanaged devices. The solution must meet the following requirements:

> Allow only the Microsoft Intune Managed Browser to access Office 365 web interfaces.

> Ensure that when users use the Intune Managed Browser to access Office 365 web interfaces, they can only copy data to applications that are managed by the
company.

Which two settings should you configure from the Microsoft Intune blade? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
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Microsoft Intune

|,'¢-r'..'r. ' fCER+4) |

@ Overview

&l Quick start

MANAGE
B Device enroliment
B, Device compliance

Device configuration

g B

Drevices

Client apps

eBooks

@

D Conditional access
B on-premises access
s Users
saa  Groups

= Roles

B software updates

HELP AND SLIPPORT

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/app-configuration-managed-browser#application-protection-policies-for

NEW QUESTION 15

- (Exam Topic 4)

Your company uses Microsoft Intune to manage devices. You need to ensure that only Android devices that use Android work profiles can enroll in Intune.
Which two configurations should you perform in the device enrollment restrictions? Each correct answer presents part of the solution.

NOTE: each correct selection is worth one point.

A. From Select platforms, set Android work profile to Allow.

B. From Configure platforms, set Android Personally Owned to Block.
C. From Configure platforms, set Android Personally Owned to Allow.
D. From Select platforms, set Android to Block.

Answer: AD

Explanation:
https://docs.microsoft.com/en-us/InTune/enroliment-restrictions-set

NEW QUESTION 19
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status |

—— = e r———

User1 Group1 Disabled
User?2 Group1, Group?2 Enforced

You have the devices shown in the following table.

Name | Platform
Device1 | Windows 11
Device?2 | Android

You have a Conditional Access policy named CAPolicyl that has the following settings:

> Assignments
- Users or workload identities: Groupl

-Cloud apps or actions: All cloud apps Conditions
= Device platforms: include: Windows, Android
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- Grant access controls: Require multi-factor authentication
You have a Conditional Access named CAPolicy2 that has the following settings:

> Assignments
- Users or workload identities: Group2
-Cloud apps or actions: All cloud apps Conditions
= Device platforms: Android
- Access controls: Block access
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

User1 can access Microsoft Exchange Online from Device2. {:)

User2 can access Microsoft Exchange Online from Device1. O

User2 can access Microsoft Exchange Online from Device2. ()

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 24
- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains computers that run Windows 10 and are joined to the domain.

The domain is synced to Microsoft Azure Active Directory (Azure AD).

You create an Azure Log Analytics workspace and deploy the Device Health solution. You need to enroll the computers in Windows Analytics.

Which Group Policy setting should you configure?
A. Specify intranet Microsoft update service location
B. Allow Telemetry

C. Configure the Commercial ID

D. Connected User Experiences and Telemetry

Answer: C

Explanation:

Microsoft uses a uniqgue commercial ID to map information from user computers to your Azure workspace. Copy your commercial ID key from any of the Windows

Analytics solutions you have added to your Windows Portal, and then deploy it to user computers.
References:

https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-get-started

NEW QUESTION 26
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the devices shown in the following table.

Name Platform (Azure Active | Managed by using
Directory) Azure Microsoft Intune
AD join type
Devicef Windows 10 Joined Yes
Device? Android Registered Yes
Device3 105 None Yes
Deviced Windows 10 None No
Device5 iPadOS Registered No

You need to assign app protection settings to the devices.
What is the minimum number of app protection policies required?

moow»
O wN PR
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies

NEW QUESTION 30
- (Exam Topic 4)

Your network contains an on-premises Active Directory forest named contoso.com that syncs to Azure Active Directory (Azure AD). Azure AD contains the users
shown in the following table.

____Name | Source |___Member of
| User1 | Azure AD | Group1
User2 Windows Active Directory | Group2
You assign Windows 10 Enterprise E5 licenses to Groupl and User2. You add computers to the network as shown in the following table.
| Name [ Operatingsystem |  Joinedto
| Computer1 | Windows 10 Pro | Azure AD
| Computer2 | Windows 10 Pro | Active Directory
| Computer3 | Windows 8.1 | Active Directory

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Yes No
If User1 signs in to Computer1, Computer1 will be upgraded
to Windows 10 Enterprise E5 automatically. O ©
If User2 signs in to Computer2, Computer2 will be upgraded e ®)
to Windows 10 Enterprise ES automatically.
If User2 signs in to Computer3, Computer3 will be upgraded ® O

to Windows 10 Enterprise E5 automatically.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-10-subscription-activation

NEW QUESTION 35

- (Exam Topic 4)

You use Windows Defender Advanced Threat Protection (Windows Defender ATP) to protect computers that run Windows 10.

You need to assess the differences between the configuration of Windows Defender ATP and the Microsoft recommended configuration baseline.
Which tool should you use?

A. Windows Defender Security Center

B. Windows Analytics

C. Windows Defender ATP Power Bl app
D. Microsoft Secure Score

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/overview-securesco

NEW QUESTION 40

- (Exam Topic 4)

You have a computer named Computerl that runs Windows 10. Computer is used by a user named Userl. You need to ensure that when Userl opens websites
from untrusted locations by using Microsoft Edge,

Microsoft Edge runs in isolated container.

What should you do first?

A. From Windows Features, turn on Windows Defender Application Guard.
B. From Windows Security, configure the Device security settings.

C. From Windows Security, configure the Virus & threat protection settings.
D. From Windows Features, turn on Hyper-V Platform.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/wd-a https://docs.microsoft.com/en-

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MD-101 dumps

@ 2 P QsseaQs ":J https://www.2passeasy.com/dumps/MD-101/ (352 New Questions)

us/windows/security/threat-protection/windows-defender-application-guard/instal

NEW QUESTION 43
- (Exam Topic 4)
Your company has devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Devicel | Windows 10
DeviceZ | Android device administrator
Device3 | iOS

In Microsoft Endpoint Manager, you define the company's network as a location named Location1. Which devices can use network location-based compliance
policies?

A. Device2 and Device3 only

B. Device2 only

C. Devicel and Device2 only

D. Devicel only

E. Devicel, Device2, and Device3

Answer: E

Explanation:

Intune supported operating systems

Intune supports devices running the following operating systems (OS): iOS

Android Windows macOS

Note: View the device compliance settings for the different device platforms: Android device administrator
Android Enterprise iOS

macOS

Windows Holographic for Business

Windows 8.1 and later Windows 10/11

Reference: https://docs.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers https://docs.microsoft.com/en-us/mem/intune/protect/device-
compliance-get-started

NEW QUESTION 47

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

From the Microsoft Endpoint Manager admin center, you plan to create a baseline to monitor the Startup score and the App reliability score of enrolled Windows 10
devices.

You need to identify which tool to use to create the baseline and the minimum number of devices required to create the baseline.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Tool to use v
Workbooks

Log Analytics
Endpoint analytics

| Security baselines

Minimum number of devices v
1
5
10
25
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, application, table Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/analytics/scores#understanding-scores

NEW QUESTION 50

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named adatum.com The tenant contains Windows 10 devices that are enrolled in Microsoft Intune.
You create an Azure Log Analytics workspace and add the Device Health solution to the workspace.

You need to create a custom device configuration profile that will enroll the Windows 10 devices in Device Health.

Which OMA-URI should you add to the profile?

A. ./Vendor/MSFT/DMClient/Provider/MS DM Server/Push
B. ./Vendor/MSFT/DMClient/Provider/MS DM Server/Push/ChannelURI
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C. ./Vendor/MSFT/DMClient/Provider/MS DM Server/CommerciallD
D. ./Vendor/MSFT/DMClient/Provider/MS DM Server/ManagementServerAddressList

Answer: C
Explanation:

References:

https://allthingscloud.blog/monitor-windows-10-updates-for-intune-mdm-enrolled-devices/

NEW QUESTION 53
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Windows Update for Business.

The research department has several computers that have specialized hardware and software installed. You need to prevent the video drivers from being updated

automatically by using Windows Update.

Solution: From the Device Installation and Restrictions settings in a Group Policy object (GPO), you enable Prevent installation of devices using drivers that match
these device setup classes, and then you enter the device GUID.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:

https://www.stigviewer.com/stig/microsoft_windows_server_2012_member_server/2013-07-25/finding/WN12

NEW QUESTION 56
- (Exam Topic 4)
Your company has a Microsoft 365 tenant.

Users sign in to Windows 10 devices by using their Microsoft 365 account.
On a computer, you open Sync your settings as shown in the exhibit. (Click the Exhibit tab.)

A. Enable User Experience Virtualization (UE-V).

B. Enable Windows Mobility Center.
C. Disable Windows Hello for Business.
D. Enable Enterprise State Roaming.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-enable

NEW QUESTION 58
- (Exam Topic 4)

You manage a Microsoft Deployment Toolkit (MDT) deployment share named DS1. OS! contains an
Out-of-Box Drivers folder named Windows 10 x64 that has subfolders in the format of (make name}\ (model name).
You need to modify a deployment task sequence to ensure that all the drivers In the folder that match the make and model of the computers are installed without

using PnP detection or selection profiles.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Preinstall PREINSTALL
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Completes any tasks that need to be done (such as creating new partitions) before the target operating system is deployed.

Box 2: Inject Drivers Inject Drivers

This task sequence step injects drivers that have been configured for deployment to the target computer.

The unique properties and settings for the Inject Drivers task sequence step type are:

* Property: TypeSet this read-only type to Inject Drivers.

* Settings

Install only matching drivers: Injects only the drivers that the target computer requires and that match what is available in Out-of-Box Drivers
Install all drivers: Installs all drivers

Selection profile: Installs all drivers in the selected profile

Reference: https://docs.microsoft.com/en-us/mem/configmgr/mdt/toolkit-reference

NEW QUESTION 63

- (Exam Topic 4)
You have the devices shown in the following table_.
Name Operating system_ _i Domain member
| Device1| Windows 8.1 Enterprise | Yes
DeviceZ | Windows 10 Pro No
| Device3 | Windows 10 Enterprise | Yes
| Device4 | Mac OS X No

You plan to implement Microsoft Defender for Endpoint.
You need to identify which devices can be onboarded to Microsoft Defender for Endpoint. What should you identify?

A. Device3 only

B. Device 1, Device2, and Device3 only

C. Device 1, Device2, Device3, and Device4d
D. Device2 and Device3 only

E. Device2, Device3, and Device4 only

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/mem/configmgr/protect/deploy-use/defender-advanced-threat-protection#bkmk

NEW QUESTION 65

- (Exam Topic 4)

A company named A-Datum Corporation uses Microsoft Endpoint Configuration Manager, Microsoft Intune, and Desktop Analytics.
A-Datum purchases a company named Contoso, Ltd. Contoso has devices that run the following operating systems:

> Windows 8.1

> Windows 10

> Android

> i0S

A-D atum plans to use Desktop Analytics to monitor the Contoso devices.

You need to identify which devices can be monitored by using Desktop Analytics and how to add the devices to Desktop Analytics.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Dewices that can be monitored by using Desktop Analtics v
Windows 10 only

Windows 10, Android, and iOS only

Windows 8.1 and Windows 10 only

Windows 8.1, Windows 10, Android, and 10S

To add a dewice to Desktop Analytics, you must 4
Enroll the device in Microsoft Intune

Install the Endpoint Configuration Manager agent
Install the Microsoft Monitonng Agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/overview

NEW QUESTION 70

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.

Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a network share. From Windows 8.1 on Computerl, you run setup.exe from the network share.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead: You add Windows 10 startup and install images to a Windows Deployment Services (WDS) server. You start Computerl by using WDS and PXE, and
then you initiate the Windows 10 installation.

Reference: https://docs.microsoft.com/en-us/windows/deployment/windows-deployment-scenarios-and-tools

NEW QUESTION 71

- (Exam Topic 4)

You use the Microsoft Deployment Toolkit (MDT) to manage Windows 10 deployments. From Deployment Workbench, you modify the WIinPE settings and add
PowerShell support. You need to generate a new set of WinPE boot image files that contain the updated settings. What should you do?

A. From the Operating Systems node, import a new operating system.
B. From the Deployment Shares node, update the deployment share.
C. From the Packages node, import a new operating system package.
D. From the Advanced Configuration node, create new media.

Answer: B

Explanation:

Distribute content to the CMO1 (for example) distribution portal.

In Configuration Manager, you can distribute all packages needed by a task sequence in a single task. In this section, you distribute packages that have not yet
been distributed to the CMO1 distribution point.

On CMO1:

* 1. Open the Deployment Workbench, right-click Deployment Shares and click New Deployment Share. Use the following settings for the New Deployment Share
Wizard:

Deployment share path: D:\MDTProduction Share name: MDTProduction$

Deployment share description: MDT Production Options: <default settings>

* 2. Etc.

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-cm/finalize-the-os-configuration-for-wi

NEW QUESTION 74

- (Exam Topic 4)

Your company has a computer named Computerl that runs Windows 10. Computerl was used by a user who left the company.

You plan to repurpose Computerl and assign the computer to a new user. You need to redeploy Computerl by using Windows AutoPilot.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Answer Area
Actions
Upload the file by using Microsoft Store for
Business.
Upload the file by running azcopy.exe.
Gonerate a J50ON file that contalns the Irﬁ-h\l C\Q
_ .
0T F-I.I‘I#F |ﬂfﬁrmlt|ﬂ-ﬁ.
_ S (=) f-..'?)
= W
Reset the computar.
Gonerate a C5V file that contains the
computer information.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/intune/enroliment-autopilot
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 75
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- (Exam Topic 4)

You have 100 computers that run Windows 10 and connect to an Azure Log Analytics workspace.

Which three types of data can you collect from the computers by using Log Analytics? Each correct answer a complete solution.
NOTE: Each correct selection is worth one point.

A. error events from the System log

B. failure events from the Security log

C. third-party application logs stored as text files
D. the list of processes and their execution times
E. the average processor utilization

Answer: ADE

Explanation:

Log Analytics is a tool in the Azure portal to edit and run log queries from data collected by Azure Monitor logs, such as the system log, and interactively analyze
their results.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-tutorialhttps://docs.microsoft.com/en-u

NEW QUESTION 77

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 2,000 computers that run Windows 10.

You implement hybrid Microsoft Azure Active Directory (Azure AD) and Microsoft Intune.

You need to automatically register all the existing computers to Azure AD and enroll the computers in Intune. The solution must minimize administrative effort.
What should you use?

A. An Autodiscover address record.

B. A Windows AutoPilot deployment profile.

C. An Autodiscover service connection point (SCP).
D. A Group Policy object (GPO).

Answer: B

Explanation:
Reference:
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Windows-Autopilot-Hybrid-Azure-AD-join-and

NEW QUESTION 79

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 10 on a reference computer.
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit
C. bcdedit
D. sysprep

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--system-preparation-- overview

NEW QUESTION 80

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to ensure that feature and quality updates install automatically during a maintenance window. Solution: From the Maintenance Scheduler settings, you
configure Automatic Maintenance Random Delay. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/automatically-deploy-software-updates

NEW QUESTION 81

- (Exam Topic 4)

You have a shared computer that runs Windows 10. The computer is infected with a virus.

You discover that a malicious TTF font was used to compromise the computer.

You need to prevent this type of threat from affecting the computer in the future. What should you use?

A. Windows Defender Exploit Guard
B. Windows Defender Application Guard
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C. Windows Defender Credential Guard
D. Windows Defender System Guard
E. Windows Defender SmartScreen

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/windowsd

NEW QUESTION 85

- (Exam Topic 4)

You have a computer named Computerl that runs Windows 10.

The Wi-Fi network profile for Computerl is configured as shown in the following exhibit.

Connect automatically when in range

@ on

Network profile

@ Public

Your PC is hidden from other devices on the network and can't be
used for printer and file sharing.

O Private

For a network you trust, such as at home or work. Your PC is
discoverable and can be used for printer and file sharing if you set
it up.

Configure firewall and security settings

The Delivery Optimization options for Computer1 are configured as shown in the following exhibit
Allow downloads from other PCs

m On

(O PC's on my local network

(®) PCs on my local network, and PCs on the Internet

From which computers will Computerl will receive updates and to which computers will Computerl provide updates? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Receive updates from: v

Local computers only
Computers on the internet only
Local computers and computers on the internet

Provide updates to: v

Local computers only
Computers on the internet only
Local computers and computers on the internet

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 86
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain that contains the locations shown in the following table.
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Name Internal IP Public Network Address Active Directory
address Translation (NAT) IP address site
Locationl 10.10.0.0/16 131.107.15.0/24 Sitel
Location2 10.20.0.0/16 131.107.16.0/24 Sitel
Location3 172.16.0.0/16 131.107.196.0/24 Site2
In Microsoft Intune, you enroll the Windows 10 devices shown in the following table.
Name IP address

Devicel 10.10.0.50

Device2 10.20.1.150

Device3 10.10.1.155

Device4 172.16.0.30

You have a Delivery Optimization device configuration profile applied to all the devices. The profile is configured as shown in the following exhibit.
Delivery Optimization
Windows 10 and later

- Basics ¢ Configuration settings Assianments

[f you already configured and deployed Delivery Optimization download mode in
Windows 10 update rings, before you begin, go to Software updates - Windows 10

update rings and migrate your existing settings.
Learn more

Download mode (O * HTTP blended with peering across private group (2) ~

Subnet mask v

AD site v

Restrict Peer Selection (O

Group ID source

Previous Next

From which devices can Devicel and Device2 get updates? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Devicel: v

Can get updates from Device3 only.

Cannot get updates from any device.

Can get updates from Device2 and Device3 only.

Can get updates from Device2, Device3, and Device4.

Device?2: v

Can get updates from Device3 only.

Cannot get updates from any device.

Can get updates from Devicel and Device3 only.

Can get updates from Devicel, Device3, and Device4.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated
Reference:
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https://docs.microsoft.com/en-us/mem/intune/configuration/delivery-optimization-settings https://docs.microsoft.com/en-us/windows/deployment/update/waas-
delivery-optimization-reference#select-the

NEW QUESTION 88
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the Windows 10 devices shown in the following table.

MName Used Azure Active Directory . Managed by using
by | (Azure AD) join type . Microsoft Intune

You enable Enterprise State Roaming
You need to ensure that Userl can sync Windows settings across the devices. What should you do?

A. Join Device?2 to Azure AD.

B. Add a Microsoft account to each device.

C. Remove Devicel and Device2 from Intune.
D. Enroll Device3 in intune.

Answer: D

NEW QUESTION 92

- (Exam Topic 4)

You are configuring an SSTP VPN.

When you attempt to connect to the VPN, you receive the message shown in the exhibit. (Click the Exhibit
tab.)

Home VPN
VPN

Metwork & Internet

E CONTOS0
0 Ethernet ol connect fo CONTOS

Close

Advanced Options

What should you do to ensure that you can connect to the VPN?

A. Change the VPN type
B. Generate a computer certificate from the root certification authority (CA)
C. Install the root certificate

Answer: B

NEW QUESTION 96

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 Android devices enrolled in Microsoft intune. You create an app configuration policy that contains the
following settings:

* Device enrollment type: Managed devices

* Profile Type: All Profile Types

« Platform: Android Enterprise

Which two types of apps can be associated with the policy? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Android Enterprise system app
B. Android store app

C. Web link

D. Managed Google Play store app
E. Built-in Android app

Answer: AD

NEW QUESTION 101
- (Exam Topic 4)
You have the Microsoft Deployment Toolkit (MDT) installed in three sites as shown in the following table.
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MDT instance name Site Default gateway
MDT1 New York 10.1.1.0/24
MDT2 London 10.5.5.0/24

| MDT3 Dallas 10.4.4.0/24

You use Distributed File System (DFS) Replication to replicate images in a share named Production. You configure the following settings in the Bootstrap.ini file.

[Settings] Priority=DefaultGateway, Default [DefaultGateway] 10.1.1.1=NewYork 10.5.5.1=London

[NewYork] DeployRoot=\\MDT1\Production$ [London] DeployRoot=\\MDT2\Production$ KeyboardLocale=en-gb
[Default]

DeployRoot=\\MDT3\Production$ KeyboardLocale=en-us

You plan to deploy Windows 10 to the computers shown in the following table.

Name IP address
LT1 10.1.1.240
DT1 10.5.5.115
TB1 10.2.2.193

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

TB1 will download the image from MDT3.

DT1 will have a KeyboardLocale of en-gb.

LT1 will download the image from MDT1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/build-a-distributed-environment-fo

NEW QUESTION 104
- (Exam Topic 4)

You have computers that run Windows 8.1 or Windows 10. All the computers are enrolled in Microsoft Intune, Endpoint Configuration Manager, and Desktop

Analytics. Co-management is enabled for your environment.

You plan to upgrade the Windows 8.1 computers to Windows 10.

You need to identify which Windows 8.1 computers do NOT have supported Windows 10 drivers.
What should you use?

A. the General Hardware Inventory report in Configuration Manager

B. the List of devices in a specific device category report in Configuration Manager
C. Deployment plans in Desktop Analytics

D. the Device compliance report in Intune

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/about-deployment-plans

NEW QUESTION 105

- (Exam Topic 4)

You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.

What should you configure from Microsoft 365 Device Management? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a Windows 10 security baseline

B. an app configuration policy

C. a custom device configuration profile

D. a Windows 10 update ring

E. a device restrictions device configuration profile

Answer: D
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NEW QUESTION 106
- (Exam Topic 4)

You have Windows 10 devices that are managed by using Microsoft Intune. Intune and the Microsoft Store for Business are integrated.

You need to deploy the Remote Desktop modern app as an automatic install to the Windows 10 devices without user interaction.

Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create an Azure Active Directory group that contains all users.

B. From the Intune portal, create a Microsoft Store app for the Remote Desktop modern app.
C. From the Intune portal assign the app to the Azure Active Directory group.

D. Create an Azure Active Directory group that contains the Windows 10 devices.

E. From the Microsoft Store for Business portal, assign a license for the app to all the users in the Azure Active Directory group.

F. For your organization, make the app available in the Microsoft Store for Business.
Answer: BCD

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-

us/mem/intune/apps/windows-store-for-business

NEW QUESTION 110

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You are assigned the User administrator role.

An Azure AD security group named Groupl was deleted five days ago. You need to restore Groupl.
What should you do?

A. Modify the group expiration policy.

B. From Deleted groups, restore Groupl.

C. Manually recreate Groupl.

D. Ask a global administrator to restore Groupl.

Answer: B

NEW QUESTION 111

- (Exam Topic 4)

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Policy type: :
App configuration policy
App protection policy
Compliance policy
Configuration profile

Profile: 24
Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root
certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are

issued.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 114
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- (Exam Topic 4)
Your company uses Windows Defender Advanced Threat Protection (Windows Defender ATP). Windows Defender ATP includes the machine groups shown in the
following table.

Rank Name Members
1 Group1 Tag Equals demo And 05 In Windows 10
2 Group2 Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And 05 In Windows 10
5 GIDUFE Hame starts with COMP
Last E’;?;zﬁfm achines Mot applicable

You onboard a computer to Windows Defender ATP as shown in the following exhibit.

E computer

Actions .~

Domain: adatum.com
OS: Windows10 64-bit (Build 17134)

Machine IP addresses »

What is the effect of the Windows Defender ATP configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Computer1 will be a member of v

Group3 only

Group4 only

Grou5 only

Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer1 will be a member of Group1 only

Group2 only

Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Computer1 will be a member of v
Group3 only
Group4 only
GOl = - s aees= |
{Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer1 will be a member of Group1 only
Group2 only

Group1 and Group2 only

-l o — o ———

Group1, Group2, Group3, Group4, and Group5 |

NEW QUESTION 115

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You redirect Windows known folders to Microsoft OneDrive for Business. Which folder will be included in the redirection?

A. Saved Games
B. Documents
C. Music

D. Downloads
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/onedrive/redirect-known-folders

NEW QUESTION 119

- (Exam Topic 4)

You have five computers that runs Windows 10.

You need to create a provisioning package to configure the computers to meet the following requirements: > Run an interactive app.

> Automatically sign in by using a local user account.

> Prevent users from accessing the desktop and running other applications.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Apply the provisioning package

Run the Provision desktop devices project

Copy the provisioning package to each computer.
Run the Provision kiosk devices project

Install the Microsoft Deployment Toolkit (MDT).
Enable Microsoft User Experience Virtualization (UE-V)

Install the Windows Configuration Designer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-install-icd

NEW QUESTION 122

- (Exam Topic 4)

You have a Microsoft 365 subscription. The subscription contains 500 computers that run Windows 11 and are enrolled in Microsoft Endpoint Manager. You need
to manage the deployment of monthly security updates. The solution must meet the following requirements:

» Updates must be deployed to a group of test computers for quality assurance.

» Updates must be deployed automatically 15 days after the quality assurance testing. What should you create in the Microsoft Endpoint Manager admin center?

A. an update ring

B. a security baseline

C. a feature update policy

D. a device configuration profile

Answer: A

NEW QUESTION 123

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains member computers that run Windows 8.1 and are enrolled in Microsoft Intune.

You need to identify which computers can be upgraded to Windows 10.

Solution: You install the Microsoft Assessment and Planning Toolkit. From the Microsoft Assessment and Planning Toolkit, you collect inventory data and run the
Windows 10 Readiness scenario.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 125
- (Exam Topic 4)
You upgrade three computers from Windows 8.1 to Windows 10 as shown in the following table.
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Name Days since upgrade

Computer1 18

Computer2 9

Computer3 3

The in-place upgrade settings used to perform the upgrade are shown in the following table.

Name Setting

Computer1 Keep personal files and apps

Computer2 None

Computer3 Keep personal files and apps

After the upgrade, you perform the following actions on each computer: Add a local user account named LocalAdmin1.
- Install Microsoft Office 2019.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
You can roll back Computer1 to Windows 8.1 Q Q
You can roll back Computer2 to Windows 8.1 O @,
You can roll back Computer3 to Windows 8.1 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://www.infoworld.com/article/3033806/how-to-roll-back-your-windows-10-upgrade.html

NEW QUESTION 129

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com. You have a workgroup computer named Computerl that runs Windows 10. You need
to add Computerl to contoso.com.

What should you use?

A. the Settings app

B. Computer Management
C. netdom.exe

D. dsregcmd.exe

Answer: D

Explanation:

If you want to manually join the computer to Azure AD, you can execute the dsregcmd /join command. This command should be run in SYSTEM context (using
psexec for example) and will force an attempt to Azure AD.

Reference: https://365bythijs.be/2019/11/02/troubleshooting-hybrid-azure-ad-join/

NEW QUESTION 130

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to deploy a custom line-of-business (LOB) app to
the devices by using Intune.

Which extension should you select for the app package file?

A. .intunemac
B. apk

C. jpa

D. .appx

Answer: C

Explanation:

iOS/iPadOS LOB apps: Select Line-of-business app as the app type, select the App package file, and then enter an iOS/iPadOS installation file with the extension
.ipa.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 135
- (Exam Topic 4)
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You have a Microsoft 365 E5 subscription that contains a user named Userl and the devices shown in the following table.
" Na .

me _] Opcr_l_ting system :_:A:urc AD sutu_:_".

+ ]

ol W I Wy 1 lal s &

Userl can access her Microsoft Exchange Online mailbox from both Device 1 and Device2.

You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

* Assignments

* Users or workload identities: Userl

* Cloud apps or actions: Office 365 Exchange Online

* Access controls

* Grant: Block access

You need to configure CAPolicyl to allow mailbox access from Device 1 but block mailbox access from Device2.
Solution: You add a condition that specifies a trusted locations. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead use solution: You add a condition to filter for devices. Note: Conditional Access: Filter for devices

When creating Conditional Access policies, administrators have asked for the ability to target or exclude specific devices in their environment. The condition filter
for devices gives administrators this capability. Now you can target specific devices using supported operators and properties for device filters and the other
available assignment conditions in your Conditional Access policies.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-condition-filters-for-devices

NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains 100 Windows 10 devices. You heed to create Intune configuration profiles to
perform the following actions on the devices:

> Deploy a custom Start layout.

> Rename the local Administrator account.
Which profile template should you use for each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Deploy a custom Start layout: [

Delivery optimization
Device restriction
Endpoint protection
Identity protection

Rename the local Administrator account: _

Delivery optimization
Device restriction
Endpoint protection
ldentity protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Device restriction

Customize Start Menu Custom & Taskbar

Here is a quick step-by-step guide to help you to deploy the prepared XML file. This Intune policy helps to customize the start menu and taskbar for Windows 10
devices.

Logon to Microsoft Endpoint Manager Portal.

Navigate to Devices -> Windows -> Configuration Profiles. Select Platform -> Windows 10 and later.

Select Profile Type -> Template.

Search with “device” and select Device Restrictions. Click on Create button.

Box 2: Identity protection

Use an Identity protection profile to manage Windows Hello for Business on groups of devices in Microsoft Intune. Windows Hello for Business is a method for
signing in to Windows devices by replacing passwords, smart cards, and virtual smart cards. Intune includes built-in settings so Administrators can configure and
use Windows Hello for Business.

Reference:

https://www.anoopcnair.com/start-menu-taskbar-custom-layout-intune-cloudpc/ https://docs.microsoft.com/en-us/mem/intune/protect/identity-protection-configure

NEW QUESTION 141
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.
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~ Name | Platform
Device1l | Windows 8.1

| Device2 | Windows 10
Device3 ' Android
Deviced | i0S

On which devices can you apply app configuration policies?

A. Create an Azure Active Directory group that contains all users.

B. From the Intune portal, create a Microsoft Store app for the Remote Desktop modern app.

C. From the Intune portal assign the app to the Azure Active Directory group.

D. Create an Azure Active Directory group that contains the Windows 10 devices.

E. From the Microsoft Store for Business portal, assign a license for the app to all the users in the Azure Active Directory group.
F. For your organization, make the app available in the Microsoft Store for Business.

Answer: BCD

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-
us/mem/intune/apps/windows-store-for-business

NEW QUESTION 146

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You use Microsoft Endpoint Configuration Manager for device management. You have the Windows 10 devices shown in the following table.

Name Collection
Devicel Collectionl
Device2 Collection2

You configure Endpoint Configuration Manager co-management as follows:

> Automatic enrollment in Intune: Pilot

> Pilot collection for all workloads: Collection2
You configure co-management workloads as shown in the following exhibit.

Properties |

Tenant onboarding Enablement Workloads Staging

For \Windows 10 devices that are in a co-management state, you can have Microsoft
Intune start managing different workloads. Choose Filot Intune 1o have Intune manage
the workloads for only clients in the Pilot group (specified later in this wizard). If you are
not ready to move workloads to Intune, select Configuration Manager

L:afﬂ -]
Configuration Manager Pilot intune Irtune
Compliance policies: .
Device Configuration: .
Endpoint Protection: .

Resource access policies: .

Office Click-to-Run apps: .
Windows Update policies: .

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. Q Q
Configuration Manager manages the Windows Update policies for Devicel. () Q
Microsoft Intune manages Endpoint Protection for Device2. O Q
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Box 1: No
The Pilot Group does not include Devicel. Box 2: Yes
Box 3: Yes

The Pilot Group includes Device3. Reference:
https://docs.microsoft.com/en-us/mem/configmgr/comanage/how-to-enable

NEW QUESTION 148

- (Exam Topic 4)

Your company has a main office and six branch offices. The branch offices connect to the main office by using a WAN link. All offices have a local Internet
connection and a Hyper-V host cluster.

The company has a Microsoft System Center Configuration Manager deployment. The main office is the primary site. Each branch has a distribution point. All
computers that run Windows 10 are managed by using both Configuration Manager and Microsoft Intune.

You plan to deploy the latest build of Microsoft Office 365 ProPlus to all the computers.

You need to minimize the amount of network traffic on the company’s Internet links for the planned deployment.

What should you include in the deployment plan?

A. From Intune, configure app assignments for the Office 365 ProPlus suite.In each office, copy the Office 365 distribution files to a Microsoft Deployment Toolkit
(MDT) deploymentshare.

B. From Intune, configure app assignments for the Office 365 ProPlus suite.In each office, copy the Office 365 distribution files to a Configuration Manager
distribution point.

C. From Configuration Manager, create an application deployment.Copy the Office 365 distribution files to a Configuration Manager cloud distribution point.

D. From Configuration Manager, create an application deployment.In each office, copy the Office 365 distribution files to a Configuration Manager distribution
point.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployoffice/deploy-office-365-proplus-with-system-center-configurationmana

NEW QUESTION 151

- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:
> Compliance policy trends

> Trends in device and user enrolment

> App and operating system version breakdowns of mobile devices
You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Data source v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune

Azure Synapse Analytics

The Microsoft intune Data Warehouse

Data visualization tool v
Azure Data Studio

Microsoft Power Bl

The Azure portal

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
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NEW QUESTION 155

- (Exam Topic 4)

You have 500 Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Endpoint Manager to enable the following system settings on the devices:

» Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASLR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection arcas Answer Area

AL Coun protachion
-'-r!' B browser control

WEVICE SeCUnTY

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: App & browser control

Graphical user interface, text, application Description automatically generated
Windows Secunty

{_

Exploit protection

See the Exploit protection settings for your system and programs. You can
@ Home customise the settings you wam
O Virus & threat protection System settings Program settings
K Account protection
¥ Firewall & network protection Control flow guard (CFG)
| Ensures control flow integnty for indirect calls
B App & browser control I

Use default (On)

B Device security
& Device performance & health

Data Execution Prevention (DEP)
gt Family options

Prevents code from being run from data-only memaory pages

Use default (On)

Force randomisation for images (Mandatory ASLR)

Force relocabon of images noat compoed with OYNAMICBASE

Use default (Of)

Note: Data Execution Prevention (DEP): This mitigation prevents code from being run from data-only memory pages.

Box 2: App & browser control

Force randomization for images (Mandatory ASLR). This mitigation forcibly relocates images not compiled with /DYNAMICBASE.
Reference:

https://support.microsoft.com/en-us/windows/app-browser-control-in-windows-security-8f68fb65-ebb4-3cfb-4b

NEW QUESTION 159

- (Exam Topic 4)

Your company has computers that run Windows 10. The company uses Microsoft Intune to manage the computers.

You have an app protection policy for Microsoft Edge. You assign the policy to a group. On a computer named Computerl, you open Microsoft Edge.
You need to verify whether Microsoft Edge on Computerl is protected by the app protection policy. Which column should you add in Task Manager?
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A. Operating system context
B. UAC virtualization

C. Enterprise Context

D. Data Execution Prevention

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/wip https://www.itpromentor.com/win10-mam-wip/

NEW QUESTION 163

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant. All users in the company are licensed for Microsoft Intune.
You need to ensure that the users enroll their iOS device in Intune. What should you configure first?

A. A Device Enrollment Program (DEP) token.

B. An Intune device configuration profile.

C. A Device enrollment manager (DEM) account.
D. An Apple MDM Push certificate.

Answer: D

Explanation:

Reference:

https://www.manageengine.com/mobile-device-management/help/enrollment/mdm_creating_apns_certificate.ht

Prerequisites for iOS enroliment Before you can enable iOS devices, complete the following steps: Make sure your device is eligible for Apple device enroliment.
Set up Intune - These steps set up your Intune infrastructure. In particular, device enrollment requires that you set your MDM authority. Get an Apple MDM Push
certificate - Apple requires a certificate to enable management of iOS and macOS devices.
https://docs.microsoft.com/en-gb/intune/enroliment/apple-mdm-push-certificate-get

NEW QUESTION 168

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com that syncs to Azure Active Directory (Azure AD).

The Active Directory domain contains 200 computers that run Windows 10. The computers are managed by using Microsoft System Center Configuration Manager
(Current Branch).

You need to pilot co-management for only five of the computers.

What should you create first?

A. a domain local distribution group in Active Directory
B. an Intune Connector for Active Directory

C. a device collection in Configuration Manager

D. a dynamic device group in Azure AD

Answer: C

Explanation:

The Pilot Intune setting switches the associated workload only for the devices in the pilot collection.

Note: When you enable co-management, you'll assign a collection as a Pilot group. This is a group that contains a small number of clients to test your co-
management configurations. We recommend you create a suitable collection before you start the procedure. Then you can select that collection without exiting the
procedure to do so.

References:

https://docs.microsoft.com/en-us/configmgr/comanage/tutorial-co-manage-new-devices

NEW QUESTION 170

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 10 Android Enterprise devices. Each device has a corporate-owned work profile and is enrolled in
Microsoft Intune.

You need to configure the devices to run a single app in kiosk mode.

Which Configuration settings should you modify in the device restrictions profile?

A. General

B. Users and Accounts
C. System security

D. Device experience

Answer: D
Explanation:

Device experience

Use these settings to configure a kiosk-style experience on your dedicated devices, or to customize the home screen experiences on your fully managed devices.
You can configure devices to run one app, or run many apps. When a device is set with kiosk mode, only the apps you add are available.

Device experience, Enrollment profile type: Select an enrollment profile type to start configuring Microsoft Launcher or the Microsoft Managed Home Screen on
your devices. Your options:

* Dedicated device, Kiosk mode, Single App

* etc.

Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-android-for-work
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NEW QUESTION 173
- (Exam Topic 4)
You have computers that run Windows 10 and are configured by using Windows AutoPilot. A user performs the following tasks on a computer named Computerl:

> Creates a VPN connection to the corporate network
> Installs a Microsoft Store app named Appl

> Connects to a Wi-Fi network

You perform a Windows AutoPilot Reset on Computerl.

What will be the state of the computer when the user signs in? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The Wi-Fi connection will be:

Removed
Retained and the passphrase will be retained
Retained but the passphrase will be reset

App1 will be:
Reinstalled at sign-in
Removed
Retained
The VPN connection will be: IS
Removed

Retained and the credentials will be cached
Retained but the credentials will be reset

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 176

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains computers that run Windows 10. All users use Roaming User Profiles.
You have a user named Publicl that is used to sign-in to a public computer.

You need to prevent changes to the user settings of Publicl from being saved to the user profile. What should you do?

A. Rename the Roaming User Profile folder to Publicl.man
B. Rename Ntuser.dat to Ntuser.v6

C. Rename Ntuser.dat to Ntuser.man

D. Rename the Roaming User Profile folder to Publicl.vl

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/answers/questions/168551/set-roaming-profile-download-from-server-to-pcbut https://docs.microsoft.com/en-us/windows/client-
management/mandatory-user-profile

NEW QUESTION 179

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains member computers that run Windows 8.1 and are enrolled in Microsoft Intune.

You need to identify which computers can be upgraded to Windows 10.

Solution: From Windows on the Devices blade of the Microsoft Endpoint Manager admin center, you create a filter and export the results as a CSV file.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 182
- (Exam Topic 4)
You have an on-premises server named Serverl that hosts a Microsoft Deployment Toolkit (MDT) deployment share named MDT1.
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You need to ensure that MDT1 supports multicast deployments. What should you install on Serverl?

A. Windows Server Update Services (VVSUS)
B. Multipath /O (MPIO)

C. Windows Deployment Services (WDS)

D. Multipoint Connector

Answer: C

NEW QUESTION 184

- (Exam Topic 4)

You have a Microsoft Intune subscription that is configured to use a PFX certificate connector to an on-premises Enterprise certification authority (CA).

You need to use Intune to configure autoenrollment for Android devices by using public key pair (PKCS) certificates.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Obtain the root certificate.

From the Microsoft Endpoint Manager admin center,
create a trusted certificate configuration profile.

From the Enterprise CA, configure certificate @

©>

managers

From the Microsoft Endpoint Manager admin center,

configure enrollment restrictions.

From the Microsoft Endpoint Manager admin center,
create a PKCS certificate configuration profile,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure

NEW QUESTION 188

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 100 computers that run Windows 10.
You need to prevent users and apps from accessing dangerous websites. What should you configure?

A. Microsoft Defender Application Control
B. Microsoft Defender Exploit Guard

C. Microsoft Defender Application Guard
D. Microsoft Defender Firewall

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-network-protection?
view=0365-worldwide

NEW QUESTION 192

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant. All corporate devices are enrolled in Microsoft Intune.

You have a web-based application named Appl that uses Azure AD to authenticate.

You need to prompt all users of Appl to agree to the protection of corporate data when they access Appl from both corporate and non-corporate devices.
What should you configure?

A. Notifications in Device compliance

B. Terms and Conditions in Device enrollment

C. Terms of use in Conditional access

D. an Endpoint protection profile in Device configuration

Answer: C
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Explanation:

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 194
- (Exam Topic 4)

Your company has several Windows 10 devices that are enrolled in Microsoft Inline.
You deploy a new computer named Computerl that runs Windows 10 and is in a workgroup. You need to enroll Computerl in Intune.

Solution: You install the Company Portal app on Computerl and use the Devices tab from the app. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Use MDM enrolment.

MDM only enrollment lets users enroll an existing Workgroup, Active Directory, or Azure Active directory joined PC into Intune. Users enroll from Settings on the

existing Windows PC.
Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroliment-methods

NEW QUESTION 198
- (Exam Topic 4)

You have 200 computers that run Windows 10.
You need to create a provisioning package to configure the following tasks:

> Remove the Microsoft News and the Xbox Microsoft Store apps.

> Add a VPN connection to the corporate network.

Which two customizations should you configure? To answer, select the appropriate customizations in the answer area.

NOTE: Each correct selection is worth one point.
Available customizations

View: | All settings l

Seorch

| Cellular

Certificates

CleanPC

Connections

ConnectivityProfiles

CountryAndRegion

DataMarketplace

DeviceFormFactor

DeviceManagement

DMClient

EditionUpgrade

Folders

HotSpot

Licensing

Maps

OOBE

|
I
I
|
[
[
[ DesktopBackgroundAndColors
|
l
|
|
I
|
I
I
|

Personalization

Policies

| ProvisioningCommands

SharedPC

SMISettings

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Connectivityprofiles Policies
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References:
https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-connectivityprofiles https://docs.microsoft.com/en-us/windows/client-management/mdm/policy-
configuration-service-provider#appl https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-policies

NEW QUESTION 203

- (Exam Topic 4)

You have 25 computers that run Windows 8.1 Pro.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You need to upgrade the computers to Windows 10 Enterprise by using an in-place upgrade. The solution must minimize administrative effort.
What should you use?

A. Microsoft Endpoint Configuration Manager and a custom image of Windows 10 Enterprise
B. Subscription Activation

C. Microsoft Deployment Toolkit (MDT) and a default image of Windows 10 Enterprise

D. Windows Autopilot

Answer: B

NEW QUESTION 206

- (Exam Topic 4)

Your company standardizes on Windows 10 Enterprise for all users.

Some users purchase their own computer from a retail store. The computers run Windows 10 Pro.

You need to recommend a solution to upgrade the computers to Windows 10 Enterprise, join the computers to Microsoft Azure Active Directory (Azure AD), and
install several Microsoft Store apps. The solution must meet the following requirements:

> Ensure that any applications installed by the users are retained.

> Minimize user intervention.
What is the best recommendation to achieve the goal? More than one answer choice may achieve the goal. Select the BEST answer.

A. Microsoft Deployment ToolKit (MDT)

B. Windows Deployment Services (WDS)

C. a Windows Configuration Designer provisioning package
D. Windows AutoPilot

Answer: C

Explanation:
You use Windows Configuration Designer to create a provisioning package (.ppkg) that contains customization settings. You can apply the provisioning package to
a device running Windows 10.

NEW QUESTION 211

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to ensure that feature and quality updates install automatically during a maintenance window. Solution: From the Windows Update settings, you enable
Configure Automatic Updates, select 4-Auto download and schedule the install, and then enter a time.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/automatically-deploy-software-updates

NEW QUESTION 214

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled 0S5 Version Join Type Owner MDM Compliant

Yos Windows 100.17763.615  Azure AD registered Microsoft Intune Yis

Yes Windows 100.17763.107  Azure AD joined Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Identified by Intune as a personal device v

LOMN-CLZ only

LON-CL4 only

Both LON-CLZ2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
azure-ad-register

NEW QUESTION 215
- (Exam Topic 4)
You install a feature update on a computer that runs Windows 10. How many days do you have to roll back the update?

OO0
WEk o
o hO

Answer: B

Explanation:

Microsoft has changed the time period associated with operating system rollbacks with Windows 10 version 1607, decreasing it to 10 days. Previously, Windows
10 had a 30-day rollback period.

References:

https://fredmondmag.com/articles/2016/08/04/microsoft-shortens-windows-10-rollback-period.aspx

NEW QUESTION 217

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (AD) and enrolled in Microsoft Intune.
You need to enable self-service password reset on the sign-in screen.

Which settings should you configure from the Microsoft Intune blade?

A. Device configuration
B. Device compliance
C. Device enrollment
D. Conditional access

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-sspr-windows

NEW QUESTION 220

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM) You need to deploy the Microsoft Office 365 ProPlus suite to
all the computers. What should you do?

A. From Microsoft Azure Active Directory (Azure AD), add an app registration.

B. From the Device Management admin center, add an app.

C. From the Device Management admin center, create a Windows 10 device profile.
D. From Microsoft Azure Active Directory (Azure AD), add an enterprise application

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/client-management/mdm/enterprise-app-management#application-ma
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NEW QUESTION 221
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft Intune subscription.

Contoso.com contains a user named userl@contoso.com.
You have a computer named Computerl that runs Windows 8.1.

You need to perform an in-place upgrade of Computerl to Windows 10.

Solution: You assign an Enterprise Mobility + Security license to Userl. You instruct Userl to sign in to Computerl.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 223
- (Exam Topic 4)

Your on-premises network contains an Active Directory domain named contoso.com. You perform the following actions:

> Purchase a new Microsoft 365 subscription.
> Create a new user named User1l.
> Assign Userl the Security Administrator role.

You need to ensure that Userl can enable Conditional Access policies. What should Userl do first?

A. Register for Azure Multi-Factor Authentication (MFA).
B. Request the Conditional Access Administrator role.
C. Disable Security defaults.

D. Implement Azure AD Connect.

Answer: C

Explanation:

Microsoft provides security defaults that ensure a basic level of security enabled in tenants that don't have Azure AD Premium. With Conditional Access, you can
create policies that provide the same protection as security defaults, but with granularity. Conditional Access and security defaults aren't meant to be combined as

creating Conditional Access policies will prevent you from enabling security defaults.

Incorrect: Not B:

Not required. Gobal administrator, security administrator, or Conditional Access administrator is enough. Reference: https://docs.microsoft.com/en-us/azure/active-

directory/conditional-access/plan-conditional-access

NEW QUESTION 226
- (Exam Topic 4)

Your company purchases new computers that run Windows 10. The computers have cameras that support Windows Hello for Business.

You configure the Windows Hello for Business Group Policy settings as shown in the following exhibit.

Setting
Phone Sign-in

Allow enumeranon of emulated smart card for all users
Turn off smart card emulation

Use PIN Recovery

Use a hardware secunty device

Use biometrics

Configure device unlock factors

Configure dvnamic lock factors

Use Windows Hello for Business

Use certificate on-premises authentication

State

Not configured
Not configured
Mot configured
Not configured
Enabled
Not configured
Enabled
Enabled

Not configured

Comment

MNo

What are two valid methods a user can use to sign in? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Facial recognition

B. A smartwatch that is Bluetooth-enabled
C.APIN

D. A USB key

Answer: AC

Explanation:
Reference:

https://community.windows.com/en-us/stories/windows-sign-in-options https://fossbytes.com/how-to-unlock-windows-10/

NEW QUESTION 229
- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains computers that run Windows 10 and are enrolled in Microsoft Intune. Updates are
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deployed by using Windows Update for Business.
Users in a group named Groupl must meet the following requirements:

> Update installations must occur any day only between 00:00 and 05:00.

> Updates must be downloaded from Microsoft and from other company computers that already downloaded the updates.
You need to configure the Windows 10 Update Rings in Intune to meet the requirements.
Which two settings should you modify? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Update settings

Servicing channel Semi-Anmual Channel (Targeted) |
“*Microsoft product updates - Alleow |  Block _1
*Windows drivers Allow Block
'""-f;}uality update deferral peri&i (days) 0
*Feature update deferral period (days) 0
*Set feature update uninstall period (2-60 10
days)
User experience settings
Automatic update behavior Notify download
Restart checks Allow Skip
Delivery optimization download mode Not configured

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/windows-update-settings.md https://docs.microsoft.com/en-us/intune/delivery-optimization-
windows#move-from-existing-update-rings-to-de

NEW QUESTION 232

- (Exam Topic 4)

Your company uses Microsoft Intune.

More than 500 Android and iOS devices are enrolled in the Intune tenant.

You plan to deploy new Intune policies. Different policies will apply depending on the version of Android or iOS installed on the device.
You need to ensure that the policies can target the devices based on their version of Android or iOS. What should you configure first?

A. Corporate device identifiers in Intune

B. Device settings in Microsoft Azure Active Directory (Azure AD)

C. Device categories in Intune

D. Groups that have dynamic membership rules in Microsoft Azure Active Directory (Azure AD)

Answer: D

Explanation:
https://blogs.technet.microsoft.com/pauljones/2017/08/29/dynamic-group-membership-in-azure-active-directory

NEW QUESTION 233

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to ensure that feature and quality updates install automatically during a maintenance window. Solution: From the Windows Update settings, you enable
Configure Automatic Updates, select 3 — Auto download and notify for Install, and then enter a time.

Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:

References:
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/automatically-deploy-software-updates

NEW QUESTION 238
- (Exam Topic 4)
Your network contains an Active Directory domain. The domain contains computers that run Windows 8.1 and the users shown in the following table.

~_Name | Domain group membership | Local group membership
' User1 | Domain Users, Domain Admins | Administrators
| User2 | Domain Users, Remote Management Users | Users _
| User3 | Domain Users | Administrators
Userd | Domain Users | Remote Management Users

You plan to use the Microsoft Assessment and Planning (MAP) Toolkit to collect inventory data. The MAP Toolkit has the following configurations:
> Inventory scenario: Windows computers

> Discovery method: Use Active Directory Domain Services (AD DS)
You need to identify which user to use for the MAP Toolkit inventory discovery. The solution must use principle of least privilege.
What should you identify?

A. User3
B. Userl
C. User4
D. User2

Answer: A

Explanation:
Reference:
https://social.technet.microsoft.com/wiki/contents/articles/17808.map-toolkit-choose-a-discovery-method.aspx

NEW QUESTION 240

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant.

The company uses Microsoft Intune to manage iOS, Android, and Windows 10 devices.

The company plans to purchase 1,000 iOS devices. Each device will be assigned to a specific user.

You need to ensure that the new iOS devices are enrolled automatically in Intune when the assigned user signs in for the first time.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions Answer Area

Create a device compliance policy.

Add a Device Enrollment Program (DEP)
token.

Assign an enrollment profile.

O ©
© O

Create a device enrollment manager (DEM)
account.

Create a Windows AutoPilot self-deploying
deployment profile.

Create an Apple enrollment profile.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-enrollment-program-enroll-ios
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NEW QUESTION 244
- (Exam Topic 4)
You have 10 computers that run Windows 7 and have the following configurations:

> A single MBR disk

> A disabled TPM chip

> Disabled hardware virtualization

> UEFI firmware running in BIOS mode

> Enabled Data Execution Prevention (DEP) You plan to upgrade the computers to Windows 10.
You need to ensure that the computers can use Secure Boot.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Convert the MBR disk to a GPT disk

B. Enable the TPM chip.

C. Disable DEP

D. Enable hardware virtualization

E. Convert the firmware from BIOS to UEFI.

Answer: AE

Explanation:
Reference:

https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/boot-to-uefi-mode-or-legacy-biosmod

NEW QUESTION 249
- (Exam Topic 3)
Userl and User2 plan to use Sync your settings.

On which devices can the users use Sync your settings? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

e

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/

NEW QUESTION 253
- (Exam Topic 3)
You implement the planned changes for Connection1 and Connection2

How many VPN connections will there be for Userl when the user signs in to Device 1 and Devke2? To answer select the appropriate options in the answer area.

NOTE; Each correct selection is worth one point.
Answer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, table Description automatically generated

NEW QUESTION 255

- (Exam Topic 3)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Device1 is marked as compliant. O O
Device4 is marked as compliant. O O

Device5 Is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 257
- (Exam Topic 3)
Which users can purchase and assign Appl?

A. User3 only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. Userl, User3, and User4 only
E. User3 and User4 only

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-
employees

NEW QUESTION 262

- (Exam Topic 3)

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
{ User| a0ds a shortcut 1o the desktop of Dewical, when User] igns in Lo Dewnices, the
LT i | ||| i SO0 [ v 'r-\p||
f User] sets the desktop background 1o blue on Deacel, when User! agns in 10 Deviced
the deskiop background will be blue
f Userd incCreases the size of the font in the command prompt of Dewce?, when Liser,
ogns in lo Device3, the command prompt will show the increased font size

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter Description automatically generated

NEW QUESTION 267
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- (Exam Topic 3)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can create a file named D:\Folder1\file1.txt on Device4 by using Notepad. Q! 1@
User?2 can remove D:\Folder1 from the list of protected folders on Device?2. o e
User3 can create a file named C\Users\User3\Desktop\file1.txt on Device2 by @A

running a custom Windows PowerShell script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 272

- (Exam Topic 2)

You need to meet the technical requirements for the new HR department computers.

How should you configure the provisioning package? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Specify ComputerMame as:

“HR"+ RAND(4)
“HumanResources-"+ RAND(?777)
HR-2:RAND:4%

HR-7717
HumanResources-%RAND:4%

Specify AccountOU as: NS

CN=Computers, CN=HR, DC=Contoso, DC=com
Computers/HumanResources/Contoso.com

Contoso.com/HR/Computers
OU=Computers, OU=HR, DC=Contoso, DC=com

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-accounts

NEW QUESTION 277
- (Exam Topic 2)
To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Policy1:

N/

Devicel only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only
Device1 and Device3 only
Devicel, Device2, and Device 3

Policy2: N/
Devicel only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only

Device1 and Device3 anly

Devicel, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign

NEW QUESTION 280
- (Exam Topic 2)
You need to prepare for the deployment of the Phoenix office computers. What should you do first?

A. Extract the hardware ID information of each computer to a CSV file and upload the file from the Devices settings in Microsoft Store for Business.
B. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory blade in the Azure portal.

C. Generalize the computers and configure the Device settings from the Azure Active Directory blade inthe Azure portal.

D. Extract the hardware ID information of each computer to an XLSX file and upload the file from the Devices settings in Microsoft Store for Business.

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/microsoft-store/add-profile-to-devices#manage-autopilot-deployment-profiles

NEW QUESTION 283
- (Exam Topic 2)
You need to meet the technical requirements for the IT department. What should you do first?

A. From the Azure Active Directory blade in the Azure portal, enable Seamless single sign-on.

B. From the Configuration Manager console, add an Intune subscription.

C. From the Azure Active Directory blade in the Azure portal, configure the Mobility (MDM and MAM) settings.
D. From the Microsoft Intune blade in the Azure portal, configure the Windows enrollment settings.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 288

- (Exam Topic 2)

What is the maximum number of devices that Userl and User2 can enroll in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1 can enroll amaximum of: | a4
5 devices

10 devices
15 devices |
1,000 devices

An unlimited number of devices

User2 can enroll a maximumof: N/
5 devices
10 devices
15 devices
1,000 devices

An unlimited number of devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1 can enroll a maximum of:

_>devices _
10 devices |
15 devices
1,000 devices
An unlimited number of devices

User2 can enroll a maximum of: NS
5 devices
10 devices
115 devices
1,000 devices
An unlimited number of devices

NEW QUESTION 289
- (Exam Topic 2)
You need to meet the requirements for the MKG department users. What should you do?

A. Assign the MKG department users the Purchaser role in Microsoft Store for Business

B. Download the APPX file for Appl from Microsoft Store for Business

C. Add Appl to the private store

D. Assign the MKG department users the Basic Purchaser role in Microsoft Store for Business
E. Acquire Appl from Microsoft Store for Business

Answer: E
Explanation:

References:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

Enable the users in the MKG department to use Appl.

The private store is a feature in Microsoft Store for Business and Education that organizations receive during the signup process. When admins add apps to the
private store, all employees in the organization can view and download the apps. Your private store is available as a tab in Microsoft Store app, and is usually
named for your company or organization. Only apps with online licenses can be added to the private store.

Reference:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

NEW QUESTION 291

- (Exam Topic 1)

You need to meet the technical requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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T
1
T
L
i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 294

- (Exam Topic 1)

You need to capture the required information for the sales department computers to meet the technical requirements.
Which Windows PowerShell command should you run first?

A. Install-Module WindowsAutoPilotintune
B. Install-Script Get-WindowsAutoPilotinfo
C. Import-AutoPilotCSV

D. Get-WindowsAutoPilotInfo

Answer: B
Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

"This topic describes how to convert Windows 7 or Windows 8.1 domain-joined computers to Windows 10 devices joined to either Azure Active Directory or Active
Directory (Hybrid Azure AD Join) by using Windows Autopilot"

NEW QUESTION 295
- (Exam Topic 1)
What should you use to meet the technical requirements for Azure DevOps?

A. An app protection policy

B. Windows Information Protection (WIP)
C. Conditional access

D. A device configuration profile

Answer: C
Explanation:
References:

https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/manage-conditional-access? view=azure-devops

NEW QUESTION 296

- (Exam Topic 1)

You need to recommend a solution to meet the device management requirements.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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For the Research department employees: N/
An app configuration policy

An app protection policy

Azure information Protection

iOS app provisioning profiles

For the Sales department employees: = . N/
An app configuration policy

An app protection policy
Azure information Protection
i0S app provisioning profiles

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/app-protection-policy.md https://docs.microsoft.com/en-us/azure/information-protection/configure-
usage-rights#do-not-forward-option-fo

NEW QUESTION 297
- (Exam Topic 1)
What should you configure to meet the technical requirements for the Azure AD-joined computers?

A. Windows Hello for Business from the Microsoft Intune blade in the Azure portal.
B. The Accounts options in an endpoint protection profile.

C. The Password Policy settings in a Group Policy object (GPO).

D. A password policy from the Microsoft Office 365 portal.

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-manage-inorgani

NEW QUESTION 301

- (Exam Topic 1)

You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Change Delivery Optimization n L

download mode to:

Bypass mode
HTT? blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

Update Active Hours Start to: WY
T0AM
11 AM
10PM

11PM

Update Active Hours End to: [ N NS
10 AM
11 AM
10PM
11 PM

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization https://2pintsoftware.com/delivery-optimization-dl-mode/
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NEW QUESTION 303
- (Exam Topic 1)
You need to meet the device management requirements for the developers. What should you implement?

A. folder redirection

B. Enterprise State Roaming

C. home folders

D. known folder redirection in Microsoft OneDrive

Answer: B

Explanation:
Litware identifies the following device management requirements:

> Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in. Enterprise State Roaming allows for the
synchronization of Microsoft Edge browser setting, including

favorites and reading list, across devices.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settings-refer

NEW QUESTION 305
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the objects shown in the following table.

Name Type
Admin{ User
Group1 Microsoft 365 group
Group?2 Distnibution group
Group3 Mail-enabled securnty group
Group4 Secunty group

In the Microsoft Endpoint Manager admin center, you are creating a Microsoft 365 Apps app hamed Appl. To which objects can you assign Appl?

A. Adminl, Group3. and Group4 only

B. Groupl, Group2. Group3. and Group4 only

C. Admin1, Groupl, Group2. Group3, and Group4
D. Groupl, Group3, and Group4 only

E. Group3 and Group4 only

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 307

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Endpoint Manager admin center, you add a
Microsoft Store app. Which two App information types are visible in the Company Portal?

Note: Each correct selection is worth one point.

A. information URL
B. Developer

C. Privacy URL

D. Owner

Answer: BC

NEW QUESTION 309

- (Exam Topic 4)

You have computers that run Windows 10 and are managed by using Microsoft Intune. Users store their files in a folder named D:\Folderl.
You need to ensure that only a trusted list of applications is granted write access to D:\Folderl. What should you configure in the device configuration profile?
A. Microsoft Defender SmartScreen

B. Microsoft Defender Exploit Guard

C. Microsoft Defender Application Guard

D. Microsoft Defender Application Control

Answer: B

Explanation:

Reference:

https://www.microsoft.com/security/blog/2017/10/23/windows-defender-exploit-guard-reduce-the-attacksurface against-next-generation-malware/

NEW QUESTION 311
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- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Directory group named Groupl that contains Windows 10 Enterprise devices and Windows 10 Pro devices.

From Microsoft Intune, you create a device configuration profile named Profilel.

You need to ensure that Profilel applies to only the Windows 10 Enterprise devices in Groupl.

Solution: You create a scope tag, and then you add the scope tag to the Windows 10 Enterprise devices. You edit the settings of Profilel.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 315
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Devicel Windows 10
Devicel | 108
Devicel Android Enterprise

You need to ensure that only devices running trusted firmware or operating system builds can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Require BitLocker. Device!: Setting
Prevent jailbroken dewices from having corporate access
Device2: Setting
Prevent rooted devices from having corporate access.
Device3: Setting

Require Secure Boot to be enabled on the device.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to require BitLocker, set a minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume. BitLocker uses the Trusted Platform Module (TPM) to help
protect the Windows operating system and user data. It also helps confirm that a computer isn't tampered with, even if its left unattended, lost, or stolen. If the
computer is equipped with a compatible TPM, BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can't be accessed
until the TPM verifies the state of the computer.

Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these
settings to require an email, mark rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire, and more.

Device Health

Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access. Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to mark rooted devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile Rooted devices
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Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows https://docs.microsoft.com/en-

us/mem/intune/protect/compliance-policy-create-android-for-work https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

NEW QUESTION 316
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You have a conditional access policy that requires multi-factor authentication (MFA) for users in a group name Sales when the users sign in from a trusted

location. The policy is configured as shown in the exhibit. (Click the Exhibit tab.)

Policy1 [1 X
©Iinfo 1 Delete

* Name
Policy1

Assignments

Users and groups @
Specific users included

Cloud apps or actions
1 app included

Conditions €
1 condition selected

Access controls

Grant €

1 control selected

Session i
0 controls selected

Enable policy

G o )

You create a compliance policy.

You need to ensure that the users are authenticated only if they are using a compliant device. What should you configure in the conditional access policy?

A. a condition

B. a session control
C. acloud app

D. a grant control

Answer: A

Explanation:

The device state condition can be used to exclude devices that are hybrid Azure AD joined and/or devices marked as compliant with a Microsoft Intune compliance

policy from an organization's Conditional Access policies.
Device state is located on the Condition tab. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition

NEW QUESTION 317

- (Exam Topic 4)

HOTSPOT

Your company uses Microsoft System Center Configuration Manager (Current Branch) and purchases 365 subscription.
You need to set up Desktop Analytics for Configuration Manager.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set up the Desktop Analvtics cloud service by using: v

The Configuration Manager console
The Microsoft 365 admin center
The Microsoft Endpoint Manager admin center

From the Configuration Manager console, select: v
!Add Microsoft Intune Subscription
[Configure Azure Services
Configure co-management
|Create Cloud Management Gateway

A. Mastered
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B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/connect-configmgr

NEW QUESTION 322

- (Exam Topic 4)

You need to assign the same deployment profile to all the computers that are configured by using Windows Autopilot.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: each correct selection is worth one point.

A. Join the computers to Microsoft Azure Active Directory (Azure AD)

B. Assign a Windows AutoPilot deployment profile to a group

C. Join the computers to an on-premises Active Directory domain

D. Create a Microsoft Azure Active Directory (Azure AD) group that has dynamic membership rules and uses the operatingSystem tag
E. Create a Group Policy object (GPO) that is linked to a domain

F. Create a Microsoft Azure Active Directory (Azure AD) group that has dynamic membership rules and uses the ZTDID tag

Answer: BF

Explanation:
References:
https://www.petervanderwoude.nl/post/automatically-assign-windows-autopilot-deployment-profile-to-windows

NEW QUESTION 325
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the devices shown in the following table.

Mame Member of

The devices are managed by using Microsoft Intune.

You create a compliance policy named Policyl and assign Policyl to Groupl. Policyl is configured to mark a device as Compliant only if the device security
settings match the settings specified in the policy.

You discover that devices that are not members of Groupl are shown as Compliant.

You need to ensure that only devices that are assigned a compliance policy can be shown as Compliant. All other devices must be shown as Not compliant.
What should you do?

A. From Tenant administration, modify the Diagnostic settings.

B. From Device compliance, configure the Compliance policy settings.
C. From Endpoint security, configure the Conditional access

D. From Policyl, modify the actions for noncompliance.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 328

- (Exam Topic 4)

Your network contains an Active Directory forest. The forest contains a single domain and three sites named Sitel, Site2, and Site3. Each site is associated to two
subnets. Sitel contains two subnets nhamed SubnetA and SubnetB.

All the client computers in the forest run Windows 10. Delivery Optimization is enabled. You have a computer named Computerl that is in SubnetA.

From which hosts will Computerl download updates?

A. the computers in Sitel only

B. any computer in the domain

C. the computers in SubnetA only
D. any computer on the network

Answer: C

Explanation:

Delivery Optimization allows updates from other clients that connect to the Internet using the same public IP as the target client (NAT).
References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization

NEW QUESTION 330
- (Exam Topic 4)
Your network contains an Active Directory domain. The domain contains the computers shown in the following table.
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Name Operating system
Computerl Windows 10 Enterprise
ComputerZ Windows 10 Pro
Computer3 Windows 10 Pro

Microsoft Defender Application Guard is installed on the computers.
Application Guard Group Policy settings are applied to the computers as shown in the following table.

Setting State
Turn on Windows Defender Application Guard in Managed Mode Enabled
Configure Windows Defender Application Guard clipboard settings | Enabled
Allow files to download and save to the host operating system from

: o i Enabled
Windows Defender Application Guard
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No

Computerl can use Application Guard in Enterprise-managed mode.

Computer2 can copy clipboard settings from Microsoft Edge to Application Guard.

Computer3 can download files from Application Guard to the host operating system.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-application-guard/confi

NEW QUESTION 334

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl
@contoso.com.

You join a Windows 10 device named Clientl to contoso.com.

You need to add Userl to the local Administrators group of Clientl.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Administrators /add " \userif@contoso.com”
net accounts AzureAD
net localgroup CONTOSO
net user UPN
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: net localgroup

Add user to group from command line (CMD)

Windows provides command line utilities to manager user groups. In this post, learn how to use the command net localgroup to add user to a group from command
prompt’

For example to add a user ‘John’ to administrators group, we can run the below command. net localgroup administrators John /add

Box 2: Contoso

The domain of the user is Contoso.

Reference: https://www.windows-commandline.com/add-user-to-group-from-command-line/

NEW QUESTION 336
- (Exam Topic 4)
Your company has an internal portal that uses a URL of http://contoso.com.
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The network contains computers that run Windows 10. The default browser on all the computers is Microsoft Edge.

You need to ensure that all users only use Internet Explorer to connect to the internal portal. The solution must ensure that Microsoft Edge can be used to connect
to all other websites.

What should you do from each computer?

A. From Internet Explorer, configure the Compatibility View settings
B. From the local policy, configure Enterprise Mode

C. From Microsoft Edge, configure the Advanced Site Settings

D. From the Settings app, configure the default web browser settings

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-edge/deploy/emie-to-improve-compatibility

NEW QUESTION 340
- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You need to configure an Intune device configuration profile to meet the following requirements:

> Prevent Microsoft Office applications from launching child processes.

> Block users from transferring files over FTP.

Which two settings should you configure in Endpoint protection? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Create Profile Endpoint protection
Windows 10 and later
“Nama Select a category to configure settings
Windows Defender Application Gu... —
—
MD101 11 settings available
Windows Defender Firewall
40 settings available =
Description Windows Defender SmartScreen =
2 settings available —
Erter a descriplion
P Windows Encryption o
|37 settings available _ —
‘Windows Defender Exploit Guard
20 sattings available =
“Platform
Windows Defender Application Co...
Windows 10 and later o 2 settings available -
Windows Defender Application Gua... ~
*Profile type 1 setting available =
Windows Defender Security Center -
Local device security options ~
46 settings available =
Settings
C > Xbox services .
Configure S settings avallable ==

Scope (Tags)
0 scope(s) selected

V

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/intune/endpoint-protection-windows-10

NEW QUESTION 342

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 devices enrolled in Microsoft Intune. You need to review the startup processes and how often each device
restarts.

What should you use?

A. Endpoint analytics

B. Intune Data Warehouse
C. Azure Monitor

D. Device Management

Answer: B
NEW QUESTION 345

- (Exam Topic 4)
Your company has 200 computers that run Windows 10. The computers are managed by using Microsoft Intune.
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Currently, Windows updates are downloaded without using Delivery Optimization. You need to configure the computers to use Delivery Optimization.

What should you create in Intune?
A. a device configuration profile

B. a device compliance policy

C. an app protection policy

D. a Windows 10 update ring
Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/intune/delivery-optimization-windows

NEW QUESTION 347
- (Exam Topic 4)

You have 100 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.

You need to configure the following device restrictions:
> Block users from browsing to suspicious websites.
> Scan all scripts loaded into Microsoft Edge.

Which two settings should you configure in Device restrictions? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Answar Area
Create Profile

Mamae

MD_101

Description

Erter o description

*Platform

Windows 10 and later S

*Profile type

Davice restrictions g

Settings
Canfigure

Scope (Tags)
0 seope(s) selected =

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Device restrictions

Windews 10 and later

Microsoft Edge Browser
28 settings avallable

Natwark proxy
& sottings available

Password
13 settings avallable

Par-app privacy sxceptions
1 H‘I‘I.‘i'lg avallable

VIV [V IV

Parsonalization
1 setting availabla

L

Printer
3 settings available

v

Privacy
22 sattings available

—_

Projection
3 s-ut‘t_r_:ﬂé awvailable

Raporting and Telemaetry
2 settings available

Search
9 sattings available

Start
28 settings available

VIviiv]v v

Windows Defender SmartScreen
2 gettings available

V

Windows Spotlight
2 settings avallabla

V

Wind ows Defender Antivirus

34 settings avallable

¥

I'.Jr

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-smartscreen/windows-d

NEW QUESTION 351
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

Admin1 | Application admin

Admin2 | Cloud application admin

Admin3 | Office apps admin

Admind | Security admin

In the Microsoft 365 Apps admin center, you create a Microsoft Office customization. Which users can download the Office customization file from the admin
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center?

A. Adminl, Admin2, Admin3. and Admin4
B. Adminl, Admin2, and Admin3 only

C. Admin3 only

D. Admin3 and Admin4 only

E. Adminl and Admin3 only

Answer: B

Explanation:

* Adminl

An application admin has full access to enterprise applications, applications registrations, and application proxy settings.

* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud Application Admin, or Global Admin.
* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office

- Create and manage service requests

- Manage the What's New content that users see in their Office apps

- Monitor service health

Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-
app-as-publisher-verified

NEW QUESTION 353

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 5,000 computers that run Windows 10.

All users use Roaming User Profiles.

Some users report that it takes a long time to sign in to the computers. You discover that the users have user profiles that are larger than 1 GB. You need to
reduce the amount of time it takes for the users to sign in. What should you configure?

A. Delivery Optimization in the Settings app

B. Folder Redirection by using a Group Poky Object (GPO)

C. Microsoft User Experience Virtualization (UE-V) by using PowerShell
D. Sync your settings in the Settings app

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/configuration/ue-v/uev-for-windows

NEW QUESTION 358

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft Intune subscription.

Contoso.com contains a user named userl@contoso.com.

You have a computer named Computerl that runs Windows 8.1.

You need to perform an in-place upgrade of Computerl to Windows 10.

Solution: From Windows 8.1, you run setup.exe from the Windows 10 installation media. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://www.kapilarya.com/how-to-upgrade-to-windows-10-using-iso-file

NEW QUESTION 360

- (Exam Topic 4)

You have a computer named Computerl that runs Windows 8.1.

You plan to perform an in-place upgrade of Computerl to Windows 10 by using an answer file. You need to identify which tool to use to create the answer file.
What should you identify?

A. System Configuration (Msconfig.exe)

B. Windows Configuration Designer

C. Windows System Image Manager (Windows SIM)
D. Windows Deployment Services (WDS)

Answer: C
Explanation:

Reference:
https://thesleepyadmins.com/2019/05/31/create-windows-10-answer-file/
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NEW QUESTION 363
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