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NEW QUESTION 1
- (Exam Topic 1)
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

Explanation:
Reference:
https://docs.fortinet.com/document/fortigate/6.0.0/handbook/265052/logging-and-reporting-overview

NEW QUESTION 2
- (Exam Topic 1)
Which two settings can be separately configured per VDOM on a FortiGate device? (Choose two.)

A. System time

B. FortiGuaid update servers
C. Operating mode

D. NGFW mode

Answer: CD

Explanation:

C: "Operating mode is per-VDOM setting. You can combine transparent mode VDOM's with NAT mode VDOMSs on the same physical Fortigate.

D: "Inspection-mode selection has moved from VDOM to firewall policy, and the default inspection-mode is flow, so NGFW Mode can be changed from Profile-
base (Default) to Policy-base directly in System > Settings from the VDOM" Page 125 of FortiGate_Infrastructure_6.4_Study_Guide

NEW QUESTION 3
- (Exam Topic 1)
Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both sides (client and server) have terminated the session?

A. To allow for out-of-order packets that could arrive after the FIN/ACK packets
B. To finish any inspection operations

C. To remove the NAT operation

D. To generate logs

Answer: A

Explanation:
TCP provides the ability for one end of a connection to terminate its output while still receiving data from the other end. This is called a half-close. FortiGate unit
implements a specific timer before removing an entry in the firewall session table.

NEW QUESTION 4
- (Exam Topic 1)
Refer to the exhibit.

Name SLA1

Protocol SO HTTP DNS

Server 4222 x
4221 x

Participants All SD-WAN Members ERIEei
= por1 ®
™ port2 o

Enable probe packets B

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.

B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.

D. The Enable probe packets setting is not enabled.

Answer: BD
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NEW QUESTION 5
- (Exam Topic 1)
Refer to the exhibit.
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Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)

A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Answer: AD

NEW QUESTION 6
- (Exam Topic 1)
Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?

A. Antivirus engine

B. Intrusion prevention system engine
C. Flow engine

D. Detection engine

Answer: B

Explanation:
Reference: http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control

NEW QUESTION 7
- (Exam Topic 1)
Which three statements about a flow-based antivirus profile are correct? (Choose three.)

A. IPS engine handles the process as a standalone.

B. FortiGate buffers the whole file but transmits to the client simultaneously.

C. If the virus is detected, the last packet is delivered to the client.

D. Optimized performance compared to proxy-based inspection.

E. Flow-based inspection uses a hybrid of scanning modes available in proxy-based inspection.

Answer: BDE

Explanation:
Reference: https://forum.fortinet.com/tm.aspx?m=192309

NEW QUESTION 8
- (Exam Topic 1)
An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector agent is required to achieve this?

A. Add the support of NTLM authentication.

B. Add user accounts to Active Directory (AD).

C. Add user accounts to the FortiGate group fitter.
D. Add user accounts to the Ignore User List.
Answer: D

Explanation:

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 9
- (Exam Topic 1)
Which two statements are true about the FGCP protocol? (Choose two.)

A. Not used when FortiGate is in Transparent mode
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B. Elects the primary FortiGate device
C. Runs only over the heartbeat links
D. Is used to discover FortiGate devices in different HA groups

Answer: BC

Explanation:
Reference:
https://docs.fortinet.com/document/fortigate/6.4.0/ports-and-protocols/564712/fgcp-fortigate-clustering-protocol

NEW QUESTION 10
- (Exam Topic 1)
Which statement about the policy ID number of a firewall policy is true?

A. It is required to modify a firewall policy using the CLI.

B. It represents the number of objects used in the firewall policy.
C. It changes when firewall policies are reordered.

D. It defines the order in which rules are processed.

Answer: A
NEW QUESTION 10

- (Exam Topic 1)
Refer to the exhibit.

Name ¢ Type ° IP/Netmask VLANID =

E] ® Physical Interface @
e B portl Physical Interface 10.200.1.1/255.255.255.0

¢ @O portlvianl0 @ VLAN 10.1.10.1/255.255.2550 10

¢ @& portl-vianl @ VLAN 10.200.5.1/255.2552550 1

M port10 Physical Interface 10.0.11.1/255.255.255.0

(=] ™ port2 ™ Physical Interface 10.200.2.1/255.255.255.0

¢ & port2-vlanl0 @ VLAN 10.0.10.1/255.255.2550 10

¢ @& port2vianl @ VLAN 10.0.5.1/255.255.255.0 1

Given the interfaces shown in the exhibit. which two statements are true? (Choose two.)

A. Traffic between port2 and port2-vlanl is allowed by default.

B. portl-vlan10 and port2-vlan10 are part of the same broadcast domain.

C. portl is a native VLAN.

D. portl-vlan and port2-vlanl can be assigned in the same VDOM or to different VDOMSs.

Answer: CD
Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-rules-about-VLAN-configuration-and-VDOM:-interf
https://kb.fortinet.com/kb/viewContent.do?externalld=FD30883

NEW QUESTION 13
- (Exam Topic 1)
Refer to the exhibit.
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Fortigate # diagnose sniffer packet any “iecmp” 5

interfaces=[any]

filters=[icmp]

20.370482 port2 in 10.0.1.2 -> 8.8.8.8: icmp: echo regquest

0x0000 4500 003c 2f8f 0000 BOO1 £020 0a00 0102

0x0010 0808 0808 0800 4dS5a 0001 0001 6162 6364 AT
0x0020 6566 6768 696a 6bb6c 6d6e 6E£T0 T172 7374 efghijklmnopgrst
0x0030 7576 7761 6263 6465 6667 6BG9 uvwabcdefghi

20.370805 portl out 10.56.240.228 -> 8.8.8.8: icmp: eche reguest

0x0000 4500 003c 2£8f 0000 7£01 0106 Oal38 fO0ec4

Ox0010 OB08 O0BOB 0B00 6159 ecO0l 0001 6162 6364 g
Ox0020 6566 6768 696a 6bbc e6d6e 6£70 T172 7374 efghijklmnopgrst
0x0030 7576 7761 6263 6465 6667 6869 uvwabecdefghi

20.372138 portl in 8.8.8.8 -> 10.56.240.228: reply

0x0000 4500 003c 0000 0000 7501 3a%5 08BOSB E..€....U.%....
0x0010 0a38 fO0ed4 0000 6965 ecOl 0001 6162 B....1Y. .. .abed
0x0020 6566 6768 696a 6b6c 6dée 6£70 T172 cfghijklmnopgrst
0x0030 7576 T761 6263 6465 6667 6B69 uvwabedefghi

20.372163 port2 cut 8.8.8.8 -> 10.0.1.2: icmp: echo reply

0x0000 4500 003¢c 0000 0000 7401 2bb0 0BOB 0BO0B

Ox0010 0a00 0102 0000 555a 0001 0001 6162 6364

0x0020 6566 6768 696a 6b6c 6dee G6£70 T172 7374 efghijklmnopgrst
O0x0030 7576 7761 €263 6465 6667 6869 uvwabedefghi

An administrator is running a sniffer command as shown in the exhibit.
Which three pieces of information are included in the sniffer output? (Choose three.)

A. Interface name

B. Ethernet header
C. IP header

D. Application header
E. Packet payload

Answer: ACE

Explanation:
Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=11186

NEW QUESTION 16

- (Exam Topic 2)

An administrator must disable RPF check to investigate an issue.

Which method is best suited to disable RPF without affecting features like antivirus and intrusion prevention system?

A. Enable asymmetric routing, so the RPF check will be bypassed.

B. Disable the RPF check at the FortiGate interface level for the source check.
C. Disable the RPF check at the FortiGate interface level for the reply check.
D. Enable asymmetric routing at the interface level.

Answer: B

Explanation:
Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD33955

NEW QUESTION 19
- (Exam Topic 2)
If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA

Answer: D

NEW QUESTION 23
- (Exam Topic 2)
Which two statements are correct about a software switch on FortiGate? (Choose two.)

A. It can be configured only when FortiGate is operating in NAT mode
B. Can act as a Layer 2 switch as well as a Layer 3 router

C. All interfaces in the software switch share the same IP address

D. It can group only physical interfaces
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Answer: AC

NEW QUESTION 24

- (Exam Topic 2)

NGFW mode allows policy-based configuration for most inspection rules. Which security profile’s configuration does not change when you enable policy-based
inspection?

A. Web filtering

B. Antivirus

C. Web proxy

D. Application control

Answer: B

NEW QUESTION 27

- (Exam Topic 2)

The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter profile.
What order must FortiGate use when the web filter profile has features enabled, such as safe search?

A. DNS-based web filter and proxy-based web filter

B. Static URL filter, FortiGuard category filter, and advanced filters

C. Static domain filter, SSL inspection filter, and external connectors filters
D. FortiGuard category filter and rating filter

Answer: B

Explanation:
Reference: https://fortinetl21.rssing.com/chan-67705148/all_pl1.html

NEW QUESTION 29
- (Exam Topic 2)
Which CLI command will display sessions both from client to the proxy and from the proxy to the servers?

A. diagnose wad session list

B. diagnose wad session list | grep hook-pre&&hook-out
C. diagnose wad session list | grep hook=pre&&hook=out
D. diagnose wad session list | grep "hook=pre"&"hook=out"

Answer: A

NEW QUESTION 33
- (Exam Topic 2)
Refer to the exhibit.
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Authentication rule

Edit Rule fathentication rule
Mame WWobproyiise
Source Address = LOCAL_SUBNET x
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|P-based Authentication m O Disable
S50 Authentication Scheme 3
Comments
Enable This Rule [ © Eratic [LNERGIS
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& Usar-B & LOCAL
& UserC & LOCAL
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MName Weh. Provy-Sohee
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Two-factor authenticaton
Firewall address
[Edit Address
Category N Ll Piony Addriess
MName LOCAL SUBNET
Cobor 2 Change
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|PiNetmask 1001024
Interface 0 any .
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Comments
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Edit Address
Category addiess [T
Name Browser-CAT-1
Colar B Chanoe
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Hast = LOCAL_SUBNET -
User Agent Appie Safan ®
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Comments
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Comments
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& Userd
ELOCAL SUBNET Tad

Watways @ DENY |
|
Galways ACCEPT|

Baways  wACCEPT|

The exhibit shows proxy policies and proxy addresses, the authentication rule and authentication scheme, users, and firewall address.
An explicit web proxy is configured for subnet range 10.0.1.0/24 with three explicit web proxy policies. The authentication rule is configured to authenticate HTTP

requests for subnet range 10

form-based authentication scheme for the FortiGate local user database. Users will be prompted for

authentication.

.0.1.0/24 with a

How will FortiGate process the traffic when the HTTP request comes from a machine with the source IP 10.1.1.10 to the destination http://www.fortinet.com?

(Choose two.)

A. If a Mozilla Firefox browser is used with User-B credentials, the HTTP request will be allowed.

B. If a Google Chrome browser is used with User-B credentials, the HTTP request will be allowed.

C. If a Mozilla Firefox browser is used with User-A credentials, the HTTP request will be allowed.

D. If a Microsoft Internet Explorer browser is used with User-B credentials, the HTTP request will be allowed.
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Answer: BD

NEW QUESTION 34
- (Exam Topic 2)
In which two ways can RPF checking be disabled? (Choose two )

A. Enable anti-replay in firewall policy.

B. Disable the RPF check at the FortiGate interface level for the source check
C. Enable asymmetric routing.

D. Disable strict-arc-check under system settings.

Answer: CD

Explanation:
Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD33955

NEW QUESTION 35
- (Exam Topic 2)
Refer to the exhibit.

LA ]
| = F !
2.2.1 x
MM X
DOros - Tl 0 ad | ,

Which contains a Performance SLA configuration.

An administrator has configured a performance SLA on FortiGate. Which failed to generate any traffic. Why is FortiGate not generating any traffic for the

performance SLA?

A. Participants configured are not SD-WAN members.

B. There may not be a static route to route the performance SLA traffic.

C. The Ping protocol is not supported for the public servers that are configured.
D. You need to turn on the Enable probe packets switch.

Answer: D

Explanation:
Reference:

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/478384/performance-sla-linkmonitoring

NEW QUESTION 37
- (Exam Topic 2)

An organization’s employee needs to connect to the office through a high-latency internet connection. Which SSL VPN setting should the administrator adjust to

prevent the SSL VPN negotiation failure?

A. Change the session-ttl.

B. Change the login timeout.
C. Change the idle-timeout.
D. Change the udp idle timer.

Answer: B

NEW QUESTION 39
- (Exam Topic 2)
Refer to the exhibit.
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4194304 crlevel= “high

Based on the raw log, which two statements are correct? (Choose two.)

A. Traffic is blocked because Action is set to DENY in the firewall policy.
B. Traffic belongs to the root VDOM.

C. This is a security log.

D. Log severity is set to error on FortiGate.

Answer: AC

NEW QUESTION 43
- (Exam Topic 2)
What is the primary FortiGate election process when the HA override setting is disabled?

A. Connected monitored ports > System uptime > Priority > FortiGate Serial number
B. Connected monitored ports > HA uptime > Priority > FortiGate Serial number
C. Connected monitored ports > Priority > HA uptime > FortiGate Serial number
D. Connected monitored ports > Priority > System uptime > FortiGate Serial number

Answer: B

Explanation:
Reference: http://myitmicroblog.blogspot.com/2018/11/what-should-you-know-about-ha-override.html

NEW QUESTION 47
- (Exam Topic 2)
Which downstream FortiGate VDOM is used to join the Security Fabric when split-task VDOM is enabled on all FortiGate devices?

A. Root VDOM

B. FG-traffic VDOM
C. Customer VDOM
D. Global VYDOM

Answer: A

NEW QUESTION 50
- (Exam Topic 2)
Examine the IPS sensor and DoS policy configuration shown in the exhibit, then answer the question below.
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When detecting attacks, which anomaly, signature, or filter will FortiGate evaluate first?

A. SMTP.Login.Brute.Force

B. IMAP.Login.brute.Force

C. ip_src_session

D. Location: server Protocol: SMTP

Answer: B

NEW QUESTION 54
- (Exam Topic 2)

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below.

IPS Sensor

Name WINDOWS_SERVERS

Comments
IPS Signatures

+ AddSignatures & Delete

Mame  ExemptiPs Severity
No matching entries found

IPS Fllters

+ Add Fiiter = # Edit Fiiter

Filter Details
Location:server

OS5 Windows

Your Partner of IT Exam

i

Target | Service OS5 Action

B Delete
Action

© Block (]

Apply

[View IPS Signatures)

Packet Logging
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Forward Traffic Logs

o A ©idFae

% ke TiEree SHIT P [yt gl ahon FawTe Resul Pl y
100803 10200 1.254 10200 1.200 HTTPS « 1. 30kB2 65 kB 2(Web-Server-AccessIPS)
1000 03 10,200 1254 102001200 HTTPS * 1.30kB265 kB 2(Web-Server-AccessIPS)
100902 10,200 1,254 10.200.1 200 HTTPS * {1 30kB2 65 kB 2(Web-Server-AccessIPS)

i 100202 10200 1.254 10200 1 200 HTTPS 1 30kB2 85 kB 2Web-Server-AccessIPS)

' LRV 10.200.1.254 10.200.1 200 HTTPS * 1.30kB/2 65 kB 2{(Web-Server-Access-IPS)
1008 59 10200 1254 102001200 HTTPS * 1 WkB2 85 Kk8 2{Web-Server-Access-IPS)
10:08:57 10200 1254 10.200.1 200 HTTPS *130kB2685KB 2(Web-Server-AccessIPS)
10.08 57 10.200.1.254 10.200.1.200 HTTPS * 1 30kB2 65 kB 2(Web-Server-AccessiPS)
10:08 57 10,200 1 254 10.200 1 200 HTTPS * 1 30kB2 85 kB 2(Web-Server-AccessIPS)
10:08 57 10.200.1.254 10 200 1 200 HTTPS * 4 3WkB265 kB 2(Web-Server-AccessIPS)

An administrator has configured the WINDOWS_SERVERS IPS sensor in an attempt to determine
whether the influx of HTTPS traffic is an attack attempt or not. After applying the IPS sensor, FortiGate is still not generating any IPS logs for the HTTPS traffic.
What is a possible reason for this?

A. The IPS filter is missing the Protocol: HTTPS option.

B. The HTTPS signatures have not been added to the sensor.
C. A DoS policy should be used, instead of an IPS sensor.

D. A DoS policy should be used, instead of an IPS sensor.

E. The firewall policy is not using a full SSL inspection profile.

Answer: E

NEW QUESTION 59
- (Exam Topic 2)
An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Answer: C

Explanation:
In a route-based configuration, FortiGate automatically adds a virtual interface eith the VPN name (Infrastructure Study Guide, 206)

NEW QUESTION 64
- (Exam Topic 2)
Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable gateway? (Choose two)

A. Lookup is done on the first packet from the session originator
B. Lookup is done on the last packet sent from the responder
C. Lookup is done on every packet, regardless of direction

D. Lookup is done on the trust reply packet from the responder

Answer: AD

NEW QUESTION 65
- (Exam Topic 2)
Examine this FortiGate configuration:

config system glcocbhal
set av-failopen pass

end
Examine the output of the following debug command:
# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 2948 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of total RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 2492 MB 82% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require inspection?
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A. It is allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. It is dropped.

D. It is allowed and inspected, as long as the only inspection required is antivirus.

Answer: C

NEW QUESTION 70
- (Exam Topic 2)
Which two actions can you perform only from the root FortiGate in a Security Fabric? (Choose two.)

A. Shut down/reboot a downstream FortiGate device.

B. Disable FortiAnalyzer logging for a downstream FortiGate device.
C. Log in to a downstream FortiSwitch device.

D. Ban or unban compromised hosts.

Answer: AB

NEW QUESTION 74
- (Exam Topic 2)
Examine the following web filtering log.

Date=2016-08-31 time=12:50:06 logid=0316013057 type=utm subtype=webfilter eventtype=rftgd blk level=warnimg
vd=root policyid=1 sessionid=149645 user= " * scrip=10.0.1.10 srcport=3291% srcintf= "porta”
dstip=54.230.128.169 dstport=80 dstintf= "portl” proto=f service="HTTF" hostname= "miniclip.com™

profile= "default action=blocked regtype=direct url= /" senthyte=286 rocvdbyte=0 direction=gutgoing msg= "

belongs to a category with warnings enabled” method=domain cat=20 cabtdesc="Games" crscore=30 crlevel=high

Which statement about the log message is true?

A. The action for the category Games is set to block.

B. The usage quota for the IP address 10.0.1.10 has expired

C. The name of the applied web filter profile is default.

D. The web site miniclip.com matches a static URL filter whose action is set to Warning.

Answer: C

NEW QUESTION 78
- (Exam Topic 2)

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 80
- (Exam Topic 2)

When browsing to an internal web server using a web-mode SSL VPN bookmark, which IP address is used as the source of the HTTP request?

A. remote user’s public IP address

B. The public IP address of the FortiGate device.
C. The remote user’s virtual IP address.

D. The internal IP address of the FortiGate device.

Answer: D
Explanation:

Source IP seen by the remote resources is FortiGate’s internal IP address and not the user’s IP address

NEW QUESTION 83
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