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NEW QUESTION 1
Exhibit.

# diagnose auto

automation test

Refer to the exhibit, which shows the output of diagnose automation test. What can you observe from the output? (Choose two.)

A. The automation stitch test is not being logged.

B. The automation stitch test failed but the HA failover was successful.
C. An HA failover occurred.

D. The test was unsuccessful.

Answer: AD

NEW QUESTION 2
Refer to the exhibit, which shows the output ofa debug command.

. - E - -
interface ports4

Area 0.0.0.0, MTU 1500
.4, Network Type BROADCAST,

DROther, Priority 1

0 0

W 8 W o8 W

A ™ | | Y - 5

- - - - e - - i ] |
40.2, Interface Address ./2.20.121.2

Backup Designated Router 0.0.0.1, Interface Address 172.20.121.239

Lp &l I

0.000, Dead 40, Wait 40, Retransmit 5

-

imer intervals configurec : L0

Hello due in
Neighbor Count : ) neighbor count is Z

Crypt Sequence

Hello received 106 sent 2 DD received 6 sent 3
LS-Req received : . Upd received 7 sent 17

LS-Ack received en Discarded 1

Which two statements about the output are true? (Choose two.)

A. The interlace is part of the OSPF backbone area.

B. There are a total of five OSPF routers attached to the vorz4 network segment
C. One of the neighbors has a router ID of 0.0.0.4.

D. In the network connected to port4, two OSPF routers are down.

Answer: AD

NEW QUESTION 3
Refer to the exhibits.
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GT-B # get ) yr info routing-table all
outing table
- 0.0.0 fO0 [10/0] wvia 192.168.1.1, portl,
2. directly connected, portd

n X0 I

)

States

Age Seq# CkSum Flag Rout
1464 80000002 3106 0002 E2

An administrator Is expecting to receive advertised route 8.8.8.8/32 from FGT-A. On FGT- B, they confirm that the route is being advertised and received,
however, the route is not being injected into the routing table. What is the most likely cause of this issue?

A. A batter route to the 8.8.8.8/32 network exists in the routing table.

B. FGT-B is configured with a prefix list denying the 8.8.8.8/32 network to be injected into the routing table.

C. The administrator has misconfigured redistribution of routes on FGT-A.

D. FGT-8 is configured with a distribution list denying the 8.8.8.8/32 network to be injected into the routing table.

Answer: B

NEW QUESTION 4
Refer to the exhibit.

User A

10.0.1.0/24

10.0.3.0

oy
* - - - *mr\x\ ________ /24 \ .
\\Anzﬁ - e o . e s s o o User B

10.0.4.0/24 |" S— e 95.56.234.24
. 3 i t ting
1 n;.':]., 1
] . | i Y r » wanl
| o ¥ y I eqd, Wwa

User C : 10.0.3.0/24 is directly connected,

Assuming a default configuration, which three statements are true? (Choose three.)

A. Strict RPF is enabled by default.

B. User B: Fai

C. There is no route to 95.56.234.24 using wan2 in the routing table.

D. User A: Pas

E. The default static route through wanl passes the RPF check regardless of the source IP address.
F. User B: Pas

G. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.

H. User C: Fai

I. There is no route to 10.0.4.63 using portl in the touting table.

Answer: BDE

NEW QUESTION 5
Refer to the exhibit, which shows a partial output of the fssod daemon real-time debug command.

What two conclusions can you draw Itom the output? (Choose two.)
A. The workstation with IP 10.124.2.90 will be polled frequently using TCP port 445 to see if the user is still logged on.

B. The logon event can be seen on the collector agent installed on Windows.
C. FSSO is using DC agent mode to detect logon events.
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D. FSSO is using agentless polling mode to detect logon events.

Answer: AD

NEW QUESTION 6
Exhibit.

threak Prevention

Refer to the exhibit, which shows the output of a diagnose command. What can you conclude about the debug output in this scenario?

A. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was 121.111.236.179.
B. There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.

C. FortiGate used 64.26.151.37 as the initial server to validate its contract.

D. Servers with a negative TZ value are less preferred for rating requests.

Answer: B

NEW QUESTION 7
Exhibit.

Refer to the exhibit, which shows two entries that were generated in theFSSO collectoragent logs.
What three conclusions can you draw from these log entries? {Choose three.)

A. Remote registry is not running on the workstation.

B. The user's status shows as "not verified" in the collector agent.

C. DNS resolution is unable to resolve the workstation name.

D. The FortiGate firmware version is not compatible with that of the collector agent.
E. A firewall is blocking traffic to port 139 and 445.

Answer: ABE

NEW QUESTION 8

In which two slates is a given session categorized as ephemeral? (Choose two.)
A. A UDP session with only one packet received

B. A UOP session with packets sent and received

C. A TCP session waiting for the SYN ACK

D. A TCP session waiting for FIN ACK

Answer: AC

NEW QUESTION 9

Which statement about IKEV2 is true?

A. Both IKEvland IKEv2 share the feature of asymmetric authentication.

B. IKEvland IKEv2 have enough of the header format in common that both versions can run over the same UDP port.
C. IKEvland IKEv2 use same TCP port but run on different UDP ports.

D. IKEvland IKEv2 share the concept of phaseland phase2.

Answer: B
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NEW QUESTION 10
Exhibit 1.

system global
snat-route-change disable

config router static
edit 1
set gateway
set priorait

device

gateway 10.2
1ority
gevice "p

Exhibit 2.

*GT # diagnose sys session list

session info: proto=6 proto state=01 du on=600 expire=317¢ meout=3600 £lags=00000000
30ck£1ag=00000000 sockport v idx=0 use

yrigin-shape

eply-shaper

Jér 1p shaper=

r

11!

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255
log may dirty npu f0O0
statistic (bytes/packets/allow err): org=3208/25/1
'kbps): 0/0 rx sr t:n{i (Bps/kbps): 0/C
)rq pre->post, reply pre->post dev=4->2/2 y= ! 1.254/10.0.1.10
*Oorg act=snat 10. C.l.'i}'ﬁr??"'_*-"- 2. ] ).200.1.1:64907
eply act=dnat 54.239.158.170:80->10.200.1. - ( .'.'C'Efr?"‘"}
after) 0/(0,0), 0O/ I_'f:,[}}
l:¢9:91:9
id=]
o6 tos
: :l; 00000000
type=0 dd mode=0
state=0x000c00
info: fla ;=-,J-:CEI»’ x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000/0x00

1ifid=0/0, tag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

W

reason.

Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal network.
An administrator would like to lest session failover between the two service provider connections.
Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose two.)

A. Change the priority of the port! static route to 11.

B. Change the priority of the port2 static route to 5.

C. Configure unsetsnat-route-change to return it to the default setting.
D. Configure setsnat-route-change enable.

Answer: AD
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NEW QUESTION 10
An administrator wants to capture encrypted phase 2 traffic between two FotiGate devices using the built-in sniffer.
If the administrator knows that there Is no NAT device located between both FortiGate devices, which command should the administrator run?

A. diagnose sniffer packet any 'udp port 500
B. diagnose sniffer packet any 'lp proto 50'

C. diagnose sniffer packet any 'udp port 4500'
D. diagnose sniffer packet any ‘ah'

Answer: B

NEW QUESTION 13
Refer to the exhibit, which shows a truncated output of a real-time LDAP debug.

What two conclusions can you draw from the output? (Choose two.)

A. The name of the configured LDAP server is Lab.

B. The user is authenticating using CN=John Smith.

C. FortiOS is able to locate the user in step 3 (Bind Request) of the LDAP authentication process.
D. FortiOS is performing the second step (Search Request) in the LDAP authentication process.

Answer: BD

NEW QUESTION 18
Exhibit.

Refer to the exhibit, which shows the output of a session. Which two statements are true? (Choose Ilwo.)

A. The TCP session has been successfully established.
B. The session was initiated from an authenticated user.
C. The session is being inspected using flow inspection.
D. The session is being offloaded.

Answer: AB

NEW QUESTION 22
Which two statements about an auxiliary session ate true? (Choose two.)

A. With the auxiliary session selling disabled, only auxiliary sessions are offloaded.
B. With the auxiliary session setting enable

C. ECMP traffic is accelerated to the NP6 processor.

D. With the auxiliary session setting enable

E. Iwo sessions are created in case of routing change.

F. With the auxiliary session setting disabled, for each traffic pat

G. FortiGate uses the same auxiliary session.

Answer: BC

NEW QUESTION 24
Exhibit.
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Remotesite:3: VID

Remotesite:3: DPD

Remotesite:3: VID

Remotesite:3: peer 1is

Remotesite:3: ”TD FRAGMENT }

Remotesite:3: VID “FHGHFNT N 4048B7 CES ETDETFO00I
5 1 ; F““EJFQL

emote”

protocol id = ISAKMP:
trans id = KEY IKE.

L

Remutnqltu.
Remotesite:
Remotesite:
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ALG, wval=

L L

E, Vﬂ;ihu,
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[SAKMP SA lifetime=B6400 val
NAT-T ;md'.rai lable
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ISAEMP SA : iebb 63 401a/06bB9c022d4 82 1] 5: 399151 20ED° T7C801DE36789.6
PSK authent i o ied
authentication
add INITIAL-C
enc AZ2FBDEE
out AZFBDGBBEG 443 ADGE
sent IKE msg (agg i2send):
established IKE SA

L L W L

L W W L L

e

Refer to the exhibit, which contains partial output from an IKE real-time debug. Which two statements about this debug output are correct? (Choose two.)

A. Perfect Forward Secrecy (PFS) is enabled in the configuration.
B. The local gateway IP address is 10.0.0.1.

C. It shows a phase 2 negotiation.

D. The initiator provided remote as its IPsec peer ID.

Answer: CD

NEW QUESTION 26
Exhibit.

config system fortiguard
set
set
set
set :
set updat ver—imcatlmn any
set sandbox-regicon ‘'
set fortiguard-anycast diszable
set antispam-fo off disable
set antispam-cache enable
pam-cache-ttl 1800

w
0]

]

n
@ @ @
it ot ot of of ot

webfilter-force-off enable
webfilter-cache enable
webfilter-cache-ttl 3600
webfilter-timeout

=
.-

=]
]

n
o @
+

D&
?rver-ip 0.0.0.0
rt D
DroxXy-username
ddns-server-ip 0
dons-server-port

Refer to the exhibit, which shows a FortiGate configuration.

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however the web
filter is not inspecting any traffic that is passing through the policy.

What must the administrator do to fix the issue?

A. Disable webfilter-force-off.
B. Increase webfilter-timeout.
C. Enable fortiguard-anycast.
D. Change protocol to TCP.
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Answer: A

NEW QUESTION 31
What are two reasons you might see iprope_in_check() check failed, drop when using the debug flow? (Choose two.)

A. Packet was dropped because of policy route misconfiguration.
B. Packet was dropped because of traffic shaping.

C. Trusted host list misconfiguration.

D. VIP or IP pool misconfiguration.

Answer: CD

NEW QUESTION 34
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