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NEW QUESTION 1
You have the Azure virtual networks shown in the following table.

Name Subnet Subnet Peered with
address space

Vnetl | Subnetl-1 10.1.1.0/24 Vnet3
Vnet?2 | Subnet2-1 10.2.1.0/24 Vnet3
Vnet3 | AzureFirewallSubnet | 10.3.1.0/24 Vnet1, Vnet2

You deploy Azure Firewall to Vnet3.
You need to ensure that the traffic from Subnetl-1 to Subnet2-1 passes through the firewall. What should you configure?

A. peering links between Vnetl and Vnet2

B. a route table associated to Subnetl -1 and Subnet2-1
C. an Azure private DNS zone

D. a route table associated to AzureFitewallSubnet

Answer: D

NEW QUESTION 2

SIMULATION - (Topic 4)

Task 9

You need to ensure that subnet4-3 can accommodate 507 hosts.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that subnet4-3 can accommodate 507 hosts:

? To determine the subnet size that can accommodate 507 hosts, you need to use the formula: number of hosts = 27(32 - n) - 2, where n is the number of bits in
the subnet maskl. You need to find the value of n that satisfies this equation for 507 hosts.

? To solve this equation, you can use trial and error or a binary search method. For example, you can start with n = 24, which is the default subnet mask for Class
C networks. Then, plug in the value of n into the formula and see if it is too big or too small for 507 hosts.

? If you try n = 24, you get humber of hosts = 2(32 - 24) - 2 = 254, which is too small. You need to increase the value of n to get a larger number of hosts.

? If you try n = 25, you get number of hosts = 27(32 - 25) - 2 = 510, which is just enough to accommodate 507 hosts. You can stop here or try a smaller value of n
to see if it still works.

? If you try n = 26, you get number of hosts = 232 - 26) - 2 = 254, which is too small again. You need to decrease the value of n to get a larger number of hosts.
? Therefore, the smallest value of n that can accommodate 507 hosts is n = 25. This means that the subnet mask for subnet4-3 should be /25 or 255.255.255.128
in dot-decimal notation1l.

? To change the subnet mask for subnet4-3, you need to go to the Azure portal and select your virtual network. Then select Subnets under Settings and select
subnet4-3 from the list2.

? On the Edit subnet page, under Address range (CIDR block), change the value from /24 to /25. Then select Save2.

NEW QUESTION 3

SIMULATION - (Topic 4)

Task 2

You need to create an Azure Firewall instance named FW1 that meets the following requirements:
» Has an IP address from the address range of 10.1.255.0/24

» Uses a new Premium firewall policy named FW-pohcyl

 Routes traffic directly to the internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To create an Azure Firewall instance, you need to go to the Azure portal and select Create a resource. Type firewall in the search box and press Enter. Select
Firewall and then select Createl.

? To assign an IP address from the address range of 10.1.255.0/24 to the firewall, you need to select a public IP address that belongs to that range. You can either
create a new public IP address or use an existing onel.

? To use a new Premium firewall policy named FW-policyl, you need to select Premium as the Firewall tier and create a new policy with the name FW- policyl12. A
Premium firewall policy allows you to configure advanced features such as TLS Inspection, IDPS, URL Filtering, and Web Categories3.

? To route traffic directly to the internet, you need to enable SNAT (Source Network Address Translation) for the firewall. SNAT allows the firewall to use its public
IP address as the source address for outbound traffic4.

NEW QUESTION 4

SIMULATION - (Topic 4)

Task 8

You need to ensure that the storage34280945 storage account will only accept connections from hosts on VNET1

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Here are the steps and explanations for ensuring that the storage34280945 storage account will only accept connections from hosts on VNET1.:

? To restrict network access to your storage account, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your

storage account except from the networks or resources that you specify.

? Under Virtual networks, select + Add existing virtual network. Then select VNET1 from the list of virtual networks and select the subnet that contains the hosts

that you want to allow access to your storage accountl. This will enable a service endpoint for Storage in the subnet and configure a virtual network rule for that
subnet through the Azure storage firewall2.

? Select Add to add the virtual network and subnet to your storage accountl.

? Select Save to apply your changes1.

NEW QUESTION 5

SIMULATION - (Topic 4)

Task 6

You need to ensure that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address. The solution must minimize
administrative effort when adding hosts to the subnet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:

? To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2. A NAT gateway is a resource that
performs network address translation (NAT) for outbound traffic from a subnetl. It allows you to use a single public IP address for multiple private IP addresses2.

? To create a NAT gateway, you need to go to the Azure portal and select Create a resource. Search for NAT gateway, select NAT gateway, then select Create3.
? On the Create a NAT gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your NAT gateway3.

? To associate the NAT gateway with subnet3-2, you need to go to the Virtual networks service in the Azure portal and select your virtual network.

? On the Virtual network page, select Subnets under Settings, and then select subnet3-2 from the list.

? On the Edit subnet page, under NAT gateway, select your NAT gateway from the drop-down list. Then select Save.

NEW QUESTION 6

SIMULATION - (Topic 4)

Task 5

You need to ensure that requests for wwwijelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that requests for wwwijelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net:
? To use a custom domain with your Azure Front Door, you need to create a

CNAME record with your domain provider that points to the Front Door default frontend host. A CNAME record is a type of DNS record that maps a source domain
name to a destination domain namel.

? To create a CNAME record, you need to sign in to your domain registrar’'s website

and go to the page for managing DNS settings1.

? Create a CNAME record with the following informationl:

? Save your changes and wait for the DNS propagation to take effectl.

? To verify the custom domain, you need to go to the Azure portal and select your Front Door profile. Then select Domains under Settings and select Add2.

? On the Add a domain page, select Non-Azure validated domain as the Domain type and enter wwwijelecloud.com as the Domain name. Then select Add2.

? On the Domains page, select wwwijelecloud.com and select Verify. This will check if the CNAME record is correctly configured?2.

? Once the domain is verified, you can associate it with your Front Door endpoint.

On the Domains page, select wwwijelecloud.com and select Associate

endpoint. Then select your Front Door endpoint from the drop-down list and select Associate?2.

NEW QUESTION 7

SIMULATION - (Topic 4)

Task 4

You need to ensure that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name
storage34280945.pnvatelinicblob.core.windows.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24
range and the name stor-age34280945.pnvatelinicblob.core.windows.net:

? To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your
storage account except from the networks or resources that you specify.
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? Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range. You can also enter an optional rule name and description1. This will allow
access from any IP address in the 10.1.1.0/24 range.

? Select Save to apply your changesl.

? To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account
endpoint2. A CNAME record is a type of DNS record that maps a source domain name to a destination domain name.

? Sign in to your domain registrar’'s website, and then go to the page for managing DNS settings2.

? Create a CNAME record with the following information2:

? Save your changes and wait for the DNS propagation to take effect?2.

? To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account. Then select Custom domain under
Blob service2.

? On the Custom domain page, enter stor- age34280945.pnvatelinicblob.core.windows.net as the custom domain hame and select Save2.

NEW QUESTION 8
HOTSPOT - (Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
VWAN1T | Azure Virtual WAN Standard Virtual WAN
Hub1 Azure Virtual WAN hub | Hub for VWAN1
VNet1 Virtual network Connected to Hub1
VNet2 Virtual network Connected to Hub1
VNet3 Virtual network Peered with VNet2
NVA1 Virtual machine Hosts a routing appliance deployed to
VNet2

You establish BGP peering between NVA1 and Hubl.
You need to implement transit connectivity between VNetl and VNet3 via Hubl by using BGP peering. The solution must minimize costs.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Ardwer Afes
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Aripe Rogle Lever o 8 dedicated sulned
Aruse VPN Gateway om o dedcated bt
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Ardwer Afes
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NEW QUESTION 9

SIMULATION - (Topic 4)

Task 3

You plan to implement an Azure application gateway in the East US Azure region. The application gateway will have Web Application Firewall (WAF) enabled.
You need to create a policy that can be linked to the planned application gateway. The policy must block connections from IP addresses in the 131.107.150.0/24
range. You do NOT need to provision the application gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for creating a policy that can be linked to the planned application gateway and block connections from IP addresses in the
131.107.150.0/24 range:

? To create a policy, you need to go to the Azure portal and select Create a resource. Search for WAF, select Web Application Firewall, then select Createl.

? On the Create a WAF policy page, Basics tab, enter or select the following information and accept the defaults for the remaining settings:

? On the Custom rules tab, select Add a rule to create a custom rule that blocks connections from IP addresses in the 131.107.150.0/24 range2. Enter or select the
following information for the custom rule:

? On the Review + create tab, review your settings and select Create to create your WAF policyl.

? To link your policy to the planned application gateway, you need to go to the Application Gateway service in the Azure portal and select your application
gateway3.

? On the Web application firewall tab, select your WAF policy from the drop-down list and select Save
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NEW QUESTION 10

- (Topic 3)

You have an Azure Front Door instance that has a single frontend named Frontendl and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
redirects requests that have a header containing "stringl" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.
Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a custom rule.
B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.
F. Add a custom rule to Policyl.

Answer: CEF

NEW QUESTION 10

HOTSPOT - (Topic 3)
You have an Azure subscription that contains a virtual network gateway named VNetGwyl. VNetGwy1l has a public IP address of 20.25.32.214.

You need to query the health probe of VNetGwy1,

How should you complete the URI? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 13

HOTSPOT - (Topic 3)
You have an on-premises network.
You have an Azure subscription that contains the resources shown in the following table.

hltps i)
http
SOmp
nttps w
http
fhttps |
SnMp

#/20.25.32.214:

//20.25.32.214;

Name Type Description
Vnetl Virtual network None
VM1 Virtual machine Connected to Vnet1
VM2 Virtual machine Connected to Vnet1
SQL1 Azure SQL Database Internet accessible

Al -
443
BOB1
80 v
oo |
443
8081

fheal thprobe

fheal thprobe

You need to implement an ExpressRoute circuit to access the resources in the subscription. The solution must ensure that the on-premises network connects to

the Azure resources by using the ExpressRoute circuit.

Which type of peering should you use for each connection? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Arca
Connection 10 Vnetl:  Private peering =
Microsoft peenng |
Privale peering

Virtual network peenng

Connection to S0L1: | Microsoft peerine -

TPmvate peering
Fubihc pesning
| Virtual network peenng

NEW QUESTION 17

- (Topic 3)

You have an Azure application gateway for a web app named Appl. The application gateway allows end-to-end encryption.

You configure the listener for HTTPS by uploading an enterprise signed certificate. You need to ensure that the application gateway can provide end-to-end
encryption for

Appl. What should you do?

A. Set Listener type to Multi site.

B. Increase the Unhealthy threshold setting in the custom probe.
C. Upload the public key certificate to the HTTPS settings.

D. Enable the SSL profile for the listener.

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-portal#configuration- tab

NEW QUESTION 20
- (Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. Azure Virtual Network NAT
B. virtual network peering

C. service endpoints

D. private endpoints

Answer: A

NEW QUESTION 22
HOTSPOT - (Topic 3)
You have an Azure subscription that contains an app named Appl. Appl is hosted on the Azure App Service instances shown in the following table.

Name Location
AppSrvl | East US
AppSrv2 | East US
AppSrv3 | North Europe
AppSrvd | North Europe

You need to implement Azure Traffic Manager to meet the following requirements:

« Appl traffic must be assigned equally to each App Service instance in each Azure region.

» Appl traffic from North Europe must be routed to the Appl instances in the North Europe region.

» Appl traffic from North America must be routed to the Appl instances in the East US Azure region.
Answer Area

Mirdmum number of Traffic Manager profides required: 2 v

Rouiting methad for the tratfic in each region  Performance bt
Gographic

Priarity
Wisightad
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 23
HOTSPOT - (Topic 3)

Minimum number of Traffic Manager profiles required: 2 -

r.:.;

4

Routing method for the traffic in each region:  Performance s

Geographic
Porformance
Prignty
Weighted

You have an Azure subscription that contains an app named Appl. Appl is deployed to the Azure App Service apps show in the following table.

Name

Location

Worker instances

App1-East East US 1

4

App1-West West US 1

4

You need to publish Appl by using Azure Front Door. The solution must ensure that all the requests to Appl are load balanced between all the available worker

instances.

What is the minimum number of origin groups and origins that you should configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 25
HOTSPOT - (Topic 3)

one point.

Ongin groups

Ongins

[en ™ - —'!.r... - I
|
| 4

Dingin groups ;

ngins | & |w I
1

8

o b Mo

Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an

IP address space of 192.168.0.0/24.

You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.

You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must
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minimize the number of additional IPv4 addresses.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Create an IPv6 subnet that uses a CIDR suffix of:

For each virtual machine, create an additional:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create an IPv6 subnet that uses a CIDR suffix of:

For each virtual machine, create an additional:

NEW QUESTION 30

- (Topic 3)

v

/20
[24
/48
/64

v

IP configuration

NIC

/20
/24
/48
} 2!54 |

_IP_configuration |

NIC

| Public IPv6 address

' Public IPv6 address

Your company has four branch offices and an Azure Subscription. The subscription contains an Azure VPN gateway named GW1.
The branch offices are configured as shown in the following table.

Name Local router Local network Connection VPN gateway
Branch?t RTR1 LNG1 Connection] oW1
Branch? RTRZ LNGZ Connection? GWH1
Branch3 RTR3 LMNG3 Connection3 GWH
'_ Branchd | RTR4 LNG4 Connectiond GW1

The branch office routers provide internet connectivity and Site-to-Site VPN connections to GW1.
The users in Branchl report that they can connect to internet resources, but cannot access Azure resources.
You need to ensure that the Branchl users can connect to the Azure Resources. The solution must meet the following requirements:

* Minimize downtime for all users.
* Minimize administrative effort. What should you do first?

A. Reset RTR1.

B. Reset Connectionl.

C. Reset GW1.
D. Recreate LNG

Answer: B

1.

NEW QUESTION 33

- (Topic 3)

You have the Azure virtual networks shown in the following table.
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Name Resource group Location
Vnet RG1 East US
Vnet2 RG1 UK West
Vnet3 RG1 East US
Vnet4 RG1 UK West
You have the Azure resources shown in the following table.
Name Type Virtual Resource Location
network group
VM1 | Virtual machine | Vnet1 RG1 East US
VM2 | Virtual machine Vnet2 RG2 UK West
VM3 | Virtual machine | Vnet3 RG3 East US
App1 | App Service Vnetl RG4 East US
st Storage account | Not applicable | RGS UK West

You need to check latency between the resources by using connection monitors in Azure Network Watcher.

What is the minimum number of connection monitors that you must create?

moow®»
G WDNBRF

Answer: C

NEW QUESTION 34
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Virtual network Subnet Workload
saLl VNetl Subnetl Microsoft SQL Server 2019
Webl VNetl Subnetl s
Web2 VNetl Subnet2 1S
saL2 VNet2 Subnetl Microsoft SQL Server 2019
Web3 VNet2 Subnetl s
saL3 VNet2 Subnet2 Microsoft SQL Server 2019

VNetl and VNet2 are NOT connected to each other.
You need to block traffic from SQL Server 2019 to IIS by using application security groups. The solution must minimize administrative effort.

How should you configure the application security groups? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area:

Minimum number of application security groups:

Minirmurm number of application security group assignments:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

2 ASGs e 3 assignments,

"All network interfaces assigned to an application security group have to exist in the same virtual network that the first network interface assigned to the application
security group is in."

https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups
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NEW QUESTION 37
- (Topic 3)
You have the Azure environment shown in the exhibit.
IP3

.

_

P2 IP1 |
.- - - p MNAT Gq!ltt_'way
‘ I L
Basic Load Balancer I
v
SubretA /" Gateway Su bn:c\‘
sckend ¥
VM Vik2 Vtﬂl.lil' Neh-.'ork
Gateway J,l
\/' P
N
ViMNet1

VML is a virtual machine that has an instance-level public IP address (ILPIP).

Basic Load Balancer uses a public IP address. VM1 and VM2 are in the backend pool. NAT Gateway uses a public IP address named IP3 that is associated to
SubnetA. VNetl has a virtual network gateway that has a public IP address named 1P4.
When initiating outbound traffic to the internet from VM1, which public address is used?

A.IP1
B. IP2
C.IP3
D. IP4

Answer: A

NEW QUESTION 41
- (Topic 3)

You have an internal Basic Azure Load Balancer named LB1 That has two frontend IP addresses. The backend pool of LB1 contains two Azure virtual machines

named VM1 and VM2.
You need to configure the rules on LB1 as shown in the following table.

Rule | Frentend IP | Protocel | ILB1 port Destination VM port
address

1 65.52.0.1 TCP 80 IP address of the NIC of VM1 and VM2 &0

P 65.52.0.2 TP BO IP address of the NIC of VM1 and VM2 BO

What should you do for each rule?

A. Enable Floating IP.
B. Disable Floating IP.
C. Set Session persistence to Enabled.
D. Set Session persistence to Disabled

Answer: A

NEW QUESTION 44
HOTSPOT - (Topic 3)

You need to connect an on-premises network and an Azure environment. The solution must use ExpressRoute and support failing over to a Site-to-Site VPN

connection if there is an ExpressRoute failure.

What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Routing type:
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Routing type:
Policy-based

Route-based'
Static routing

Number of virtual network gateways:
|

NEW QUESTION 48

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG) and associate the NSG to Subnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 52

- (Topic 3)

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app.

You plan to use an Azure application gateway to provide access to each web app by using a hostname of www.contoso.corn and a different URL path for each
web app, for example: https://www.contoso.com/appl.

You need to control the flow of traffic based on the URL path. What should you configure?

A. rules

B. rewrites

C. HTTP settings
D. listeners

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

NEW QUESTION 54

- (Topic 3)

Your company has five offices. Each office has a firewall device and a local internet connection. The offices connect to a third-party SD-WAN.

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains a virtual network gateway named Gatewayl. Each office connects to
Gatewayl by using a Site-to-Site VPN connection.

You need to replace the third-party SD-WAN with an Azure Virtual WAN. What should you include in the solution?

A. Delete Gateway1.

B. Create new Point-to-Site (P2S) VPN connections on the firewall devices.
C. Create an Azure Traffic Manager profile.

D. Enable active-active mode on Gateway1.

Answer: B

NEW QUESTION 58
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual networks shown in the following table.
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Name Subnet Peered with
VNet1 | Subnet11, Subnet1?2 VNet2
VNet2 | Subnet21 VNet1

The subscription contains the virtual machines shown in the following table.

Name | Connected to | Availability set
VM1 | Subnet11 AS1T

VM2 Subnet11 AST

VM3 | Subneti2 None

VM4 | Subnet21 None

You create a load balancer named LB1 that has the following configurations:

» SKU: Basic

* Type: Internal

* Subnet: Subnetl2

« Virtual network VNetl

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
LB1 can balance requests between VM1 and VM2

LB can balance requests between YIMZ2 and VM3,

LE1 can balance requests between VM3 and VM4,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
LB1 can balance reguests between VM1 and VM2, | |

LB can balance requests between VM2 and VM3,

LE1 can balance requests between VM3 and VM4, ; 1O

NEW QUESTION 60

HOTSPOT - (Topic 3)

Your company has 40 branch offices across North America and Europe. You have an Azure subscription that contains the following virtual networks:
» Two networks in the East US Azure region

 Three networks in the West Europe Azure region

You need to implement Azure Virtual WAN. The solution must meet the following requirements:

» Each branch office in North America must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the East US region.

 Each branch office in Europe must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the West Europe region.

« Transitive connections must be supported between all the branch offices and all the virtual networks.

» Costs must be minimized.

What is the minimum number of Virtual WAN resources required? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.
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Answer Area

Virtusd WAN: | One Standard virtual WaN - |
One Basic virtual WAN
One Standard virtual WAN
Two Basic wirtual WANsS

Tweo Standand virtual WANs
FOLIT VIFTUSY NETWOTK aTeways -

Virtual WAN hubc | Two wirtual WAN hubs et
One virtual WAN hub
Two virtual WAN hubs
Four wirtual WAN hubs
Frve vartual WAN hubs

Virtual network gateway: l_=-:,ur virtual network gateways "’J
Cne virtual network gateway
Two virtual network gateways
Four wirtual network gateways
Five virtual network gateways

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Virtual WAN: | One Standard virtual WAN v |
One Basic virtual WAN
One Standard witual WAN
Twio Basic viartual WANS

Two Standard virtual WANsS
FOUF VIFTUR! NETWOIK JaTeways b

Virtual WAN hubr  Two virtual WAN hubs b
One virtual WAN hub
Two virtual WAN hubs
Four wirtual WAN hubs
Five virtual WAN hubs

Wirtual network gateway: | Four virtual network gateways - i
One wvirtual network gateway

Two virtual network gateways
g Four wirtual network gatewsys

Frve virtual netwiork gateways

NEW QUESTION 61

DRAG DRORP - (Topic 3)

You have an Azure virtual network named Vnetl that connects to an on-premises network.

You have an Azure Storage account named storageaccountl that contains blob storage.

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:

? Ensure that all on-premises users can access storageaccountl through the private endpoint.

? Prevent access to storageaccountl from being interrupted.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Install the DNS server role and configure the forwarding
of blob.core.windows.net o 168.63.129.16

Configure on-premises DNS servers to forward
biob.core windows.net 1o the virlual machine

Configure a private endpoint on storageacoount! ®

and disable public access to the account

Configure on-premises DNS server lo forward @
blob.core windows.net to 168.63.129.16

Deploy a virtual machine to a subnet in Vnet1

A. Mastered
B. Not Mastered

Answer: A
Explanation:

*168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-
prem DNS requests to the VM running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.
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NEW QUESTION 66

- (Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will
be hosted by using the Azure App Service apps shown in the following table.

Name FQDN Location Public IP address
AS1 As1.contoso.com East US 131.107.100.1
AS2 As2.contoso.com West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager- profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

NEW QUESTION 70
HOTSPOT - (Topic 3)
You hqve; an Azure subscription that contains the virtual networks.shown in the following table.
“ : |l:|'t
T ' ‘[’ i';‘._'_“".‘""‘"‘“:.:.—‘_:_:.'.,‘__.f___-.;'_:;::1[- 1‘,
I

i, o
e e [ A Wiy il e :_-_-.I:alllll

10.5.0.0/16
Vnet2 East-usz 10.3.0.0/16

| Vnet3 | EastUS 2 10.4.0.0/16 !

You have a virtual machine named VM5 that has the following IP address configurations:

* IP address: 10.4.0.5

» Subnet mask:255.255.255.0

* Default gateway:10.4.0.1

* DNSserver:168.63.129.16

You have an Azure Private DNS zone named, fabrikam.com that contains the records shown in, the following table.

| | Ib1 fabnkam com
b1 A 10.3.0.7

Lvm1 A 10.3.0.4

The virtual network links in the fabrikam.com DNS /one are configured as shown in the exhibit. (Click the Exhibit tab.)
VMS fails to resolve the IP address for.appKfabrik3in.com.

For each of the following statements, select Yes if, the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

B ey
'1 o =R

¥

. . ,
Statements I / Yes No
Updating the IP address configurations ul Viisieo use a I}NS server Elddlt"ﬂ- af 104,02 will ] {0

enable the virlual machine to reseive applilabnkam.com.

Enabling a virtual netwark link for ¥netdin the fabrikam.com QNS zane will enable VMS to i iy
resolve appl.fabrikam.com |

Adding an A record for app] fabrlkafmcom to the fhbrikam. com DMNS zane will enable VIS ] il b‘
te resolve appl.fabnkam.com

A. Mastered
B. Not Mastered

Answer: A

Explanation: , . . .

Updarting the IP address configurations of VS, to use'n DS server addreds of 10.4.0.2 will i I
enable the virtual machine to rescive ape 1. fabnkamcam

Emabling a virtual netwerk ink for Vret in lhe fabnkam com DNS zone will enable VRS 0 Ak 146
resolve appl.fabrikam.com, '

Adding an A record for app1 fabrikam.com 10/ the tabrikam.com DNS zane wilk enatsle s ||| i ! b
to resolve appl.fabnkam com. AT
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NEW QUESTION 75

- (Topic 3)

You have a network security group named NSG1.

You need to enable network security group (NSG) flow logs for NSG1. The solution must support retention policies.
What should you create first?

A. A standard general-purpose v2 Azure Storage account
B. An Azure Log Analytics workspace

C. A premium Block blobs Azure Storage account

D. A standard general-purpose v1 Azure Storage account

Answer: A

NEW QUESTION 78
- (Topic 3)

You have an Azure subscription that contalns the resources shown in the foIIowmg table.
_ =TT SSieusseslt RP0L DN IRADELRARTTT] ULEEAN]

35T e

TR N [

| IR
e :tl l[L.'i!iﬂf!L‘ '.I'f.”.i1IHHIlIIHIlillllllillllllll Il

e I mmmn I
b i “E"“"'“: 'ﬂmh =.|'|zit Er tﬁtihnﬂ 11 .1.

il e

Gatewayl provides access to Appl by using a URL of http://appl.contoso.com. You create a new Web app named App2.
You need to configure Gatewayl to enable minimize administrative effort. What should you configure on Gateway1?

| '|IIIH|-II|IIIIIIIIII.I ]

A. a backend pool and a routing

B. a listener and a routing rule

C. alistener, a backend pool, and a rule
D. a listener and a backend pool

Answer: B

NEW QUESTION 82
- (Topic 3)

You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 86
HOTSPOT - (Topic 3)

You have an Azure subscription. The subscription contains virtual machines that host websites as shown in the following table.

Name Public host name Location
VM1 sitel.us.contoso.com tast US
VM2 sitel.uk.contoso.com UK West
VM3 sited.us.contoso.com East US
VM4 sitel uk.contoso.com UK West
VM3 site2 japan.contoso.com | Japan West
You have the Azure Traffic Manager profiles shown in the following table.
Name Routing method | DNS name Hosted on
Tmi1 Performance . site].contoso.com VM1 and VM2
Tm2 Priority | site2 contoso.com VM3 VM4 and VM5

You have the endpoints shown in the following table.
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Mame | Traffic Manager | Azure Routing | Status
profile endpoint | method
parameter |

Ep1 Tm1 VM1 1 Degraded

Ep2 Tm1 V2 2 Online

Ep3 Tm2 Vi3 1 CheckingEndpoint
Ep4 ImZ Vivia 2 Online

Ep5 Tm2 VIS 3 Online

For each of the following statements, select Yes if the statement is true. Otherwise select No.
NOTE: Each connect selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 89
- (Topic 3)

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network.
Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

Statements

A user that reguests sitel.contoso.com from the East US Azure region will connect to
site1.us.contoso.com

A user that reguests sitel.contoso.com from the Bast US Azure region vall connect to
sited uk.contoso.oom

A user that reguests site2.contoso.com from the Japan East Azure region will connect 1o

sites ) Apan.con loso.com

Statements

A user that reguests sitel.contoso.com from the East US Azure region will connect to
site1.us.contos0.com

A user that requests site.contoso.com from the East US Azure region wall connect to
eites uk.contoso.oom

A user that requests site2 contoso.com fram the Japan East Azure region will connect to

sited japan.contoso.com

A. a virtual network gateway

B. Azure Firewall

C. a local network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: AC
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 91
HOTSPOT - (Topic 3)

You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

Name IP address

Vnet1 10.1.0.0/16

Vnet2 10.2.0.0/16

The links have auto registration enabled.
You create the virtual machines shown in the following table.
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Name IP address
VM1 10.1.10.10
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:
? Name: VM1
? IP address: 10.1.10.9
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

*

Statements Yes Mo

W2 will resodve vmt.contosoucom ba 10.1.70.%0.
Debatarng VM1 will dalete all VM recosds automatically

I VM3 obtains a different IP address from Azure. VM 3's DINS record is updated

putomatically

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9.

Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DNS records are deleted when a VM is
deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address of a VM manually, you would need to select ‘Static’ as the IP address
assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses are auto- registered.

NEW QUESTION 94
- (Topic 3)
You have Azure App Service apps in the West US Azure region as shown in the following table.

Name App Service plan Number of instances
App1 ASP1 =
App2 ASP1 3
App3 ASP2 2
App4 ASP3 1

You need to ensure that all the apps can access the resources in a virtual network named Vnetl without forwarding traffic through the internet-How many
integration subnets should you create?

Cow>
oA wWE

Answer: C

Explanation:

One integration subnet is required per App Service Plan regardless of how many apps are running in the App Service Plan.
Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

NEW QUESTION 98

- (Topic 3)

You have an Azure virtual network that contains two subnets named Subnetl and Subnet2. Subnetl contains a virtual machine named VM1. Subnet2 contains a
virtual machine named VM2.

You have two network security groups (NSGs) named NSG1 and NSG2. NSG1 has 100 inbound security rules and is associated to VM1. NSG2 has 200 inbound
security rules and is associated to Subnetl.

VM2 cannot connect to VML1.

You suspect that an NSG rule blocks connectivity.

You need to identify which rule blocks the connection. The issue must be resolved as quickly as possible.

Which Azure Network Watcher feature should you use?

A. Effective security rules
B. Connection troubleshoot
C. NSG diagnostic

D. NSG flow logs
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Answer: C

NEW QUESTION 101

- (Topic 3)

You plan to implement an Azure virtual network that will contain 10 virtual subnets. The subnets will use IPv6 addresses. Each subnet will host up to 200 load-
balanced virtual machines.

You need to recommend a load balancing solution for the virtual network. The solution must meet the following requirements:

* The virtual machines and the load balancer must be accessible only from the virtual network.

» Costs must be minimized.

What should you include in the recommendation?

A. Basic Azure Load Balancer

B. Azure Application Gateway v1 Azure Application Gateway v2
C. Azure Standard Load Balancer

D. Azure Application Gateway v2

Answer: C

NEW QUESTION 105

- (Topic 3)

You have an Azure virtual network named Vnetl that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named
contoso.com. All the virtual machines have their name registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1.

B. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.
C. Modify the DNS server settings of Vnetl.

D. For FW1, enable DNS proxy.

E. For FW1, configure a custom DNS server.

Answer: AD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns#on-premises-workloads-using-a-dns-forwarder
https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-available/

NEW QUESTION 107

- (Topic 3)

You have an Azure subscription that contains the resources is shown in the following table.
FHLELLS ENETR

AU AN NURGRERRYARRTRRAEnNS
[Name [  Type Y= TR
VNet1 | Virtual network Contains two subnets named Subnet1 and Subnet2
VM1 Virtual machine Connected to Subnet1|!/|! |11
azsqll | Azure SQL Database | Has a private endpointon/Subnet2 | |||
logical server I !

—

You need to ensure that the apps hosted on VM1 can resolve the IP address of the What should you create first?

A. a public DNS zone named database.windows.net
B. a private DNS zone named database.windows.net
C. a public DNS zone named private ink.database.windows.net
D. a private DNS zone named privatelink.database.windows.net

Answer: C

NEW QUESTION 111

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 112
- (Topic 3)
You have an Azure subscription that contains the public IPv4 addresses shown in the following table.

e

-
.
B L.

You plan to create a load balancer named LB1 that will have the following settings:
* Name: LB1

* Location: West US

* Type: Public

* SKU: Standard

Which public IPv4 addresses can be used by LB1?

A. IP1 and IP3 only

B. IP3 only

C. IP3 and IP5 only

D. IP2only

E. IP1, IP2. IP3. IP4. and IP5
F. IP1, IP3, IP4, and 1P5 only

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-public-ip-address

This is because "Load balancer and the public IP address SKU must match when you use them with public IP addresses" https://docs.microsoft.com/en-

us/azure/load-balancer/skus
Standard SKU Load Balancer routes traffic within and across regions, and to Availability Zones for high resiliency.

NEW QUESTION 113

- (Topic 3)

You have a website that uses an FQDN of www.contoso.com. The DNS record tor
www.contoso.com resolves to an on-premises web server.

You plan to migrate the website to an Azure web app named Web1. The website on Web1 will be published by using an Azure Front Door instance named

ContosoFD1.
You build the website on Web1.
You plan to configure ContosoFD1 to publish the website for testing.

TR LT T T el L L I| FETT- R |I||Irl

e J'.

'IJ r.ll ||II,|I|“'r i|II r|” /
I il ‘””“I'fl"”HUJ “HI‘[H{!IJI

HH
il [!:.rfl,,

'I'H 'I|flf.!
Y et

You need to test the website and ContosoFD1 without affecting user access to the on- premises web server.
Which record should you create in the contoso.com DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B. a CNAME record that maps www.contoso.com to Web1.contoso.com

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subdomain

NEW QUESTION 117
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HOTSPOT - (Topic 3)
You have an Azure environment shown in the following exhibit.
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Bi- e ticmal
Vet peering

Subscription 2 Subscription 3

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Vi1 can communicate with (answer choice): A J

. VM2 only

| VM2 and VM2 only

| the on-premises datacenter and VM2 only

| the on-premises datacenter, VM2, and VM3 only

VM2 can communicate with (answer choice): Y

| VM1 only

| VM1 and VM3 only

| the on-premises datacenter and VM3 only

| the on-premises datacenter, VM1, and VM3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 120

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You configure the firewall on storagel to only accept connections from Vnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 124

DRAG DROP - (Topic 3)

You have an Azure subscription that contain a viral network named Vnetl and an Azure SQL database named SQL1 has a private endpoint on Vnetl.

You have a partner company named fabrikam, has an Azure subscription that contains a virtual network named Vnetl and a virtual machine named VM1, VM1 is
connected to Vnet2

You need to provide VM1 with accesss to SQL 1 by using an Azure private Link service. What should you implement on each virtual network? To answer, drag the
appropriate

resources to the correct virtual networks. Each resource may be used once, more than

once, or not at all. You may need to drag the split bar between panes or scroll to view content

Note: Each correct selection is worth one point.
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Resources Answer Area

| A NAT gateway Vet

A peenng link
| s Vinet2

A private endpoint
[ A service endpoint
| An Azure application gateway

[ An Azure ioad balancer

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| A NAT gateway I Vetl: T

i e -

_': A private endpoint

_______ Vnet2 = Apeering ink

B S O S ——— I—

-

NEW QUESTION 126
HOTSPOT - (Topic 3)

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains the resources shown in the following table.

Name Type Description

AG1T Azure Application Will automatially scale up to three instances
Gateway

named App1

VMSS1 Virtual machine scale set Consists of four virtual machines that run an app

You need to publish Appl by using AG1 and a URL of https://appl.contoso.com. The solution must meet the following requirements:

» TLS connections must terminate on AG1.
* Minimize the number of targets in the backend pool of AG1.
» Minimize the number of deployed copies of the SSL certificate of Appl.

How many locations should you import to the certificate, and how many targets should you add to the backend pool of AG1? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Certificates:

Backend pool targets:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Certificates:
I

-

A o W Ba

-

Backend pool targets: 1
1
2
3

4

NEW QUESTION 129

HOTSPOT - (Topic 3)

Your on-premises network contains a VPN device.

You have an Azure subscription that contains a virtual network and a virtual network gateway.

You need to create a Site-to-Site VPN connection that has a custom cryptographic policy. How should you complete the PowerShell script? To answer, select the
appropriate options

in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Area

feolicy = ~Ikefncryption ARS2%8 -lkelntegrity SHAMBA -Dh(roup DeGroupld -IpsecEncryption AESISE

~Ipsecy : ImeSeconds 146400 -SaDataSizedilobytes 101400009
Mew-a7l precTrafficSelectarPolicy
Mew-ArServiteEndpointfolicy

New-AXpnClenliphecPalicy

|hr".-.-A:'-f'u'.u.'llNr:mrﬁ.‘n‘.tw.‘.:,{mrﬂlldn “"I -Name fConnectionlé -Resourcebrouptisne 251 -virtualNetuoriGateuayl $wmetlge

Nev-AVirualHub ianl -ConnectionType IPsec -IpsecPolicies Spalicy -Sharediey 'Asuredlb2cs*
Maw-AzVirualMetworkGateway

Mew-ArvirtusiMetworkGatewayConnection

Blew-ArirualiMetwoikGatevwayhatRule

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

fpolicy = P Al e P -Ikgfncryption AESISS -Ikelntegrlty SA3EA -Dhicoup DRd-cupld -IpeecEncrypuion AELISE

b LT £ imgigconds 14408 -L120a%aflzenilebytes 1OJ40000H

MNew-AriprrecTratficSelectorPolicy
New-ArSernaceEndpointPolicy

Mew-AzVpnChent precPolicy I
|F~.¢-.'. AVt tworchatevay L onnecon “"'l -lipne FConmsctionle -RessurceGroupiions SRG1 -VietusllsteorkSatenyl Sroetlgs
New-AzViruaiHub fonl -ComnectionType IPsec -IpsecPolicles Spolicy -Sharediey "AzureAlbC)’

Meswr- AV irualMetworkGateway
Mew- AzVinuaiNetworkGatlewayConnection
Mew-AzVinualMetworkGatewayMatRule

NEW QUESTION 134
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
appsenicel | Azure App Service | Hosts an app named App1
contoso.com | Azure DNS zone Resolves name requests from the intemnet
FD1 Azure Front Door | Standard profile with App1 configured as the origin
KeyVaultl Azure Key Vault Key vault with Permission model set to Vault access policy
KeyVault2 Azure Key Vault Key vault with Permission model set 1o Azure role-based access control

You purchase a certificate for appl.contoso.com from a public certification authority (CA) and install the certificate on appservicel.
You need to ensure that Appl can be accessed by using a URL of https://appl.contoso.com. The solution must ensure that all the traffic for App1l is routed via

FD1.
Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\!/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l I Sure PaSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

Answer Area

DNS record type:  TXT !
A
CMNAME
SRV
Store the certificate in: i KeyVault? B f
FD1
KeyWaultl

KeyVault2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

DIMNS record type: | TXT o
A

CMNAME

SRY

Store the certificate in: | KeyVauit2 |
FDN
KeyWaultl

NEW QUESTION 139

- (Topic 3)

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.

You deploy an Azure App Service app named Appl to the West Europe region. You need to provide Appl with access to the resources in Vnetl. The solution
must

minimize costs.

What should you do first?

A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Answer: D
Explanation:

Virtual network integration depends on a dedicated subnet.
https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-virtual-network-integration

For outgoing traffic from Web App to vnet, it will go through Internet, so the cost not the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private Link. Private Endpoint is only used for incoming flows to your Web App.
Outgoing flows will not use this Private Endpoint, but you can inject outgoing flows to your network in a different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private- endpoint#conceptual-overview

NEW QUESTION 143

- (Topic 3)

You have an Azure subscription that contains the following resources:
? A virtual network named Vnetl

? Two subnets named subnetl and AzureFirewallSubnet

? A public Azure Firewall named FW1

? A route table named RT1 that is associated to Subnetl

? A rule routing of 0.0.0.0/0 to FW1 in RT1

After deploying 10 servers that run Windows Server to Subnetl, you discover that none of the virtual machines were activated.
You need to ensure that the virtual machines can be activated.

What should you do?

A. Deploy an application security croup mat allows outbound traffic to 1688.

B. Deploy an Azure Standard Load Balancer that has an outbound NAT rule
C. On fW1.configure a DNAT rule for port 1688.

D. Add an internet route to RI1 for the Azure Key Management Service (KMS).

Answer: D
Explanation:

Reference:
https://ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop- wvd/
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NEW QUESTION 148
- (Topic 3)

You have an Azure Web Application Firewall (WAF) policy in prevention mode that is associated to an Azure Front Door instance.

You need to configure the policy to meet the following requirements:
? Log all connections from Australia.
? Deny all connections from New Zealand.

? Deny all further connections from a network of 131.107.100.0/24 if there are more than 100 connections during one minute.

What is the minimum number of objects you should create?

A. three custom rules that each has one condition

B. one custom rule that has three conditions

C. one custom rule that has one condition

D. one rule that has two conditions and another rule that has one condition

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/afds-overview

NEW QUESTION 151

- (Topic 3)

You plan to deploy an Azure virtual network. You need to design the subnets.

Which three types of resources require a dedicated subnet? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. VPN gateway

B. Azure Bastion

C. Azure Active Directory Domain Services (Azure AD DS)
D. Azure Application Gateway v2

E. Azure Private Link

Answer: ABD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

NEW QUESTION 155

HOTSPOT - (Topic 3)

You have an Azure subscription You plan to use Azure Virtual WAN.

You need to deploy a virtual WAN hub that meets the following requirements:

* Supports 4 Gbps of Site-to-Site (S2S) VPN traffic

* Supports 8 Gbps of ExpressRoute traffic

* Minimizes costs

How many scale units should you configure? To answer select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Answer Area
For the 525 VPN gateway: | 8 v |
4
L=
For the ExpressRoute gateway: IJ o i
=
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Arep

For the 525 VPN gateway: [—rl
4
{ T —
16
For the E*[.lwwa:.-'l..'.r gateway: [T'—T-I

g
16

NEW QUESTION 158
- (Topic 3)

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains 20 subnets and 500 virtual machines. Each subnet contains a virtual

machine that runs network monitoring software.

You have a network security group (NSG) named NSG1 associated to each subnet. When a new subnet is created in Vnetl, an automated process creates an

additional network monitoring virtual machine in the subnet and links the subnet to NSG1.

You need to create an inbound security rule in NS61 that will allow connections to the network monitoring virtual machines from an IP address of 131.107.1.15.

The solution must meet the following requirements:

« Ensure that only the monitoring virtual machines receive a connection from 131.107.1.15.
* Minimize changes to NSG1 when a new subnet is created.

What should you use as the destination in the inbound security rule?

A. a virtual network

B. an IP address

C. an application security group
D. a service tag

Answer: C

NEW QUESTION 163

HOTSPOT - (Topic 3)

You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3.
TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

Name Location
App1 North Europe
App2 East US
App3 Central US
TM2 West Europe
TM3 West US

Name Location Weight
App4 West Europe 99
AppS West Europe 1

TM3 uses priority traffic-routing method and has the endpoints shown in the following table.

Name Location
Appb West US
App2 East US

The App2, App4, and App6 endpoints have a degraded monitoring status.
To which endpoint is traffic directed? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Passing Certification Exams Made Easy

TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.

visit - https://www.surepassexam.com



y Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l | SurePass https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

Traffic from West Europe: | v

App1
App2
App4

Traffic from West US: F v

App1
App2
App3
b\:‘”“I:"F"f‘-—' J

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Traffic from West Europe: | v
A1
App2

App4

Traffic from West US: F v

App1
App2
|ApPP3 |
. Appb6 J

NEW QUESTION 167
HOTSPOT - (Topic 3)
You have the hybrid network shown in the Network Diagram exhibit.

T
e _
You have a peering connection between Vnetl and Vnet2 as shown in the Peering-Vnetl- Vnet2 exhibit.
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You have a peering connection between Vnetl and Vnet3 as shown in the Peering -Vnetl- Vnet3 exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



V Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l | SurePass https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 171

HOTSPOT - (Topic 3)

You have an Azure subscription that contains an Azure key vault named Vaultl and an app registration for an Azure AD app named Appl.

You have a DNS domain named contoso.com that is hosted by a third-party DNS provider. You plan to deploy Appl by using Azure App Service. Appl will have
the following

configurations:

» App1l will be hosted across five App Service apps.

* Users will access Appl by using a URL of https://appl.contoso.com.

* The user traffic of Appl1 will be managed by using Azure Front Door.

* The traffic between Front Door and the App Service apps will be sent by using HTTP.

» App1 will be secured by using an SSL certificate from a third-party certificate authority (CA).

You need to support the Front Door deployment.

Which two DNS records should you create, and to where should you import the SSL certificate for Appl? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

An A record and a SRY record
An A record and a CNAME record
A TXT record and a SRV record

Import the certificate to: 1 -

The app registration for App1l
The App Service apps.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

An A record and a SRV record
An A record and a CNAME record
A TXT record and & SRV record

Import the certificate to: | Vaultl >
The app registration for App1

The App Service apps

NEW QUESTION 175
HOTSPOT - (Topic 3)
You are planning an Azure Front Door deployment that will contain the resources shown in the following table.

Name Type
ASP93 App Service plan
Webapp93.azurewebsites.net App Service
FD93.azurefd.net Front Door

Users will connect to the App Service through Front Door by using a URL of https://www.fabrikarn.com. You obtain a certificate for the host name of
www.fabfikam.com.
You need to configure a DNS record for www.fabrikam.com and upload the certificate to Azure. What should you do? To answer, select the appropriate options in
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the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Upload the certificate to: | A secret in Azure Key Vault {}:10 -]
A cedtificate in Active Dictory Certific: rwices (A0 C5

A custom rule in Azure Web Application Firssall {80AE)
den entarprite applicaton in Arure AD

A wecret i Arure Key Vaull

St the DMNS record target toe | FD9 3 azuredd net i

fabrelim com

FO93 arureldnet
Webappd . arurewebsites.net

A. Mastered
B. Not Mastered
Answer: A

Explanation:

Answer Area

Upload the certificate toc | A secret in Azure Key Vault {1:10 -]
A cedtificate in Active Dictory Certific: rwices (A0 C5

A custom rule in Azure Web Application Firssall {80AE)
den enteiprite applicaton in Arure AD

A vecred bn Asure Key Vault

St the DNS record larget 1o

. TalsrRecam. £om
FO93 arueeldnet
Webappd . arurewebsites.net

NEW QUESTION 177

- (Topic 3)

You have an Azure virtual network named Vnetl.

You need to ensure that the virtual machines in Vnetl can access only the Azure SQL resources in the East US Azure region. The virtual machines must be
prevented from accessing any Azure Storage resources.

Which two outbound network security group (NSG) rules should you create? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. an allow rule that has the IP address range of Vnetl as the source and destination ofSql.EastUS
B. a deny rule that has a source of VirtualNetwork and a destination of Sql

C. a deny rule that has a source of VirtualNetwork and a destination of 168.63.129.0/24

D. a deny rule that has the IP address range of Vnetl as the source and destination of Storage

Answer: CD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

NEW QUESTION 178

HOTSPOT - (Topic 3)

You have the Azure environment shown In the Azure Environment exhibit. (Click the Azure Environment tab.) The settings for each subnet are shown in the
following table.

Subnet Service endpoint
Vnetl1/Subnetl Storage
Vnet1/Subnet2 Storage
Vnet2/Subneti None

The Firewalls and virtual networks settings for storagel are configured as shown in the Storagel exhibit. (Click the Storagel tab.) For each of the following
statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

VR can access storage.

V2 can access storage1 by using a service endpoint.

(2

VM2 can access storagel by using the public |P address.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes Mo
VM1 can access storage. O

V2 can acoess storage 1 by using a service endpoint. o L&

VM2 can access storagel by using the public |IP address.

NEW QUESTION 180

- (Topic 3)

You have an Azure virtual machine named VML1.

You need to capture all the network traffic of VM1 by using Azure Network Watcher. To which locations can the capture be written?

A. afile path on VM1 only

B. blob storage only

C. a premium storage account only

D. blob storage and a file path on VM1 only

E. blob storage and a premium storage account only

F. blob storage, a file path on VM1, and a premium storage account

Answer: D
NEW QUESTION 185

- (Topic 3)
You have an Azure subscrlptlon that contalns the public IP addresses shown in the following table.

,ﬁm

lf"f‘f'l
{l#ifr.—r

| If.llf;?ﬂm
! m
ok

You plan to deploy a NAT gateway named NATL.
Which public IP addresses can be used as the public IP address for NAT1?

A. IP3 and IP5 only

B. IP5 only

C. IP1, IP3, and IP5 only
D. IP3 only

E. IP2 and IP4 only

Answer: D

Explanation:

Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn’t support NAT.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

NEW QUESTION 187

HOTSPOT - (Topic 3)

You have two Azure subscriptions named Subscription1 and Subscription2. There are no connections between the virtual networks in two subscriptions.
You configure a private link service as shown in the privatelinkservicel exhibit. (Click the privatelinkservicel tab.)

o privatelinkservicel =

5 Dwiwte [ Relemih
# Easeriiah
aurgatwiera e | 55508 - 309 ) -S68e -2l - ] 22 T FEES FT paiuni ) asuew progalwirinavecy
i3 pppied
Bt U5 2 FeAT GAaT
el 1 Sa - PEDG -8 ] -fade - W00l 50T ) CRLATh BN

You create a load balancer name in Subscription1 and configure the backend pool shown in the Ib1 exhibit. (Click tie 1b1 tab.)
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You create a private endpoint in Subscription2 as shown in the privateendpoint4 exhibit. (Click the privateendpoint4)

Connection State == Pending < *o Add filter

No grouping LY
Subnet T} Connection State 7L
4-22¢ 729162297 eastusld azure prvatelinkservice vt S/subnetl e Pending

For each of the following statements, select YES if the statement is true. Otherwise. select No.

Statements Yes Mo

The resources that will be accessed by using privatelinksenvice! must be added to
backendpooll on LB1.

Users in Subscription2 can connect to the resources published by privatelinkservice 1 by
using IP address 10.3.0.7

The private endpoint must be approved by an administrator in Subscription

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes, Yes, No

NEW QUESTION 190
HOTSPOT - (Topic 3)
You have an Azure firewall shown in the following exhibit.
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Q Firewalﬂ b o

|_|_| Lelete E Lock

o Visit Azure Firewall Manager to configure and manage this firewall, =

# Essentials
Resource group (change Firewall sku
RG1 Standard
Location Frrewall subnet
Morth Europe AzureFirewaliSubnet
subscnption (change Firewall public IP
Subscription Firewall-1P1
Subscription |0 Firewall private IP
48912hht-seTy-987v-g571-463hw3679512 10.100.253.4
Virtual network Management subnet
Vinetl
Firewall policy wqgement pubhc |
FirewallPolicy1
Frovisioning state Private IP Ranges
Succeeded Managed by Firewall Policy
Tags (change)
Click here 10 add tags

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

On Firewalll, forced tunneling [answer choice] v

is enabled already
. cannot be enabled
is disabled but can be enabled

On Firewalll, management by Azure Firewall Manager [answer choice] A4

is enabled already
| cannot be enabled
is disabled but can be enabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation
of the firewall. It cannot be enabled after the firewall has been deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

NEW QUESTION 195

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to- Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You enable BGP on the
gateway of Vnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site- routing
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NEW QUESTION 200
HOTSPOT - (Topic 3)

You have an Azure subscription that contains the virtual machines shown in the following table.

Name Connected to

VM1 Vnet1/Subnet1

VM2 Vnet1/Subnet2

Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:

? Priority: 100

? Port: Any

? Protocol: Any

? Source: Any

? Destination: Storage
? Action: Deny

You create a private endpoint that has the following settings:

? Name: Privatel

? Resource type: Microsoft.Storage/storageAccounts

? Resource: storagel

? Target sub-resource: blob
? Virtual network: Vnetl

? Subnet: Subnetl

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

From VM2, you can create a container in storagel
From VM1, you can upload data to a blob storage container in storagel

From VM2, you can upload data to a blob storage container in storagel

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, Yes

Statements

Mo

eejer
OO O

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or
VM2. https://docs.microsoft.com/en-us/azure/storage/common/storage-private- endpoints#network-security-group-rules-for-subnets-with-private-endpoints

NEW QUESTION 201
DRAG DROP - (Topic 3)

You have two Azure virtual networks named Hubl and Spokel. Hubl connects to an on- premises network by using a Site-to-Site VPN connection.

You are implementing peering between Hubl and Spokel.

You need to ensure that a virtual machine connected to Spokel can connect to the on- premises network through Hub1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Values

AllowForwardedTraffic

AllowGatewayTransit

UseRemoteGateways

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

Answer Area
Shub = Get-AZVirtualNetwork -RescurceGroup “RGl1"™ -MHame “Hubl®
sspoke Gat-AZVirtualNetwork -RescurceGroup “RG2¥ -Name *Spokel”
Add-pAZvVirtualMetworkPeering —Name “Hubl-Spokel” -VirtualNetwork Shub
FemoteVirtualNetworklId $spoke.id Value ‘
Add-AZVirtualNetworkPeering -Name “Spokel-Hubl” -VirtualMetwork Sapoke
RemoteVirtualNetworkId $hub.id Value ‘
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Values Answer Area
r— S e s s wwe | e e e : & PR o i
| =-AllowForwardedTraffic ] $hub = Get-AZVirtualNetwork -RescurceGroup “RG1” -Name “Hubl
— Sspoke = Get-AZVirtualMetwork -ResourceGroup “RGZ™ -Name *Spokel”
~-AllowGatewayTransit . ) )
Add-AZVirtualHetworkPeering -Hame “Hubl-Spokel” -VirtualNetwork Shub
-— - {___J - -— -— - -— — — J .
L -
-UseRemoteGateways | -RemoteVirtualNetworkId $spoke.id | ~AllowGatewayTransit

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl” -VirtualNetwork $spoke

-RemoteVirtualNetworkld Shub.id 1[ -UseRemoteGateways |

NEW QUESTION 202

- (Topic 3)

You have a hybrid environment that uses ExpressRoute to connect an on-premises network and Azure.

You need to log the uptime and the latency of the connection periodically by using an Azure virtual machine and an on-premises virtual machine.
What should you use?

A. Azure Monitor

B. IP flow verify

C. Connection Monitor

D. Azure Internet Analyzer

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/connection-monitor

NEW QUESTION 205

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 206
HOTSPOT - (Topic 2)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Currently, VM5 can resolve names in zone2.contoso.com.
VM4 has an automatic registration in zonel.contoso.com.

You can link zone2.contoso.com to Vnet3 and enable auto registration,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Zone2.contoso.com is not linked to any virtual networks. Therefore, no VMs are able to resolve names in the zone.
Box 2: Yes

VM4 is in VNet3. Zonel.contoso.com has a link to VNet3 and auto-registration is enabled on the link.

Box3: No

VNet3 is linked to zonel.contoso.com and auto-registration is enabled on the link. A virtual network can only have one registration zone. You can link

zone2.contoso.com to VNet3 but you won't be able to enable auto-registration on the link.

NEW QUESTION 207
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
Vnet1 Virtual network
Vnet2 Virtual network

Firewalll | Azure Firewall
Subnet1 Virtual subnet
Subnet2 Virtual subnet
VM1 Virtual machine
VM2 Virtual machine

The virtual network topology is shown in the following exhibit.

ArureFirewaliSubnet - Subnet

' Subnet2
ot | et “a
Address space 10.100.0.0/16 Firewall1 Wirtual Address space 10.101.0.0/16
bt network vz |
\ E _' L P-EQEIF‘ \ -
Firewalll is configured as shown in following exhibit.
& Firewalll =
Firews
B Delete 3 Lock
@ v dzure Frews Manager to configune and manage this firewall, =
# Essentials
p (change) Firewrall 1ku
Standard
- ol sabe
North Eurcpe AzurefwewaliSubnet
| ") & il E I‘ F
i [ L 3 1
id K Management Erat
ewall pc tanagement pubhbic IF
& gl |
DTS 3 13T Privale B
Succeeded Managed by Firewall Poli

.‘ 4 | -'I.I'

Cx here 10 300 1ags

FirewallPolicyl contains the following rules:
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* Allow outbound traffic from Vnetl and Vnet2 to the internet.

* Allow any traffic between Vnetl and Vnet2.

No custom private endpoints. service endpoints. routing tables, or network security groups (NSGs) were created. For each of the following statements, select Yes
if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Ve Mo
E JulEe table marst be assoclated with Sybnet1 and Subnet? to ensure that all internet
traffic for VM1 and VB2 i sent wia Firewalll
The enabke remote gateway setting must be enabled on the wirtual net peering o provide
VM2 Intermeet access by wiing Firewall 1
Firewalll can be configured o limit acoess 1o websites by categories

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Ares

Statements o Yes Mo
A STER] tabde maist b associated with Subnet1 and Subnel? Lo ensiire 'h‘l: all internet
traffic for VT and YBA2 & sent wia Firewall ==y
The enable remote gateway setting must be enabled on the wirtual net peering o |'|-|:|f. de
VM2 It acceds by wiing Fardwall 1
Firewalll can be configured o limit access 1o websites by categories

NEW QUESTION 212

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway. Solution: You create a WAF policy exclusion for request headers that contain
137.135.10.24.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The parameter here should be RemoteAddr not Request header. https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable-required

NEW QUESTION 216

DRAG DROP - (Topic 3)

You have two Azure subscriptions named Subscnptionl and Subscription2. Subscriptionl contains a virtual network named Vnetl. Vnetl contains an application
server. Subscription2 contains a virtual network named Vnet2.

You need to provide the virtual machines in Vnet2 with access to the application server in Vnetl by using a private endpoint.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 219

HOTSPOT - (Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No.

one int.

NOTE: Each correct seltion is worth

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No

subnetl(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2)

Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNet1l/Subnet?2).
No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)
which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.

NEW QUESTION 221
- (Topic 2)
What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

A. a private endpoint

B. a virtual network peering
C. a private link service

D. a routing table

E. a service endpoint

Answer: B

Explanation:
There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone
network a VNet peering is required between VNet3 and VNet4.

NEW QUESTION 224

HOTSPOT - (Topic 2)

Which virtual machines can VM1 and VM4 ping successfully? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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VM1: Y

- VM2 only
| VM2 and VM4 only

VM2, VM3, and VM4 only
| VM2, VM3, VM4, and VM5

vM4: | \ 4

VM3 only
' VM1 and VM3 only

VM1, VM2, and VM3 only
. VM1, VM2, VM3, and VM5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: VM2, VM3 and VM4,

VM1 is in VNetl/Subnetl. VNetl is peered with VNet2 and VNet3.

There are no NSGs blocking outbound ICMP from VNetl. There are no NSGs blocking inbound ICMP to VNetl/Subnet2, VNet2 or VNet3. Therefore, VM1 can
ping VM2 in VNet1/Subnet2, VM3 in VNet2 and VM4 in VNet3.

Box 2:

VM4 is in VNet3. VNet3 is peered with VNetl and VNet2. There are no NSGs blocking outbound ICMP from VNet3. There are no NSGs blocking inbound ICMP to
VNetl/Subnetl, VNetl/Subnet2 or VNet2 from VNet3 (NSG10 blocks inbound ICMP from VNet4 but not from VNet3). Therefore, VM4 can ping VM1 in
VNetl/Subnetl, VM2 in VNetl/Subnet2 and VM3 in VNet2.

NEW QUESTION 227

HOTSPOT - (Topic 1)

You need to implement name resolution for the cloud.liwareinc.com. The solution must
meet the networking requirements.

To implement automatic DNS name registration in
cloud.litwareinc.com: A J

. Create virtual network links
| Configure conditional forwarding
Create an SOA record in cloud litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: | I T

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vnetl

What should you do? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To implement automatic DN5S name registration in
cloud.litwareinc.com: v

Create virtual network links
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: I

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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To implement automatic DNS name registration in
cloud.litwareinc.com: 4

.' Create virtual network links |
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: | I

| Enable the Azure Firewall DNS proxy ;
| Create SRV records incloudlitwareinceam . _ . . . _ . _ _
| Deploy an Azure virtual machine configured as a DNS server to Vnet1 |

NEW QUESTION 230

- (Topic 1)

You need to provide access to storage2. The solution must meet the PaaS networking requirements and the business requirements.
Which connectivity method should you use?

A. a service endpoint
B. a private endpoint
C. Azure Firewall

D. Azure Front Door

Answer: A

NEW QUESTION 232

DRAG DROP - (Topic 1)

You need to implement outbound connectivity for VMScaleSetl. The solution must meet the virtual networking requirements and the business requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a health probe

Create a public load balancer in the Standard SKU

Create a public load balancer in the Basic SKU @

Create a backend pool thal contains WMScaleSet1

Create a NAT rule

Create an outbound rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 234

HOTSPOT - (Topic 1)

You need to implement a P2S VPN for the users in the branch office. The solution must meet the hybrid networking requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Arca

On the VPN gateway in Vnet 1, set the P25 VPN unnel type to:

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Arnswer Arca

On the VPN gateway in Vnet 1, set the P25 VPN tunnel type to:

OpenVPN (S51)
SSTP (55L)

In the litwareinc.oom enant:

NEW QUESTION 235

HOTSPOT - (Topic 1)

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution must meet the hybrid networking requirements
and business requirements.

What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the ExpressRoute gateway type to: A4

High Performance (ERGW2AZ)
Standard Performance (ERGw1AZ)
Ultra Performance (ERGwW3AZ)

To minimize latency of traffic to Vnet2: L J

Create a dedicated ExpressRoute circuit for Vnet2
Connect Vnet2 directly to the ExpressRoute circuit
Configure gateway transit for the peering between Vnet1 and Vnet2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For the first question, only ExpressRoute GW SKU Ultra Performance support FastPath feature.

For the second question, vnetl will connect to ExpressRoute gw, once Vnetl peers with Vnet2, the traffic from on-premise network will bypass GW and Vnetl,
directly goes to Vnet2, while this feature is under public preview.

====Reference

ExpressRoute virtual network gateway is designed to exchange network routes and route network traffic. FastPath is designed to improve the data path
performance between your on-premises network and your virtual network. When enabled, FastPath sends network traffic directly to virtual machines in the virtual
network, bypassing the gateway.

To configure FastPath, the virtual network gateway must be either: Ultra Performance

ErGw3AZ

VNet Peering - FastPath will send traffic directly to any VM deployed in a virtual network peered to the one connected to ExpressRoute, bypassing the
ExpressRoute virtual network gateway.

https://docs.microsoft.com/en-us/azure/expressroute/about-fastpath Gateway SKU
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-about-virtual-network- gateways

NEW QUESTION 240

- (Topic 1)

You need to configure the default route on Vnet2 and Vnet3. The solution must meet the virtual networking requirements.
What should you use to configure the default route?

A. route filters

B. BGP route exchange

C. a user-defined route assigned to GatewaySubnet in Vnetl

D. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 245
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