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NEW QUESTION 1
- (Exam Topic 1)
You need to implement password restrictions to meet the authentication requirements. You install the Azure AD password Protection DC agent on DC1.

What should you do next’P To answer, select the appropnate optlons |n the answer area. NOTE: Each correct selection is worth one point.
g i ] £ r: R F

[
[

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Serverl On DC1

NEW QUESTION 2

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selectlon is worth one pomt

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 3
- (Exam Topic 3)
You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

A. Configure the Continuous access evaluation settings.
B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: B

NEW QUESTION 4

- (Exam Topic 3)

You need to implement the planned changes for litware.com. What should you configure?
A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com

B. Azure AD Connect to include the litware.com domain

C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 5
- (Exam Topic 4)
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You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Terms1. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 6

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 8

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 9
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

| Narm_: l

Role |

SOl NOUd appiicaton a0ministrator

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.
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A. Admm1 only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a new enterprise application named Appl.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant Appl admin consent for the tenant
D. Create a Conditional Access policy for Appl.

Answer: A

NEW QUESTION 14

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in
the following table.

Name Type Directory synced
Usert User No
User?2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure AD as shown in the following exhibit.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exambible https://Awww.exambible.com/SC-300-exam/ (192 Q&AS)

PROVISION FROM ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago

Password Hash Sync Enabled

USER SIGN IN

) Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 18

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

i
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

ll‘J“i[ |
el

A. Mastered
B. Not Mastered

Answer: A
Explanation:

App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 23

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exambible https://www.exambible.com/SC-300-exam/ (192 Q&AS)

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

Mame Source Mgmher of

raop A el T LAl CHUE
roupd dctive Dwectory gormain | Mone
4

.._'.|. :' 3 b _'h__-' | ll'l.:'”l

The tenant contains the users shown in the following table.

Name | Directory-synced Member of
Userl | No Group1
User2 | No Group3
User3 | Yes Group2

You create an access review as shown in the following table.

Setting

Value

Review type

Teams + Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

If reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
User! wall be removed automatically from Groupd if the user does not respond to the TE'.-'IE'L'-.I
request.
Ller2 will be remmoved sutcmatically fram Groupd if the user does not respand te e peview
Tecuest
Liserd will be removed autcmatically from Groupd if the user doss not respond 1o e review
request

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes [ L]
User! wall be rémoved automatically from Group? if the user does not respond to the rcl.rl-:-n.]: | |
request, —_—
Liser2 will be removed autcmatically from Groupd if the user does nat respond to the review | I
request -
Liserd will ke removed automatically from Group? if the user doss not respond to the review I I
request -

NEW QUESTION 26
- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.
Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Your Partner of IT Exam
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Answer: A
Explanation:
Answer Area
Feature: | [ v
An authentication fethod palicy
| A Conditsonal Access policy
An MFA registration policy
The Multi-Factor Authentication Server settings
Grace perod; | - |

14 days ’!

28 days

NEW QUESTION 28

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 33

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 35

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To allow access for users who have fabrikam.com email
addresses, configure v

An access package assignment in Identity Governance
An access package policy in ldentity Governance

A conditional access policy in Azure AD

The External collaboration seftings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure v

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 37

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A

NEW QUESTION 40

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

The users have the devices shown in the following table. You create the following two Conditional Access policies:

* Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1

o Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"

0 Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On

* Name: CAPolicy2

* Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication o Session:

0 controls selected

* Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
User can access Sitel fraom Device?
Jser2 can access Sitel from DeviceZ
Usera can access Sitel from Device

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a computer Description automatically generated

NEW QUESTION 43
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Role
Jser | Conditional Access administrator
[ User2 i'l";'L:"_'i'ie-""'._;a":m:n administrator |
rl_‘,‘?!&'[._-. T._:"_':"'n;',’l _.r:*-. .T!-E"r"lllng,]:;-.-tr;t_- N B
Userd | Security operator

1 1 :

You plan to implement Azure AD Identity Protection.

Which users can configure the user risk policy, and which users can view the risky users report? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Configure the user risk policy:

View the risky users report:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

w

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 45
- (Exam Topic 4)

You have an Azure AD tenant contains the users shown in the following table.

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.

£ Edit
Setting State
Activation maximum duration (hours) | hour(s
Require ’_-.~.:.*i- ation on actwation s
Require ticket information on activation N

n actwvation, require Azure MFA Yes
Require approval to activate N¢
Approvers None

Assignment

Setting State
Allow permanent elgible assignment Yes
Expire eligible assignments after

Allow permanent active assignment Yes
Expire active d-;-‘i.':'ur'!'r?la'.'. atter

Require Azure Multi-Factor Authentication on active assignment Mo
Require I...'Z'.'i"i':'.'!fl'.' N on active 1G‘Q=TJI‘!11""1I Yies

Your Partner of IT Exam

Name '| Role
User Mone
ser) hl%"_lx-' i'?".'.’._-f-"T_-:x.-?.h-;F-;!-_?ﬁ'."'f'_.Eﬁ;'.'!-""r"'l’:-'.’i"'f *
_User 3 | Global I.ir'"-m:'ri:_-“[
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User 1 is eligible for the Global Administrator role.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
¥ oL . il nentl 1 I i '

{ I o

& [ & 3 r. & fi T e al Adl i F Il

r-t ¢ & s = I [ - =
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Answer Area
Statements Yes No

NEW QUESTION 47

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 52

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to identify which users access Facebook from their devices and browsers. The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, unsanctioned Facebook.
B. Create an app configuration policy in Microsoft Endpoint Manager.

C. Create a Defender for Cloud Apps access policy.

D. Create a Conditional Access policy.

Answer: C

NEW QUESTION 54

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C
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NEW QUESTION 55

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Admin1.

Adminl uses the Require password change for high-risk user’s policy template to create a new Conditional Access policy.

Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target. Each option may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Options Answer Area
Admin] Include:
| All guest and external users el
Exclude:
All users

Dhrectory roles

Mone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A white background with black text Description automatically generated

NEW QUESTION 58
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Name Description

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00w
A WDN PP

Answer: C

NEW QUESTION 59

- (Exam Topic 4)

You plan to deploy a new Azure AD tenant.

Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator
B. SMS

C. voice call

D. email OTP

Answer: B

NEW QUESTION 64

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?

A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A

NEW QUESTION 68
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- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 73

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 77

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 82

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the
following table.

Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
Userl None

You have the Device Settings shown in the following exhibit.
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33 Devices | Device settings

Default Derectory - Azure Active Directory

All deaces
Davice sethings
Enterprise State Roaming

BitLocker keys (Preview)

* v e @

Diagnose and solve problems

Activity

E Audit logs

e Bulk operation results (Previw)
Troubleshooting + Support

s Mew support request

El save X Discard

L Got feedback?

Lisars may joun devices to Azure AD

L Al Selected MNone )

Sefected

Users may register their devices with Azure AD (D

@ one

Devices to be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication (@

s Mo

iy We recommend that you reguire Multi-Factor Authentication to register or join devices using Condittonal Access. Set this
¥ b i 3

device setting to No if you require Multi-Factor Autheniscatoon wsing Conditional Access.

Masmum number of devices per user 'LL)

E

Additional local administrators on all Azure AD joined devices

Manage Additional local admmistrators on All Azure AD oined devices

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | iOS Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4 | Android Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User1 can join four additional Windows 10 devices to Azure AD.

Admin1 can set Devices to be Azure AD joined or Azure AD registered require

Multi-Factor Authentication to Yes.

Admin2 is a local administrator on Device3.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Users may join 5 devices to Azure AD. Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 86
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of administrative unit
Userl {AUT S —
Userd | AU1

User3 | AU1

Userd | AU2

UserS | Not 2 member of an administrative umt

The users are assigned the roles shown in the following table.

Your Partner of IT Exam
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1
User Role Role scope
. M e i L e

User! | Password Administrator Organization

User2 | Global Reader Organization

User: | None Not applicable
Userd | Password Administrato AU

Users None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Usert: | User2 onl

User2 and User3 only

User3 and User5 only

User2. User3, and UserS only
User3, Userd and User5 only
UserZ User3, User4, and User5

Userd: | User3 only =

User2 and User3 only
Userd and User only
User1. User2, and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

User1;

- -5&:5 only
User3 and User5 only
Userd, User3, and UserS enly
Userd, Userd and User5 only
User2, User, Userd, and User5

Userd

User3 and User5 only
User1, User2, and User3 only

NEW QUESTION 91

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 92

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

C. username
D. shared key
E. password

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 95

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to ensure that users can request access to Site.
the solution must meet the following requirements.

» Automatically approve requests from users based on their group membership.

» Automatically remove the access after 30 days What should you do?

A. Create a Conditional Access policy.

B. Create an access package.

C. Configure Role settings in Azure AD Privileged Identity Management.
D. Create a Microsoft Defender for Cloud Apps access policy.

Answer: B

NEW QUESTION 100

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that contains a user named Userl. Userl is eligible for the Application administrator role.
Userl needs to configure a new connector group for an application proxy. What should you to activate the role for Userl1?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. the Azure Active Directory admin center

D. the Microsoft 365 Defender portal

Answer: C

NEW QUESTION 101

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:

« Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-ins as a high-risk event.

« Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options m the answer area.

To classify leaked credentials as high-risk, use b
Azure Active Darectory [Azure AD) Identity Protection

Azure Active Directory (Azure AD) Prvileged Identity Management (PIj) |
Igentty Governance .
Self-senvice password reset (SSPR) I

To tigger remediation, use b
Client apps not wsing Madern auhentication
Dewice state

Sign-in risk

Lzer location

Usar nsk

To mitigate the nsk, select -
Apply app enforced restrictions

Block access

Gran access bul require app protecton policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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To classify leaked credentials as high-risk, use -

" — = —

[ Azure Active Directory (Azure AD) identty Protection |
Azure Active Directary (Azure AD) Privileged identity Management (P)
Identity Governance

Self-sernice password reset (35PR)

Toingger remediation, use bt
Client apps not using Modern authentication
Device state

Sign-in risk

Uiser lacation

Usernsk '

To mitigate the risk, select v
Apply app enforced restriclions

Block access

(Grant access but fequire app protection pobcy

1 Grant access but require password change |

NEW QUESTION 104

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.

Roles Answer Area

(lobal admunistrator Userl: Role

Global reader
User: Role

Reports reader
Security operator
Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

[Gobal sdmiwstrator
 Global administrator User!: | Global administrato |

Glohal razs
User? | Global reader |

(o W AN RN WA WS

| Secunty operator

Security reader

-

|| User administrator i

e e e e e e

NEW QUESTION 105

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.
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You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 107

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 112

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 116

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No
> Remove external user: Yes

> Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages

B. Entitlement management settings
C. Terms of use

D. Access reviews setting

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 118
- (Exam Topic 4)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)
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Custom smart lockout

Lockout threshold () E a

Lockout duration in seconds () -_35{39 « |

Custom banned passwords

Enforce custom list © R No )

Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory (O '- No )

—_— =

Mode © (_enfoced RV

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. CONnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. CONnt0s0 and PrOjectlitw@re only

Answer: C

Explanation:
Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 119

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain @

name. @

Respond to the Become the admin message.

©

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DMNS zone.

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 121

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 124

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 125
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