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NEW QUESTION 1
- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.
How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Arca

(uz=er.objectld -ne

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Null “Member”

NEW QUESTION 2
- (Exam Topic 1)
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You need to track application access assignments by using Identity Governance. The solution must meet the delegation requirements.

What should you do first?

A. Modify the User consent settings for the enterprise applications.

B. Create a catalog.
C. Create a program.

D. Modify the Admin consent requests settings for the enterprise applications.

Answer: B
Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview

NEW QUESTION 3
- (Exam Topic 1)

You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 4
- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify:

v

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to:

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft

365 group that has the appropriate licenses assigned.

NEW QUESTION 5
- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 6
- (Exam Topic 2)
You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 7
- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identities were compromised. What should the users do first, and what should you

configure? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.
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The users must first

You must configure:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

w

Provide consent for any app to access the data of Contoso.
Reqister for multi-factor authentication (MFA).
Reqister for self-service password reset (SSPR).

A sign-in risk policy
A user risk policy
An Azure AD Password Protection policy

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

NEW QUESTION 8
- (Exam Topic 3)

You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings
B. the Device settings

C. the Access reviews settings

D. Security defaults

Answer: B

NEW QUESTION 9
- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.

Name Description
ou1l Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Location:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Your Partner of IT Exam
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Answer Area
Location: v
Azure AD
ou1l
ou2
Role: -‘F

Billing Administrator
Global Administrator
Owner

Privileged Role Administrator

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl.

You need to identity the following:

« How many days after the account of Userl is deleted can you restore the account?

* Which is the least privileged role that can be used to restore Userl?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Number of days: v

15

{30
90
180

Hole: w
Uiser administrator
Metwork administrator
Helpdesk administrator
Domain name a:pinistrator
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
MNumber of days: v

[ 15

(30

a0

180

Aole -

T — —— T —

Liser administrator

Metwork administrator
Helpdesk administraior
Domain name & pninistrator

NEW QUESTION 10

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 13

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to User1?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 17

- (Exam Topic 4)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.

"

mm%ii;imn
” i unn
3

'llt |

You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure the exiting Azure AD Connect server in Contoso Cast to sync the Contoso East ActiveDirectory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync the Contoso East Active Directory forest to the Contoso West
tenant.

D. Invite the Contoso East users as guests in the Contoso West tenant.

Answer: D

NEW QUESTION 19

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

b‘ Domain controllers must never communicate directly to the internet.

} Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start
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NEW QUESTION 23

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 27

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 29

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 32

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Features Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

Features Arwer Area
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NEW QUESTION 34

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description (O

Start date * 12/18/2020
Frequency | Monthly v |
Duraﬁﬂn Ein dﬂ}rs} G'J ————_——-——-{} 14

End © ': End by  Occurrences |

Es 1A7/202 i
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers !-[Pre-f'ieu.'] Manager =

(Preview) Fallback reviewers ()

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 38
- (Exam Topic 4)
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You have an Azure AD tenant.
You perform the tasks shown in the following table.
Date Task

March 1 Register four enterprise applications named App1, App2, App3, and
App4.
March 15 | From the tenant, update the following settings for App1: App roles,
_ Users and groups. Client secret. and Self-service.

March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service.
March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service
March 30 | From the tenant, update the following settings for App4: App roles,

On April 5, an administrator deletes Appl, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16?7 To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area ‘
Apps: I App3 and Appd only ":.I
No apps
Appd only
Appl, App3, and Appd only
Appl, App2, App3, and App4
App4 settings l App rales, Users and groups, Client secret, and Sell-service w

Mo setlings
Selt-service only
App roles and Client secret only

Users and groups and Self-service only

App roles, Users and groups, Client secret, and Self-service

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a phone Description automatically generated

NEW QUESTION 40

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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Conditional access policy

Control user access based on conditional
access policy te bring signals together, to
make decisions, and enforce organizational

policies. Learn more Learn more

Mame ¥ LF_IE_EE_U_E
Policy1 o | () None
() All users

Assignments

Users and groups () S
Specific users included

Cloud apps or actions () 5

Control user access based on users and groups
assignment for all users, specific groups of users,
directory roles, or external guest users.

Exclude

(®) Select users and groups
I:] All guest users (preview) @
|:| Directory roles (preview) @

Users and groups

All cloud apps

Select (i)
Conditions (O

> 1 user
0 conditions selected

Usen

Access controls

Grant (D

0 controls selected

Session () S

0 controls selected

Enable policy

-':r Report-only off )

useri@sk200922outlook.onm...

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.
NOTE: Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice].

To ensure that User1 is prompted for authentication every eight
hours, you must configure the [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Conditions settings
Enable paolicy setting
Grant settings

Sessions settings

Users and groups setting

-
Conditions settings
Enable policy setting
Grant settings

Sessions settings

Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 45

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 48

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

MName I Role |

Oud APEIRCaton Smimisiratorn

-

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.

A. Admml1 only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B

NEW QUESTION 53

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
* Require users to register when signing in: Yes

» Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 58
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

> A device named Devicel
> Users named Userl, User2, User3, User4, and User5
> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.
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Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2. Group3
Group? Security Dynamic User User?
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned Userd
Groups Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 63
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.
Account lockout

Temporanly lock accounts in the multi-factor authentication service il there are
oo many denied authentication attemnpts in a row. This feature only applies to
users whe enter a PIN 1o authenticate.

Number of MFA denials to tngger account lockout *

‘Minotes untll sccount lockout counter is reset ®
I &0 ar |

Mimsres until acrount B autamastically unblocksd =
[ 30

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

- Answer Area
A user aecount will b lacked it it the does snters the wiong [answer cholce] thres times. T st
Mfacy ooy Aapheniicator App Oo00
e LT |
I user acconant i lockesd, Tha L cars sein B ageani suscessiully alter lanswer chales}
milntes. §y

Toh
g

A. Mastered

B. Not Mastered
Answer: A

Explanation:
App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 66

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 70

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

* Identity sign-Ins by users who ate suspected of having leaked credentials.

» Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
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options in the answer area.
NOTE: Each correct selection is worth one point.

To classify leaked credentials as high-risk, use: hd
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directary (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps not using Modern authentication
Dewvice state

Sign-in risk

User location

User nsk

To mitigate the nsk, select: -
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 75

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers are NOT configured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365 services.

What should you include in the solution?

A. a named network location

B. the Microsoft Authenticator app

C. Windows Hello for Business authentication
D. FIDO2 tokens

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless

NEW QUESTION 79
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.
The tenant contains the groups shown in the following table.
| MName ! Source Member of

The tenant contains the users shown in the following table.

-

Name | Directory-synced Member of

Papa—r_ L - g — =
Jser NC Groug

serd | N aroup3

You create an access review as shown in the following table.
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Setting Value

Review type Teams + Groups

Review scope All users

Group Group2, Group3
Reviewers Users review own access

If reviewers don't respond | Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes [ L]

I

User! wall be rémoved automatically from Group! if the user does not respond o the review
request.

Liserd will be removed sutomatically from Groupd i the user does not respand 1o The révitw
reEgquest

Liserd will ke remcved automatically from Groupd if the user doss not respond to e review

Tequest

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes Mo
User! wall be removed automatically from Groupd if the user does not respond to the r-:".-'lr:n]: | I
request. =
User will be removed autcmatically from Groupd If the user does not respond T the review | I
request -

LIsers will be removed automartically fram Groupd if the user does nat respond 1o e réview
Tequest

NEW QUESTION 81

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.

You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.

Guest user access restnctions -

Guest uters have the same access as members (mast inchusve)
Guest users have lnmited access 1o Proparnes and rnw"me-rr.h-p-s of directory oDpecls

Guest user access is resincled o properties and memberships of thesr own directory objects (most restnctive)

Guiest invite restrictions -
Anyoene i the organizaton can invite guest users including guests and non-admins (most inclusive)
Member uters and users assigned 10 specific admin roles can imate guest useds including guests with member permissions
Only users assigned 10 specific admin rokes can invite guest users

No one m the organ@aton can imite guest users including admms (most restnctve)

Enable guest seif-senice Sign up via user
fiows: MO
Yes

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting ensures that guest users are
prevented from querying staff email addresses and can access the tenant only if they are invited by Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant only if they are invited by
Userl.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.
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@ exambible

NEW QUESTION 85

- (Exam Topic 4)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 89
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name User risk level

L]
I-'_.n_'r. =TT T,
o - - ¥

-
-
Jserd | Medium
4+ =
w ks
wfl |

[ er- —

You have the Azure AD ldentity Protection policies shown in the following table.

Type Users User rnisk Sign-in risk Controls
lKer nsk Al Low and above nNHgured ' BIOCK ac(ess

: A ' I - * -
" S1gN-1n nsk Al Jnconhgured High Block access
polcy  Jwsers | ) 1

User | Action
- - - —4
Jser Confirm user compromised
-
|-t- P L MM 9an=-1n sate
lker3 mMiss user nsk
‘ -
lkere Lonfirm user compromised

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
User1 can sign in by using mudb-factor authentication (MFA),
Liserd can sign in by using mulb-factor authentication (MEA),
User3 can signin from an anonymous IP address
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Arca
Statements Yes No
User1 can sign in by using mul b -factor authenticaton (MFA),
User2 can sign in by using mulb-factor authenticabon (MFA) -

NEW QUESTION 93

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 94

- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged ldentity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?

A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 99

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
B. file policy

C. access policy
D. session policy

Answer: D

NEW QUESTION 101
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

User1 User
Guest1 Guest

identityl | Managed rdentity
Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 103

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 107

- (Exam Topic 4)
You have an Azure AD tenant that uses Azure AD Identity Protection and contains the resources shown in the following table.
Name Type Configuration
Risk1 User risk policy | Users that have a high severity risk must reset their password upon next
sign-in.
Userl User Not applicable

Azure Multi-Factor Authentication (MFA) is enabled for all users.

Userl triggers a medium severity alert that requires additional investigation.

You need to force Userl to reset his password the next time he signs in. the solution must minimize administrative effort.
What should you do?

A. Configure a sign-in risk policy.

B. Mark Userl as compromised.

C. Reconfigure the user risk policy to trigger on medium or low severity.
D. Reset the Azure MFA registration for Userl.

Answer: B

NEW QUESTION 111
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
Create an access review
Access reviews allow reviewers to attest to whether users still need 1o be in a role

Review name *

Description

Start date [ |

Frequency Wt s

Duration lin d-.'l','.-: ___——__————ﬂ

End D

Scope ® Evgryone

REVIEWETS

Fleviewers eview) i W

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?
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A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 112

- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Userl and the conditional access policies shown in the following table.
Name Status Conditional access requirement
CAPolicyl | On Users connect from a trusted IP address.
CAPolicy2 | On Users’ devices are marked as compliant.
CAPolicy3 | Report-only | The sign-in risk of users is low.

You need to evaluate which policies will be applied Userl when Userl attempts to sign-in from various IP addresses.
Which feature should you use?

A. Access reviews

B. Identity Secure Score

C. The What If tool

D. the Microsoft 365 network connectivity test tool

Answer: C

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 116

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To allow access for users who have fabrikam.com email
addresses, configure v

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure w

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text Description automatically generated
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 117

- (Exam Topic 4)

You have an Azure subscription that contains the users shown in the following table.

Name Role

Adn n | HI. coumt *-.*...1"I'I NnIsStrator
AdminZ | Service Administrator
Admin3 | SharePoint Administrator

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only
B. Admin2 only
C. Admin3 only

D. Adminl and Admin2 only
E. Admin2 and Admin3 only
F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 120

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.
You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:
* Credentials must only be available to Appl.
* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 122

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group?2 Microsoft 365 group None
Group3 Mail-enabled securty group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only
Answer: E

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 123

- (Exam Topic 4)

You have an Azure AD tenant that contains an access package named Packagel and a user named Userl. Packagel is configured as shown in the following

exhibit.
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Expiration

Access package assignments expire

Assignments expire after (number of days)

show advanced expiration settings

Access Reviews

Require access reviews *
Starting on (O
Rewiew frequency

Duration (in days) C

AEVIEWers

( On date Number of hours (Preview)

Mever

Lid
i
M

Quarterty Monthly

Maamum 175

:'!‘: Self-review

O Specific reviewer(s)

O Manager

IJ.I: e Il: l } '

You need to ensure that Userl can modify the review frequency of Packagel. The solution must use the principle of least privilege.

Which role should you assign to Userl1?

A. Privileged role administrator
B. User administrator

C. External Identity Provider administrator

D. Security administrator

Answer: A

NEW QUESTION 126
- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlook.com | Guest No Ente-:rpr:_se
apphca’qc}n
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

(L) Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

(®) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

Outlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can accept the invitation and gain access to the enterprise application O O
User2 can access the enterprise application. O O
User3 can accept the invitation and gain access to the SharePoint site. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.
Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.

Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 131
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role

Review name * Admin review

Description

Start date * 1241872020 =
Frequency Monthh "
Duration [in dayﬂ (i ———-——_-——-{} 14

End m Endby Occurrences

—1
=

Users

Scope ® ) Everyone

Review role membership (permanent and eligible) *

Application Adrministrator and 72 others
Reviewers
Reviewers Preview) Manager )

(Preview) Fallback reviewers

Megan Bowen

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 133

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 138

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C
Explanation:
MFA and SSPR are both required. However, MFA is required first. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 142

- (Exam Topic 4)
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.
Name Role
Acmint | Global Administrator
Adming Application Administrat
Admin: oud Apphcation Administratos
| Agmind .',l-:-----,+'..-:-_'“.-.-..-.|-'r'.;, i 1
Liser? O

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle
of least privilege.

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Answer Arca
User that should perform the installation; [ Admin: v
Admn]
Admm
Agmm&
Assign Userl the role of. | Application Developer X |

_Apphcatgn Admunistrator
[} Application Developer
Cloud Apphcation Administraton

Global Adminstrator

NEW QUESTION 145

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview) (0

Learn more
O Guest users have the same access as members {most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

a1

Admins and users in the guest inviter role can invite (O

“,
3 %

( Yes Mo )

e _-J-

pic |
I'\..\_ 25 >,

Guests can invite (O

i W
(Y GINED

e

Email One-Time Passcode for guests (O

Leam more

- )
\ g |
L Ye Mo 7

Enable guest self-service sign up via user flows (Preview) (O

Learn more

= =

- v )

Collaboration restrictions

(®) Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

(O Allow invitations only to the specified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.

Name Email Description
User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed
User2 User2@outlook.com resources in fabrikam.com
User3 Userd@fabrkam com A user in fabrikam.com

Which users will be emailed a passcode?

A. User2 only
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B. Userl only
C. Userl and User2 only
D. Userl, User2, and User3

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 148

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has @

session controls configured

O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 150

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

» An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

* A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 151

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

- 71 l il - |
-ne snull
notin "null”

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

cer.departsent

[UE&

NEW QUESTION 153

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 158

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 161

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU) |

-

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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’ Micosoft Azure Actve Dwrectory Connect

Domain and OU filtering
* | —_— v contoso.com ’ Domairs I7)

Sync afl domnaens and 00

% Symc selected domans and OUs

# COMC40.COm
Bui
Cormyrulbens

O Dornam Cantno e

a L ForewgrsecuntyPrincipal

PR R o ostaAndFaund =k
Mansged Sernce Accounts

W Ol

Fa Tl
Spdional =ealures wlia

Program Data

System

v Users

Arure AD Conrect s configured as shown i the followang exhabit

Azure Active Direclory Connect

Ready to configure

g Cinge you chick Install we wall do the following
@ e
[ "'1_:,_:'-- SynchionIZation Senaoes o this Compiuter
[}
* Ingtall Micrasoft Azure AD Connect Authentication Agent for Pass """"-'fj" Authenticatior
COne Pl

+ Enable Rast-through authartzation

o Cornhgurs Source Anchor Attnbute

¢ Corfigure sk 206300utioak onmicroto com - SAC S ARALTOE
! Enge & Confqure contasc com Connactorn
LT 1 ITefin ® [ssable Password hash synchromzabon
lihying i * Enable Fassword winteback
1r & Enable Arure AD Export Delebon Theeshold (500
PN S RIS of | SIN The Synchronizalion process .-.-‘--n(-‘;».."-_'r JFATRON COMehtd e

Configure Enable stageng mode: When selected synchronizabon wall not export any data to AD or Azure AL

Prisviowus

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) to reset his password

f Userl accesses Microsoft Exchange Online, he will be authenticated by an on-premises
gomam oontrolier

Lser? can be added to a Microsoft SharePoint Online site as a member

A. Mastered
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B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements

LIer] can use &8

NEW QUESTION 164
- (Exam Topic 4)

[=ServICe password

rl ey
i)

"-Il:' -I

all Y

Y

|r-|.'1l' FO

-

t Exchange Online, he will be authenticatec by an on-premises

Yes

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to App1l.
You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize

administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review
D. a Conditional Access policy

Answer: C

NEW QUESTION 169
- (Exam Topic 4)
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.

Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device?2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: &>

> Display name: Contoso terms of use

> Require users to expand the terms of use: On
> Require users to consent on every device: On
> Expire consents: On

> Expire starting on: December 10, 2020

> Frequency: Monthly

On November 15, 2020, Userl accepts Termsl1 on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

On November 20, 2020, User1 can accept Terms1 on Device1.

On December 11, 2020, User1 can accept Terms1 on Device2.

On December 7, 2020, User1 can accept Terms1 on Device3.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. '__C}q_ O
On December 11, 2020, User1 can accept Terms1 on Device2. 10, O
On December 7, 2020, User1 can accept Terms1 on Device3. O _OI

NEW QUESTION 174
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: v
Admin1 only
Admin3 only
Admin1 and Admin3 only
Admin1, AdminZ, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, AdminZ, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added

NEW QUESTION 175
- (Exam Topic 4)
You have a custom cloud app named Appl that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

[answer choice] can access App1 from the v

homepage URL. |Aj users
Nu one
Gnty users Ilsted on the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice]. all users

no one

only users listed on the Owners blade

only users sers listed on the Users and groups blade

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 177

- (Exam Topic 4)
Your company has an Azure AD tenant that contains the users shown in the following table.

Userl Applcation administrator
User2 | None

Userd | Exchange admimstratos

Userd | Cloud application administrator

You have the app registrations shown in the following table.

App name Used by Microsoft Graph permission

App1 -I Userl Calendars.Read of type Delegated

Appd User2 Calendars.Read of type Delegated
Calendars.ReadWrite of type Application

App3 User3, Userd | Calendars.Read of type Apphcation

A company policy prevents changes to user permissions.
Which user can create appointments in the calendar of each user at the company?

A. Userl

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

B. User2
C. User3
D. User4

Answer: B

NEW QUESTION 179

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

« Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Role?: -
| Microsoft. Compute
| Microsoft Management
Microsoft.Security

Role2: -
MicrosoftApp
Microsoft.Compute
Microsoft.Network
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Role1: A
Microsoft Compute
Microsoft Management
Microsoft.Security
Rolel: v

Microsoft.App

Microsoft.Compute

| Migcrosoft.Network
I*‘f115ro_5rcr’r_t_SE:-_:L:{_|'.y_ I

NEW QUESTION 183

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 184

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the
following table.
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Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

You have the Device Settings shown in the following exhibit.
£33 Devices | Device settings

Default Directory - Azure Active Directory

B save ¥ Discard L Got feedback?

Ll il devices
Lisers may join devices to Azure AD
0} Device settings “ Salactad Nons
(3} Enterprise State Roaming
Sefected
P BitLocker keys (Preview)
2 Diagnose and solve problems
Activity Users may register their devices with Azure AD
Nene

 Auditlogs

vu EBulk operation results [Preview)

Devices to be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication (&)

Troubleshooting + Support aa “
s Mew support request
A we recommaend that you requine Mult-Factor Authentication to register or join devices using Condil pnal Access. Set this
device setting to No if you require Multi-Factor Authentication wiing Conditional Access
Maximum number of SeviCes per user L
5 o

Additional local administrators on all Azure AD joined devices

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | iOS Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4d | Android Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can join four additional Windows 10 devices to Azure AD. | G
Admin1 can set Devices to be Azure AD joined or Azure AD registered require QG
Multi-Factor Authentication to Yes.
Admin2 is a local administrator on Device3. G G
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Users may join 5 devices to Azure AD. Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 187

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-

access/concept-conditional-access-session

NEW QUESTION 191

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of administrative unit
Userl | AU1
Userd | AU1
User3 | AU1
Userd | AU2
UserS | Not a member of an administrative unit

The users are assigned the roles shown in the following table.

User Role Role scope
User1 | Password Administrator Organization
User2 | Global Reader Organization
User: | None Not applicable
Userd | Password Administrator AU
UserS | None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Your Partner of IT Exam

User2 and User3 only

User3 and User5 only

Userd, User3, and UserS only
User3, Userd and User5 only
User2, User3, Userd, and User5

Userd: | User3 on bt

User2 and User3 only
User3 and User5 only
Userl. User2, and User3 only
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Answer Area
User1;
[
UsclE alid USsers oney
User3 and User5 only
User2. User3, and UserS only
Uszerd, Userd and Userd only
User2, User3, Userd, and User5
Userd: | User3 on i

3 only
User3 and UserS only

Userl, User2, and User3 only

NEW QUESTION 194

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 197

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
B. a user risk condition

C. aclient apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 198

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that contains a user named Userl. Userl is eligible for the Application administrator role.
Userl needs to configure a new connector group for an application proxy. What should you to activate the role for Userl1?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. the Azure Active Directory admin center

D. the Microsoft 365 Defender portal

Answer: C

NEW QUESTION 200

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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.+ . ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD > User Administrator :

Role setting details - User Administrator
Privileged [dentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. global administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 205

- (Exam Topic 4)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).
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You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.

Tool to use: v
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Secunty
Microsoft Endpoint Manager

Paolicy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 206

- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.
- Name Member of |

F o 4
b = q

3 - |

The tenant has the authentication methods shown in the following table.

Method | Target Enabled

F‘:'_ o - ~ L

1D OF IMOUP e es
L] " L] . " - = 1 \

Micr t Authenticator ap| roup | t

1

F
b

M5 Qroups

e e — S e — — ! S - . — S

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 209

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1l.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzureADMSiInvitation cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal https://docs.microsoft.com/en-
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us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

NEW QUESTION 212

- (Exam Topic 4)

You have an Azure AD tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following requirements:

» Guest users must be able to sign up by using a one-time password.

» The users must provide their first name, last name, city, and email address during the sign-up process. What should you configure in the Azure Active Directory
admin center for each requirement? To answer,

select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

One-time password: ] v

A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: v
A user flow

Access reviews

An access package

The tenant properties

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

One-time password: i v
A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: | v
A user flow

AcCCess reviews

An access package

The tenant properties

NEW QUESTION 216

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl?

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C
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NEW QUESTION 219

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 223

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 224

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No
> Remove external user: Yes

> Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages

B. Entittement management settings
C. Terms of use

D. Access reviews setting

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 226

- (Exam Topic 4)

You create a new Microsoft 365 E5 tenant.

You need to ensure that when users connect to the Microsoft 365 portal from an anonymous IP address, they are prompted to use multi-factor authentication
(MFA).

What should you configure?

A. a sign-in risk policy

B. a user risk policy

C. an MFA registration policy
Answer: A

NEW QUESTION 229

- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.
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Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1.

User2 User ou User2 is not a member of any
qroups.

Group1 | Security group | QU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

i Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If wou change the OU-filtening configuration for a given directory, the next syne oyche will automatically
Cannected 1o Azuse AD perform full import on the directony.
Sync Lhrecian” | contosa.com L Refrish Ou/Damain [7]

Connect Directories

7 Syne all domains and Ol
2 Syne selected domains and OUs

Daomain/OU Fiktering

Filtering [a]
Optional Features

! contosa.com [
v ] uiltin
Camputiers
Domain Controllers
ForeignSecurityPrincipals
L Infrastructure
LostAndFound
Managed Service Accounts
ou
ou2
Program Data
System
Users |

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

Configure

| [l &)

Mext

l’l Micrasaft Axure Active Directory Connect

Filter users and devices

Tasks

Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups aré not supported and will be ignared,

Sync

Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Optional Features

i® Synchronize selecied @

FOREST GROUP

Configure CONTOSO.COM Icm:r,",mup'l_c}u:ouz,n{: contose,DC=com Resolve &

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

O O

User1 syncs to Azure AD.
User2 syncs to Azure AD.

Group?2 syncs to Azure AD

A. Mastered
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@ exambible

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 230

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 235
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You have two Azure AD roles that have the Activation
settings shown in the following table.

p— e o ——— P S — i S

Name Required Ena;urc apa;c;vai il Approvers
justification on to activate .
activation |

The Azure AD roles have the Assignment settings shown in the following table.

Role Allow permanent | Allow Permanent Require
eligible activate | justification on
assignment assignment | active assignment
Rolel Yes Yes Yes
Role2 NC Yes Yes

The Azure AD roles have the eligible users shown in the following table.

I Role Eligible assignment

ROLE LIseT |, Liser;

alel Jgeg

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

-
M

If User] requests kolel, the request will be approved automancally.

User? can approve the request of Userd for RoleZ

User! must provide justification to approve the request of User2 for Role1

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No

f User1 requests Rolel, the request will be approved automatically. |~
User? can approve the request of User2 for Role2. | O

User! must provide justification to approve the request of User2 for Role 1 W
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NEW QUESTION 236
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned
Groupd Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:
You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 239
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

| Name | Member of

Multi-factor authentication (MFA)

| Userl | Group

Gr

Drsabled

You have the locations shown in the following table.

| Name | Private address space | Public NAT address space |

The tenant contains a named location that Das the following configurations:
* Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

* Name: CAPolicyl

* Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps
* Conditions

* Locations All trusted locations

* Access controls

o Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected

 Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes

NEW QUESTION 242
- (Exam Topic 4)

Mo

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Amazon Web Services app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 246

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

Relate Links

100% Pass Your SC-300 Exam with Exambible Prep Materials

https://www.exambibl e.com/SC-300-exam/

Contact us

Weare proud of our high-quality customer service, which servesyou around the clock 24/7.

Viste - https.//www.exambible.com/

Your Partner of IT Exam visit - https://www.exambible.com


https://www.exambible.com/SC-300-exam/
https://www.exambible.com/
http://www.tcpdf.org

