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NEW QUESTION 1
Refer to the exhibit.

branchl fgr § diagnose sys sdwan service 1
Service(l): Rddress Mode (IPV4) [lags=0x200 use-shortcut=-sls
en (&), TOS(0x0,/0x0), PFrotocol (D: 1=->8551315), Mode (manual)
Mambars (2) :
: Seq numi3 T INET 0 0), alive, selected
2: Seq numid4 T INET 1 0), alive, sslected
Src addrass(l):
..................
pdidress (1
10.0 ) 255,355,285
branchi Igt # diagncse sys sdwWwan member | grep T IKET
Mamber(3): interface: T INET 0 0, flage=Dxd , gateway: 100.64.1.1, priorityi 10 1024,
waight:
Member(d): interface: T INET 1 0O, flags={xd , gateway: 100.&64.1.9%, priocity: O 1024,
walght
branchl fgt 4 get router info rooting-table all grap T INET
= /8 [1/0) wia T INET 1 O tunnel 100.64.1.9

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the

traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1_O.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

he traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

T_INET_0_0 does not have a valid route to the destination.

T_INET_1_0 has a higher member configuration priority than T_INET_0_O.

AT
B. T
C.
D.
Answer: AC

NEW QUESTION 2
Refer to the exhibits.
Exhibit A

o -
o ol i

1g system global
set snat-route-change enable

end
Exhibit B
I':'.\.'.":.‘;._:';f. # get router info routing-table all
Codas: K keafnel, £ connected, A static, B RIP, B il
SFF, IA = O3PF 1nt&r area
Ml CEPF NS3A external type 1, N2 O3PF N3S3A external type 2
El - OSPF external type 1, E2 - O3FF external type 2
i = I8-13, L1 = I5-13 lewvel-1l, L2 = IS-13 leavel-2, ia = IS=I5 inter Area
* = candidate default
Routing table for VRP=D
B* 0,0.0/0 [1/0) wia 182.2.0.2, portl, fQ]
1/0) via 192.2.0.10, porctl [10/0)

Exhibit A shows the source NAT (SNAT) global setting and exhibit B shows the routing table on FortiGate.

Based on the exhibits, which two actions does FortiGate perform on existing sessions established over port2, if the administrator increases the static route priority

on port2 to 20? (Choose two.)

A. FortiGate flags the sessions as dirty.

B. FortiGate continues routing the sessions with no SNAT, over port2.

C. FortiGate performs a route lookup for the original traffic only.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: BD

NEW QUESTION 3
Which action fortigate performs on the traffic that is subject to a per-IP traffic shaper of 10 Mbps?

A. FortiGate applies traffic shaping to the original traffic direction only.

B. FortiGate shares 10 Mbps of bandwidth equally among all source IP addresse

C. RIAS

D. Fortigate limits each source ip address to a maximum bandwidth of 10 Mbps.

E. FortiGate guarantees a minimum of 10 Mbps of bandwidth to each source IP address.

Answer: C
NEW QUESTION 4
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.
B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.

D. You can configure advanced CLI settings.

Answer: AD
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NEW QUESTION 5

Exhibit.

I 10T ¥ wdn h | !

ealth Chec L]

eqa{l portl) - kat-1c8s ) 1 { - H
bandwidth-up (1023 andw =aw (102353) ; bandwidth-bl {(Z0§70) la map=0x

ag {2 lh.,.-l.'..'.:: state{alive), packer=-loss(7.000%) lacency({42.354), ".'"'.-".'.'l:.'-'.ll_. mos{d.378),
bandwidth=up (10236) , bandwidth-dw {10237}, bapndwidth-bl (20473} ".;_rt-.'. ik

e check( )

eq MPLE 1 ] packet=-loss (D, %) latency(131.303&), jitcer(0.1%9), moa(d.330),
bandwidth—up ($§595883) , bandwidth—dw{#8%9985%) , bandwidth-bi FRHES54) la maj Wa

{4 T ET 1) ate (& i c L] 17T yil.463) (0. 224 ]
bandwidth=up (1023%) , bandwidth-dw(l10239), banawidth=bi (20478) sala map=0x]

i3 EI | LAT alive), packet=loss(0.000%) latency(l.d40), jitter (D.245), moalid.d403),

bBandwidrh-ap {10235}, bandwidrh-dw(10235) ., bandwidrh-bBi (20478} mAE=0x3

The exhibit shows the output of the command diagnose sys sdwan health-check status
collected on a FortiGate device. Which two statements are correct about the health check status on this FortiGate device? (Choose two.)

A. The health-check VPN_PING orders the members according to the lowest jitter.
B. The interface T_INET_1 missed one SLA target.

C. There is no SLA criteria configured for the health-check Level3_DNS.

D. The interface T_INET_0 missed three SLA targets.

Answer: AC

Explanation:

According to the FortiGate / FortiOS 6.4.2 Administration Guide, the health check status command displays the status of the health check probes for each SD-
WAN member interface. The output includes the following information:

? state: the current state of the interface, either alive or dead

? packet-loss: the percentage of packets lost during the health check

? latency: the average round-trip time in milliseconds

? jitter: the variation in latency

? mos: the mean opinion score, a measure of voice quality

? bandwidth: the available bandwidth in kilobits per second for each direction (up, down, bi)

? sla map: a bitmap that indicates which SLA criteria are met or failed Based on the exhibit, the following statements are correct:

? The health-check VPN_PING orders the members according to the lowest jitter. This means that the interface with the lowest jitter value is listed first, followed by
the next lowest, and so onl. In the exhibit, the orderis T_MPLS, T_INET 1, and T_INET _O.

? There is no SLA criteria configured for the health-check Level3_DNS. This means that the health check does not use any SLA parameters to determine the state
of the interface2. In the exhibit, the sla map value is 0x0 for both portl and port2, indicating that no SLA criteria are applied.

NEW QUESTION 6
Which two statements about SD-WAN central management are true? (Choose two.)

A. It does not allow you to monitor the status of SD-WAN members.
B. It is enabled or disabled on a per-ADOM basis.

C. Itis enabled by default.

D. It uses templates to configure SD-WAN on managed devices.

Answer: BD

NEW QUESTION 7
What does enabling the exchange-interface-ip setting enable FortiGate devices to exchange?

A. The gateway address of their IPsec interfaces
B. The tunnel ID of their IPsec interfaces

C. The IP address of their IPsec interfaces

D. The name of their IPsec interfaces

Answer: C

NEW QUESTION 8

What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)
A. FEC supports hardware offloading.

B. FEC improves reliability of noisy links.

C. FEC transmits parity packets that can be used to reconstruct packet loss.

D. FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer: BC

NEW QUESTION 9
Refer to the Exhibits:
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Exhibit A Exhibit B

Link Status
Check interval 500 ms
Failures before inactive B 3

Restore link after @ 2 check(s)

Actions when Inactive

Update staticroute @ @)

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN members.
Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.

C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Answer: C

NEW QUESTION 10
Which statement about SD-WAN zones is true?

A. An SD-WAN zone can contain only one type of interface.

B. An SD-WAN zone can contain between 0 and 512 members.
C. You cannot use an SD-WAN zone in static route definitions.
D. You can configure up to 32 SD-WAN zones per VDOM.

Answer: D

Explanation:

SD-WAN zones are a group of interfaces that share the same SD-WAN settings, such as health check, SLA, and load balancing. Some characteristics of SD-
WAN zones are:

? An SD-WAN zone can contain different types of interfaces, such as physical, VLAN, aggregate, and tunnel interfacesl.

? An SD-WAN zone can contain up to 512 membersl1.

? You can use an SD-WAN zone in static route definitions, as long as the destination interface is also an SD-WAN zonel.

? You can configure up to 32 SD-WAN zones per VDOML.

NEW QUESTION 10
Refer to the exhibit.
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Exhib A

fgt ¥ show vpa ipoec phasel-interfece T _INET 1
canfig von ipses phamsl-interfacs
edit "I_INET_1"
st Type dynamic
set interface "portd”
gz ike-verpicn 2
set keylife ZBECD
aek peectipe any
gt Rnet-device dipable
set proposal aenlli-shaZié
st add-route disable
set auto~-discovery-sender enable
pet paipecret EHC MXcPGEONLVsxiplefigiHGlotied0ggSivMaidb2TTIEZpEXs)
JvEos hiNeQiNEJOJELuggDindw VG2 LTI oRY 1t hAaRY 4t v ve S+ 3CuTnoDI T tuddon
uzdvaBINbNrhi/EhbJytaCag==
Rt

Exhibit B

gt & diag vph tunnsl list nasms T INET 1 0

list ipsec tunnel by names in wd 0

name=T INET 1 0 wver=1 serial=sa 100.84.1.%:0->1592.2.0.9:10 tun 14=192.2.0.% cun idé=::10.0.0L10
det_stu=) dpd-link=cn weight=]

bound if=§ lgwy=ptatic/] tun=intf mode=dial_ inst/3} encap=none/T4408 cpticnsliali=npu oguy—-chg
frag-rfic mun seate=] role=poimary ace

ept_trafficel overlay id=0

parsnt=T INET 1 index=0

proxyid ma=l shild oue™( refent=6 ilast=0 clast=42855%13 ad=/C

stat: rxp=3l tp=l rxbs1280 txbad

dpd: mode=on~desand oo™l idle=i0l{{ms retry=3 count=0 seqno=l

patt: modesnope drafrsd iaterval=l] cesote port=(

fez: egress=) ingreassmd

proxylder INET 1 0 protos sawl refsl secialw]

A=20603 type=00 sofv=0 meu=1280 expire=17T74/00 replaywin=2048

seqnoe=1 esn=0 replajpvin_lasteeq=l000 rekey=0 hash search_ len=1

1i1fe: type=01 bytes=0/0 timecut=1781/1E800

dect spi=TelTéedd esp=aes key=186 B5iTefbd2dl{Ecbéflfblafldilifrlad

sh®ahal key"dl {0d3acflildieTiibbedSlélfPoalilEilalélll

enc: Fpl=f0RIRd4l espiass keyslE chETIEdSf6aliFlelablbiliddqTeat

ah=zhal key=ll d01lE2dfeflTadPERdPipldditadnlTdd 73Rl b

des:pkta/bytesmfd (2260, encipkra/bEyresnd/

opu_flag=00 npu_rguy=192.2.0.% apu lgwy=100.64.1.9 npu_selid=6 dec_npuid=0 enc_npuid=C

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing tabl

B. Most Voted
C. The phase 1 configuration supports the network-overlay settin
D. Most Voted

E. FortiGate facilitated the negotiation of the T_INET_1 0 _0 ADVPN shortcut over T_INET_1 0.

F. Dead peer detection is disabled.

Answer: AC

NEW QUESTION 14
Refer to the exhibit.

config system interface
edit "port2"
set vdom "root"
set ip 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2
set preserve-session-route enable
next

end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.

B. FortiGate performs routing lookups for new sessions only, after a route change.
C. FortiGate always blocks all traffic, after a route change.
D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 19
Refer to the exhibit.

config system settings
set firewall-session-dirty check-new
end

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.
B. FortiGate terminates the old sessions.
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C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session

against the new firewall policy.

NEW QUESTION 24
Refer to the exhibits.
Exhibit A

conflg duplication
edic 1
sst srcaddr *10.0.1.0/24"
set dstaddr "10.1.0.0/24"
set arcintf “ports®
set datintf “"overlay™
set service “ALL"
set packet-duplication force
next
end

branchl_fgt # diagnose sya sdwan zone
Zone SASE index=2
members(0) :
Ione overlay index=4
mambers(3): 19(T_INET_0_0) 20(T_INET_1_0) 21(T_MFLS_Q)
Zone underlay index=3
memnbers(2): 3(portl) 4({portl)
Zone virtual-wan-link index=1
mambara (0) :

1.274665 portS in 10.0.1.101 -> 10.1.0.7: icmp: echo requeat
1.275788 T_INET 0_0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 out 10.0.1.101 =-> 10.1.0.7: icmp: echo requeat
1.275801 T _MPLS 0 out 10.0.1.101 =-> 10.1.0.7: icmp: echo request
1.278365 T_INET_1 0 im 10.1.0.7 => 10,0.1.101: icmp: echo reply

1.278553 ports t 10.1.0.7 -» 10.0.1.101: icmp: escho reply

Exhibit B

3.804431 T_INET_1 0 in 10.0.1.1001 -» 10.1.0.7: lcmp: echo request
3.874630 ports ocut 10.0.1.101 =-> 10.1.0.7: icmp: echo requeat
3874895 T INET 0 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo reguest
3.875125 T NPLS 0 in 10.0.1.101 -> 10.1.0.7: lcmp: echo request
3.875054 poreS in 10.1.0.7 => 10.0.1.101: icmp: echo reply
3.875308 T_INET_1 0 out 10.1.0.7 -> 10.0.1.101: lcmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B

shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP

echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.
Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets sentover T_INET_0 0 and T_MPLS_0 were dropped along the way.
C. The ICMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.

D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 26
Refer to the exhibit.

) diagnose sys sesalion list

session info: proto=f proto state=0l duration=3% explre=3553 cimecut=3600 Llage=00400000
socktype=0 sockport=0 av idvel use=q

states=may dirty npu =

orgin->sink: org pre->post, reply proe->post deve]-3»5/5-3>7 gwy=10.10.10.1/10.%.31.160
hool=pre dir=org act=noop 10.9.31.180:7532=->10.0.1.7:22(0.0.9.0:0)

hook=post direreply act=nocop 10.0.1.7:22->10.%.31.060:783240.0.0.9:0)

pos/ (bafore, afrer) OF (0,00, O (0,0)

niscel policy idel auth infos) chk client infos{ wdsd

serial=00045e02 vos=L£f/ff app list=0 app=0 url cat=0

scwan_mbr saqe=]l sdwan ssrvice ids]

tpdb link id=80000000 rpdb sve id=0 ngfwid=n/a

apu_state=0x4 00000

npu info: flage0x8l/0x81, offloadsB/B, ips offlcads(/0, epidetd/76, ipld=T76/64;
vilan=0x0000/ Gadodd

v1ifid=T76/64, weag insOx0000/0x%0000 in npu=1/1, out npu=l/l, fwd ens0/0, qids=2/2
reflect info 0: - -

ey -0 E-2]

npu_state=0x4000800

viifid=0/65, vtag_in=0x0000/0x0000 in_npu=0/1, out_npu=0/1, fwd_en=0/0, gid=0/2
total raflect session nmum: 1
total session 1

¥ diagnoss netlink interface list
if=portl family=00 type=l index=3 mtu=l1500 linke( master=0

ifeportl family=00 type=l indexed mtu=1500 link=() master=0
ifsporel familys=00 typesl indaxe? mrus1S500 links0 mascers0

npu infeo: flag=0x00/0x81, offload=0/8, ips ocfflcad=0/0, epide=l/TE, ipid=0/85, vlan=0x0000/0x0000

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based

on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.
C. The original direction of the symmetric traffic flows from port3 to port2.
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D. The main session cannot be offloaded to hardware.

Answer: AB

NEW QUESTION 29
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements

B. Member metrics are measured only if an SLA target is configured

C. When configuring an SD-WAN rule you can select multiple SLA targets of the same performance SLA

D. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy

Answer: AD

NEW QUESTION 31
What three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. You can apply a system template and a CLI template to the same FortiGate device.
B. A CLI template can be of type CLI script or Perl script.

C. A template group can include a system template and an SD-WAN template.

D. A template group can contain CLI templates of both types.

E. Templates are applied in order, from top to bottom.

Answer: BDE

Explanation:

According to the FortiManager Administration Guide, provisioning templates are used to configure FortiGate devices in a consistent and efficient way. There are
different types of templates, such as system, IPsec, SD-WAN, certificate, and CLI templates. Some characteristics of provisioning templates are:

? You can apply a system template and a CLI template to the same FortiGate device, as long as they do not have conflicting settings1.

? A CLI template can be of type CLI script or Perl script. A CLI script template contains FortiOS CLI commands, while a Perl script template contains Perl code that
can generate FortiOS CLI commands2.

? A template group can include a system template and an SD-WAN template, as well as other types of templates. A template group is a collection of templates that
can be applied to multiple devices at once3.

? A template group can contain CLI templates of both types, as long as they do not have conflicting settings2.

? Templates are applied in order, from top to bottom. The order of the templates in a template group determines the order in which they are applied to the
devices3.

NEW QUESTION 36
Which two performance SLA protocols enable you to verify that the server response contains a specific value? (Choose two.)

A. http
B. icmp
C. twamp
D. dns

Answer: AD

Explanation:

Performance SLA (Service Level Agreement) protocols are used in SD-WAN to monitor the quality and performance of various network services. The two
protocols that specifically allow for verifying a specific value in the server response are:

? HTTP (Hypertext Transfer Protocol): HTTP is the foundation of data communication on the World Wide Web. It allows for fetching resources, such as HTML
documents. You can configure an HTTP performance SLA to send specific requests (e.g., GET or POST) and then check if the response body contains a
particular string or value. This is useful for validating web server functionality and content delivery.

? DNS (Domain Name System): DNS is responsible for translating domain names into IP addresses. A DNS performance SLA can be set up to query a specific
domain and verify that the returned IP address or other DNS record values match what is expected. This helps ensure proper name resolution and accessibility of
resources.

NEW QUESTION 39
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.

B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.

C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.
D. Member metrics are measured only if an SLA target is configured.

Answer: BD

NEW QUESTION 44

Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?
A. diagnose sys sdwan zone

B. diagnose sys sdwan service

C. diagnose sys sdwan member

D. diagnose sys sdwan interface

Answer: C

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version NSE7_SDW-7.2 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/NSE7_SDW-7.2-dumps.html (0 Q&AS)

NEW QUESTION 46
What are two common use cases for remote internet access (RIA)? (Choose two.)

A. Provide direct internet access on spokes
B. Provide internet access through the hub
C. Centralize security inspection on the hub
D. Provide thorough inspection on spokes

Answer: BC

Explanation:

* B. Provide internet access through the hub: This involves routing branch or remote office internet traffic through a central hub, ensuring consistent security
policies and possibly better management of network resources.

* C. Centralize security inspection on the hub: With this approach, all internet-bound traffic from various spokes is inspected at the hub, leveraging centralized
security mechanisms for thorough inspection and policy enforcement.

NEW QUESTION 47
Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?

A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts
D. idle-timeout

Answer: A

NEW QUESTION 50
What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology? (Choose two.)

A. It ensures consistent settings between phasel and phase2.

B. It guides the administrator to use Fortinet recommended settings.

C. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

D. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer: AB

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A), which is essential for the
stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended settings (B), which are designed to optimize
performance and security based on Fortinet's best practices. References: The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN
documentation, which emphasizes the importance of consistency and adherence to recommended configurations.

NEW QUESTION 52
Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)

A. Encapsulating Security Payload (ESP)
B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Answer: AC

NEW QUESTION 54
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.
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SD-WAN Zones SL-WAN Rule Performance SLAs

Volume Sessions

Download

.‘ B portl
- & port2
6 |l BT NETO

o Ji B T_INET 1
A BT _MPLS
__ BTHQ
+ MNew = #
Interfaces 5 Gateway =

B virtual-wan-link

e s underlay
e B portl 192202
& W port2 192.2.0.10
% overlay
& corporate

Based on the exhibit, which statement is true?

A. You can delete the virtual-wan-link zone because it contains no member.
B. The corporate zone contains no member.

C. You can move portl from the underlay zone to the overlay zone.

D. The overlay zone contains four members.

Answer: B

Explanation:

Based on the exhibit, the "corporate" zone contains no member (B). In the FortiGate GUI, zones without members do not display any interfaces listed under them,
which is the case for the corporate zone in the exhibit. References: This conclusion is based on standard Fortinet GUI interpretation and the operational logic of SD-
WAN zones as per Fortinet's guidelines and user interface standards.

NEW QUESTION 58
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is 0.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC

Explanation:

sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

NEW QUESTION 61
Refer to the exhibit.
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Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)

A. After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.

B. During passive monitoring, FortiGate can't detect dead members.
C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: BD

NEW QUESTION 62
Refer to the exhibits. Exhibit A -

10.1.0.7

’ s Original traffic
.\ s Reply traffic

@71 INeRL 0 0 T_IN

acze
oranchl_fgt (S

10.0.1.101

Exhibit B -
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dcl fgt # show system global
config system global

set admin-https-redirect disable
admintimeout 480
alias "FortiGate-VMe4"™
hostname "dcl fgt"
timezone 04

o W w
i D @
ot ot

o
1]

and

dcl fgt # show system settings
config system settings
set tcp-session-without-syn enable
set allow-subnet-overlap enable
set gui-allow-unnamed-policy enable
set gui-multiple-interface-policy enable

end

Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl1_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.

When branchl_client establishes a connection to dcl_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
T_INET_1_0is the preferred member in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dcl1_fgt so dcl_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

NEW QUESTION 63
Which two statements describe how IPsec phase 1 main mode id different from aggressive mode when performing IKE negotiation? (Choose two.)

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. Three packets are exchanged between an initiator and a responder instead of six packets.

D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: AC

NEW QUESTION 67

What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.
Answer: B

NEW QUESTION 70
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1 .
Interface Member

SD-WAN Zone & virtual-wan-link .
Gateway IP 0.0.0.0

Cost 0 -
Status «

Priority 0 .
Advanced Options >

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)
A. Cost

B. Interface member
C. Priority
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D. Gateway IP

Answer: BD

NEW QUESTION 71

The administrator uses the FortiManager SD-WAN overlay template to prepare an SD- WAN deployment. With information provided through the SD-WAN overlay
template wizard, FortiManager creates templates ready to install on spoke and hub devices.

Select three templates created by the SD-WAN overlay template for a spoke device. (Choose three.)

A. System template

B. BGP template

C. IPsec tunnel template
D. CLI template

E. Overlay template

Answer: ACE

Explanation:

In a FortiManager SD-WAN overlay template configuration for a spoke device, the system template (A) is created to provide basic device settings. The IPsec
tunnel template (C) is generated to establish secure tunnels between the spoke and the hub devices. Lastly, the overlay template (E) is configured to specify the
overlay network settings, which often include the SD-WAN rules and performance SLAs.

NEW QUESTION 74
Exhibit.
id=2001 ine=55E8 mag="vd-zroot:0 received a

lag [.], =ag 1213725680,

T lipe=366Y mag="Find an existing

handler line=447 mage"Denied by guota

neck™

Which conclusion about the packet debug flow output is correct?

A. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

B. The packet size exceeded the outgoing interface MTU.

C. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

D. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the firewall policy, and the packet was
dropped.

Answer: C

Explanation:
In a Per-IP shaper configuration, if an IP address exceeds the configured concurrent session limit, the message "Denied by quota check" appears. SD-WAN 7.0
Study Guide page 287

NEW QUESTION 76

Refer to the exhibit.

ike O:T_INET 0 _0:214: received Informational request

ike 0:T INET 0 0:214: processing motify type SHORTCUT QUERY

ike 0:T_INET 0 0: recv shortcut-gquery S0E5T61862601467474

0740500817 fbd1 Te/0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 psk 64 ppk 0 ttl 32
nat U ver 2 mode U

ike O:T_INET 0: 11f 20 10.0.1.101=>10.0.2.101 route lookup oif 20 T_INET 0 gwy
0.201.1.1

ike 0:T_INET 0_1: forward shortcut-query S065761962601467474

07405008 £71bd] T/ 0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 pak &4 ppk 0 £tl 31
ver 2 mode 0, ext-mapping 1582,2.0.1:500

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 81

Which statement is correct about SD-WAN and ADVPN?

A. Routes for ADVPN shortcuts must be manually configured.

B. SD-WAN can steer traffic to ADVPN shortcuts, established over IPsec overlays, configured as SD-WAN members.
C. SD-WAN does not monitor the health and performance of ADVPN shortcuts.

D. You must use IKEv2 on IPsec tunnels.

Answer: B

NEW QUESTION 84
Which statement about using BGP routes in SD-WAN is true?
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A. Learned routes can be used as dynamic destinations in SD-WAN rules.
B. You must use BGP to route traffic for both overlay and underlay links.
C. You must configure AS path prepending.

D. You must use external BGP.

Answer: A

NEW QUESTION 87

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator configured ADVPN on both hub-and-
spoke groups.\

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)

A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Answer: BD

NEW QUESTION 92
Refer to the exhibit.

$ diagnose firewall shaper per-ip-shaper list

name FTP_ S5SM

maximum-bandwidth 625 KB/sec

maximum-concurrent—-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1l
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 94
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