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NEW QUESTION 1
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only

B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A

NEW QUESTION 2

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
triggered.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is 199
triggered.

NEW QUESTION 3
What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Digitally signing a document requires a private key. O O
Verifying the authenticity of a digitally signed document requires the public QO O
key of the signer.
Verifying the authenticity of a digitally signed document requires the private O O

key of the singer.

A. Mastered
B. Not Mastered

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 5

What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D

Explanation:

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block additional weak terms that are specific to your

organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an Azure AD tenant. To support your own

business and security needs, you can define entries in a custom banned password list.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

NEW QUESTION 6
What can you specify in Microsoft 365 sensitivity labels?

A. how long files must be preserved
B. when to archive an email message
C. which watermark to add to files

D. where to store files

Answer: C

Explanation:
Reference:https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide
NEW QUESTION 7

Which compliance feature should you use to identify documents that are employee resumes?
A. pre-trained classifiers

B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A

NEW QUESTION 8

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

When users attempt to sccess an application or a senvice. | authentication = l e L S
SOMEIEITaton
auditing

authdnzaton

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

VWhen users attempt to Access a0 apphcalion or 3 senace | puthenticaton = l COMMENS HIS Sove:. O SocRas
i Tolapl IR H Taly ]
|auditing
authentcabion

Tauthonzaton

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



V Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

1
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NEW QUESTION 10

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
=~ i5-a cloud-native security information and event management (SIEM) and security orchestration

Azure Advisor | automated response (SOAR) solution used to provide a single solution for alert detection, threat
\Azure Bastion | visibility, proactive hunting, and threat respanse.
‘Azure Monitor
| Azure Sentinel

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)

solution.

NEW QUESTION 10

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Answer: B

NEW QUESTION 14
What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

NEW QUESTION 18
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. ®) @)
Conditional access policies apply before first-factor authentication is @) (@)
complete.
Conditional access policies can trigger multi-factor authentication ®) @)

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 19
You have a Microsoft 365 E3 subscription.
You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C
NEW QUESTION 23

HOTSPOT
Select the answer that correctly completes the sentence.

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

NEW QUESTION 27

DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than
once, or not at all.

NOTE: Each correct match is worth one point.
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Action Subcategories Answer Area

P —r
Lormecing Encrypt data at rest

Dotectinee

Perform a system scoess audit

bake cond ..Jn_l'.ll"u ol ERARGES IR FEpOnE 10 & SECUry incidkent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Action Subcategories Answer Area

-
| Lormectve | | | Prevantative ncrypt dats at rest

¥
it Ty
Detective | Perform a syitem access audit
-

NEW QUESTION 28
You have an Azure subscription that contains multiple resources.

You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 32

Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 36

F el l b ake confeguration ¢ FARGES IR feponse D 8 Securly moicend

What are two reasons to deploy multiple virtual networks instead of using just one virtual network? Each correct answer presents a complete solution.

NOTE; Each correct selection is worth one point.

A. to separate the resources for budgeting
B. to meet Governance policies

C. to isolate the resources

D. to connect multiple types of resources

Answer: BC

NEW QUESTION 41

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

You can use Advanced Audit in Microsoft 365 to view billing details.

You can use Advanced Audit in Microsoft 365 to view the contents of an email message.

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Qutlook on the web to search for items in a mailbox.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No

Box 3: Yes

NEW QUESTION 44

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Sensitivity labels can be used to encrypt documents. (@) @)
Sensitivity labels can add headers and footers to documents. O @)
Sensitivity labels can apply watermarks to emails. @) @)
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.
Box 3: NO

https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-

markings

NEW QUESTION 45
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 46
HOTSPOT

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Select the answer that correctly completes the sentence.

Answer Area
Engunng hal Thie a8 vou retneéve B The Same &5 The 0318 you Stored 5 an Example of mantamn ng v Aslabalily v
hcdentality
nregnty
transpanency
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
i-'._-;.-r-".-; that the oata you rebrseve i The Same a5 The data you SIOred o 4N example Of maanilam NG avalabaliTy v
J avaitabitity. |

confndentiakiny

NGy

1r..':_,| ArEricy

NEW QUESTION 48
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 52
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth

NEW QUESTION 57

DRAG DROP

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Services Answer Area
Afure Bastion Provides Metwork Address Translation (MAT) services

Azure Firewall
Provicdes secure and seamidess Remote Deskiop
Network security group (NSG) DRI AT W I

Provides traffic fillering that can be applied to specific
network interfaces on a virtual network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 62

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
rsecer sk management i configured from the Mictoaoft Purveew compliance porta -
Microsoft 365 sdmin center.
Microsoft Purvew comphance portal
Macrosoft 365 Defender porta
Microsoft Defender for Cloud Apps portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
nsicer sk management i configured from the Microsoft Purview comphance porta -

MICrosoft 365 admin Center,

Microsoft Purview complance portal

Moot 365 Defendar portal

Micnosoft Defender for Cloud Apps portal

NEW QUESTION 63

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
_Deduplicating
1 Encrypting

NEW QUESTION 66

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Area
Threat Explorer Feature Provides intelligence on prevailing cybersecurity issuss
-Threa: Trackers
| Feature Prowvides real-time reports 1o dentify and analyze recent threats
-.I’lr.l.{i-q.:lhlil'llli';a- |-'J:r.{ll'|eﬂi|:lél
Feature ; Detects impersonation attempts
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Arca

VThesat Explore - P b
| Threat Exploner i | Anti-phishing protection  Provides intelligence on prévailing cybersecurity issues

I Threat Trackers N raar Exry !
" B A T S | | Threat Explorer ;Provides real-time reports to ientify and analyze recent threats

Anti-phishing protection |
__________ Threat Trackers Detects impersonation attempts

NEW QUESTION 70
Which security feature is available in the free mode of Microsoft Defender for Cloud?

A. vulnerability scanning of virtual machines

B. secure score

C. just-in-time (JIT) VM access to Azure virtual machines
D. threat protection alerts

Answer: C

NEW QUESTION 73
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C

Explanation:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

NEW QUESTION 74
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

? 12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features

? Scroll down to Microsoft Secure Score and toggle the setting to On.

? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might
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have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual

configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 77
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 82
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 84

DRAG DROP

Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action Argwer Area
BCie Artion Lse encrypbion 10 probect data &t redt
e AR ACTEly MOonilod SyFiems 1O identily mmeguilbntes 1Nat meg it repnesent nsks
Preaert atnee
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Compliance score action Angwer Area
Il Comective [ Preventative T Joe encryphion 1o protect data af rest
Letecive Astneely monitod systems (0 identify meguiantes that might represent risks

NEW QUESTION 87
HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.

Authentication
Authorization
Federation

Single sign-on (S50)

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Text
Description automatically generated

NEW QUESTION 89

HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish + Dbetween organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 91

HOTSPOT

For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.

er Area
Statements Yes No
An external email address can be used 1o authenticate seif-service password reset (S5PH]
A notificaton 10 the Microsoft Authenticaton app can be ued to authenticate Lsif-senace
pastword reset (S5PR)
To parform taif-cendce patsword reset (SSPR). & user must dlreacy be signed in and
suthenticated 1o Azure AD
A. Mastered

B. Not Mastered

Answer: A
Explanation:
er Area
Statements Yes No
An extemnal emaidl address can be used to authenticate teif-sendce password reset (SSPR] i __:
A notification 10 the Mkrosoft Authenticatorn app can beé uted 1o suthenhicate salf-senace Pl
password reset (55PR) R |
_—
To perform seif-candce password reset (SSPR), 3 user must already be signed in and | O

suthenticated to Arure AD

NEW QUESTION 92
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a @] QO

target resource is created or modified.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Azure Policy supports automatic remediation. I _o__' O
: o
Azure Policy can be used to ensure that new resources adhere : O O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a O 'O '
target resource Is created or modified. ey

NEW QUESTION 97
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk

B. Compliance Score
C. Devices at risk

D. Service Health

E. User Management

Answer: BC

NEW QUESTION 100
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C.PIN

D. email verification
E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 102
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD ldentity Protection

Answer: A
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Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews- overview

NEW QUESTION 104

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview

NEW QUESTION 105
Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 106
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer
data therein.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365- worldwide

NEW QUESTION 108
Which Microsoft Defender for Cloud metric displays the overall security health of an Azure subscription?

A. resource health

B. secure score

C. the status of recommendations
D. completed controls

Answer: B

NEW QUESTION 113
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer:
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ABD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-methods

NEW QUESTION 118
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes MNe

Security defaults require an Azure Active Directory (Azure AD) Premium license.
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication O
(MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Security defaults require an Azure Active Directory (Azure AD) Premium license. |
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. ) I

When Security defaults are enabled, all administrators must use multi-factor authentication 1 o
{MFA). P s

NEW QUESTION 119

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can use a PIN code as an authentication method
Windows Hello for Business authentication information syncs across all the devices
registered by a user

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Windows Hello for Buskness can use the Microsolt Authenticator app as an authentication | =1
method

Windows Hello for Business can use a PIN code as an authentication method L

Windows Hello for Business authentication information syncs across all the devices
registered by a uses

NEW QUESTION 121
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.
continually
mthily
om-demand

cpuat terly

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.
|

mieithiy
om-demand
cpuat terly

NEW QUESTION 122
HOTSPOT
Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

L

Azure AD Identity Protection
Azure AD Privileged Ideptity Management (PIM)
Imulti-factor authentication (MFA) |

will be enabled for all Azure AD users.

NEW QUESTION 127

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. O Q
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
Control is a key privacy principle of Microsoft. :_D“, O
Transparency is a key privacy principle of Microsoft. ':D__I Q
Shared responsibility is a key privacy principle of Microsoft. O 1O

NEW QUESTION 129
Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-learn-about- dlp?view=0365-worldwide

NEW QUESTION 133
Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct
selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. a virtual network

D. a virtual network subnet

E. a resource group

Answer: AD
Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 137

HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

- Is a cloud-based selution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Detender for tdentity
Microsoft Defender for Office 365

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

- Is a cloud-based selution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
iMicrosaft Deferder for ldentity |
Microsoft Defender for Office 365

NEW QUESTION 139
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?
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A. Azure Defender
B. Azure Blueprints
C. Azure Sentinel
D. Azure Policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 144

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
Microsoft Intune can be used to manage Android devices. O
Microsoft Intune can be used to provision Azure subscriptions. O
Microsoft Intune can be used to manage organization-owned O

devices and personal devices.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes
-
Microsoft Intune can be used to manage Android devices. Q!
Microsoft Intune can be used to provision Azure subscriptions. @)
Microsoft Intune can be used to manage organization-owned ':ci l

devices and personal devices.

NEW QUESTION 148

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
In software as a service (SaasS), applying service packs to applications is the Q
responsibility of the organization.
In infrastructure as a service {laaS), managing the physical network is the O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information QO

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
In software as a service (SaasS), applying service packs to applications is the Q :'_G_l
responsibility of the organization. B
In infrastructure as a service (1aas), managing the physical network is the F:_ﬂ O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information Lr__l O

and data is the responsibility of the organization.

NEW QUESTION 149
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w canuse conditional access policies
to control sessions in real time.

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Defender

Azure Sentinel

Microsoft Cloud App Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

+ canuse conditional access policies
to control sessions in real time.

Azure Active Directory (Azure AD) Privileged Identity Management (FIM)
Azure Defender
Azure Sentinel

NEW QUESTION 153
HOTSPOT

P Search resources, services, and docs (G+/)

Microsoft Azure

Azure services

~+- g @ C:
crE'EItE' F| Alerts Application SUhSCﬂpﬂﬂnﬁ lelC‘,"
resource insights
Azure AD Security Center Advisor Monitor More services

Connect Health
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Security Center

NEW QUESTION 154
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What can you use to provide threat detection for Azure SQL Managed Instance?

A. Microsoft Secure Score

B. application security groups
C. Microsoft Defender for Cloud
D. Azure Bastion

Answer: C

NEW QUESTION 157
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.

Answer: C

NEW QUESTION 158

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center,
Micrasoft Endpoint Manager admin center,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 secudity center. _ _ _ _ _
| Microsoft Endpoint Manager admin center. |

NEW QUESTION 160
You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?

A. an SSH client

B. PowerShell remoting

C. the Azure portal

D. the Remote Desktop Connection client

Answer: D

NEW QUESTION 163
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD

Explanation:

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS
NEW QUESTION 167

What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.

B. Recommended guidance to help organizations align with their corporate standards.

C. A dictionary of words that are not allowed in company documents.
D. A policy initiative that includes multiple policies.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
| |SurePass

https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Answer: A

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available

assessments depend on your licensing agreement; learn more).
? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.
? Detailed step-by-step guidance on suggested improvement actions to help you

comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation

details and audit results.
? A risk-based compliance score to help you understand your compliance posture by
measuring your progress in completing improvement actions.

NEW QUESTION 168
HOTSPOT
Select the answer that correctly completes the sentence.

T mMEasures a companmy's progress in completing actions that help reduce risks
Compliance score
Microsoft Purview compliance portal reports
The Trust Center
Trust Documents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
¥ MEAtUNes A COMmpamy's progress in complEting acthions that help reduce risks
= |

Purview compliance portal reports
The Trust Center

Trust Documents

NEW QUESTION 171
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 172
HOTSPOT
Select the answer that correctly completes the sentence.

When using multi-factor authentication (MFA), a password is considered something you

are
have

know
share

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Multifactor authentication combines two or more independent credentials: what the user knows, such as a password; what the user has, such as a security token;

and what the user is, by using biometric verification methods.

NEW QUESTION 175
HOTSPOT
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O @)
creating assessments.
Compliance Manager can help you asses whether data @] O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 179
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 182

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.

Azure Active Directory (Azure AD) is provided as part of a @) O
Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access O O
management service.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

Box 2: Yes

Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes
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Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 185
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 189
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 190
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD
NEW QUESTION 192

HOTSPOT
Select the answer that correctly completes the sentence.

An Azure resource can use a system-assigned 10 access AZure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use a system-assigned 10 access AZure services,

service principal
user identity

NEW QUESTION 195
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 197
HOTSPOT
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

Microseft Sentinel uses iogic 3pps 10 identify anomalies aross resources
Microseft Sentingl uses workbooks to correlate slens into incidents {

The hurting search-and-query tools of Microsoft Sentinel are based on the

MITRE AT TECK framework
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Antwer Area
Statements Yes No

hMicrosoft Sentinel uses Ioget apps 10 identify anomahes aoross resources
Micreseft Sentinel uses workbooks to correlate slens into incidents {

The hurting seardh-and-query tools of Microsoft Sentinel dré basad on the g
MITRE ATTE&CK framework

NEW QUESTION 198
What do you use to provide real-time integration between Azure Sentinel and another
security source?

A. Azure AD Connect

B. a Log Analytics workspace
C. Azure Information Protection
D. a data connector

Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors for Microsoft solutions,
including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App
Security, etc.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/overview

NEW QUESTION 199

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Applying system updates increases an organization's secure score in Azure Security Center. o o
The secure score in Azure Security Center can evaluate resources across multiple Azure O o)
subscriptions.
Enabling multi-factor authentication (MFA&) increases an organization's secure score in Azure o O
Security Center.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 201

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Conditional access policies can be applied to global administrators. @ O
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or O (9]
I0S, as a signal.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Conditional access policies can be applied to all users

Box 2: No

Conditional access policies are applied after first-factor authentication is completed.

Box 3: Yes

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.

NEW QUESTION 206
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w» for an organization.
continualy’
monthly
on-demand
quarterly

NEW QUESTION 207
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B
NEW QUESTION 208
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Software tokens are an example of passwordless authentication
Windows Hello is an example of passwordless suthentication.
FIDD2 secunty keys are an sxample of passwordiess authentication.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Ne

e
hm‘&ﬂﬂ todoans arg an exam;ﬂl¢ of pﬁﬁﬂ\ﬂﬁrt‘ﬁ.ﬁ authantication "
Windows Hello is an example of passwordless authentication. ot

FIDO2 secunty keys are an example of passwordiess authentication. o |

NEW QUESTION 211
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