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NEW QUESTION 1
An engineer must configure the SD-WAN Edge router to identify DSCP 26 traffic coming from the router's local site and then change the DSCP value to DSCP 18
before sending it over to the SD-WAN fabric. What are the two ways to create the required configuration? (Choose two).
A)

B)

C)

D)

E)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC

NEW QUESTION 2
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431
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Answer: AC

NEW QUESTION 3
Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?
A)

B)

C)
Miss
D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 4
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
C. vManage
D. vBond

Answer: C

Explanation: 

NEW QUESTION 5
On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 6
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D
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NEW QUESTION 7
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas 

NEW QUESTION 8
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with
multiple WAN Edge devices How is this policy added using the policy configuration wizard?

A. ln vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta
C. and click add policy
D. In vManage NM
E. select the configure policies screen select the centralized policy tab and click add policy
F. In vBond orchestrato
G. select the configure policies screen, select the localized policy ta
H. and click add policy

Answer: A

NEW QUESTION 9
Which platform cannot provide IPS and URL filtering capabilities?

A. Cisco CSR 1000V
B. Cisco ISR 1000
C. Cisco Catalyst 8300
D. Cisco ISR 4000

Answer: B

NEW QUESTION 10
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 10
A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL I for monitoring purposes How many characters are supported by the snmp
user username command?

A. from 1 to 8
B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 15
Refer to the exhibit
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Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 19
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond
B. WAN Edge
C. vSmart
D. vManage

Answer: A

NEW QUESTION 24
A network administrator configures SNMPv3 on a Cisco WAN Edge router from CLI for monitoring purposes How many characters are supported by the snmp user
<username> command?

A. from 1 to 8
B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 25
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 28
Which platform is a Cisco SD-WAN virtual platform?

A. Cisco ISR 4000
B. Cisco Nexus 1000V
C. Cisco CSR 1000V
D. Cisco ASR 1000

Answer: C
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NEW QUESTION 30
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 31
An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module
B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid
D. Snort IPS

Answer: D

NEW QUESTION 36
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 37
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation: 
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NEW QUESTION 42
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site
D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation: 
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 43
A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two
Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid
C. Cisco Snort IPS
D. Cisco AMP
E. Cisco Secure Endpoint

Answer: CD

NEW QUESTION 46
An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?

A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>
B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>
C. request vedge-cloud activate serial <serial> token <token-number>
D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation: 

NEW QUESTION 47
Refer to the exhibit
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The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP
B. Prefix
C. Data Prefix, Site VPN TLOC
D. Application, SLA VP
E. Prefix
F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 50
Which device information is required on PNP/ZTP to support the zero-touch onboarding process?

A. interface IP address
B. system IP address
C. public DNS entry
D. serial and chassis numbers

Answer: D

NEW QUESTION 52
What prohibits deleting a VNF image from the software repository?

A. if the image is stored by vManage
B. if the image is referenced by a service chain
C. if the image is uploaded by a WAN Edge device
D. if the image is included in a configured policy

Answer: D

NEW QUESTION 57
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
B. QoS
C. TLS
D. OMP
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Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 61
Refer to the exhibit

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO
and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.
D. Configure a valid vBond IP on vManage.

Answer: D

NEW QUESTION 64
Which combination of platforms are managed by vManage?

A. ISR4321, ASR1001, ENCS, lSRv
B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
C. ISR4321, ASR1001, Nexus, ENCS
D. lSR435l, ASRl009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 67
Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data
B. Orchestration
C. Management
D. Control

Answer: B

Explanation: 

NEW QUESTION 68
Which attributes are configured to uniquely Identify and represent a TLOC route?

A. system IP address, link color, and encapsulation
B. firewall, IPS, and application optimization
C. site ID, tag, and VPN
D. origin, originator, and preference

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-2018OCT.pdf

NEW QUESTION 72
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs
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B. Set same overlay AS on both DC WAN Edge routers
C. Set down-bit on Edge routers on DC1
D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation: 

NEW QUESTION 75
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.
C. Enter a valid product ID (model) on the PNP portal
D. Match the serial number file between the controllers
E. Restore network reachability for the controller

Answer: CD

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 79
An engineer must configure local redundancy on a site. Which configuration accomplish this task?

A. vpn 0interface interface-name
B. tloc extension interlace nametloc extension interface interface name
C. vpn 0tloc extension interface
D. interface-flameinterface interface-name tloc-extension

Answer: A

NEW QUESTION 84
In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage
B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation: 

NEW QUESTION 86
Which two resource data types are used to collect information for monitoring using REST API in Cisco SD-WAN? (Choose two.)
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A. POST
B. DELETE
C. scalar
D. array
E. PUT

Answer: CD

NEW QUESTION 87
Which set of elements are verified by the controller to confirm the identity of edge devices?

A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device
C. certificates, organization name, and vBond domain
D. certificates, system IP, and vBond domain

Answer: A

NEW QUESTION 89
Which two actions are necessary to set the Controller Certificate Authorization mode to indicate a root certificate? (Choose two)

A. Select the Controller Certificate Authorization mode that is recommended by Cisco
B. Change the organization name of the Cisco SO-WAN fabric.
C. Upload an SSL certificate to vManape,
D. Select a private certificate signing authority instead of a public certificate signing authority
E. Select a validity period from the drop-down menu

Answer: CD

NEW QUESTION 93
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 98
What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous
rekey?

A. 2
B. 4
C. 6
D. 8

Answer: B

NEW QUESTION 100
Refer to the exhibit.
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An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which
configuration achieves this goal?
A)

B)

C)

D)

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 102
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation: 

NEW QUESTION 107
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS
C. ISR4321, ASR1001, ENCS, ISRv
D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 111
Which logs verify when a device was upgraded?

A. Audit
B. Email
C. ACL
D. SNMP

Answer: A

NEW QUESTION 114
An engineer must automate certificate signing through Cisco. Which vManage configuration achieves this task?
A)

B)

C)

D)

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 115
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 120
Which feature template configures OMP?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 125
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
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D. MD5
E. SHA-2

Answer: AB

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 129
Refer to the exhibit
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The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call
the SLA class and set the preferred color to MPLS?

A. Localized Policy, Route Policy
B. Centralized Policy, Traffic Policy
C. Localized Policy, Forwarding Class
D. Centralized Policy Topology

Answer: B

NEW QUESTION 134
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 137
How should the IP addresses be assigned for all members of a Cisco vManage cluster located in the same data center?

A. in the same subnet
B. in overlapping IPs
C. in each controller with a /32 subnet
D. in different subnets
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Answer: A

NEW QUESTION 141
An engineer creates a data policy to prevent communication from the 172.20.21.0/24 network to the 172.20.41.0/24 network. Which configuration accomplishes
this task?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 145
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage
D. vBond Orchestrator

Answer: D

Explanation: 

NEW QUESTION 147
A customer has 1 to 100 service VPNs and wants to restrict outbound updates for VPN1 Which control policy configuration restricts these updates?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 149
Which encryption algorithm is used for encrypting SD-WAN data plane traffic?

A. Triple DES
B. IPsec
C. AES-128
D. AES-256 GCM

Answer: D

NEW QUESTION 151
An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error
C. critical
D. alert

Answer: D

Explanation: 

NEW QUESTION 155
Refer to the exhibit.
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Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

NEW QUESTION 159
Refer to the exhibit
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An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 161
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP
C. System-IP
D. Chassis-ID

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html 

NEW QUESTION 165
Refer to the exhibit.

What binding is created using the tloc-extension command?

A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service
B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport

Answer: D

Explanation: 
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NEW QUESTION 168
An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 170
An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must
implement an application-aware routing policy to allow ICMP traffic to be load-balanced over both the available links. Which configuration meets the requirement?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 174
An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
A)

B)
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C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 178
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel
C. IPsec tunnel
D. Azure peer link

Answer: C

NEW QUESTION 183
Refer to the exhibit

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local
B. service FW address 1.1.1.1
C. service netsvc1 vpn 1
D. service netsvc1 address 1.1.1.1

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 185
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy
B. central data policy
C. app-aware policy
D. central control policy

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h 

NEW QUESTION 188
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy
B. VPN membership policy
C. Control policy
D. Data policy

Answer: A

Explanation: 

NEW QUESTION 191
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond
C. OMP
D. APIC-EM

Answer: B

Explanation: 

NEW QUESTION 195
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart
B. vBond
C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 196
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue 0
B. queue 1
C. queue 2
D. queue 7

Answer: C

NEW QUESTION 201
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 203
Drag and drop the REST API calls from the left onto the functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 205
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging
B. user-defined automation and integration into other orchestration systems or tools
C. vAnalytics to simplify operational services integration and real-time event monitoring
D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 206
Which two performance data details are provided by Cisco SO-WAN vAnalytics? (Choose two)

A. jitter loss and latency for data tunnels
B. application quality of experience score from zero to ten
C. detail on total cost of ownership for the fabric
D. certificate authority status (health and expiration dates) for all controllers
E. view devices connected to a vManage NMS

Answer: AB

NEW QUESTION 211
Refer to the exhibit.

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them
for load balancing toward the hub site. Which configuration achieves this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 212
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 215
Refer to the exhibit,

Which configuration routes Site 2 through the firewall in Site 1?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 219
What is the result during a WAN Edge software upgrade process if the version of the WAN Edge software is higher than the one running on a controller device?

A. The upgrade button is greyed out
B. The upgrade proceeds with no warning message.
C. The upgrade fails with a warning message
D. The upgrade proceeds with a warning message
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Answer: D

NEW QUESTION 222
Refer to the exhibit.

What does the BFD value of 8 represent?

A. number of BFD sessions
B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 225
Which VManage dashboard is used to monitor the next-hop reachability between two devices traversing through OMP for a service VPN’

A. Troubleshooting > App Route Visualization
B. Troubleshooting > Tunnel Health
C. Troubleshooting > Simulate Flows
D. Troubleshooting > Packet Capture

Answer: C

NEW QUESTION 229
An engineer builds a three-node vManage cluster and then realizes that multiple nodes are unnecessary for the size of the company. How should the engineer
revert the setup to a single vManage?

A. Remove two rode from the three-node vManage duster
B. Use the cluster conversion utility lo convert to standalone vManage
C. Restore vManage from the backup VM snapshot
D. Leave the duller as & and point to one vManage

Answer: B

NEW QUESTION 233
Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?

A. TLS
B. DTLS
C. SSL VPN
D. IPsec

Answer: D

NEW QUESTION 235
Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack
B. AWS
C. VMware vCenter
D. Azure
E. IBM Cloud

Answer: AC

Explanation: 
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct
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NEW QUESTION 239
What are two attributes of vRoute? (Choose two)

A. originator
B. service
C. encapsulation
D. carrier
E. domain ID

Answer: AB

NEW QUESTION 244
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 246
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels
B. site ID
C. URL
D. geolocation
E. protocol

Answer: AE
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Explanation: 
https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy 

NEW QUESTION 248
Refer to the exhibit.

An engineer is troubleshooting a control connection issue on a WAN Edge device that shows socket errors. The packet capture shows some ICMP packets
dropped between the two devices. Which action resolves the issue?

A. Recover the vManage controller that is down m a high availability cluster
B. Change the system IP or restart the VWN Edge 4 the system IP is changed
C. Remove IP duplication in the network and configure a unique IP address
D. Recover vBond or wart for the controller to reload which could be caused by a reset

Answer: C

NEW QUESTION 249
A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data
C. localized control
D. centralized data

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat 

NEW QUESTION 251
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart
C. data policy on vSmart
D. app route policy on vSmart

Answer: A

NEW QUESTION 254
How is lhe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag
B. vBon
C. and vSmart.
D. Software downgrades are unsupported for vManage
E. Software images must be uploaded to vManage through HTTP or FTP.
F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 257
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage
D. WAN Edge Router

Answer: D
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Explanation: 

NEW QUESTION 258
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy
B. configure the data policy
C. configure the data security policy
D. configure the application aware policy

Answer: B

Explanation: 

NEW QUESTION 259
Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C

Explanation: 

NEW QUESTION 261
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 266
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.
B. A domain is block-listed.
C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 270
Refer to the exhibit.

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 274
Which type of route advertisement of OMP can be verified?

A. OMP, VP
B. and origin
C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 276
Refer to the exhibit
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Cisco SD-WAN is deployed with controllers hosted in a data center All branches have WAN Edge devices with dual connections to the data center one via Internet
and the other using MPLS Three branches out of 20 have issues with their control connections on MPLS circuit The local error refers to Control Connection Failure
Which action resolves the issue*?

A. Rectify any issues with the underlay routing configuration
B. Match the TLOC color on the controllers and all WAN Edge devices
C. Match certificates for the DTLS connection and Root CA must be installed first on WAN Edge devices
D. Update the system IP on vManage and then resend it to the controllers

Answer: A

NEW QUESTION 279
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 280
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address
B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.
D. It blocks encrypted traffic

Answer: C

NEW QUESTION 282
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address
C. public DNS entry
D. system IP address

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 285
Which OMP route is selected for equal OMP route preference values on WAN Edge routers?

A. route with higher TLOC preference value
B. route with origin type of connected
C. route with origin type of static
D. route with lower TLOC preference value
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Answer: A

NEW QUESTION 288
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C. BFD
D. OMP

Answer: D

NEW QUESTION 291
The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-qos
B. service qos
C. cloud-mis qos
D. mis qos

Answer: A

NEW QUESTION 292
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.
E. Upgrade and reboot are performed first on vBon
F. then on vSmar
G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 297
Refer to the exhibit.

The tunnel interface configuration on both WAN Edge routers is:

Which configuration for WAN Edge routers will connect to the Internet?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a 

NEW QUESTION 301
Refer to the exhibit.

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 305
Which device should be configured with the service chain IP address to route intersite traffic through a firewall?

A. vSmart
B. firewall
C. spoke WAN Edge
D. hub WAREdge

Answer: A

NEW QUESTION 310
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app
B. Cloud OnRamp
C. vAnalytics
D. Network Designer

Answer: B

Explanation: 

NEW QUESTION 314
Drag and drop the devices from the left onto the correct functions on the right.

A. Mastered
B. Not Mastered
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Answer: A

Explanation: 

NEW QUESTION 315
Which configuration changes the packet loss priority from low to highly?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.h 

NEW QUESTION 320
Refer to the exhibit
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Which configuration sets up direct Internet access for VPN 1?

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 322
......
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