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NEW QUESTION 1
A load balancing decision needs to be made based on custom a What is the most appropriate F5 feature (or this purpose?

A. iApps
B. Scale
C. iControl
D. iRules

Answer: D

NEW QUESTION 2
What describes the third ‘’A’’ in the common authentication acronym AAA?

A. provides redundancy
B. measures usage against an identity
C. provides user filtered access
D. ensures the correct identity

Answer: C

NEW QUESTION 3
in which scenario is a full proxy required?

A. When a separation between client and server connection .s needed
B. When administration directly access the servers for administration
C. when the server sends the response through Iho load balancer
D. when all TCP client parameters must be seen by the server

Answer: A

Explanation: 
Reference https //devcentral.f5.com/articles/three-things-your-proxy-cart-do-unless-its-a-full-proxy 

NEW QUESTION 4
An administrator sets up a web server for a new web application. The administrator cannot access the web server at is causing this issue?

A. The HTTP service only listens on localhost
B. The users IP needs to be allowed to access
C. The server needs to be restarted
D. The HTTPS service Is not running

Answer: A

NEW QUESTION 5
Where is the MAC masquerade address configured?

A. Virtual Server
B. Virtual Address
C. Device Groups
D. Traffic Groups

Answer: D

NEW QUESTION 6
A BIG-IP Administrator contacts F5 Support and is asked to upload a Support Snapshot. Which command should be entered to the CLI to generate the requested
file?

A. imsh generate snapshot
B. tmsh tcpdump
C. tmsh save sys ucs support
D. tmsh qkview

Answer: D
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NEW QUESTION 7
A BIG-IP Administrator wants to send packets from one subnet to another. What device is required to allow this to function?

A. switch
B. Router
C. HUP
D. Bridge

Answer: B

NEW QUESTION 8
Which OSI layer provides reliable transmission of frames between adjacent nodes and is built on top of the provides reliable transmission of frames adjacent
nodes and is built on top of the Physical layer?

A. Data link
B. Transport
C. Network
D. Application

Answer: A

NEW QUESTION 9
What should a BIG-IP Administrator configure to minimize impact during a failure?

A. MAC masquerading
B. Clone pool
C. External monitors
D. One Connect profile

Answer: A

NEW QUESTION 10
Host A sends 10 TCP packets to Host B. All packets arrive at Host B quickly, but some arrive out of order. What will Host B do?

A. ACK only packets that are in order
B. drop all packets and wait for arrival in order
C. drop any packets that arrive out of order
D. ACK all packets and place them in order

Answer: D

NEW QUESTION 10
Which HTTP response code is returned when a web server requires authentication to access a resource?

A. 500
B. 401
C. 302
D. 100

Answer: B

NEW QUESTION 11
Which command should a BIG-IP Administrator use to resolve the domain www. F5.com?

A. grep
B. ping
C. dig
D. find

Answer: C

NEW QUESTION 16
An administrator finds a new vulnerability in a web application and needs to rapidly mitigate the threat. Which F5 feature provides this functionality?

A. iCall
B. iRules
C. iSession
D. iControl

Answer: B

NEW QUESTION 20
Which protocol is used for control and session establishment for streaming media?

A. RTP
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B. DTLS
C. SMB
D. RTSP

Answer: D

Explanation: 
Referance: https://stackoverflow com/questions/4303439/what-is-the-difference between- rtp-or-rtst-in-streaming-server

NEW QUESTION 25
An administrator lakes a capture of five Traffic using tcpdump. The administrator notices that different ephemeral port numbers are architecture does this indicate?

A. packet-based architecture
B. full proxy architecture
C. hub and spoke architecture
D. ring network architecture

Answer: B

NEW QUESTION 29
A website is using source address persistence with a 30 second timeout A client is idle for 35 seconds What happens to their connection?

A. The client receives a "404 Page Not Found'" error
B. The client connection is dropped
C. The client remains on the same server
D. The Client request is load balanced

Answer: D

Explanation: 
http://support.f5.com/kb/en-us/products/big
ip_Itm/manuals/product/Itm-concepts-1-1-2- 1/Itm_persist_files.html

NEW QUESTION 33
An administrator deploys a site in which the load balancer only sees the ingress traffic from the client All
egress traffic from the server bypasses the load balancer. Which type of solution is this?

A. packet forwarding architecture
B. delayed binding
C. switching
D. Full proxy architecture

Answer: A

NEW QUESTION 37
Ethernet frame FCS errors occur when which calculation fails?

A. FSCM
B. CRC
C. CSR
D. HSTS

Answer: B

NEW QUESTION 40
What are the two primary functions of the OSI 7-layer model? (Choose two)

A. to group communications into logical layers
B. to define host-to-host communications
C. to standardize HTTP communications between different vendors
D. to go interoperability between products made by different vendors
E. to define protocol behavior

Answer: AE

NEW QUESTION 43
A BIG IP virtual Server with an IP address of 10.100.43.108 must be available to public internet users. Which technology should be used to achieve this task?

A. NDP
B. DNS
C. NAT
D. ARP

Answer: C

Explanation: 
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10 x.x.x/8 is an RFC 1918 reserved private IP address. It must be NATted from a publicly accessible IP for access from the internet

NEW QUESTION 46
which version of SNMP can AuthPriv be used?

A. 2
B. 3
C. 2c
D. 3c

Answer: B

NEW QUESTION 47
10:20: 37 .00749:IP 199.16.255.254.36664>10.0.1.10 http : flags (s) seq 700424862, Win 29200
A website is fronted by a toad balancer that implements a full proxy architecture with SNAT enabled Behind the load balancer there are bro nodes Node 1 and
node2
She administrator is debugging an issue on node 1 using icpdump and records the above out about a received packet o watch device does the IP address 192 168
265 254" belong?

A. node2
B. node 1
C. load balancer
D. web Client

Answer: C

NEW QUESTION 52
When using LDAP for authentication, what is the purpose of the base ON?

A. the search context starting point
B. the directory's simple name
C. the base attribute in an LDAP directory
D. the fundamental naming convention

Answer: A

NEW QUESTION 53
A user fails to provide credentials when requesting a web resource that requires authentication. Which HTTP response code does the server send?

A. HTTP 200
B. HTTP 302
C. HTTP 401
D. HTTP 502

Answer: C

Explanation: 
https://httpstatuses.com/401

NEW QUESTION 54
in which scenario would an SSL VPN solution have an advantage over an IPSec VPN?

A. when users are unable to install software on their PC
B. when users require a secure connection to the corporate network
C. when users work remotely
D. when users require the ability to RDP to internal resources

Answer: C

NEW QUESTION 57
An administrator needs to restore the BIG-IP configuration from a UCS file In which section in the BIG IP Configuration utility is this task performed?

A. System > Archives
B. System > Services > Backup
C. System > Backup
D. System > File Management

Answer: A

NEW QUESTION 60
An administrator configures a default gateway for the host. What is the purpose of a default gateway?

A. to replace the destination IP address with the default gateway
B. to pass all traffic to the default gateway
C. to forward packets to remote networks
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D. to populate the ARP table

Answer: C

NEW QUESTION 64
A messaging system digitally signs messages to ensure non-repudiation of the sender. Which component should the receiver use to validate the message?

A. Public Key
B. SSL extension
C. A negotiated security algorithm
D. private Key

Answer: A

NEW QUESTION 68
A BIG IP administrator is testing a web server behind ADC. The connection to a Virtual Server is successful but the page is still not loading Where should the
administrator test to determine if theserver is available?

A. from server-side interface in ADC.
B. from client side interface in ADC
C. from Workstation client
D. from switch connected to ADC and Server

Answer: A

NEW QUESTION 70
What is an advantage of packet forwarding architecture?

A. allows for SSL offload
B. reduces latency
C. allows for manipulation of HTTP headers
D. handles larger packet sizes

Answer: B

Explanation: 
https://devcentral f5.com/questions/packet-and proxy-based-56526

NEW QUESTION 73
in which scenario is a full proxy TCP connection required?

A. when SSL offloading is used
B. when Traffic is routed
C. when administrators manage the servers directly
D. when 3 server responds directly to the client

Answer: A

NEW QUESTION 75
In which FTP mode is the serve, responsible for initiating the data correction back to the client?

A. Protected FTP
B. Active FTP
C. Secure FTP
D. Passive FTP

Answer: B

Explanation: 
https://support.f5 com/csp/article/K08859735

NEW QUESTION 77
For an IP of 192 168 10.10 with a subnet mask of 255 255.240 0 an administrator is asked to provide
• The first network address
• The broadcast address, and
• The number of hosts available per subnet host What should be the administrator's response'?

A. 192. 168. 0. 1 is the network addres
B. 192.168.10 255 is the broadcast addres
C. There are 16382 addressable hosts
D. 192. 168. 0. 0 is the network address 192 168 15 255 is the broadcast addres
E. There are 4094 addressable hosts
F. 192.168. 0.0 is the network addres
G. 192 168 16 255 is the broadcast addres
H. There are 1022 addressable hosts
I. 192. 168.16. 0 is the network address, 192 168 31 255 is the broadcast addres
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J. There are 409J addressable hosts

Answer: B

NEW QUESTION 81
A new web server VLAN has been created and the IP address 10.1.1.1/24 has been assigned to the BIG IP device. The BIG IP Administrator needs to create the
new Self IP and prevent administrator access to the BIG-IP device from the newly created network.
Which TMSH command should be used?

A. create /net self internal address 10 1.1. 1/24 vlan VLAN 10 allow service none.
B. add 'net self internal address 10.1.1. 1/24 vlan VLAN 10 allow-service none
C. create /net self internal address 10. 1. 1. 1/24 vlan VLAN 10 allow service default
D. add /net self internal address 10 111 mask 265. 255. 2550 vlan VLAN 10 allow

Answer: A

Explanation: 
White the default differs from version to version, H typically allows HTTP SSH and iQuety for BIG-IP to BIG-IP communication

NEW QUESTION 85
An IPv4 client tries to access to http://www myserver com
Which type of DNS request should the client send to its configured DNS server?

A. type NS
B. type A
C. type AAAA
D. type MX

Answer: B

NEW QUESTION 86
Which protocol data unit (PDU) is associated with the OSI model’s Transport layer?

A. Segment
B. Datagram
C. Packet
D. Bit

Answer: A

Explanation: 
https://en.wikjpedia.org/wiki/Protocol_data_unit

NEW QUESTION 88
A BIG-IP Administrator needs to make sure that requests from a single user are directed to the server that was initially selected (unless that server is marked
down). What should the administrator configure?

A. caching profile
B. TCP profile
C. persistence profile
D. security policy

Answer: C

NEW QUESTION 91
A client’s operating system needs to make sure that data received from a server is mapped to the application that requested it.
How does it complete this mapping?

A. using the TCP sequence number
B. using the client source port
C. using the TCP acknowledgement number
D. using the server source port

Answer: B

NEW QUESTION 96
A BIG-IP Administrator needs to create a route to send traffic destined to 10.1.1 1 to another router with an address of 192 168 1 1 Which TMSH command should
the administrator use?

A. create/net route 10. 11. 1/32 gw 192 168. 1. 1
B. create met route 192 168. 1. 1/32 gw 10. 11. 1
C. add met route 192. 168. 1. 1/32 gw 10. 1. 1. 1
D. add inet route 10.11.1/32 gw 192. 168.1.1

Answer: A
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NEW QUESTION 101
Which protocol does an internet host use to request the hardware address of an IP address?

A. Reverse Address Resolution Protocol (RARP)
B. Address Resolution Protocol (ARP)
C. BOOTP
D. Dynamic Host Configuration Protocol (DHCP)

Answer: B

NEW QUESTION 106
Which of the following would happen?

A. The PC sends a DNS query for 172. 17. 10. 1
B. The PC sends an ARP looking for the MAC address of 172. 17. 10. 4
C. The PC sends an ARP looking for the MAC address of 172. 17. 10. 1
D. The PC sends a DNS query for 172.17.10 4

Answer: B

NEW QUESTION 111
An application uses a proprietary protocol running over TCP
Which FS BIG-IP feature should the administrator use to modify the protocol?

A. SPDY
B. rewrite profile
C. TCP profile
D. iRules

Answer: D

NEW QUESTION 116
A company would like to create a web service for multiple data centers (US EU, ASia) where each data center uses the same IP address Requests will be routed
to the closest data center. Which address type is the appropriate solution?

A. Broadcast
B. Unicast
C. Anycast
D. Micest

Answer: C

NEW QUESTION 117
An Administrator enables HTTP keep alive. How does this affect the network?

A. HTTP connections will remain open longer
B. Fewer TCP connections will need to be opened
C. HTTP connections will close when the keep-alive times out
D. More TCP connections will need to be opened

Answer: B

Explanation: 
https //en wikipedia org/wiki/HTTPpersistentconnection

NEW QUESTION 119
A device needs to decrypt traffic and send unencrypted traffic to the web server. Which method should the BIG-IP Administrator use?

A. SSL Optimization
B. SSL Caching
C. SSL Termination
D. SSL Bridging

Answer: C

NEW QUESTION 122
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What is a benefit of configuring BIG-IP devicesin active-active high availabilitymode?

A. avoid Overload on the BIG-P system in theevent of a failover
B. allows full utilization of hardware purchased
C. reduces troubleshooting complexity
D. provides ability to upgrade a member of the pair without disruption

Answer: B

NEW QUESTION 127
ICMP is used by which command line tool?

A. curt
B. tcpdump
C. traceroute
D. nslookup

Answer: C

NEW QUESTION 131
ARP provides translation between which two address types?

A. IP addresses and hardware addresses
B. Hardware addresses and VLAN
C. VLAN and IP addresses
D. Hostnames and IP addresses

Answer: A

NEW QUESTION 134
A company deploys F5 load balancers to manage a large number of secure applications. The company manage certificates. Which F5 provides this functionality?

A. iHealthy
B. BIG-IQ
C. GTM
D. LTM

Answer: B

Explanation: 
htlps //devcentral (5 com/articles/what-is-big-iq-26702

NEW QUESTION 136
Which two destination pods should be used in a default active FTP Session? (Choose two)

A. UDP 20
B. TCP 20
C. TCP 22
D. TCP 21
E. UDP 21

Answer: BD

Explanation: 
https //slacksite.com/other/ftp html

NEW QUESTION 141
Wh.ch protocols .s used for control and sess.on establishment for streaming media?

A. RTP
B. RTSP
C. OTLS
D. SMB

Answer: A

Explanation: 
https://enwikipedia org/wiki/Real_Time_Streaming_Protocol

NEW QUESTION 143
A client needs to learn if a web server supports POST Which HTTP method is used?

A. OPTIONS
B. TRACE
C. LIST
D. GET
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Answer: A

Explanation: 
https //developer mozilla.org/en-US/docs/Web/HTTP/Methods/OPTION

NEW QUESTION 146
The BIG-IP device has the status of interface 2 1 as DOWN The BlG-IP Administrator. What is the likely reason for the status of the interface to be DOWN?

A. The interface 3/2/1 is UP on switch
B. The interface 2.1 is disabled on the BIG-IP device
C. The interface 3/2/1 is DOWN on switch
D. The interface 2. 1 is unpopulated on the BIG-IP device

Answer: C

NEW QUESTION 150
Which Datalink sublayer has the primary funcl.cn of proving node lo node flow and error control?

A. LLC
B. ARP
C. MAC
D. UDP

Answer: A

Explanation: 
hltps://en wikipedia org/wiki/Logical_link_control

NEW QUESTION 153
A web administrator has added content to a web application, but users are unable to access the new content What could be preventing them from accessing the
content?

A. The webapp uses negative security, and the attack signature is using an invalid regular expression
B. The webapp uses positive securit
C. and the nourishes database has not been updated
D. The webapp uses positive security, and the new content has not been defined as allowed behavior
E. The webapp uses negative securit
F. and the denial of service signatures have not been updated

Answer: C

NEW QUESTION 156
An administrator is given the IP Address of 192.168.100.124 and needs 64 subnets. How many hosts per network are allowed?

A. 4
B. 8
C. 6
D. 2

Answer: D

NEW QUESTION 158
The BIG IP device is connected to the same network as a server
Which communication protocol will the BIG IP device use to discover the link layer address of the server?

A. Ping
B. ICMP
C. RARP
D. ARP

Answer: D

NEW QUESTION 163
HTTP pool attached to a Virtual Server has three members Pool member A default HTTP monitor in red Pool member 6 custom HTTP monitor in green Pool
member C does not monitor
Which pool members participate in the load balancing?

A. Pool members A and C
B. Pool members A B and C
C. Pool members B and C
D. Pool members A and B

Answer: C

NEW QUESTION 167
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Which two OSI layers map lo IP subnetting and TCP window sizing functions? (Choose two)

A. Application
B. Data Link
C. Transport
D. Network Session

Answer: D

NEW QUESTION 168
ATP administrator recently added a new VLAN and needs to confirm that the BIG IP sees traffic on this VLAN. The VLAN is untagged on interface 1.1 and is
named VLAN704 in the BIG IP Configuration Unity.
Which tool should be used to generate a packet capture that shows all traffic on this VLAN?

A. netstat
B. map
C. tcpdump
D. ifconsfig

Answer: C

NEW QUESTION 172
An administrator needs to load balance connections to the application server with the lowest number of Which load balancing method meets these requirements?

A. Least Sessions
B. Ratio Least Connections (member)
C. Least Connections (member)
D. Least Connections (node)

Answer: D

Explanation: 
https:/support f5 com/csp/article/K9573

NEW QUESTION 173
An IPV6 clients tries to connect to http://myserver.com
Wh.cn type of DNS request should the client send to its configured server?

A. type MX
B. type AAAA
C. type NS
D. type A

Answer: B

NEW QUESTION 178
An administrator is currently designing the IP addressing scheme for a small company. They have been asked to use the 192. 168. 100 x block of addresses with a
/27 network prefix. How many networks and hosts per network will be available when using the 27-bit network prefix.

A. 255 networks each with 224 hosts
B. 30 networks each with 8 hosts
C. 8 networks each with 30 hosts
D. 27networks each with 30 hosts

Answer: C

NEW QUESTION 180
What does ICMP Time Exceeded'' mean?

A. The ping command exceeded the time limit.
B. The traceroute command exceeded the time limit
C. Remote host did not respond
D. TTL has reached zero

Answer: D

NEW QUESTION 183
Which protocol data unit (PDU) is associated with the OSI model’s Physical layer?

A. Frame
B. Datagram
C. Segment
D. Bit

Answer: D
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Explanation: 
https//en.wikipedia.org/wiki/Protocol data unit

NEW QUESTION 188
An administrator needs to lower .he amount of new TCP connections to help with network congest? How should the administrator accomplish this?

A. Use HTTP keep-alive
B. set a larger receive window
C. Enable delayed ACKs
D. use an indefinite timeout

Answer: A

NEW QUESTION 191
An application has a mix of both and short and long lived connections. Which algorithm would provide and event distributionof all connections across the pool?

A. Priority group activate
B. Least connections
C. Static ration
D. Round robin

Answer: B

NEW QUESTION 193
Layer 2 mapping information is announced by an interface without receiving a request for the mapping first. Which term describes this event?

A. ICMP
B. STP
C. gratuitous ARP
D. ARP

Answer: C

NEW QUESTION 197
How does file caching affect the web application?

A. It reduces the load on the web application
B. It speeds up traffic to the web application
C. It slows traffic to the web application
D. It increases the load on the web application

Answer: A

NEW QUESTION 200
Which device group type allows a BIG IP system to automatically become active in the event that the current active system fails?

A. Sync-active
B. sync-failover
C. sync-standby
D. sync-only

Answer: B

Explanation: 
The sync-failover group allows for failover of a traffic group. The sycn-only will synchronize ASM profiles and some other device information but does not deal with
traffic groups

NEW QUESTION 204
What is a primary benefit of employing a load balancer to manage traffic for an application?

A. It reduces the number of client connections
B. It provides a more uniform client experience
C. It allows easy scaling up of the application
D. It Reduces dropped connections

Answer: C

NEW QUESTION 208
At which layer of the OSJ model does the DNS resolution process occur?

A. Layer 7
B. Layer 4
C. Layer 2
D. Layer 3
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Answer: A

NEW QUESTION 213
If there are multiple applications authenticated against a single identity store, which technology solution will simplify access to all applications?

A. RADIUS
B. single sign on
C. multifactor authentication
D. LDAP

Answer: B

NEW QUESTION 215
An administrator is performing a capture from a lagged port on an Ethernet SWITCH.
Which OSI layer should be inspected to determine with which VLAN a datagram is associated?

A. Network layer
B. Data-link layer
C. Application layer
D. Transport layer

Answer: B

NEW QUESTION 216
An administrator needs to protect a web application from cross-site scripting (CSS) exploits. Which F5 protocol provide this functionality

A. ASM
B. APM
C. AFM
D. GTM

Answer: A

Explanation: 
https //devcentral f5.com/articIes/the-big-ip-application-security-managef-part-1-what-is-the-asm

NEW QUESTION 221
A new virtual server is being tested to replace http://myapp.mydomain.com. The original virtual server is still on use. And the new virtual server is on a different ip
address. What should be done to test this new virtual server using the fully quailed domain name for this application?

A. add a DNS record for the fully qualified domain name
B. add the fully qualified domain name to the browser cache
C. make an entry in the client host file
D. make an entry in the web server services file

Answer: C

NEW QUESTION 224
In a load balanced scenario which service would require persistence to function correctly?

A. Simple Mail Transport Protocol
B. DNS
C. Web-based email
D. HTTP

Answer: C

NEW QUESTION 225
in which scenario is a full proxy TCP connection required?

A. when SIP UP P load balancing is defined
B. when DNS load balancing is configured
C. when compression is enabled
D. when layer 3 load balancing is configured

Answer: C

NEW QUESTION 229
An administrator needs to deploy a VON solution that offers data integrity and origin authentication of IP packets. Which solution the administrator use?

A. IPSecVPN
B. PPTP
C. GRE
D. SSL VPN
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Answer: A

NEW QUESTION 233
Comment calculator DNS error SERVFAL. HTTP 404 and SMTP error 550 are all examples of which type of error?

A. Service
B. Application
C. Network
D. Session

Answer: B

NEW QUESTION 235
An administrator needs to rapidly deter e newly discovered security threat to a remote desktop application. Which F5 feature provides this functionality?

A. iRules
B. SSL profiles
C. Proxy SSL
D. SPDY

Answer: A

NEW QUESTION 236
A VoIP application requires that data payloads will NOT be fragmented. Which protocol controls network behavior in this situation?

A. RTSP
B. UDP
C. TCP
D. IP

Answer: A

NEW QUESTION 241
A BIG-IP administrator is interested in using some of the vCMP What should impact the administrator's decision?

A. vCMP is available on all F5 hardware platforms.
B. vCMP is only available on the virtual edition
C. vCMP is hardware independent
D. vCMP is only available on certain F5 platforms

Answer: D

NEW QUESTION 244
An administrator needs to connect a new device to a switched network. The interconnect must be both redundant and combined bandwidth than a single link
Which low-level protocol will help facilitate this?

A. Link Aggregation Control Protocol (LACP)
B. Link Allocation & Configuration Protocol (LACP)
C. Link Local Distribution Protocol (LLDP)
D. Link Layer Discovery Protocol (LDP)

Answer: A

NEW QUESTION 246
An administrator is updating private keys used for SSL encryption from 1024 to 2048 bits. Which possible effect should the administrator consider when performing
this activity?

A. The larger Key size will increase processing requirements
B. Some hardware will NOT support the 2048 key
C. Some certificate authorities will NOT support the 2048 key
D. The larger key sire will increase private key installation complexity

Answer: A

NEW QUESTION 250
An administrator needs to provide access to corporate resources for remote users. The administrator also needs to verify that the remote use has anti-virus
software installed. Which F5 product provides this functionality?

A. ASM
B. APM
C. AFM
D. TGM

Answer: B
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NEW QUESTION 253
If a workstation is configured with an address of 224 0.0.1 which functionality will it allow?

A. loopback to itself
B. broadcasting to the local subnet
C. multicasting to the local subnet
D. automatic private IP addressing

Answer: C

Explanation: 
https://en wikipedia org/wiki/Multicast_address

NEW QUESTION 254
In IPv4 the loopback IP is 127 0.0.1. or IPv6, what is the loopback address?

A. FEBO::1
B. FF8Q 0.0 : :1
C. 2001 :: 127 : : 1
D. : : 1

Answer: D

NEW QUESTION 255
Web application http://www example.com at 10.10.1.1.10 is unresponsive.
A recent change installed new firewalls in the network. Which command should be used to locate where data loss has occurred within the network?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 
Traceroute attempts to send ICMP-packets that expire further down the network and determine if a network device is responding or allowing traffic through.

NEW QUESTION 259
......
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