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NEW QUESTION 1

- (Topic 1)

The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained. Which of the
following documents would BEST support this?

A. An incident response plan
B. A business continuity plan
C. A change management policy
D. An acceptable use policy

Answer: C

Explanation:

A change management policy is a document that outlines the procedures and guidelines for making changes to a network or system, including how changes are
approved, tested, and implemented. By following a change management policy, organizations can ensure that unnecessary modifications to the network are not
permitted and version control is maintained. References:

? Network+ N10-008 Objectives: 1.6 Given a scenario, implement network configuration and change management best practices.

NEW QUESTION 2

- (Topic 1)

A network technician needs to ensure outside users are unable to telnet into any of the servers at the datacenter. Which of the following ports should be blocked
when checking firewall configuration?

A. 22
B. 23
C. 80
D. 3389
E. 8080

Answer: B

Explanation:

Port 23 should be blocked when checking firewall configuration to prevent outside users from telnetting into any of the servers at the datacenter. Port 23 is the
default port for Telnet, which is an insecure protocol that allows remote access to servers and network devices. Telnet sends data in clear text, which can be easily
intercepted and compromised by attackers. A more secure alternative is SSH, which uses port 22 and encrypts data. References:
https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13788-3.html

NEW QUESTION 3

- (Topic 1)

A website administrator is concerned the company’s static website could be defaced by hacktivists or used as a pivot point to attack internal systems. Which of the
following should a network security administrator recommend to assist with detecting these activities?

A. Implement file integrity monitoring.
B. Change the default credentials.

C. Use SSL encryption.

D. Update the web-server software.

Answer: A

Explanation:

Implementing file integrity monitoring (FIM) would assist with detecting activities such as website defacement or internal system attacks. FIM is a process that
monitors and alerts on changes to files or directories that are critical for security or functionality. FIM can help detect unauthorized modifications, malware
infections, data breaches, or configuration errors. FIM can also help with compliance and auditing requirements. References: https://www.tripwire.com/state-of-
security/security-data-protection/cyber-security/what-is-file-integrity-monitoring/

NEW QUESTION 4
- (Topic 1)
Which of the following BEST describes a network appliance that warns of unapproved devices that are accessing the network?

A. Firewall

B. AP

C. Proxy server
D. IDS

Answer: D

Explanation:

IDS stands for intrusion detection system, which is a network appliance that monitors network traffic and alerts administrators of any suspicious or malicious
activity. An IDS can warn of unapproved devices that are accessing the network by detecting anomalies, signatures, or behaviors that indicate unauthorized
access attempts or attacks. References: https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-exam-objectives-(2-0),
https://www.cisco.com/c/en/us/products/security/what-is-an-intrusion-detection-system-ids.html

NEW QUESTION 5
- (Topic 1)
A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to the ISP?

A. Coaxial
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B. Single-mode fiber
C. Cat 6e
D. Multimode fiber

Answer: A

Explanation:

Coaxial cable is a type of cable that consists of a central copper conductor surrounded by an insulating layer and a braided metal shield. Coaxial cable is
commonly used to connect a cable modem to an ISP by transmitting data over cable television networks. Coaxial cable can support high bandwidth and long
distances with minimal interference or attenuation. References: https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-exam-
objectives-(2-0), https://www.techopedia.com/definition/4027/coaxial-cable

NEW QUESTION 6

- (Topic 1)

A company built a new building at its headquarters location. The new building is connected to the company’s LAN via fiber-optic cable. Multiple users in the new
building are unable to access the company’s intranet site via their web browser, but they are able to access internet sites. Which of the following describes how
the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address

C. Correct the NTP server settings on the clients

D. Correct a TFTP Issue on the company’s server

Answer: A

Explanation:

If multiple users in a new building are unable to access the company’s intranet site via their web browser but are able to access internet sites, the network
administrator can resolve this issue by correcting the DNS server entries in the DHCP scope. The DHCP scope is responsible for assigning IP addresses and DNS
server addresses to clients. If the DNS server entries are incorrect, clients will not be able to access intranet sites.

References:

? CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 4: Network Implementations, Objective 4.4: Explain the purpose and
properties of DHCP.

NEW QUESTION 7

- (Topic 1)

A technician is deploying a new switch model and would like to add it to the existing network monitoring software. The technician wants to know what metrics can
be gathered from a given switch. Which of the following should the technician utilize for the switch?

A. MIB

B. Trap

C. Syslog
D. Audit log

Answer: A

Explanation:

To determine what metrics can be gathered from a given switch, a technician should utilize the Management Information Base (MIB). The MIB is a database of
network management information that is used to manage and monitor network devices. It contains information about device configuration, status, and
performance. References: Network+ Certification Study Guide, Chapter 5: Network Security

NEW QUESTION 8
- (Topic 1)
Which of the following is MOST likely to generate significant East-West traffic in a datacenter?

A. A backup of a large video presentation to cloud storage for archival purposes

B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access

D. A query from an IoT device to a cloud-hosted server for a firmware update

Answer: B

Explanation:

East-West traffic refers to data flows between servers or devices within the same datacenter. When a hosted virtual server is duplicated to another physical server
for redundancy, it generates significant East-West traffic as the data is replicated between the two servers. References:

? Network+ N10-008 Objectives: 3.3 Given a scenario, implement secure network architecture concepts.

NEW QUESTION 9

- (Topic 1)

A network administrator discovers that users in an adjacent building are connecting to the company’s guest wireless network to download inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels

C. Enable wireless client isolation

D. Enable wireless port security

Answer: A

Explanation:
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Reducing the wireless power levels can limit the range of the guest wireless network and prevent users in an adjacent building from connecting to it. Adjusting the
wireless channels or enabling wireless client isolation will not affect the signal strength or coverage of the guest network. Enabling wireless port security will not
work on a guest network that does not use authentication or MAC address filtering. References: CompTIA Network+ Certification Exam Objectives Version 2.0
(Exam Number: N10-006), Domain 2.0 Network Operations, Objective 2.5 Given a scenario, implement appropriate wireless configuration settings; Guest WiFi
Security - Cisco Umbrella

NEW QUESTION 10

- (Topic 1)

A network technician is manually configuring the network settings for a new device and is told the network block is 192.168.0.0/20. Which of the following subnets
should the technician use?

A. 255.255.128.0
B. 255.255.192.0
C. 255.255.240.0
D. 255.255.248.0

Answer: C

Explanation:

A subnet mask is a binary number that indicates which bits of an IP address belong to the network portion and which bits belong to the host portion. A slash
notation (/n) indicates how many bits are used for the network portion. A /20 notation means that 20 bits are used for the network portion and 12 bits are used for
the host portion. To convert /20 to a dotted decimal notation, we need to write 20 ones followed by 12 zeros in binary and then divide them into four octets
separated by dots. This gives us 11111111.11111111.11110000.00000000 or 255.255.240.0 in decimal. References:
https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-exam-objectives-(2-0), https://www.techopedia.com/definition/950/subnet-
mask

NEW QUESTION 10

- (Topic 1)

Which of the following types of devices can provide content filtering and threat protection,
and manage multiple IPSec site-to-site connections?

A. Layer 3 switch

B. VPN headend

C. Next-generation firewall
D. Proxy server

E. Intrusion prevention

Answer: C

Explanation:
Next-generation firewalls can provide content filtering and threat protection, and can manage multiple IPSec site-to-site connections. References: CompTIA
Network+ Certification Study Guide, Chapter 5: Network Security.

NEW QUESTION 14
- (Topic 1)
Which of the following systems would MOST likely be found in a screened subnet?

A. RADIUS
B. FTP

C. SQL

D. LDAP

Answer: B

Explanation:

FTP (File Transfer Protocol) is a system that would most likely be found in a screened subnet. A screened subnet, or triple-homed firewall, is a network
architecture where a single firewall is used with three network interfaces. It provides additional protection from outside cyber attacks by adding a perimeter network
to isolate or separate the internal network from the public-facing internetl. A screened subnet typically hosts systems that need to be accessed by both internal
and external users, such as web servers, email servers, or FTP servers. References: https://www.techtarget.com/searchsecurity/definition/screened-
subnet#:~:text=A%20screened%20subnet%2C%200r%20triple-homed%20firewall%2C%?20refers%20to,a%20perimeter%20network%20t0%20isolate %20
or%20separate%20the 1

NEW QUESTION 19

- (Topic 1)

A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following
information:
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Metric Value

Last cleared 7 minutes, 34 seconds
# of packets output | 6915

# of packets input 270

CRCs 183

Giants 0

Runts 0

Multicasts 14

Which of the following metrics confirms there is a cabling issue?

A. Last cleared

B. Number of packets output
C.CRCs

D. Giants

E. Multicasts

Answer: C

Explanation:

CRC stands for Cyclic Redundancy Check, and it is a type of error-detecting code used to detect accidental changes to raw data. If the CRC count is increasing
on a particular interface, it indicates that there might be an issue with the cabling, which is causing data corruption. References:

? Network+ N10-008 Objectives: 2.1 Given a scenario, troubleshoot common physical connectivity issues.

NEW QUESTION 20

- (Topic 1)

A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified) cable to create a crossover connection
that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Answer: D

Explanation:

MDIX (medium-dependent interface crossover) is a feature that allows network devices to automatically detect and configure the appropriate cabling type,
eliminating the need for crossover cables. By enabling MDIX on the switches, a technician can use the original Cat 6 cable to create a crossover connection.
References: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

NEW QUESTION 22

- (Topic 1)

A network administrator is designing a new datacenter in a different region that will need to communicate to the old datacenter with a secure connection. Which of
the following access methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell

C. In-band connection

D. Site-to-site VPN

Answer: D

Explanation:
Site-to-site VPN provides the best security for connecting a new datacenter to an old one because it creates a secure tunnel between the two locations, protecting
data in transit. References: CompTIA Network+ Certification Study Guide, Chapter 5: Network Security.

NEW QUESTION 25

- (Topic 1)

A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the person to the security
desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Answer: B
Explanation:
Tailgating is a physical security attack where an unauthorized person follows an authorized person into a restricted area without proper identification or

authorization. The network administrator prevented this attack by stopping and directing the person to the security desk. References: CompTIA Network+
Certification Exam Objectives Version 2.0 (Exam Number: N10-006), Domain 3.0 Network Security, Objective 3.1 Compare and contrast risk-related concepts.
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NEW QUESTION 29
- (Topic 1)
Which of the following TCP ports is used by the Windows OS for file sharing?

A. 53
B. 389
C. 445
D. 1433

Answer: C

Explanation:

TCP port 445 is used by the Windows OS for file sharing. It is also known as SMB (Server Message Block) or CIFS (Common Internet File System) and allows
users to access files, printers, and other shared resources on a network. References: https://docs.microsoft.com/en-us/windows-server/storage/file-
server/troubleshoot/detect-enable-and-disable-smbv1-v2-v3

NEW QUESTION 34
- (Topic 1)
Which of the following ports is commonly used by VoIP phones?

A. 20
B. 143
C. 445
D. 5060

Answer: D

Explanation:

TCP/UDP port 5060 is commonly used by VolP phones. It is the default port for SIP (Session Initiation Protocol), which is a signaling protocol that establishes,
modifies, and terminates multimedia sessions over IP networks. SIP is widely used for VolP applications such as voice and video calls. References:
https://www.voip-info.org/session- initiation-protocol/

NEW QUESTION 36
- (Topic 1)
Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A. SSO

B. TACACS+

C. Zero Trust

D. Separation of duties

E. Multifactor authentication

Answer: B

Explanation:

TACACS+ (Terminal Access Controller Access Control System Plus) can be used to centrally manage credentials for various types of administrative privileges on
configured network devices. This protocol separates authentication, authorization, and accounting (AAA) functions, providing more granular control over access to
network resources.

References:

? Network+ N10-007 Certification Exam Objectives, Objective 4.2: Given a scenario, implement secure network administration principles.

NEW QUESTION 38

- (Topic 1)

A company hired a technician to find all the devices connected within a network. Which of the following software tools would BEST assist the technician in
completing this task?

A. IP scanner

B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

Answer: A

Explanation:
To find all devices connected within a network, a technician can use an IP scanner. An IP scanner sends a ping request to all IP addresses within a specified
range and then identifies the active devices that respond to the request.

NEW QUESTION 43

- (Topic 1)

A technician needs to configure a Linux computer for network monitoring. The technician has the following information:
Linux computer details:

Interface IP address MAC address
eth( 10.1.2.24 Al:B2:C3:F4:E5:Dé6

Switch mirror port details:
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Interface [P address MAC address
ethl 10.1.23 Al:B2:C3:D4:E5:F6

After connecting the Linux computer to the mirror port on the switch, which of the following commands should the technician run on the Linux computer?

A. ifconfig ecthO promisc

B. ifconfig ethl up

C. ifconfig eth0 10.1.2.3

D. ifconfig ethl hw ether A1:B2:C3:D4:E5:F6

Answer: A

Explanation:
The ifconfig ethO promisc command should be run on the Linux computer to enable promiscuous mode, which allows the computer to capture all network traffic
passing through the switch mirror port. References: CompTIA Network+ Certification Study Guide, Chapter 7: Network Devices.

NEW QUESTION 48
- (Topic 1)
At which of the following OSI model layers would a technician find an IP header?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4

Answer: C

Explanation:

An IP header can be found at the third layer of the OSI model, also known as the network layer. This layer is responsible for logical addressing, routing, and
forwarding of data packets.

References:

? CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 2: Network Models, p. 82

NEW QUESTION 49
- (Topic 1)
Which of the following provides redundancy on a file server to ensure the server is still connected to a LAN even in the event of a port failure on a switch?

A. NIC teaming
B. Load balancer
C. RAID array

D. PDUs

Answer: A

Explanation:

NIC teaming, also known as network interface card teaming or link aggregation, allows multiple network interface cards to be grouped together to provide
redundancy and increased throughput. In the event of a port failure on a switch, NIC teaming ensures that the file server remains connected to the LAN by
automatically switching to another network interface card.

References: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

NEW QUESTION 50

- (Topic 1)

A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP
B. SSH
C.FTP
D. DNS

Answer: A

Explanation:

RDP (Remote Desktop Protocol) is the best option for a network technician to use when installing new software on a Windows-based server in a different
geographical location. This protocol allows the technician to connect to the server remotely and control it as if they were physically present.

References:

? Network+ N10-007 Certification Exam Objectives, Objective 2.2: Given a scenario, implement the appropriate network-based security and troubleshoot common
connectivity issues.

NEW QUESTION 53

- (Topic 1)

A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will the administrator
MOST likely start to troubleshoot?

A. Layer 1

B. Layer 2
C. Layer 3
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D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7

Answer: A

Explanation:

CRC errors are cyclic redundancy check errors that occur when data is corrupted during transmission. CRC errors are usually caused by physical layer issues
such as faulty cables, connectors, ports, or interference. The network administrator will most likely start to troubleshoot at layer 1 of the OSI model, which is the
physical layer that deals with the transmission of bits over a medium. References: CompTIA Network+ Certification Exam Objectives Version 2.0 (Exam Number:
N10-006), Domain 4.0 Network Troubleshooting and Tools, Objective 4.1 Given a scenario, implement network troubleshooting methodology.

NEW QUESTION 58

SIMULATION - (Topic 1)

You are tasked with verifying the following requirements are met in order to ensure network security.
Requirements: Datacenter

Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic

Building A

Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide devices to support 5 additional different office users Add an additional mobile user

Replace the Telnet server with a more secure solution Screened subnet

Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide a server to handle external 80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.

Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Screened Subnet devices — Web server, FTP server

Building A devices — SSH server top left, workstations on all 5 on the right, laptop on bottom left
DataCenter devices — DNS server.
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NEW QUESTION 62
- (Topic 1)

Web Sener
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A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Which of the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted
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C. Channel overlap is occurring
D. The RSSI is misreported

Answer: C

Explanation:

Channel overlap is a common cause of wireless connectivity issues, especially in high-density environments where multiple APs are operating on the same or
adjacent frequencies. Channel overlap can cause interference, signal degradation, and performance loss for wireless devices. The AP association time, EIRP, and
RSSI are not likely to cause frequent disconnects and reconnects for wireless users.

NEW QUESTION 66

- (Topic 1)

After the A record of a public website was updated, some visitors were unable to access the website. Which of the following should be adjusted to address the
issue?

A.TTL
B. MX

C. TXT
D. SOA

Answer: A

Explanation:

TTL (Time To Live) should be adjusted to address the issue of some visitors being unable to access the website after the A record was updated. TTL is a value
that specifies how long a DNS record should be cached by DNS servers and clients before it expires and needs to be refreshed. If the TTL is too high, some DNS
servers and clients may still use the old A record that points to the previous IP address of the website, resulting in connection failures. By lowering the TTL, the
DNS servers and clients will update their cache more frequently and use the new A record that points to the current IP address of the website. References:
https://www.cloudflare.com/learning/dns/dns-records/dns-ttl/

NEW QUESTION 71

- (Topic 1)

Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility at the same time. Which of the following
allows the enforcement of this policy?

A. Motion detection

B. Access control vestibules
C. Smart lockers

D. Cameras

Answer: B

Explanation:

The most effective security mechanism against physical intrusions due to stolen credentials would likely be a combination of several of these options. However, of
the options provided, the most effective security mechanism would probably be an access control vestibule. An access control vestibule is a secure area that is
located between the outer perimeter of a facility and the inner secure area. It is designed to provide an additional layer of security by requiring that individuals pass
through a series of security checks before being allowed access to the secure area. This could include biometric authentication, access card readers, and motion
detection cameras.

Access control vestibules allow the enforcement of the policy that access to a datacenter should be individually recorded by a card reader even when multiple
employees enter the facility at the same time. An access control vestibule is a physical security device that consists of two doors with an interlocking mechanism.
Only one door can be opened at a time, and only one person can pass through each door. This prevents tailgating or piggybacking, where unauthorized persons
follow authorized persons into a secure area. An access control vestibule can also be integrated with a card reader or other authentication system to record each
individual’s access. References: https://www.boonedam.us/blog/what-are-access-control-vestibules

NEW QUESTION 72

- (Topic 1)

An IT director is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate requirements, the director set
up two different datacenters across the country that will stay current on data and applications. In the event of an outage, the company can immediately switch from
one datacenter to another. Which of the following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Answer: E

Explanation:

A hot site is a fully redundant site that can take over operations immediately if the primary site goes down. In this scenario, the company has set up two different
datacenters across the country that are current on data and applications, and they can immediately switch from one datacenter to another in case of an outage.
References:

? Network+ N10-008 Objectives: 1.5 Compare and contrast disaster recovery concepts and methodologies.

NEW QUESTION 73

- (Topic 1)

A network administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A. VIP
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B. NAT

C. APIPA

D. IPv6 tunneling
E. Broadcast IP

Answer: A

Explanation:

A virtual IP (VIP) address must be configured to ensure connectivity during a failover. A VIP address is a single IP address that is assigned to a group of servers
or network devices. When one device fails, traffic is automatically rerouted to the remaining devices, and the VIP address is reassigned to the backup device,
allowing clients to continue to access the service without interruption.

References:

? CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 6: Network Servers, p. 300

NEW QUESTION 76

- (Topic 1)

A technician wants to deploy a new wireless network that comprises 30 WAPs installed throughout a three-story office building. All the APs will broadcast the same
SSID for client access. Which of the following BEST describes this deployment?

A. Extended service set

B. Basic service set

C. Unified service set

D. Independent basic service set

Answer: A

Explanation:

An extended service set (ESS) is a wireless network that consists of multiple access points (APs) that share the same SSID and are connected by a wired
network. An ESS allows wireless clients to roam seamlessly between different APs without losing connectivity. A basic service set (BSS) is a wireless network that
consists of a single AP and its associated clients. An independent basic service set (IBSS) is a wireless network that consists of a group of clients that
communicate directly without an AP. A unified service set is not a standard term for a wireless network. References: https://partners.comptia.org/docs/default-
source/resources/comptia-network-n10-008- exam-objectives-(2-0), https://en.wikipedia.org/wiki/Service_set (802.11_network)

NEW QUESTION 81

- (Topic 2)

A network administrator is required to ensure that auditors have read-only access to the system logs, while systems administrators have read and write access to
the system logs, and operators have no access to the system logs. The network administrator has configured security groups for each of these functional
categories. Which of the following security capabilities will allow the network administrator to maintain these permissions with the LEAST administrative effort?

A. Mandatory access control
B. User-based permissions
C. Role-based access

D. Least privilege

Answer: C

Explanation:

Role-based access is a security capability that assigns permissions to users based on their roles or functions within an organization. It allows the network
administrator to maintain these permissions with the least administrative effort, as they only need to configure the security groups for each role once and then
assign users to those groups. Mandatory access control is a security capability that assigns permissions based on security labels or classifications, which requires
more administrative effort to maintain. User-based permissions are a security capability that assigns permissions to individual users, which is not scalable or
efficient for large organizations. Least privilege is a security principle that states that users should only have the minimum level of access required to perform their
tasks, which is not a security capability by itself.

NEW QUESTION 83

- (Topic 2)

A business is using the local cable company to provide Internet access. Which of the following types of cabling will the cable company MOST likely use from the
demarcation point back to the central office?

A. Multimode
B. Cat 5e

C. RG-6
D.Cat6

E. 100BASE-T

Answer: C

Explanation:

RG-6 is a type of coaxial cable that is commonly used by cable companies to provide Internet access from the demarcation point back to the central office. It has a
thicker conductor and better shielding than RG-59, which is another type of coaxial cable. Multimode and Cat 5e are types of fiber optic and twisted pair cables
respectively, which are not typically used by cable companies. Cat 6 and 100BASE-T are standards for twisted pair cables, not types of cabling.

NEW QUESTION 87

- (Topic 2)

A network administrator is setting up several loT devices on a new VLAN and wants to accomplish the following
* 1. Reduce manual configuration on each system

* 2. Assign a specific IP address to each system

* 3. Allow devices to move to different switchports on the same VLAN

Which of the following should the network administrator do to accomplish these requirements?
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A. Set up a reservation for each device

B. Configure a static IP on each device

C. Implement private VLANSs for each device

D. Use DHCP exclusions to address each device

Answer: A

Explanation:

A reservation is a feature of DHCP that assigns a specific IP address to a device based on its MAC address. This way, the device will always receive the same IP
address from the DHCP server, regardless of its location or connection time. A network administrator can set up a reservation for each loT device to accomplish
the requirements of reducing manual configuration, assigning a specific IP address, and allowing devices to move to different switchports on the same VLAN.
References: https://www.comptia.org/blog/what-is-dhcp

NEW QUESTION 90
- (Topic 2)
Given the following output:
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Which of the following attacks is this MOST likely an example of?

A. ARP poisoning
B. VLAN hopping
C. Rogue access point
D. Amplified DoS

Answer: A

Explanation:

The output is most likely an example of an ARP poisoning attack. ARP poisoning, also known as ARP spoofing, is a type of attack that exploits the ARP protocol
to associate a malicious device’'s MAC address with a legitimate IP address on a local area network. This allows the attacker to intercept, modify, or redirect
network traffic between two devices without their knowledge. The output shows that there are multiple entries for the same IP address (192.168.1.1) with different
MAC addresses in the ARP cache of the device. This indicates that an attacker has sent fake ARP replies to trick the device into believing that its MAC address is
associated with the IP address of another device (such as the default gateway). References: https://www.cisco.com/c/en/us/about/security-center/arp-
spoofing.html

NEW QUESTION 91

- (Topic 2)

A wireless network was installed in a warehouse for employees to scan crates with a wireless handheld scanner. The wireless network was placed in the corner of
the building near the ceiling for maximum coverage However users in the offices adjacent lo the warehouse have noticed a large amount of signal overlap from the
new network Additionally warehouse employees report difficulty connecting to the wireless network from the other side of the building; however they have no
issues when lhey are near the antenna Which of the following is MOST likely the cause?

A. The wireless signal is being refracted by the warehouse's windows

B. The antenna's power level was set too high and is overlapping

C. An omnidirectional antenna was used instead of a unidirectional antenna
D. The wireless access points are using channels from the 5GHz spectrum

Answer: C

Explanation:

An omnidirectional antenna was used instead of a unidirectional antenna, which is most likely the cause of the wireless network issues. An omnidirectional
antenna provides wireless coverage in all directions from the antenna, which can cause signal overlap with adjacent offices and interference with other wireless
networks. A unidirectional antenna, on the other hand, provides wireless coverage in a specific direction from the antenna, which can reduce signal overlap and
interference and increase signal range and quality. A unidirectional antenna would be more suitable for a warehouse environment where users are located on one
side of the buildingl. References: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/82068-omni-vs-direct.html 1

NEW QUESTION 93

- (Topic 2)

The following instructions were published about the proper network configuration for a videoconferencing device:
"Configure a valid static RFC1918 address for your network. Check the option to use a connection over NAT."
Which of the following is a valid IP address configuration for the device?

A. FE80::1

B. 100.64.0.1
C. 169.254.1.2
D. 172.19.0.2
E. 224.0.0.12

Answer: D
Explanation:

172.19.0.2 is a valid IP address configuration for the device that uses a static RFC1918 address for the network and allows for a connection over NAT (Network
Address Translation). RFC1918 addresses are private IP addresses that are not routable on the public Internet and are used for internal networks. The RFC1918
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address ranges are 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. NAT is a technique that translates private IP addresses to public IP addresses when
communicating with external networks, such as the Internet. FE80::1 is an IPv6 link-local address that is not a static RFC1918 address and does not allow for a
connection over NAT. 100.64.0.1 is an IPv4 address that belongs to the shared address space range (100.64.0.0/10) that is used for carrier-grade NAT (CGN)
between service providers and subscribers, which is not a static RFC1918 address and does not allow for a connection over NAT. 169.254.1.2 is an IPv4 link-local
address that is automatically assigned by a device when it cannot obtain an IP address from a DHCP server or manual configuration, which is not a static
RFC1918 address and does not allow for a connection over NAT. 224.0.0.12 is an IPv4 multicast address that is used for VRRP (Virtual Router Redundancy
Protocol), which is not a static RFC1918 address and does not allow for a connection over NAT.

NEW QUESTION 95

- (Topic 2)

An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

0

.5
.7
.1
.15

o0 ®>

Answer: C

Explanation:

10 additional network connections are needed to transition from a star to a full-mesh topology. A star topology is a network topology where each device is
connected to a central device, such as a switch or a hub. A full-mesh topology is a network topology where each device is directly connected to every other device.
The number of connections needed for a full-mesh topology can be calculated by the formula n(n-1)/2, where n is the number of devices. In this case, there are six
devices (one core and five distribution switches), so the number of connections needed for a full-mesh topology is 6(6-1)/2 = 15. Since there are already five
connections in the star topology (one from each distribution switch to the core switch), the number of additional connections needed is 15 - 5 = 10. References:
https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol- rip/13788-3.html

NEW QUESTION 100

- (Topic 2)

A network technician is investigating an issue with handheld devices in a warehouse. Devices have not been connecting to the nearest APs, but they have been
connecting to an AP on the far side of the warehouse. Which of the following is the MOST likely cause of this issue?

A. The nearest APs are configured for 802.11g.

B. An incorrect channel assignment is on the nearest APs.
C. The power level is too high for the AP on the far side.
D. Interference exists around the AP on the far side.

Answer: C

Explanation:

The power level is a setting that determines how strong the wireless signal is from an access point (AP). If the power level is too high for an AP on the far side of a
warehouse, it can cause interference and overlap with other APs on the same channel or frequency. This can result in handheld devices not connecting to the
nearest APs, but connecting to the AP on the far side instead. A technician should adjust the power level of the AP on the far side to reduce interference and
improve connectivity. References:

https://www.comptia.org/blog/what-is-power-level

NEW QUESTION 105

- (Topic 2)

A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: C

Explanation:

A wireless controller would be able to handle the requirement of implementing a large number of WAPs throughout the building and allowing users to move
around without dropping their connections. A wireless controller is a device that centrally manages and configures multiple wireless access points (WAPS) on a
network. It can provide features such as load balancing, roaming, security, QoS, and monitoring for the wireless network. A wireless controller can also support
wireless mesh networks, where some WAPSs act as relays for other WAPs to extend the wireless coverage. References:
https://www.cisco.com/c/en/us/products/wireless/wireless-lan-controller/index.html

NEW QUESTION 108

- (Topic 2)

A network requirement calls for segmenting departments into different networks. The campus network is set up with users of each department in multiple buildings.
Which of the following should be configured to keep the design simple and efficient?

A. MDIX

B. Jumbo frames
C. Port tagging
D. Flow control

Answer: C

Explanation:
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Port tagging is a technique that involves adding a tag or identifier to the frames or packets that belong to a certain VLAN. A VLAN is a logical segment of a
network that isolates traffic between different groups of devices. Port tagging allows devices on different physical ports or switches to communicate with each other
as if they were on the same port or switch. Port tagging can help keep the design simple and efficient by reducing the number of physical ports and switches
needed to segment departments into different networks. References: https://www.comptia.org/blog/what-is-port-tagging

NEW QUESTION 113
- (Topic 2)
A user is having difficulty with video conferencing and is looking for assistance. Which of the following would BEST improve performance?

A. Packet shaping
B. Quality of service
C. Port mirroring

D. Load balancing

Answer: B

Explanation:

Quality of service (QoS) is a mechanism that prioritizes network traffic based on different criteria, such as application type, source and destination address, port
number, etc., and allocates bandwidth and resources accordingly. QoS would best improve performance for video conferencing, as it would ensure that video
traffic gets higher priority and lower latency than other types of traffic on the network. Packet shaping is a technique that controls the rate or volume of network
traffic by delaying or dropping packets that exceed certain thresholds or violate certain policies, which may not improve performance for video conferencing if it
causes packet loss or jitter. Port mirroring is a technique that copies traffic from one port to another port on a switch for monitoring or analysis purposes, which
does not improve performance for video conferencing at all. Load balancing is a technique that distributes network traffic across multiple servers or devices for
improved availability and scalability, which does not

NEW QUESTION 116

- (Topic 2)

A network administrator decided to use SLAAC in an extensive IPv6 deployment to alleviate IP address management. The devices were properly connected into
the LAN but autoconfiguration of the IP address did not occur as expected. Which of the following should the network administrator verify?

A. The network gateway is configured to send router advertisements.

B. A DHCP server is present on the same broadcast domain as the clients.
C. The devices support dual stack on the network layer.

D. The local gateway supports anycast routing.

Answer: A

Explanation:

SLAAC (Stateless Address Autoconfiguration) is a method for IPv6 devices to automatically configure their IP addresses based on the network prefix advertised
by a router. The router sends periodic router advertisements (RAs) that contain the network prefix and other parameters for the devices to use. If the network
gateway is not configured to send RAs, then SLAAC will not work. A DHCP server is not needed for SLAAC, as the devices generate their own addresses without
relying on a server. Dual stack and anycast routing are not related to SLAAC.

NEW QUESTION 121

- (Topic 2)

A network technician is configuring a new firewall for a company with the necessary access requirements to be allowed through the firewall. Which of the following
would normally be applied as the LAST rule in the firewall?

A. Secure SNMP
B. Port security

C. Implicit deny

D. DHCP snooping

Answer: C

Explanation:

Implicit deny is a firewall rule that blocks all traffic that is not explicitly allowed by other rules. Implicit deny is usually applied as the last rule in the firewall to
ensure that only the necessary access requirements are allowed through the firewall and that any unwanted or malicious traffic is rejected. Implicit deny can also
provide a default security policy and a baseline for auditing and logging purposes.

Secure SNMP is a protocol that allows network devices to send event messages to a centralized server or console for logging and analysis. Secure SNMP can be
used to monitor and manage the status, performance, and configuration of network devices. Secure SNMP can also help to detect and respond to potential
problems or faults on the network. However, secure SNMP is not a firewall rule; it is a network management protocol.

Port security is a feature that allows a switch to restrict the devices that can connect to a specific port based on their MAC addresses. Port security can help to
prevent unauthorized access, spoofing, or MAC flooding attacks on the switch. However, port security is not a firewall rule; it is a switch feature.

DHCP snooping is a feature that allows a switch to filter DHCP messages and prevent rogue DHCP servers from assigning IP addresses to devices on the
network. DHCP snooping can help to prevent IP address conflicts, spoofing, or denial-of-service attacks on the network. However, DHCP snooping is not a firewall
rule; it is a switch feature.

NEW QUESTION 123

- (Topic 2)

A network technician is investigating an IP phone that does not register in the VolP system Although it received an IP address, it did not receive the necessary
DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion
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Answer: A

Explanation:

A VLAN mismatch is the most likely reason why an IP phone does not receive the necessary DHCP options for registration. A VLAN mismatch occurs when a
device is connected to a switch port that belongs to a different VLAN than the device’s intended VLAN. This can cause communication problems or prevent
access to network resources. For example, if an IP phone is connected to a switch port that belongs to the data VLAN instead of the voice VLAN, it may not
receive the DHCP options that contain information such as the TFTP server address, the NTP server address, or the default gateway address for the voice VLAN.
These DHCP options are essential for the IP phone to register with the VolP system and function properly. References:
https://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified- communications-manager-callmanager/13979-dhcp-option-150-00.html

NEW QUESTION 125

- (Topic 2)

A local firm has hired a consulting company to clean up its IT infrastructure. The consulting company notices remote printing is accomplished by port forwarding via
publicly accessible IPs through the firm's firewall Which of the following would be the MOST appropriate way to enable secure remote printing?

A. SSH
B. VPN
C. Telnet
D. SSL

Answer: B

Explanation:

VPN (Virtual Private Network) is the most appropriate way to enable secure remote printing. VPN is a technology that creates a secure and encrypted tunnel over
a public network such as the Internet. It allows remote users or sites to access a private network as if they were directly connected to it. VPN can be used for
various purposes such as accessing corporate resources, bypassing geo-restrictions, or enhancing privacy and security. VPN can also be used for remote printing
by allowing users to connect to a printer on the private network and send print jobs securely over the VPN tunnel. References:
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation- ike-protocols/14106-how-vpn-works.html

NEW QUESTION 129

- (Topic 2)

An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which
of the following should be used in place of these devices to prevent future attacks?

A. A network tap

B. A proxy server

C. AUTM appliance
D. A content filter

Answer: C

Explanation:

A UTM appliance stands for Unified Threat Management appliance, which is a device that combines multiple security functions into one solution. A UTM appliance
can provide firewall, IDS/IPS, antivirus, VPN, web filtering, and other security features. A network technician can use a UTM appliance in place of an edge firewall
and an IDS to prevent future attacks, as a UTM appliance can block malicious traffic and detect and respond to intrusions more effectively. References:
https://www.comptia.org/blog/what-is- utm

NEW QUESTION 132

- (Topic 2)

A technician is connecting DSL for a new customer. After installing and connecting the on- premises equipment, the technician verifies DSL synchronization. When
connecting to a workstation, however, the link LEDs on the workstation and modem do not light up. Which of the following should the technician perform during
troubleshooting?

A. Identify the switching loops between the modem and the workstation.
B. Check for asymmetrical routing on the modem.

C. Look for a rogue DHCP server on the network.

D. Replace the cable connecting the modem and the workstation.

Answer: D

Explanation:

If the link LEDs on the workstation and modem do not light up when connecting to a workstation, it could indicate a problem with the cable connecting them. The
cable could be damaged, defective, or incompatible with the devices. A technician should replace the cable with a known good one and check if the link LEDs light
up. If not, the problem could be with the network interface cards (NICs) on the workstation or modem. References: https://www.comptia.org/blog/what-is-link-light

NEW QUESTION 135
- (Topic 2)
Which of the following security devices would be BEST to use to provide mechanical access control to the MDF/IDF?

A. A smart card

B. A key fob

C. An employee badge
D. A door lock

Answer: D

Explanation:
A door lock would be the best security device to use to provide mechanical access control to the MDF/IDF. A door lock is a device that prevents unauthorized
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access to a physical area by requiring a key, a code, a card, a biometric scan, or a combination of these factors to open it. A door lock can provide mechanical
access control to the MDF/IDF, which are rooms that house network equipment such as switches, routers, servers, or patch panels. A door lock can prevent
unauthorized persons from tampering with or stealing the network equipment or data. References:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCIn fra_6.html

NEW QUESTION 139

- (Topic 2)

A small, family-run business uses a single SOHO router to provide Internet and WiFi to its

employees At the start of a new week, employees come in and find their usual WiFi network is no longer available, and there is a new wireless network to which
they cannot connect. Given that information, which of the following should have been done to avoid this situation’

A. The device firmware should have been kept current.
B. Unsecure protocols should have been disabled.

C. Parental controls should have been enabled

D. The default credentials should have been changed

Answer: D

Explanation:

The default credentials are the username and password that come with a device or service when it is first installed or configured. They are often easy to guess or
find online, which makes them vulnerable to unauthorized access or attacks. The default credentials should be changed to something unique and strong as soon
as possible to avoid this situation. If the default credentials were not changed, someone could have accessed the SOHO router and changed the WiFi settings
without the employees’ knowledge. References: https://www.comptia.org/blog/network-security-basics-6-easy- ways-to-protect-your-network

NEW QUESTION 141

- (Topic 2)

A user recently made changes to a PC that caused it to be unable to access websites by both FQDN and IP Local resources, such as the file server remain
accessible. Which of the following settings did the user MOST likely misconfigure?

A. Static IP

B. Default gateway
C. DNS entries

D. Local host file

Answer: B

Explanation:

The default gateway is the setting that the user most likely misconfigured on the PC that caused it to be unable to access websites by both FQDN and IP. The
default gateway is a device, usually a router or a firewall, that connects a local network to other networks such as the Internet. It acts as an intermediary between
devices on different networks and forwards packets based on their destination IP addresses. If the default gateway is not configured correctly on a PC, it will not be
able to communicate with devices outside its local network, such as web servers or DNS servers. References:
https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/16448-default-gateway.html

NEW QUESTION 143

- (Topic 2)

A technician wants to install a WAP in the center of a room that provides service in a radius surrounding a radio. Which of the following antenna types should the
AP utilize?

A. Omni

B. Directional
C. Yagi

D. Parabolic

Answer: A

Explanation:

An omni antenna should be used by the AP to provide service in a radius surrounding a radio. An omni antenna is a type of antenna that has a 360-degree
horizontal radiation pattern. It can provide wireless coverage in all directions from the antenna with varying degrees of vertical coverage. It is suitable for indoor
environments where users are located around the AP1. References: https://www.cisco.com/c/en/us/support/docs/wireless- mobility/wireless-lan-wlan/82068-omni-
vs-direct.html 1

NEW QUESTION 147
- (Topic 2)
Which of the following technologies allows traffic to be sent through two different ISPs to increase performance?

A. Fault tolerance
B. Quality of service
C. Load balancing
D. Port aggregation

Answer: C

Explanation:

Load balancing is a technology that allows traffic to be sent through two different ISPs to increase performance. Load balancing is a process of distributing
network traffic across multiple servers or links to optimize resource utilization, throughput, latency, and reliability. Load balancing can be implemented at different
layers of the OSI model, such as layer 4 (transport) or layer 7 (application). Load balancing can also be used for outbound traffic by using multiple ISPs and routing
protocols such as BGP (Border Gateway Protocol) to select the best path for each packet. References: https://www.cisco.com/c/en/us/products/collateral/ios-nx-0s-
software/border-gateway-protocol-bgp/prod_white_paper0900aecd806c4eeb.htmi
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NEW QUESTION 152

- (Topic 3)

A technician notices that equipment is being moved around and misplaced in the server room, even though the room has locked doors and cabinets. Which of the
following would be the BEST solution to identify who is responsible?

A. Install motion detection
B. Install cameras.

C. Install tamper detection.
D. Hire a security guard.

Answer: B

Explanation:

Installing cameras in the server room is the best solution to identify who is responsible for the equipment being moved and misplaced. Cameras provide a way to
monitor the server room in real time and can be used to identify suspicious activity. Additionally, they provide a way to review past activity and allow you to review
footage to determine who may be responsible for the misplacement of equipment.

NEW QUESTION 155

- (Topic 3)

A customer needs to distribute Ethernet to multiple computers in an office. The customer would like to use non-proprietary standards. Which of the following blocks
does the technician need to install?

A. 110
B. 66

C. Bix
D. Krone

Answer: A

Explanation:

A 110 block is a type of punch-down block that is used to distribute Ethernet to multiple computers in an office. A punch-down block is a device that connects one
group of wires to another group of wires by using a special tool that pushes the wires into slots on the block. A 110 block is a non-proprietary standard that
supports up to Category 6 cabling and can be used for voice or data applications. References: https://www.comptia.org/training/books/network-n10-008-study-
guide (page 64)

NEW QUESTION 158

- (Topic 3)

A technician is working on a ticket for a user in the human resources department who received a new PC that does not connect to the internet. All users in human
resources can access the

internet. The technician can ping the PC from the human resources router but not from the IT network. Which of the following is the most likely cause of the issue?

A. Duplicate IP address

B. Misconfigured RIP

C. Improper VLAN assignment
D. Incorrect default gateway

Answer: D

Explanation:

An incorrect default gateway can cause a PC to not connect to the internet, because the default gateway is the device that routes traffic from the local network to
other networks. If the PC has a wrong default gateway configured, it may not be able to reach the internet router or the IT network router. The technician can ping
the PC from the human resources router because they are on the same local network, but not from the IT network router because they are on different networks.
A duplicate IP address can cause a PC to not communicate with other devices on the same network, because the IP address is the unique identifier of a device on
a network. If two devices have the same IP address, they may cause IP conflicts and packet loss. However, a duplicate IP address would not prevent the
technician from pinging the PC from the human resources router, because they are on the same network.

A misconfigured RIP can cause a router to not learn or advertise routes to other networks, because RIP is a routing protocol that dynamically exchanges routing
information between routers. If a router has a wrong RIP configuration, it may not be able to reach or share routes with other routers. However, a misconfigured
RIP would not affect the PC’s connectivity to the internet, because the PC does not use RIP.

An improper VLAN assignment can cause a PC to not communicate with other devices on the same or different networks, because a VLAN is a logical
segmentation of a network that isolates traffic based on criteria such as function, security, or performance. If a PC is assigned to a wrong VLAN, it may not be able
to access the resources or services that it needs. However, an improper VLAN assignment would not prevent the technician from pinging the PC from the human
resources router, because they are on the same physical network.

References

What is a Default Gateway?

What's an IP Conflict and How Do You Resolve It? What is RIP (Routing Information Protocol)?

What is a VLAN? How to Set Up a VLAN Network

CompTIA Network+ Certification All-in-One Exam Guide, Eighth Edition (Exam N10-008)

NEW QUESTION 159
- (Topic 3)
A malicious user is using special software 10 perform an on-path attack. Which of the following best practices should be configured to mitigate this threat?

A. Dynamic ARP inspection
B. Role-based access

C. Control plane policing

D. MAC filtering

Answer: A

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy N10-008 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/N10-008/ (514 New Questions)

NEW QUESTION 164

- (Topic 3)

A network administrator is working to configure a new device to provide Layer 2 connectivity to various endpoints including several WAPs. Which of the following
devices will the administrator MOST likely configure?

A. WLAN controller
B. Cable modem
C. Load balancer
D. Switch

E. Hub

Answer: D

Explanation:
A switch is a device that provides Layer 2 connectivity to various endpoints by forwarding frames based on MAC addresses. A switch can also connect to several
WAPs (wireless access points) to provide wireless connectivity to wireless devices.

NEW QUESTION 168
- (Topic 3)
A network technician has determined the cause of a network disruption. Which of the following is the NEXT step for the technician to perform?

A. Validate the findings in a top-to-bottom approach
B. Duplicate the issue, if possible

C. Establish a plan of action to resolve the issue

D. Document the findings and actions

Answer: C

NEW QUESTION 171

- (Topic 3)

A technician received a report that some users in a large, 30-floor building are having intermittent connectivity issues. Users on each floor have stable connectivity,
but do not have connectivity to other floors. Which of the following devices is MOST likely causing the issue?

A. User devices

B. Edge devices
C. Access switch
D. Core switch

Answer: D

Explanation:

A core switch is the most likely device causing the issue where users on each floor have stable connectivity, but do not have connectivity to other floors. A core
switch is a high-performance switch that connects multiple access switches in a network. An access switch is a switch that connects end devices, such as
computers and printers, to the network. A core switch acts as the backbone of the network, providing interconnection and routing between different subnets or
VLAN:S. If the core switch is malfunctioning or misconfigured, it can prevent communication between different segments of the network, resulting in intermittent
connectivity issues. References: [CompTIA Network+ Certification Exam Objectives], Core Switch vs Access Switch: What Are the Differences?

NEW QUESTION 174
- (Topic 3)
A network administrator needs to monitor traffic on a specific port on a switch. Which of the following should the administrator configure to accomplish the task?

A. Port security

B. Port tagging

C. Port mirroring

D. Media access control

Answer: C

Explanation:

Port mirroring is a technique that allows a network administrator to monitor the traffic on a specific port on a switch by sending a copy of the packets seen on that
port to another port where a monitoring device is connectedl. Port mirroring can be used to analyze and debug data, diagnose errors, or perform security audits on
the network without affecting the normal operation of the switch

NEW QUESTION 176

- (Topic 3)

While setting up a new workstation, a technician discovers that the network connection is only 100 full duplex (FD), although it is connected to a gigabit switch.
While reviewing the interface information in the switch CLI, the technician notes the port is operating at IOOFD but Shows many RX and TX errors. The technician
moves the computer to another switchport and experiences the same issues.

Which of the following is MOST likely the cause of the low data rate and port errors?

A. Bad switch ports
B. Duplex issues
C. Cable length

D. Incorrect pinout

Answer: B

NEW QUESTION 180
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- (Topic 3)
A network technician needs to ensure the company's external mail server can pass reverse lookup checks. Which of the following records would the technician
MOST likely configure? (Choose Correct option and give explanation directly from CompTIA Network+ Study guide or documents)

A.PTR

B. AAAA
C. SPF

D. CNAME

Answer: A

Explanation:

A PTR (Pointer) record is used to map an IP address to a domain name, which is necessary for reverse lookup checks. Reverse lookup checks are performed by
external mail servers to verify the identity of the sender of the email. By configuring a PTR record, the network technician can ensure that the company's external
mail server can pass these checks. According to the CompTIA Network+ Study Guide, "A PTR record is used to map an IP address to a domain name, and it is
often used for email authentication.”

NEW QUESTION 184

- (Topic 3)

An IT intern moved the location of a WAP from one conference room to another. The WAP was unable to boot following the move. Which of the following should
be used to fix the issue?

A. Antenna

B. WLAN controller
C. Media converter
D. PoE injector

Answer: D

Explanation:

A PoE injector is a device that provides power over Ethernet (PoE) to a WAP or other network device that does not have a built-in power supply. A PoE injector
connects to a power outlet and an Ethernet cable, and sends both power and data to the WAP. If the WAP was moved to a location where there is no power outlet
or PoE switch, it would need

a PoE injector to boot up. References:

? Part 3 of the current page talks about POE and PoE injectors as a way to power WAPs.

? [This article] explains how PoE injectors work and how to use them.

NEW QUESTION 187

- (Topic 3)

A technician installed an 8-port switch in a user's office. The user needs to add a second computer in the office, so the technician connects both PCs to the switch
and connects the switch to the wall jack. However, the new PC cannot connect to network resources. The technician then observes the following:

» The new computer does not get an IP address on the client's VLAN.

» Both computers have a link light on their NICs.

» The new PC appears to be operating normally except for the network issue.

» The existing computer operates normally.

Which of the following should the technician do NEXT to address the situation?

A. Contact the network team to resolve the port security issue.

B. Contact the server team to have a record created in DNS for the new PC.

C. Contact the security team to review the logs on the company's SIEM.

D. Contact the application team to check NetFlow data from the connected switch.

Answer: A

NEW QUESTION 189

- (Topic 3)

The power company notifies a network administrator that it will be turning off the power to the building over the weekend. Which of the following is the BEST
solution to prevent the servers from going down?

A. Redundant power supplies
B. Uninterruptible power supply
C. Generator

D. Power distribution unit

Answer: A

NEW QUESTION 190

- (Topic 3)

A company is opening a new building on the other side of its campus. The distance from the closest building to the new building is 1,804ft (550m). The company
needs to connect the networking equipment in the new building to the Other buildings on the campus without using a repeater. Which Of the following transceivers
should the company use?

A. 10GBASE-SW
B. 10GBASE-LR
C. 10GBASE-LX4 over multimode fiber
D. 10GBASE-SR

Answer: B
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Explanation:

10GBASE-LR is a standard for 10 Gbps Ethernet over single-mode fiber optic cable. It can support a maximum distance of 6.2 miles (10 km), which is much
longer than the distance between the buildings. 10GBASE-SW, 10GBASE-LX4, and 10GBASE- SR are all standards for 10 Gbps Ethernet over multimode fiber
optic cable, which have shorter maximum distances ranging from 984ft (300m) to 1,312ft (400m).

References: CompTIA Network+ Certification Exam Objectives Version 7.0 (N10-007), Objective 1.5: Compare and contrast network cabling types, standards and
speeds.

NEW QUESTION 195
- (Topic 3)
Which of the following redundant devices creates broadcast storms when connected together on a high-availability network?

A. Switches

B. Routers

C. Access points
D. Servers

Answer: A

Explanation:

Switches are devices that forward data based on MAC addresses. They create separate collision domains for each port, which reduces the chance of collisions on
the network. However, if multiple switches are connected together without proper configuration, they can create broadcast storms, which are situations where
broadcast frames are endlessly forwarded between switches, consuming network bandwidth and resources. Broadcast storms can be prevented by using
protocols such as Spanning Tree Protocol (STP), which eliminates loops in the network topology. References: CompTIA Network+ N10-008 Certification Study
Guide, page 67; The Official CompTIA Network+ Student Guide (Exam N10-008), page 2-14.

NEW QUESTION 197

- (Topic 3)

The Chief Executive Officer of a company wants to ensure business operations are not disrupted in the event of a disaster. The solution must have fully redundant
equipment, real-time synchronization, and zero data loss. Which Of the following should be prepared?

A. Cloud site
B. Warm site
C. Hot site
D. Cold site

Answer: C

Explanation:

A hot site is a backup site that is fully equipped and ready to take over the operations of the primary site in the event of a disaster. A hot site has real-time
synchronization with the primary site and can provide zero data loss. A hot site is the most expensive and reliable option for disaster recovery.
References: Network+ Study Guide Obijective 5.3: Explain common scanning, monitoring and patching processes and summarize their expected outputs.

NEW QUESTION 201

- (Topic 3)

A company has multiple offices around the world. The computer rooms in some office locations are too warm Dedicated sensors are in each room, but the process
of checking each sensor takes a long time. Which of the following options can the company put In place to automate temperature readings with internal resources?

A. Implement NetFlow.

B. Hire a programmer to write a script to perform the checks
C. Utilize ping to measure the response.

D. Use SNMP with an existing collector server

Answer: D

Explanation:

SNMP (Simple Network Management Protocol) is a protocol that allows network devices to communicate with a management server. By using SNMP, the
company can set up an SNMP agent on each sensor, which will report its temperature readings to an existing collector server. This will enable the company to
monitor the temperatures of all their sensors in real-time without the need for manual checks. Additionally, SNMP's scalability means that even if the company
adds more rooms or sensors, the existing system can be easily expanded to accommodate them.

NEW QUESTION 204

- (Topic 3)

Network traffic is being compromised by DNS poisoning every time a company's router is connected to the internet. The network team detects a non-authorized
DNS server being assigned to the network clients and remediates the incident by setting a trusted DNS server, but the issue occurs again after internet exposure.
Which of the following best practices should be implemented on the router?

A. Change the device's default password.
B. Disable router advertisement guard.
C. Activate control plane policing.

D. Disable unneeded network services.
Answer: A

NEW QUESTION 207

- (Topic 3)

Which of the following BEST describes a north-south traffic flow?

A. A public internet user accessing a published web server
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B. A database server communicating with another clustered database server
C. A Layer 3 switch advertising routes to a router
D. A management application connecting to managed devices

Answer: A

Explanation:

A north-south traffic flow is a term used to describe the communication between a user or device outside the network and a server or service inside the network.
For example, a public internet user accessing a published web server is a north-south traffic flow. This type of traffic flow typically crosses the network perimeter
and requires security measures such as firewalls and VPNs. References: CompTIA Network+ N10-008 Certification Study Guide, page 16; The Official CompTIA
Network+ Student Guide (Exam N10-008), page 1- 9.

North-south traffic flow refers to the flow of traffic between the internal network of an organization and the external world. This type of traffic typically flows from the
internet to the organization's internal network, and back again.

Examples of north-south traffic flow include:

? A public internet user accessing a published web server

? A remote employee connecting to a VPN

? An email client sending email to an external server

? A customer connecting to an e-commerce website

References:

? CompTIA Network+ N10-008 Exam Objectives, Version 5.0, August 2022, page 12

? CompTIA Network+ Certification Study Guide, Seventh Edition, Todd Lammle, Sybex, 2022, page 17

NEW QUESTION 212

- (Topic 3)

Users are reporting performance issues when attempting to access the main fileshare server. Which of the following steps should a network administrator perform
next based on the network troubleshooting methodology?

A. Implement a fix to resolve the connectivity issues.
B. Determine if anything has changed.

C. Establish a theory of probable cause.

D. Document all findings, actions, and lessons learned.

Answer: B

Explanation:

According to the network troubleshooting methodology, the first step is to identify the problem and gather information about the current state of the network using
the network troubleshooting tools that are availablel. The next step is to determine if anything has changed in the network configuration, environment, or usage
that could have caused or contributed to the performance issuesl. This step helps to narrow down the possible causes and eliminate irrelevant factors. For
example, the network administrator could check if there were any recent updates, patches, or modifications to the fileshare server or the network devices that
connect to it. They could also check if there was an increase in network traffic or demand for the fileshare server resources2.

The other options are not correct because they are not the next steps in the network troubleshooting methodology. Implementing a fix to resolve the connectivity
issues (A) is premature without determining the root cause of the problem. Establishing a theory of probable cause © is a later step that requires testing and
verification. Documenting all findings, actions, and lessons learned (D) is the final step that should be done after resolving the problem and restoring normal
network operations1.

NEW QUESTION 214

- (Topic 3)

A network administrator would like to purchase a device that provides access ports to endpoints and has the ability to route between networks. Which of the
following would be BEST for the administrator to purchase?

A. An IPS

B. A Layer 3 switch

C. Arouter

D. A wireless LAN controller

Answer: B

NEW QUESTION 218

- (Topic 3)

A customer reports there is no access to resources following the replacement of switches. A technician goes to the site to examine the configuration and discovers
redundant links between two switches. Which of the following is the reason the network is not functional?

A. The ARP cache has become corrupt.
B. CSMA/CD protocols have failed.

C. STP is not configured.

D. The switches are incompatible models

Answer: C

Explanation:

The reason the network is not functional is that STP (Spanning Tree Protocol) is not configured on the switches. STP is a protocol that prevents loops in a network
topology by blocking redundant links between switches. If STP is not enabled, the switches will forward broadcast frames endlessly, creating a broadcast storm
that consumes network resources and disrupts communication. References: CompTIA Network+ N10-008 Certification Study Guide, page 67; The Official
CompTIA Network+ Student Guide (Exam N10-008), page 2-14.

NEW QUESTION 221
- (Topic 3)
Which of the following is the most accurate NTP time source that is capable of being accessed across a network connection?
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A. Stratum O device
B. Stratum 1 device
C. Stratum 7 device
D. Stratum 16 device

Answer: B

Explanation:

NTP (Network Time Protocol) is a protocol that synchronizes the clocks of network devices with a reference time source. NTP uses a hierarchical system of time
sources, called strata, to distribute the time information. A stratum O device is the most accurate time source, such as an atomic clock or a GPS receiver, but it is
not directly accessible across a network connection. A stratum 1 device is a network device that is directly connected to a stratum 0 device, such as a dedicated
NTP server or a router with a GPS antenna, and it acts as a primary time server for other network devices. A stratum 2 device is a network device that
synchronizes its time with a stratum 1 device, and so on. The higher the stratum number, the lower the accuracy and reliability of the time source. A stratum 16
device is a network device that has no valid time source and is considered unsynchronized.

References:

? Part 1 of current page talks about how Bing is your Al-powered copilot for the web and provides various examples of how it can help you with different tasks,
such as writing a joke, creating a table, or summarizing research. However, it does not mention anything about NTP or time sources.

? Part 2 of current page shows the search results for “ai powered search bing chat”, which include web, image, and news results. However, none of these results
seem to be relevant to the question, as they are mostly about Bing’s features, products, or announcements, not about NTP or time sources.

? Therefore, | cannot find the answer or the explanation from the current page. | have to use my own knowledge and information from other sources to verify the
answer and provide a short but comprehensive explanation. | will cite these sources using numerical references.

? . CompTIA Network+ Certification Exam Objectives, Version 8.0, Domain 2.0: Infrastructure, Objective 2.5: Given a scenario, implement network time
synchronization, Subobjective 2.5.1: NTP, https://www.comptia.jp/pdf/comptia- network-n10-008-exam-objectives.pdf

? . Network Time Protocol (NTP), https://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back- issues/table-contents-58/154-ntp.html

? . How NTP Works, https://www.meinbergglobal.com/english/info/ntp.htm

NEW QUESTION 224

- (Topic 3)

Users in a branch can access an In-house database server, but Il is taking too long to fetch records. The analyst does not know whether the Issue is being caused
by network latency. Which of the following will the analyst MOST likely use to retrieve the metrics that are needed to resolve this issue?

A. SNMP

B. Link state

C. Syslog

D. QoS

E. Traffic shaping

Answer: A

NEW QUESTION 228
- (Topic 3)
Which of the following devices Is used to configure and centrally manage access points Installed at different locations?

A. Wireless controller
B. Load balancer

C. Proxy server

D. VPN concentrator

Answer: A

Explanation:

Access points (APs) can be configured and centrally managed using a wireless LAN controller (WLC). A WLC is a device that connects to multiple APs and
provides centralized management and control of those APs. The WLC can be used to configure settings such as wireless network parameters, security settings,
and quality of service (QoS) policies. Additionally, the WLC can be used to monitor the status of connected APs, track client connections, and gather statistics on
network usage. Some vendors such as Cisco, Aruba, Ruckus, etc. provide wireless LAN controllers as part of their wireless networking solutions.

NEW QUESTION 229

- (Topic 3)

A technician monitors a switch interface and notices it is not forwarding frames on a trunked port. However, the cable and interfaces are in working order. Which of
the following is MOST likely the cause of the issue?

A. STP policy

B. Flow control

C. 802.1Q configuration
D. Frame size

Answer: C

Explanation:

802.1Q configuration is the most likely cause of the issue where a switch interface is not forwarding frames on a trunked port. 802.1Q is a standard that defines
how to create and manage virtual LANs (VLANS) on a switched network. VLANSs are logical segments of a network that group devices based on criteria such as
function, department, or security level. VLANs can improve network performance, security, and manageability by reducing broadcast domains, isolating traffic, and
enforcing policies. A trunked port is a switch port that can carry traffic from multiple VLANSs over a single physical link by adding a VLAN tag to each frame. A VLAN
tag is a 4-byte header that identifies the VLAN ID and priority of each frame. A trunked port requires 802.1Q configuration to specify which VLANs are allowed or
disallowed on the port, and which VLAN is the native or untagged VLAN. If the 802.1Q configuration is incorrect or mismatched between switches, frames may be
dropped or misrouted on the trunked port. References: [CompTIA Network+ Certification Exam Objectives], VLAN Trunking Protocol (VTP) Explained |
NetworkLessons.com

NEW QUESTION 233
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- (Topic 3)
Which of the following technologies would MOST likely De used to prevent the loss of connection between a virtual server and network storage devices?

A. Multipathing

B. VRRP

C. Port aggregation
D. NIC teaming

Answer: D

Explanation:

NIC teaming is a technology that allows multiple network interface cards (NICs) to work together as a single logical interface, providing redundancy and load
balancing. This can prevent the loss of connection between a virtual server and network storage devices if one of the NICs fails or becomes disconnected.
References: [CompTIA Network+ Certification Exam Objectives], Domain 2.0 Networking Concepts, Objective 2.5: Explain the purposes and use cases for
advanced networking devices, Subobjective: NIC bonding/teaming

NEW QUESTION 237

- (Topic 3)

A technician is troubleshooting network connectivity from a wall jack. Readings from a multimeter indicate extremely low ohmic values instead of the rated
impedance from the switchport. Which of the following is the MOST likely cause of this issue?

A. Incorrect transceivers

B. Faulty LED

C. Short circuit

D. Upgraded OS version on switch

Answer: C

Explanation:

A short circuit is a condition where two conductors in a circuit are connected unintentionally, creating a low resistance path for the current. This causes the voltage
to drop and the current to increase, which can damage the circuit or cause a fire. A multimeter can measure the resistance or impedance of a circuit, and if it
shows extremely low values, it indicates a short circuit.

NEW QUESTION 242

- (Topic 3)

A technician discovered that some information on the local database server was changed during a tile transfer to a remote server. Which of the following should
concern the technician the MOST?

A. Confidentiality
B. Integrity

C. DDoS

D. On-path attack

Answer: B

Explanation:

The technician should be most concerned about data integrity and security. If information on the local database server was changed during a file transfer to a
remote server, it could indicate that unauthorized access or modifications were made to the data. It could also indicate a failure in the file transfer process, which
could result in data loss or corruption. The technician should investigate the cause of the changes and take steps to prevent it from happening again in the future.
Additionally, they should verify the integrity of the data and restore it from a backup if necessary to ensure that the correct and complete data is available. The
technician should also take appropriate actions such as notifying the system administrator and management of the incident, and following the incident
management process to minimize the damage caused by the incident.

NEW QUESTION 245
- (Topic 3)
A network engineer needs to create a subnet that has the capacity for five VLANSs. with the following number of clients lo be allowed on each:

VLAN 10 {50 users
VLAN 20 |35 users
VLAN 30 |20 users
VLAN 40 ‘?5 users
VLAN 50 :130 users

Which of the following is the SMALLEST subnet capable of this setup that also has the capacity to double the number of clients in the future?
A. 10.0.0.0/21

B. 10.0.0.0/22

C. 10.0.0.0/23

D. 10.0.0.0/24

Answer: B

NEW QUESTION 249
- (Topic 3)
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A customer is adding fiber connectivity between adjacent buildings. A technician terminates the multimode cable to the fiber patch panel. After the technician
connects the fiber patch cable, the indicator light
does not come on. Which of the following should a technician try first to troubleshoot this issue?

A. Reverse the fibers.

B. Reterminate the fibers.

C. Verify the fiber size.

D. Examine the cable runs for visual faults.

Answer: A

Explanation:

One of the most common causes of fiber connectivity issues is the reversal of the fibers. This means that the transmit (TX) and receive (RX) ports on one end of
the fiber link are not matched with the corresponding ports on the other end. For example, if the TX port on one device is connected to the TX port on another
device, and the same for the RX ports, then the devices will not be able to communicate with each other. This can result in no indicator light, no link, or no data
transmission12.

To troubleshoot this issue, the technician should first try to reverse the fibers. This can be done by swapping the connectors at one end of the fiber patch cable, or
by using a crossover adapter or cable that reverses the polarity of the fibers. The technician should then check if the indicator light comes on and if the devices can
communicate properlyl2. The other options are not the first steps to troubleshoot this issue. Reterminating the fibers is a time-consuming and costly process that
should be done only if there is evidence of physical damage or poor quality of the termination. Verifying the fiber size is not relevant in this scenario, as multimode
fiber is compatible with multimode fiber, and any mismatch in core diameter or bandwidth would result in high attenuation, not complete loss of signal. Examining
the cable runs for visual faults is a useful technique, but it requires a special tool called a visual fault locator (VFL) that emits a visible red light through the fiber and
shows any breaks or bends along the cable. However, a VFL cannot detect polarity issues or connector problems, so it is not sufficient to troubleshoot this issue

NEW QUESTION 251

- (Topic 3)

A network administrator is trying to create a subnet, which is the most efficient size possible, for 31 laptops. Which of the following network subnets would be best
in this situation?

A. 10.10.10.0/24
B. 10.10.10.0/25
C. 10.10.10.0/26
D. 10.10.10.0/27

Answer: D

Explanation:

A /27 subnet mask has 32 IP addresses, of which 30 are usable for hosts. This is the smallest subnet that can accommodate 31 laptops, as the other options have
either too few or too many IP addresses. A /27 subnet mask is equivalent to 255.255.255.224 in decimal notation, and has a wildcard mask of 0.0.0.31. The
network address is 10.10.10.0, and the broadcast address is 10.10.10.31. The usable host range is 10.10.10.1 to 10.10.10.30.

References

1: Subnet Cheat Sheet — 24 Subnet Mask, 30, 26, 27, 29, and other IP Address CIDR Network References

2: IP Subnet Calculator

NEW QUESTION 255

- (Topic 3)

During the troubleshooting of an E1 line, the point-to-point link on the core router was accidentally unplugged and left unconnected for several hours. However, the
network management team was not notified. Which of the following could have been configured to allow early detection and possible resolution of the issue?

A. Traps

B. MIB
C.OID

D. Baselines

Answer: A

Explanation:

Traps are unsolicited messages sent by network devices to a network management system (NMS) when an event or a change in status occurs. Traps can help
notify the network management team of any issues or problems on the network, such as a link failure or a device reboot. Traps can also trigger actions or alerts on
the NMS, such as sending an email or logging the event. MIB stands for Management Information Base and is a database of information that can be accessed and
managed by an NMS using SNMP (Simple Network Management Protocol). OID stands for Object Identifier and is a unique name that identifies a specific variable
in the MIB. Baselines are measurements of normal network performance and behavior that can be used for comparison and analysis. References: CompTIA
Network+ Certification Exam Objectives Version 7.0 (N10-007), Objective 2.5: Given a scenario, use remote access methods.

NEW QUESTION 259

- (Topic 3)

A network technician is investigating a trouble ticket for a user who does not have network connectivity. All patch cables between the wall jacks and computers in
the building were upgraded over the weekend from Cat 5 to Cat 6. The newly installed cable is crimped with a TIA/EIA 568A on one end and a TIA/EIA 568B on
the other end.

Which of the following should the technician do to MOST likely fix the issue?

A. Ensure the switchport has PoE enabled.

B. Crimp the cable as a straight-through cable.
C. Ensure the switchport has STP enabled.

D. Crimp the cable as a rollover cable.

Answer: B

Explanation:
A straight-through cable is a type of twisted pair cable that has the same wiring standard (TIA/EIA 568A or 568B) on both ends. This is the most common type of
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cable used for connecting devices of different types, such as a computer and a switch. A cable that has different wiring standards on each end (TIA/EIA 568A on
one end and 568B on the other) is called a crossover cable, which is used for connecting devices of the same type, such as two computers or two switches.
Therefore, the technician should crimp the cable as a straight-through cable to fix the issue.

NEW QUESTION 261

- (Topic 3)

A company streams video to multiple devices across a campus. When this happens, several users report a degradation of network performance. Which of the
following would MOST likely address this issue?

A. Enable IGMP snooping on the switches.

B. Implement another DHCP server.

C. Reconfigure port tagging for the video traffic.
D. Change the SSID of the APs

Answer: A

NEW QUESTION 263

- (Topic 3)

A user is required to log in to a main web application, which then grants the user access to all other programs needed to complete job-related tasks. Which of the
following authentication methods does this setup describe?

A. SSO

B. RADIUS

C. TACACS+

D. Multifactor authentication
E. 802.1X

Answer: A

Explanation:

The authentication method that this setup describes is SSO (Single Sign- On). SSO is a technique that allows a user to log in once to a main web application and
then access multiple other applications or services without having to re-enter credentials. SSO simplifies the user experience and reduces the number of
passwords to remember and manage. References: CompTIA Network+ N10-008 Certification Study Guide, page 371; The Official CompTIA Network+ Student
Guide (Exam N10-008), page 14-5.

NEW QUESTION 268
- (Topic 3)
A network is experiencing extreme latency when accessing a particular website. Which of the following commands will BEST help identify the issue?

A. ipconfig
B. netstat

C. tracert

D. ping

Answer: C

NEW QUESTION 271

- (Topic 3)

A network technician is troubleshooting a port channel issue. When logging in to one of the switches, the technician sees the following information displayed:
Native VLAN mismatch detected on interface g0/1

Which of the following layers of the OSI model is most likely to be where the issue resides?

A. Layer 2
B. Layer 3
C. Layer 5
D. Layer 6

Answer: A

Explanation:

Layer 2 of the OSI model is the data link layer, which is responsible for transferring data between adjacent nodes on a network. It uses protocols such as Ethernet,
PPP, and HDLC to encapsulate data into frames and add MAC addresses for source and destination identification. It also uses protocols such as STP, LACP, and
CDP to manage the physical links and prevent loops, aggregate bandwidth, and discover neighboring devices12

A native VLAN mismatch is a common Layer 2 issue that occurs when two switches are connected by a trunk port, but have different native VLANSs configured on
their interfaces. A native VLAN is the VLAN that is assigned to untagged frames on a trunk port. If the native VLANs do not match, the switches will drop the
untagged frames and generate an error message. This can cause connectivity problems and security risks on the network345

To resolve a native VLAN mismatch, the network technician should ensure that both switches have the same native VLAN configured on their trunk ports, or use a
different port mode such as access or general.

NEW QUESTION 273

- (Topic 3)

An organization has a security requirement that all network connections can be traced back to a user. A network administrator needs to identify a solution to
implement on the wireless network. Which of the following is the best solution?

A. Implementing enterprise authentication
B. Requiring the use of PSKs

C. Configuring a captive portal for users
D. Enforcing wired equivalent protection
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Answer: A

Explanation:

Enterprise authentication is a method of securing wireless networks that uses an external authentication server, such as RADIUS, to verify the identity of users and
devices. Enterprise authentication can provide user traceability by logging the network connections and activities of each authenticated user. This can help the
organization meet its security requirement and comply with any regulations or policies that mandate user accountability12.

References:

? CompTIA Network+ N10-008 Certification Exam Objectives, page 83

? CompTIA Network+ Cert Guide: Wireless Networking, page 13

NEW QUESTION 277
- (Topic 3)
Which of the following compromises internet-connected devices and makes them vulnerable to becoming part of a botnet? (Select TWO).

A. Deauthentication attack
B. Malware infection

C. IP spoofing

D. Firmware corruption

E. Use of default credentials
F. Dictionary attack

Answer: BE

NEW QUESTION 282
- (Topic 3)
Which of the following can have multiple VLAN interfaces?

A. Hub

B. Layer 3 switch
C. Bridge

D. Load balancer

Answer: B

NEW QUESTION 284
- (Topic 3)
Which of the following would most likely affect design considerations when building out an IDF?

A. The source panel amperage

B. The fire suppression system

C. The humidity levels

D. The cable transmission speeds

Answer: B

Explanation:

The fire suppression system is a design consideration when building out an IDF because it can affect the safety and reliability of the network equipment and
cabling. A fire suppression system is a system that detects and extinguishes fires in a building, using water, gas, or chemicals. Depending on the type of fire
suppression system, it can have different impacts on the IDF design, such as:

? Water-based systems, such as sprinklers, can damage the network equipment and cabling if they are activated by a fire or a false alarm. Therefore, the IDF
should be designed to protect the equipment and cabling from water exposure, such as using waterproof cabinets, drip pans, and conduits.

? Gas-based systems, such as clean agent systems, can displace the oxygen in the IDF and cause suffocation for anyone inside. Therefore, the IDF should be
designed to allow for ventilation and air circulation, as well as warning signs and alarms to alert anyone in the IDF before the gas is released.

? Chemical-based systems, such as dry chemical systems, can leave a residue on the network equipment and cabling that can affect their performance and
lifespan. Therefore, the IDF should be designed to minimize the contact between the chemical and the equipment and cabling, as well as provide a means for
cleaning and restoring them after a fire.

The other options are not correct because:

? The source panel amperage is not a design consideration when building out an IDF, as it is determined by the electrical circuit and the power needs of the
network equipment and cabling. The source panel amperage does not affect the layout, location, or protection of the IDF.

? The humidity levels are not a design consideration when building out an IDF, as they are controlled by the HVAC system and the ventilation of the IDF. The
humidity levels do not affect the layout, location, or protection of the IDF.

? The cable transmission speeds are not a design consideration when building out an IDF, as they are determined by the type and quality of the network cabling
and the network equipment. The cable transmission speeds do not affect the layout, location, or protection of the IDF.

NEW QUESTION 287

- (Topic 3)

A company realizes that only half of its employees work in the office, and the employees who work from home no longer need a computer at the office. Which of
the following security measures should the network administrator implement when removing a computer from a cubicle?

A. Disable DHCP on the computer being removed.

B. Place the switch port in a private VLAN.

C. Apply a firewall rule to block the computer's IP address.
D. Remove the employee's network access.

Answer: D
Explanation:

The best security measure to implement when removing a computer from a cubicle is to remove the employee’s network access. This will prevent the employee
from accessing any network resources or data from the computer, as well as prevent any unauthorized users from using the computer to access the network.
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Removing the employee’s network access can be done by deleting or disabling the user account, revoking the credentials, or changing the permissions.

The other options are not as effective or necessary as removing the employee’s network access. They are:

*Disabling DHCP on the computer being removed will prevent the computer from obtaining an IP address from the network, but it will not prevent the computer
from using a static IP address or accessing the network through another device.

*Placing the switch port in a private VLAN will isolate the computer from other devices on the network, but it will not prevent the computer from accessing the
network through another port or device.

*Applying a firewall rule to block the computer’s IP address will prevent the computer from communicating with the network, but it will not prevent the computer
from changing its IP address or accessing the network through another device.

References

1: CompTIA Network+ N10-008 Cert Guide - O'Reilly Media 2: Network+ (Plus) Certification | CompTIA IT Certifications

3: 10 Ways to Secure Office Workstations - Computer Security

NEW QUESTION 288

- (Topic 3)

An AP uses a 98ft (30m) Cat 6 cable to connect to an access switch. The cable is wired through a duct close to a three-phase motor installation. Anytime the three-
phase is turned on, all users connected to the switch experience high latency on the network. Which Of the following is MOST likely the cause Of the issue?

A. Interference
B. Attenuation
C. Open circuit
D. Short circuit

Answer: A

Explanation:

Interference is a phenomenon that occurs when unwanted signals or noise affect the transmission or reception of data signals on a network. Interference can
cause network issues such as high latency, low throughput, packet loss, or errors. Interference can be caused by various sources, such as electromagnetic fields,
radio waves, power lines, or electrical devices. In this scenario, the three-phase motor installation is a source of interference that affects the Cat 6 cable that
connects the AP to the access switch. The cable is wired through a duct close to the motor installation, which exposes it to the electromagnetic fields generated by
the motor. Anytime the motor is turned on, the interference causes high latency for all users connected to the switch.

NEW QUESTION 289

- (Topic 3)

A network architect needs to create a wireless field network to provide reliable service to public safety vehicles. Which of the following types of networks is the best
solution?

A. Mesh

B. Ad hoc

C. Point-to-point
D. Infrastructure

Answer: A

Explanation:

A mesh network is the best solution for creating a wireless field network to provide reliable service to public safety vehicles. A mesh network is a type of wireless
network that consists of multiple nodes that communicate with each other directly or through intermediate nodes, forming a web-like topology. A mesh network
does not rely on a central access point or router, but rather on the cooperation and coordination of the nodes themselves. A mesh network has several advantages
for public safety applications, such as12:

? High availability and resilience: A mesh network can automatically route around failures or congestion, ensuring that the network remains operational even if
some nodes are damaged or disconnected. A mesh network can also self-heal and self- configure, adapting to changes in the network topology or environment.

? Extended coverage and scalability: A mesh network can extend the wireless signal beyond the range of a single node, by using other nodes as relays or
repeaters. A mesh network can also accommodate more nodes and devices, by adding more links and paths between them.

? Low cost and easy deployment: A mesh network can reduce the cost and complexity of installing and maintaining a wireless infrastructure, by eliminating the
need for expensive cabling, towers, or antennas. A mesh network can also be deployed quickly and flexibly, by simply adding or removing nodes as needed.

A mesh network is especially suitable for public safety vehicles, because it can provide reliable wireless communication in challenging scenarios, such as12:

? Disaster response: A mesh network can be deployed rapidly in areas where the existing wireless infrastructure is damaged or unavailable, such as after an
earthquake, flood, or fire. A mesh network can also support emergency services, such as fire fighting, search and rescue, or medical assistance, by enabling data,
voice, and video transmission among the responders and command centers.

? Mobile surveillance: A mesh network can enable real-time monitoring and control of public safety vehicles, such as police cars, ambulances, or drones, by
providing high-bandwidth and low-latency wireless connectivity. A mesh network can also support video streaming, location tracking, remote sensing, or analytics
applications for public safety purposes.

? Event management: A mesh network can enhance the security and efficiency of large-scale events, such as concerts, festivals, or parades, by providing wireless
coverage and capacity for the event organizers and participants. A mesh network can also support crowd management, traffic control, or public announcement
applications for event management.

The other options are not the best solutions for creating a wireless field network to provide reliable service to public safety vehicles. An ad hoc network is a type of
wireless network that consists of devices that communicate with each other directly without any central coordination or infrastructure. An ad hoc network is simple
and flexible, but it has limited scalability and performance3. A point-to-point network is a type of wireless network that consists of two devices that communicate
with each other over a single link. A point-to- point network is fast and secure, but it has limited coverage and functionality. An infrastructure network is a type of
wireless network that consists of devices that communicate with each other through an access point or router. An infrastructure network is stable and robust, but it
has high cost and complexity.

NEW QUESTION 293
- (Topic 3)
A network administrator is troubleshooting a connection to a remote site. The administrator runs a command and sees the following output:
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Which of the following is the cause of the connection issue?

A. Routing loop

B. Asymmetrical routing
C. Broadcast storm

D. Switching loop

Answer: A

Explanation:

The cause of the connection issue is a routing loop. A routing loop is a situation where a packet is forwarded in circles between routers, never reaching its
destination. A routing loop can be caused by misconfigured or inconsistent routing tables, or by routing protocols that do not update their information properly. A
routing loop can be detected by using the traceroute command, which shows the path taken by a packet from the source to the destination. The traceroute output
in the image shows that the packet is bouncing back and forth between two routers, 10.12.2.1 and 10.12.2.2, indicating a routing loop. References: CompTIA
Network+ N10-008 Certification Study Guide, page 181; The Official CompTIA Network+ Student Guide (Exam N10-008), page 7-9.

NEW QUESTION 298

- (Topic 3)

After a company installed a new IPS, the network is experiencing speed degradation. A network administrator is troubleshooting the issue and runs a speed test.
The results from the different network locations are as follows:

Which of the following is the most likely issue?

A. Packet loss

B. Bottlenecking

C. Channel overlap

D. Network congestion

Answer: B

Explanation:

The most likely issue is bottlenecking. Bottlenecking occurs when a component or device limits the performance or capacity of the network. In this case, the IPS
(intrusion prevention system) may be causing a bottleneck by inspecting and filtering the incoming and outgoing traffic, which reduces the speed and bandwidth
available for the network devices12

To confirm this issue, the network administrator can compare the speed test results before and after installing the IPS, and check the IPS configuration and logs for
any errors or warnings. The network administrator can also try to bypass the IPS temporarily and run the speed test again to see if there is any improvement3

If the IPS is indeed the cause of the bottleneck, the network administrator can try to optimize the IPS settings, such as adjusting the inspection rules, thresholds,
and priorities, to reduce the processing overhead and latency. Alternatively, the network administrator can upgrade the IPS hardware or software, or add more IPS
devices to balance the load and increase the throughput45

1: What is Network Congestion? Common Causes and How to Fix Them? -

GeeksforGeeks 2: Network congestion - Wikipedia 3: How to Fix Packet Loss - Lifewire 4. How to Optimize Your IPS Performance - Cisco 5: How to Avoid
Network Bottlenecks - TechRepublic

NEW QUESTION 299

- (Topic 3)

A network technician receives a report about a performance issue on a client PC that is connected to port 1/3 on a network switch. The technician observes the
following configuration output from the switch:

171 Client PC Connected Full 1000
1/2 Client PC Connected Full 1000
113 Client PC Connected Full 10

Which of the following is a cause of the issue on port 1/3?

A. Speed
B. Duplex
C. Errors
D. VLAN

Answer: A

NEW QUESTION 302

- (Topic 3)

Which of the following is most likely responsible for the security and handling of personal data in Europe?

A. GDPR
B. SCADA
C. SAML
D. PCI DSS
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Answer: A

Explanation:

GDPR stands for General Data Protection Regulation, which is a European Union

regulation on information privacy and security. It applies to any organization that collects or processes personal data of individuals in the EU, and it sets out rules
and requirements for data protection, consent, breach notification, and enforcementl

Referencesl: https://en.wikipedia.org/wiki/General_Data Protection_Regulation

NEW QUESTION 306

- (Topic 3)

A network security engineer is responding to a security incident. The engineer suspects that an attacker used an authorized administrator account to make
configuration changes to the boundary firewall. Which of the following should the network security engineer review?

A. Network traffic logs
B. Audit logs

C. Syslogs

D. Event logs

Answer: B

Explanation:

Audit logs are records of the actions performed by users or processes on a system or network device. They can provide information about who made what
changes, when, and why. Audit logs are essential for detecting and investigating security incidents, as well as for ensuring compliance with policies and
regulations. Audit logs can help the network security engineer to identify the source of the unauthorized configuration changes to the boundary firewall, as well as
the scope and impact of the changes.

Referencesl - Changes to Cyber Essentials requirements — April 2021 update2 - 8 Firewall Best Practices for Securing the Network3 - How to secure your network
boundaries with a firewall

NEW QUESTION 309

- (Topic 3)

A desktop support department has observed slow wireless speeds for a new line of laptops using the organization's standard image. No other devices have
experienced the same issue. Which of the following should the network administrator recommend troubleshooting FIRST to resolve this issue?

A. Increasing wireless signal power

B. Installing a new WAP

C. Changing the protocol associated to the SSID
D. Updating the device wireless drivers

Answer: D

Explanation:

Wireless drivers can affect the performance and compatibility of your wireless connection5. If only a new line of laptops using the organization’s standard image
has experienced slow wireless speeds, it could be that their wireless drivers are outdated or incompatible with the network. Updating the device wireless drivers
could resolve this issue.

Wireless drivers play an important role in the performance of a wireless connection, as they control how the device interacts with the wireless network. If the
laptops in question are using an outdated version of the wireless driver, it could be causing the slow speeds. The network administrator should recommend
updating the device wireless drivers first to see if this resolves the issue.

NEW QUESTION 312

- (Topic 3)

A network administrator is configuring a firewall to allow for a new cloud-based email server. The company standard is to use SMTP to route email traffic. Which of
the following ports, by default, should be reserved for this purpose?

A. 23
B. 25
C.53
D. 110

Answer: B

Explanation:

Port 25, by default, should be reserved for SMTP traffic to allow for a new cloud-based email server. SMTP stands for Simple Mail Transfer Protocol, which is a
network protocol that enables email communication between mail servers and clients. SMTP uses port 25 as its default port for sending and receiving email
messages over TCP/IP networks. A cloud-based email server is an email server that is hosted on a cloud service provider’s infrastructure, rather than on-premise
or in-house. A cloud-based email server can offer advantages such as scalability, reliability, security, and cost-effectiveness. To allow for a new cloud-based email
server, a firewall should be configured to open port 25 for SMTP traffic. References: [CompTIA Network+ Certification Exam Objectives], What Is SMTP? | Mailtrap
Blog, Cloud Email Server: What Is It & How Does It Work? | Zoho Malil

NEW QUESTION 317

- (Topic 3)

Which of the following describes a network in which users and devices need to mutually authenticate before any network resource can be accessed?
A. Least privilege

B. Local authentication

C. Zero trust

D. Need to know

Answer: C
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Explanation:

A zero trust network is a network in which users and devices need to mutually authenticate before any network resource can be accessed. A zero trust network
assumes that no one and nothing can be trusted by default, even if they were previously verified or are within the network perimeter. A zero trust network uses
various technologies and practices, such as data and log aggregation, cybersecurity analytics, continuous diagnostics and mitigation, user behavior analytics,
microsegmentation, and identity and access management, to enforce granular and dynamic policies based on the context and behavior of the users and
devices123.

References:

? What is Zero Trust? | Internet of Things | CompTIA3

? The Death of the Perimeter: Zero Trust is (Almost) Here to Stay | Cybersecurity | CompTIA2

? CompTIA Network+ Certification Exam N10-008 Practice Test 17 -

ExamCompassl

NEW QUESTION 321
- (Topic 3)
Which of the following protocols should be used when Layer 3 availability is of the highest concern?

A. LACP
B. LDAP
C. FHRP
D. DHCP

Answer: C

Explanation:

FHRP stands for First Hop Redundancy Protocol, which is a group of protocols that allow routers or switches to provide backup or failover for the default gateway
in a network. FHRP ensures that the network traffic can reach its destination even if the primary gateway fails or becomes unavailable. Some examples of FHRP
protocols are HSRP, VRRP, and GLBP.

References

? 1: CompTIA Network+ N10-008 Exam Subnetting Quiz, question 18

? 2: CompTIA Network+ N10-008 Certification Practice Test, question 9

? 3: CompTIA Network+ Study Guide: Exam N10-008, 5th Edition, page 263

? 4. CompTIA Network+ (N10-008) Practice Exam w/PBQ & Solution, question 5

? 5: What's on the CompTIA Network+ 008 certification? | CompTIA, section 3.1

NEW QUESTION 325

- (Topic 3)

An on-call network technician receives an automated email alert stating that a power supply on a firewall has just powered down. Which of the following protocols
would best allow for this level of detailed device monitoring?

A. TFTP
B. TLS
C. SSL
D. SNMP

Answer: D

Explanation:

SNMP stands for Simple Network Management Protocol, and it is a protocol that allows network devices to communicate their status, performance, and
configuration information to a central management system. SNMP can be used to monitor and manage various aspects of network devices, such as CPU usage,
memory utilization, interface statistics, temperature, voltage, power supply, etc. SNMP can also generate alerts or notifications when certain events or thresholds
are reached, such as a power supply failure, a link down, or a high traffic volume. SNMP is widely used for network monitoring and troubleshooting purposes, as it
provides a comprehensive and detailed view of the network health and performance.

The other options are not correct because they are not protocols that allow for detailed device monitoring. They are:

? TFTP. TFTP stands for Trivial File Transfer Protocol, and it is a protocol that allows for simple and fast file transfer between network devices. TFTP is often used
to transfer configuration files, firmware updates, or boot images to network devices, such as routers, switches, or firewalls. TFTP does not provide any monitoring
or management capabilities for network devices, nor does it generate any alerts or notifications.

? TLS. TLS stands for Transport Layer Security, and it is a protocol that provides encryption and authentication for data transmission over a network. TLS is often
used to secure web traffic, email, or other applications that use TCP as the transport protocol. TLS does not provide any monitoring or management capabilities for
network devices, nor does it generate any alerts or notifications.

? SSL. SSL stands for Secure Sockets Layer, and it is a protocol that provides encryption and authentication for data transmission over a network. SSL is the
predecessor of TLS, and it is still used to secure some web traffic, email, or other applications that use TCP as the transport protocol. SSL does not provide any
monitoring or management capabilities for network devices, nor does it generate any alerts or notifications.

Referencesl: What is SNMP? - Definition from Whatls.com2: Network+ (Plus) Certification

| CompTIA IT Certifications3: What is TFTP? - Definition from Whatls.com4: What is TLS? - Definition from Whatls.com5: What is SSL? - Definition from
Whatls.com

NEW QUESTION 328

- (Topic 3)

A network technician is responding to an issue with a local company. To which of the following documents should the network technician refer to determine the
scope of the issue?

A. MTTR
B. MOU
C. NDA
D. SLA

Answer: D

Explanation:
SLA stands for Service Level Agreement, and it is a contract that defines the expectations and responsibilities between a service provider and a customer. SLA
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can specify the quality, availability, and performance metrics of the service, as well as the penalties for non-compliance and the procedures for resolving issues.
SLA can help the network technician determine the scope of the issue by providing the baseline and target values for the service, the escalation process and
contacts, and the service credits or remedies for the customer45.

CompTIA Network+ N10-008 Cert Guide - Chapter 15: Network Troubleshooting Methodology35: What is a Service Level Agreement (SLA)? | ITIL | AXELOS

NEW QUESTION 332
- (Topic 3)
Which of the following situations would require an engineer to configure subinterfaces?

A. In a router-on-a-stick deployment with multiple VLANs

B. In order to enable inter-VLAN routing on a multilayer switch

C. When configuring VLAN trunk links between switches

D. After connecting a router that does not support 802.1Q VLAN tags

Answer: A

Explanation:

A router-on-a-stick is a configuration that allows a single router interface to route traffic between multiple VLANs on a network1. A router-on-a-stick requires sub-
interfaces to be configured on the router interface, one for each VLAN. Each sub-interface is assigned a VLAN ID and an IP address that belongs to the
corresponding VLAN subnet. The router interface is connected to a switch port that is configured as a trunk port, which allows traffic from multiple VLANSs to pass
through. The router then performs inter-VLAN routing by forwarding packets between the sub-interfaces based on their destination IP addresses. Inter-VLAN
routing is a process that allows devices on different VLANs to communicate with each other. Inter-VLAN routing can be performed by a router-on-a-stick
configuration, as explained above, or by a multilayer switch that has routing capabilities. A multilayer switch does not require sub-interfaces to be configured for
inter-VLAN routing; instead, it uses switch virtual interfaces (SVIs) that are associated with each VLAN. An SVl is a logical interface that represents a VLAN on a
switch and has an IP address that belongs to the VLAN subnet. The switch then performs inter-VLAN routing by forwarding packets between the SVIs based on
their destination IP addresses.

VLAN trunking is a method that allows traffic from multiple VLANS to be carried over a single link between switches or routers. VLAN trunking requires the use of a
tagging protocol, such as 802.1Q, that adds a header to each frame that identifies its VLAN ID. VLAN trunking does not require sub-interfaces to be configured on
the switches or routers; instead, it uses trunk ports that are configured to allow or deny traffic from specific VLANs. The switches or routers then forward packets
between the trunk ports based on their VLAN IDs.

* 802.1Q is a standard that defines how VLAN tagging and trunking are performed on Ethernet networks.

* 802.1Q adds a 4-byte header to each frame that contains a 12-bit field for the VLAN ID and a 3-bit field for the priority level. 802.1Q does not require sub-
interfaces to be configured on the switches or routers; instead, it uses trunk ports that are configured to support 802.1Q tagging and untagging. The switches or
routers then forward packets between the trunk ports based on their VLAN IDs and priority levels.

NEW QUESTION 336

- (Topic 3)

A network technician is investigating why a core switch is logging excessive amounts of data to the syslog server. The running configuration of the switch showed
the following logging information:

ip ssh logging events logging level debugging logging host 192.168.1.100 logging synchronous

Which of the following changes should the technician make to best fix the issue?

A. Update the logging host IP.

B. Change to asynchronous logging.
C. Stop logging SSH events.

D. Adjust the logging level.

Answer: D

Explanation:

The logging level debugging is the highest level of logging, which means that the switch will log every possible event, including low-priority and verbose messages.
This can result in excessive amounts of data being sent to the syslog server, which can affect the performance and storage of the server. To fix the issue, the
technician should adjust the logging level to a lower value, such as informational, warning, or error, depending on the desired level of detail and severity. This will
reduce the amount of log data generated by the switch and only send the relevant and necessary messages to the syslog server.
https://betterstack.com/community/guides/logging/log-levels-explained/

NEW QUESTION 338

- (Topic 3)

While using a secure conference call connection over a corporate VPN, a user moves from a cellular connection to a hotel wireless network. Although the wireless
connection and the VPN show a connected status, no network connectivity is present. Which of the following is the most likely cause of this issue?

A. MAC filtering is configured on the wireless connection.

B. The VPN and the WLAN connection have an encryption protocol mismatch.
C. The WLAN is using a captive portal that requires further authentication.

D. Wireless client isolation is enforced on the WLAN settings.

Answer: C

Explanation:

A captive portal is a web page that is displayed to newly connected users of a Wi-Fi network before they are granted broader access to network resources. Captive
portals are commonly used to present a landing or log-in page which may require authentication, payment, acceptance of an end-user license agreement,
acceptable use policy, survey completion, or other valid credentials that both the host and user agree to adhere by123

A possible cause of the issue is that the user has not completed the captive portal authentication process, which prevents the VPN from establishing a secure
connection over the Wi-Fi network. The user may need to open a web browser and follow the instructions on the captive portal page to gain full access to the
internet.

NEW QUESTION 343
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