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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1l Configured High Policy1, Palicy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

O
O

Device?2 is marked as compliant.

O
O

Device3 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

010
Q| O

Device2 is marked as compliant.

O

Device3 is marked as compliant.

,_.
1O
——

NEW QUESTION 2

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide
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NEW QUESTION 3

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

« Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enroliment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 6

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 7
- (Topic 6)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others

might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You copy the Group Policy Administrative Templates from a
Windows 10

computer to Serverl. Does this meet the goal?

A. yes
B. No

Answer: A

NEW QUESTION 9

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 10

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2.
All users are assigned a Microsoft 365 Enterprise E5 license and auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)
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New audit retention policy

Name =

Policy1

Description

Record Types

AzureActiveDirectory ~
Activities

Added user, Deleted user, Reset user password, Changed user password, Changed user license, ...(T) -

Users:

Admin1

Duration *
(® 90 Days

6 Months

1 Year

Pricrity =

100

After Policyl is created, the following actions are performed:

? Adminl creates a user named Userl.

? Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v

0 days
30 days
90 days
180 days
365 days

User2: v

0 days
30 days
90 days
180 days
365 days
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1: v

0 days
30 days _
90days |
180 days
365 days

User2: v

0 days
30 days
90 days
| 180 days _
365 days J

—

NEW QUESTION 10

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 13

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 14

- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.
You purchase a Microsoft 365 subscription.

You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.
B. Create a conditional access policy in Azure AD.
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C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 16
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User1 Global Administrator
User2 Security Administrator, Guest Inviter
User3 None
Userd Password Administrator

External collaboration settings have default configuration.

You need to identify which users can perform the following administrative tasks:

» Modify the password protection policy.

* Create guest user accounts.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca
Modify the password protection policy: ‘ User1 nnli- - |

User1 and Userd only
User1, User2, and Userd only
User1, UserZ, User3, and Userd

Create new guest users in Azure AD: l Userl and User2 only - |
User1 only
Userl and User? only
User1, User2, and User4 only
User], User2, Userd, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Modify the password protection policy: ‘ Lserl Dnli- X |
|

Userl and Uiserd only
User1, User2, and Userd only
User1, UserZ, User3, and Userd

Create new guest users in Azure AD; ! User! and User2 only - |
User1 only
User1 and Userd only
User1, User2, and User4 only
User1, User2, User3, and Userd4

NEW QUESTION 18

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 19
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HOTSPOT - (Topic 6)
HOTSPOT
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Name | Member of Multi-Factor Auth Status

User1 | Groupl Disabled
User2 | Group] Enforced
Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs. The tenant contains the named locations shown in the following table.
Name IP address range Trusted location
Location 131.107.20.0/24 Yes
Location2 | 131.107.50.0/24 Yes

You create a conditional access policy that has the following configurations:

? Users or workload identities assignments: All users

? Cloud apps or actions assignment: Appl

? Conditions: Include all trusted locations

? Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

When User1 connects to App1 from a device that has an IP E:::E
address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from a device that has an IP
address of 131.107.20.15, User2 must use MFA.

When UserZ2 connects to App1 from a device that has an IP Q J
address of 131.107.5.5, User2 must use MFA,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

*131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA. However, Userl’s MFA status is disabled. The MFA
requirement in the conditional access policy will override the user's MFA status of disabled. Therefore, Userl must use MFA.

Box 2: Yes.

*131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.

Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of 131.107.50.0/24

NEW QUESTION 21

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:
? Contoso.com

? East.contoso.com

The forest contains the users shown in the following table.

Name UPN suffix

User1 | Contoso.com
User2 | East.contoso.com
User3 | Fabrikam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click
the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)
Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federation Disabled 0 domains
—) Seamless single sign-on Enabled 1 doman
Pass-through authenticabon  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes

| &

User1 can authenticate to Azure AD by using a username of user1@contoso.com. E“E

W

User2 can authenticate to Azure AD by using a username of user2 @contoso.com.

3
T|

User3 can authenticate 1o Azure AD by using a username of user3@contoso.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.
Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTION 23
HOTSPOT - (Topic 6)
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will pratect that matches these requirements. You can choose sensitive info types and
axisting labels

Contenl conlains

Any of these »

Sensitive info type Match accuracy
min max
Credit Card Number B5 100

Retention labels
1 year
m -

+ Add group
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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NOTE: Each correct selection is worth one point.

DLP1 cannot be applied to [answer choice]. v

Exchange email
SharePgint sites
OneDrive accounts

DLP1 will be applied only to documents that have [answer cholce]. R J

both a credit card number and the 1 year label applied
eifher a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.

NEW QUESTION 24

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

| From the Microsoft Endpoint Manager admin center.“_
| add a device enroliment manager

| From the Microsoft Endpoint Manager admin center,-'
| download a certificale signing request. | @

- Upload an Apple MDM push cerificate to Microsoft @
| Endpoint Manager ! @

I Create a certificate from the Apple Push Cemfmateﬁ @
| Portal

From the Microsoft Endpoint Manager admin
| center, configure device enroliment resinctions

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

| | From the Microsoft Endpmnl Manager admin center | 1
i add a device enroliment manager ] '

| FEmeiop e S e ot g e T

| From the Microsoft Endpoint Manager admin Denter_. [
| download a certificate signing request [

| me the Mlcmsaﬁ Endpoint Manager admin center | === e e e = - - - 1
| downioad a certificate signingrequest. C Create a certificate from the Apple Push Certificates|
___________________ Portal @
| Upload an Apple MDM push certificate to Microsoft | ™= _'_',_‘_‘_'_‘_‘_‘_‘_'_‘_'_'_'_‘_'_'_'_‘I
t. EndpoimtManager. | C Upload an Apple MDM push certificate to Microsoft @
***************** E nt M
Createa certificate from the Apple Push Certificates) il _ndfu - _EEE g_er _____________
Poral |

| From the Microsoft Endpoint Manager admin
| center, configure device enroliment restrictions i

NEW QUESTION 28

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
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To identify the number of emails quarantined by ZAP. | Theeat protection status | ¥
Mailflow status report

Spoof detections
Threat pr-.'nn.'!m-n status
URL threat protection

To identify the number of times users clicked a malicious knk  Mailflow status report o
in an emai: [

aiflow status report
Spoof detections
Threat protection status
URL threat protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

T identify the number of emails quarantined by ZAP. | Theeat protection status | ™
Mailflow status report
_ Spoofdetections _ _ _

I Threat protecton status
URL threat protection

To identify the number of times users clicked a malicious link  Mailfiow status report % d
ir an emaik

Threat protection status
URL threat protection

NEW QUESTION 32
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method rqlneud
Userl | Group1 Capable Microsoft Authenticator app (push nolification)

User2 | Group2 Capable Microsoft Authenticator 2pp (push notification)

User3 | Group!, Group2 | Capable Mabile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.
From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings - %

) number Matching will begin to be enabled for sl users of the Microsoft Authenticator spp starting 27th of February 2023, Léatn mone

The Microsoft Authenticator app is a flagship authentication method. usable in passwordless or simple push notification approval modes.
The app is free to download and use on Androwdi05 mobie dences. Learmn more.

Enable and Target Configure

Enable m

Include  Exclude

Target O All users I:iﬁ Select groups

Add groups
Name Type Registration Authentication mode
Group Group i Passwordless bl X

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
User1 can use number matching during sign-in
UserZ can use number matching during sign-in,
User3 can use number matching during sign-in.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes

User1 can use number matching during sign-in
User2 can use number matching during sign-in,

User3 can use number matching dunng sign-in. _ I I

NEW QUESTION 37

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 40
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

User1 | Reports Reader

User2 | Exchange Administrator

User3 | User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only

B. User2onry

C. Userl and User2 only

D. User! and User3 only

E. Userl, User2. and User3

Answer: E

NEW QUESTION 41
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.
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Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Device4 I0S 12
Device5 iI0S 14

All the devices have an app hamed Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint ' v
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: | v

Wk =

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Policy to create in Microsoft Endpoint ' v
Manage: An app configuration policy
An app protection policy
A conditional access policy
A device compliance policy
Minimum number of required policies: | v

o
il

oW p|—=

NEW QUESTION 46
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Userl | Group1

User2 Group?2
User3 None

You create an administrative unit named AU1 that contains the members shown in the following exhibit.
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AU1

Members Role assignments

Add users and groups, or select and remove them. The administrators assigned to this unit will
manage these users and groups. Adding groups dossn't add users to the unit. it lets the assigned
admins manage group settings,

H, Addusers ' Addgroups T Upload users - S Filter () Search this list —
D Members Ermal address Last segr-en Member type

O Userl User 19 sk 2091 2outiook onmicrosoft.com November 4, 2022 at 1025 Pt User

D User3 Lzer3&ak2 2091 2outiso anmecrassfteom Maovember 4 2022 &t 1027 PM User

reneral Assigned Permissions
You can assign this role to users and groups. and select users and groups 1o remove
or manage them

@arn more about agsigning admin roles

. Add users "B Add groups

Ei Admin name Lagt sign-m tcope
L] Groupl Unavailable for groups Organization
] Group2 Unavailable for groups ALY

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes ]
User1 can reset the password of Useri.
User? can reset the password of User3,
UserZ can reset the password of User?.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Userl can reset the password of User3.
User? can reset the password of User3, 1o

UserZ can reset the password of User. ' L

NEW QUESTION 50

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-102 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/MS-102/ (312 Q&AS)

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 53

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

MFA method: -

¥ o
sCall to phone
e =

Email message

Security questions
Text message to phone
Motification to Microsoft Authenticator app

Number of days: v

14

k=
=

60

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 55

- (Topic 6)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip
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NEW QUESTION 57
- (Topic 6)
You have a Microsoft 365 E5 subscription.

You onboard all devices to Microsoft Defender for Endpoint

You need to use Defender for Endpoint to block access to a malicious website at www.contoso.com.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. Create a web content filtering policy.
B. Configure an enforcement scope.

C. Enable Custom network indicators.
D. Create an indicator.

E. Enable automated investigation.

Answer: AC

NEW QUESTION 62
- (Topic 6)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft

SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.
B. From the SharePoint Online admin center, modify the sharing settings.
C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: D

NEW QUESTION 64
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name | Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name

Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android
2 Group2 Name Starts with Device

And Tag Ceonteins Inventory

Last Ungrouped devices
(default)

Not applicable

You create an incident email notification rule configured as shown in the following table.

Setting

Value

Name Rule1

Alert severity Low

Device group scope Group1, Group2
Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident notification email will be

sent.

If a low-seventy incident is tnggered for Device3, an incident notification email will be sent.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.
Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

NEW QUESTION 65
- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.

Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy
B. a device compliance policy
C. a conditional access policy
D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 69
- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.
Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.

B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)

C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic
D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.
E. From Serverl, reinstall the Azure AD Connect Health agent

Answer: DE

NEW QUESTION 72
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members
Group1 User1
Group2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:
? MDM user scope: Some
? uk.co.certification.simulator.questionpool.PList@184e72e0
? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name

Platform

Device1

Windows 10

Device2

Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can enroll Device1 in Intune by using automatic enrcliment (@) O
User1 can enroll Device2 in Intune by using automatic enroliment O O
User2 can enroll Device2 in Intune by using automatic enroliment &, O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment rcﬂ O
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ I @)
User2 can enroll Device2 in Intune by using automatic enroliment &, r_ 1'

NEW QUESTION 73

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

* Report a Microsoft 365 service issue.

» Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Features Answer Area

Message center To report Bues regarding a Microsoft 365 service
Mew senice request =
0 reguest halp on how 10 add 2 new user 1o the tenant

Product feedback

Serate health

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Area

s

| Message center _ To report Bues regarding a Microsoft 365 service: ;| New service reques! i

To request help on how to add 3 new user to the tenant: | | Message center i

NEW QUESTION 75

HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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ASRT1: v

Device control
Exploit protection

Application control

App and browser isolation
Attack surface reduction rules

ASRZ: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A
Explanation:
ASR1: »
Device control
Exploit protection
Application control
/App and browser isolation |
Attack surface reduction rules
ASR2: o
Device control __ _

 Exploit protection

Application control
App and browser isolation
Attack surface reduction rules

NEW QUESTION 78

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages. You need to configure Microsoft Defender for Office 365 to meet the following

requirements:

* Ensure that incoming email is NOT filtered for Mailbox1.

« Detect impersonation and spoofing attacks on all other mailboxes in the subscription. Which two settings should you configure? To answer, select the
appropriate settings in the

answer area.
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Answer Area

Policies Rules

-L\ fnti-phishing (=) Tenant Allow/Block Lists

'C

"% Anti-spam L, Email authentication settings

inf_ Anti-malware L pKIM
|| safe Attachments @: Advanced delivery
{2+ Safe Links Y4 Enhanced filtering

[ Quarantine policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for
Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect
attachment option to send a copy of the original attachment to another mailbox for analysis1.

? Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other
mailboxes in the subscription and enable the following features: Impersonation protection, Spoof intelligence, and Domain authentication. These features will help
you detect and block emails that try to impersonate your users, domains, or trusted senders2.

NEW QUESTION 82
- (Topic 6)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 exchange Administrator
UserZ User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

* Guest Inviter

» Helpdesk Administrator

» Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 86

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

AYes

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-102 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/MS-102/ (312 Q&AS)

A. No

Answer: A

NEW QUESTION 90
- (Topic 6)

You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 92
- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com.
For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.

What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:
Reference:

https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 96
DRAG DROP - (Topic 6)

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.

You plan to implement self-service password reset (SSPR).

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.
Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Answer Area

Froen the Mitnaiol Enirs admin oenter

Conlgune on-preemies integratson pasyeord
Wikl k

Froen the Microsoft Entra admin center
confagune the authentication methods for
S5PR

Froen (he Midtroaah Dntra admiln cEnser
configure the registration settings for S5PR
Sedpct Group wiiteback in Microsolt Entra

L OnipCl

Sili=rt PasTwnrd wintepack v Mooty Eming
Connedt

B. Not Mastered
Answer: A

Explanation:
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Actions Answer Area
Sep 1; Validate perrmgsons for che Microsodt Entra
Cosmnagt 4 eounl
Sigp 2 1| From the Microgsof Entra admin cente ]
conligure on-premitesd integration patsiverd 1
i wrlbeback i
a - - - St 3 | Select Password writebaci in Microsoft Entra
! From the Microtolt Entra admin conter b
! configuse the registration settings for SSPR

Connect

Select Pasiword writeback in Microtoflt Entra

Coarmsct

e ——

NEW QUESTION 100

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You deploy the anti-phishing policy shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
To ensure that malicious email iImpersonating the CED of 3 partner company is blocked, 1 ~ w |
you must modify the [answer choice] setting. T Add trusted senders and domains E
[ Enable domains to protect *
Enable users to protect
Phishing email threshold
To minimize disrupting users that frequently exchange legitimate email with the CEO of a L
partner company, you must configure the [answer choice] setting. Add trusted senders and domains. —
_Enable intelligence for impersonation protection
Enable spoof intelligence
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that
will receive impersonation protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an
email message from the Vice President of your company asking you to send her some internal company information. Would you do it? Many people would send
the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user
impersonation

is different from the list of recipients that the policy applies to (all recipients for the default policy; specific recipients as configured in the Users, groups, and
domains setting in the Common policy settings section).

When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The
message is checked for impersonation if the message is sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and
domains recipients in custom policies). If impersonation is detected in the sender's email address, the action for impersonated users is applied to the message.
Box 2: Add trusted senders and domains Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never
classified as impersonation-based attacks by the policy. In other words, the action for protected senders, protected domains, or mailbox intelligence protection
aren't applied to these trusted senders or sender domains. The maximum limit for these lists is 1024 entries.

NEW QUESTION 101

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:

? Opening files in Microsoft SharePoint that contain malicious content

? Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Opening files in SharePoint that contain malicious content: b
Anti-spam
Anti-Phishing
Safe Attachments
Safe Links
Impersonation and spoofing attacks in email messages: = _[;
Anti-spam
Anti-Phishing
Safe Attachments
Safe Links
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Opening files in SharePoint that contain malicious content: E W
Anti-spam
Anti-Phishing
| Safe Attachments _ |
Safe Links
Impersonation and spoofing attacks in email messages: 5 v
| Anti-spam_
'| Anti-Phishing
Safe Attachments
Safe Links

NEW QUESTION 102

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the

Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 106

HOTSPOT - (Topic 6)
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Member

1 Group1 Name starts with Comp

2 Group?2 Name starts with Comp And
OS In Windows 10

3 Group3 0S In Windows Server 2016

Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.
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Name Operating system |
Computer1 | Windows 10

Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computer1: | Groupl on s

Groupd only
Group1 and Group2
| Ungrouped devices

ComputerZ: ‘ Grou!ﬂ ﬂnl'!' i ’

Group3 only
Group1 and Group3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1: | Groupl on -
I.
[GroupZonly ~— ~

Group1 and Group2
| Ungrouped devices

ComputerZ: ‘ GmuEEI ﬂnl*!' v ’

Group3 only
Group1 and Group3

NEW QUESTION 110

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 113
HOTSPOT - (Topic 6)
HOTSPOT
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You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device

User Group1 Device1l

User2 Group1 Device2, Device3

The devices are configured as shown in the following table.

Name Platform Azure AD join type

Devicel

Device?2

Windows 10

Device3

Android

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl
? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy
- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant
- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

User1 can access Site1 from Devicel. £

User2 can access Site1 from Device2. O

User2 can access Site1 from Device3. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Userl is member of Groupl and has Devicel.
Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.
Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

NEW QUESTION 118
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files shown in the following table.

Name

Number of IP addresses in the file

File1

2

File2

3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP
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rules shown in the following table.

Name Content contains Policy tip | If there is a match, stop | Priority
processing

Rule1 | 3 or more IP addresses | Tip1 No 0

Rule2 | 1 or more IP addresses | Tip2 Yes 1

Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 to Sitel.

Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 120
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.
An Exchange Online administrator recently created a role named Rolel from a computer on the network.
You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for:

Field to filter by:

A. Mastered
B. Not Mastered

Guaranteed success with Our exam guides

File1: ‘ T:iz ani-i 'f

|T|p3 only
| Tip2 and Tip3

Fie2: Tip1 and Tip2 only
|Tip‘| only
| Tip3 only
Tip1 and Tip2 only

-

| Tip1, Tip2, and Tip3

File1: ‘ T:ﬁz ani! ! f
|

|T|p3 only
| Tip2 and Tip3

Fie2: Tip1 and Tip2 only
|Tip‘| only

Tip1 and Tip2 only

-

ﬂ'lﬁ 1, Tip2, gﬁd_.'i.' ip3

v
Exchange mailbox activities
Site administration activities
Show results for all activities
Role administration activities

v
ltem
User
Detail
IP address
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Answer: A
Explanation:
Activities to search for: v
Exchange mailbox activities
Site administration_activities. |
 Show results for all activities
Role administration activities
Field to filter by: v
ltem
SOSBE s i e :
el . .
|P address

NEW QUESTION 124

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a parther company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsolt Defender SmartSoreen

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?
A. Alert notifications

B. Alert suppression

C. Custom detections

D. Advanced hunting

E. Indicators

Answer: E

Explanation:
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twatter.con

This Website Is Blocked By Your Organization
Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference: https://jadexstrategic.com/web-protection/

NEW QUESTION 125

- (Topic 6)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

| User1@contoso.com v |

Global privacy contact
| ]

Privacy statement URL

i http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration.
The customer's tenant administrator will be notified.

Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 128

Guaranteed success with Our exam guides

visit - https://www.certshared.com



[_] CertShared

Certshared now are offering 100% pass ensure MS-102 dumps!
https://www.certshared.com/exam/MS-102/ (312 Q&AS)

- (Topic 6)
You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

Policy1

Status
Description

Seventy

Category

Conditions

Aggregaton

Threshold

Window

Scope

Emal
recipients

Daily

notification

limit

& munutes

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
21
.25

o0 w>

Answer: D

NEW QUESTION 131

- (Topic 6)

You have a Microsoft 365 E5 tenant.
You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.

You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer

B. Turn on the policy
C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 136
HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

Mare

e idors

Faal v

Rumbcr of IP
addemes Ir the We

i nches

I Uy

Fae 00

The Sitel users are assigned the roles shown in the following table.
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{ fwrr? w1
P Wi i

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review vour settings

e ats nane |

Chocee the information to protect

Cumpor pohly

Name your palicy

Podoy noms tad
Polry
Chesone loe ators
g ptor fM
Poicr settings
Apmalers 1y comborl iy Ueese s s bal |

@ Redew jour setings

narabos at atas

Poboy sellings -
B e sooldst Festaer i Yol Syped af mesle nibg I Adae 8

Praeg visloy pwngens owily & peday PR S0l o0 el FF

B tfere aw il ‘=i J insarce O Tre seme Tvpi O s v @l0)

bhCck pOC253 1O the Qo

um pobcy oa 3t it's crested { L

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Arnwel Ared

Le=1: 11
E|
rl
3
Lac |y
1
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Aol Arce
Lee iz 1
-I*
U: J
&
S
Lo |
r;_‘
1
-
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NEW QUESTION 141

DRAG DROP - (Topic 6)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Securty admin
center, add an app connector.

Signinto App1.

®
I

©O

Create a conditional access policy.

From the Azure Active Directory admin
center, configure the Diagnostic settings. |

From the Azure Active Directory admin
center, add an app registration for App1. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

| " " Deploy Azure Active Directory |  f ———’
(Azure AD} Appllcatmn Prnxy I From the Cloud App Security admin i
A A A A ' center, add an app connector. I
|

[ From the Cloud App Security admin
; center, add an app connector. P T Y Y

| From the Azure Active Directory admin
icenter configure the Diagnostic settings. |

e e

-r".I
m:‘l,
=0
T 3
mn—t
a®
(=1
wé’
='-l
o D
s >
a.E-
S &
H
= @
o a
5 0
o=
= D
%’%
- )

NEW QUESTION 145

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 150
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
» Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Device1
08:15 | Activity2 Medium Device2
08:16 | Activity?2 Medium Device2
08:20 | Activity1 High Device1
08:30 | Activity3 Medium Device2
08:35 | Activity?2 High Devicel

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

User! @contosc.com will receive two incident notification emails for the alert at 08:05
Liser2 @contoso.com wall receive an incident notification email for the alert at 0807,

User1 2contoso.com will receive an incident notification email for the alert at 0820,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

Userl @contoso.com will receive two incident notification emails for the alert at 08:05 o
User2 @contoso.com will receive an incident notification email for the alert at 08:07. I L

User] @contoso.com will receive an incident notification email for the alert at 08:20. 1 |

NEW QUESTION 153

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.
It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 154
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.
You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| 'v ActionType startswith ‘ASR’

lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Alertinfo

o e = o ==

DeviceEvents

Devicelnfo

| |W ActionType startswith ‘ASR’

lookup
project
render

b = e

'where |

NEW QUESTION 157
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name

Platform

Intune

Device1

105

Enrolled

Device?2

macOS

Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.

What should you use to onboard each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Arnswer Area

Devicel: | Microsoft Endpoint Manager it

A local scnpt
Group Policy

Micrasoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: | A local script b
A local scnpt
Group Policy
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Devicel: | Microsoft Endpoint Manager ¥
A local script
_ Group Policy

S Microsoft Endpaint Manager

L —r—ar— R -
An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: | A local script £
Group Pohcy
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 160

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B
NEW QUESTION 165

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

e e e e i T

You have labels in Microsoft 365 as shown in the following table.
] JASAARR RN RIREORIBRDRRERRART0AL] 1,[

The content in Microsoft 365 is assigned labels as shown in the following table.
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You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 169

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Il

Microsoft Purview

Home

Compliance Manager

Data classification

Data connectors

X[ &) ©| Q| &

Reports

Solutions

&

Catalog

=2

App governance

Audit

Content search

Communication compliance

Data loss prevention

eDiscovery

Data lifecycle management

Information protection

B (B G0 B | B Bl o| @

Information barniers

P

Insider risk management

&7

Records management

Privacy risk management

Subject rights requests

A. Mastered

B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft Purview

Home

]
o4 Compliance Manager
2

Data classification

—— — e ——— —s e

! P Data connectors

~  Reports
Solutions
B catalog

R App govemance

Audit

Content search

Blf o| @

Communication compliance

| (8

Data loss prevention

eDiscovery v

Data lifecycle management b

Information protection

Information barriers e

Insider nsk management

Records management

Privacy risk management St

| @ | B o°| BB OO B>

Subject rights requests

NEW QUESTION 174

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

* A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.

What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area
A user's email sending pattéems must be used to minimize false positves for spoof protection:  Damaans to E'otm v

Madlbox intelligence
| Users to protect

Documents uploaded to Tearms, SharePoint Online, and OneDove mast be protected by wing | Global settings for safe attachments -
L TR e T DU (Global settings for sale attachements

The Safe Attachments policy sethngs
The 5afe Links policy settings

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Angwer Area

A user's ermail sending pattems must be uwsed to minimize false positives for spoof protection:  Doemaans o protect -
| Domains 1o protect |
Malbos intelhgence
Uisers to protect

Documents uploaded to Teams, SharePoint Online, and OneDove mast be protected by wing | Global settings for safe attachments
Defender for Otfice 365 |

Th Sale Anachments policy Seings

The Safe Links podicy 4sttings

NEW QUESTION 176

YE)TuOE:vg)a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
User1 | Azure AD Yesterday
User2 | Active Directory Domain Services | Two days ago
(AD DS)
User3 | Active Directory Domain Services Never
(AD DS)

Azure AD Connect has the following settings:

? Password Hash Sync: Enabled

? Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 178

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 182

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.
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You need to implement compliance solutions that meet the following requirements:
* Use a file plan to manage retention labels.
« Identify, monitor, and automatically protect sensitive information.
 Capture employee communications for examination by designated reviewers.
Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
sutions Angwer Area

Data loss prevention idenuty, monitor, and automatcaily protect

sensitnoe nformaton

Infiormation govermance
Capture employee communications for I
enamnation by desgnaled reviewers

Iresachior nisk mMANAgement

Use a file plan to manage refention labels:
Records managemen

A. Mastered
B. Not Mastered

Answer: A
Explanation:
sutions Answer Area
1 Quta fogs peevention_ | identty, monitor, and automatically protec! | Data loss prevention
sensiinee nformaton
rformatson I}DT'{TI';‘I{t_ i ¥ I k 1 .
— Capture employee communications for "NSCer sk management ]
Fesicter rick sansgament 1 CLAINAtON by delGRated revewers
e e Py Rt JI Use a file plan to manage retention labels:| INAOITANEON QOVEITANG: ]

Becords managemens

NEW QUESTION 187

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

Userl | AugustS
| User2 | August7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: | A
August 6

August 17

August 19

September 3

September 5

User2: { v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 190

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices.

You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data siorage on device Require

Dewice Securty

Firewall Require L Nolconbgured

Trusted Platform Module (TPM) Require LNl conbigured

Antivirus Requre L Mol confgured ]

Antispyware Reguire L Nolconhoured ]
Defender

Micrasoft Defender Antimabware [  Heguee Mot configured

Micrasoft Defender Antimabwane minimum Not configured

VETSI0N

Microsoft Defender Antimatware Secunty T Reguwre 0 Mot confegured

intefligence up-do-date

Real-time protection [ Hegure ] Mol configured

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Windows 10 compliance policy
Windows 10 and later

e iy

Firewall Redquire Lol congured _____J
' Trusted Platform Module (TPM) Require L Notconbgured M
(Antirus " "Requre GEEESISTGRGTIGEEES |
Antispyware Regquare L ot conhgured ]
Defender

Micrasoft Defender Antimabware [  Hegure ] Mot configured

Micrasaft Defender Antimabware rminirmum Mot configured

VErSI0n

Microsoflt Defender Antimabvare security T Hegure 0 Mot configured
intefigence up-do-date

Real-time protection T Mot configured

NEW QUESTION 192

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
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B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 197

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 200

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 203

- (Topic 6)

You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission
should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 206
HOTSPOT - (Topic 6)
You work at a company named Contoso, Ltd.
Contoso has a Microsoft 365 subscription that is configured to use the DNS domains shown in the following table.
Contoso purchases a company named Fabrikam, Inc.
Contoso plans to add the following domains to the Microsoft 365 subscription:
* fabrikam.com
» east.fabrikam.com
* west.contoso.com
You need to ensure that the devices in the new domains can register by using Autodiscover.
How many domains should you verify, and what is the minimum number of enterprise registration DNS records you should add? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Domains: p———
LT
1
2

Enterpriseregistration DNS records: |3 ¥ |
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Domains: p——
-
32|

Enterpriseregistration DNS records: [3 |

My =

§
2

NEW QUESTION 210

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for

that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.
Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.
Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 213

- (Topic 6)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.

B. Install the latest feature update and all the quality updates released since version 21H1.

C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 217
HOTSPOT - (Topic 6)
You have device compliance policies shown in the following table.
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_ Name |

| Polcyl | Windows 10 a;hd-utg

| Polkcy2 | Windows 10 and later

| Policy3 | Windows 10 and later

| Policyd | Windows 10 and later

| FORCYD

105/1Pag0s

Policy6 | 105/iPadOS

Device

Device!

| Device2

| Device2
Device3

Devicel

o

The device compliance state for each policy is shown in the following table.

___ Policy

, Policyt

Compliant

Policy3

n grace penod

'
| Compliant

| Poliod
Policys

| Not compliant
In grace penod

Pohcy6

Compliant

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anvwer Arca

NEW QUESTION 221
- (Topic 6)

Statements Yes
Demace | huds an overall compliance state of Compiant

Device2 has an cwerall compliance state of Not compliant

Deviced has an overall comphance state of In e P

Statements Yes
Demace 1 has an overall complisnce state of Compiant | |

Deviced has an overall compliance state of Not compliant. | I

Devaced has an oversl comphance state of In grace penod e
—

1
-

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 224
- (Topic 6)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

Domains

-+ Add domain = Buydomain () Refresh

Domain name | Status ¥ Choote columns
O Subl.contoso221018.onmicrosoft.com (D... : A Possible service issues
O  contoso.com : @ incomplete setup
" contoso221018.onmicrosoft.com f @ Heaithy
L] Sub2.contoso221018.onmicrosoft.com @ ircomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontos0221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B
NEW QUESTION 225
- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
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You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 226

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the following user:

? Name: Userl

? UPN: userl@contoso.com

? Email address: userl@marketmg.contoso.com

? MFA enrollment status: Disabled

When Userl attempts to sign in to Outlook on the web by using the userl@marketing.contoso.com email address, the user cannot sign in.
You need to ensure that Userl can sign in to Outlook on the web by using userl@marketing.contoso.com.

What should you do?

A. Assign an MFA registration policy to User1.
B. Reset the password of Userl.

C. Add an alternate email address for User1.
D. Modify the UPN of Userl.

Answer: D

Explanation:

Microsoft's recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot
remediate UPN’s to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to
remember. By convention, this should map to the user's email name. The point of the UPN is to consolidate the email and logon namespaces so that the user only
needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional Access policy to require MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION 228

HOTSPOT - (Topic 6)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following
table.

Name Platform BitLocker Drive Encryption Member of
(BitLocker)

Devicel | Windows 10 | Disabled Group1, Group2
Device2 | Windows 10 | Disabled Group?2, Group3
Device3 | Windows 10 | Disabled Group3

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker | Mark noncompliant | Assigned
after (days)

Policy! | Require J No
Policy2 | Require 10 Yes
Policy3 | Not configured 15 Yes

The device compliance policies have the assignments shown in the following table.

Name | Assigned to
Policy2 | Group2
Policy3 | Group3

For each of the following statements, select Yes if the statement Is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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[_] CertShared

Answer Area
Statements Yes No
Device1 is marked as noncompliant after 10 days.
Device2 is marked as noncompliant after 10 days.
Device3 1s marked as noncompliant after 15 days. 5
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Dewvice1 is marked as noncompliant after 10 days. I _|
| —
Device2 is marked as noncompliant after 10days. | C :
| I

— e— —
| O B

Device3 is marked as noncompliant after 15 days.

NEW QUESTION 232
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.

Home / Policy Management {1 Notifications
Policy configurations
<+ Create [ Copy 1l Reorder priority & Remove Total policy configurations: 3
Name Priority T Recommendation status
Office Users Policy 0
Sales Team Paolicy 1
All users 2

The policies use the settings shown in the following table.

~ Policy Default Shared Folder Location Default |
Office
Theme

Allusers | hitps://sharepoint contoso.com/addins_all_users Colorful

Office https.//sharepoint.contoso.com/addins_office_users White

Users

Policy

Sales https //sharepoint contoso.com/addins_sales_team_users_ Dark

Team Gray

Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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The default shared folder location for User1 is

The default Office theme for User 2 is:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

|

https.//sharepoint contoso.com/addins_all_users
hitps //sharepoint contoso.com/addins_office_users
hitps://sharepoint. contoso.com/addins_sales_team_users_

v

Colorful
Dark Gray
White

The default shared folder location for User1 is

hitps./fsharepoint.contoso.com/addins_all_users

L e

The default Office theme for User 2 is- |

NEW QUESTION 233
HOTSPOT - (Topic 6)

Dark Gray
White

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
User1 UserGroup1
User2 UserGroup?2
User3 UserGroup3
The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.

Name

Type

App1

10S store app

App2

Android store

app

App3

Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. (@) O
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes No
App1 can be assigned as a required install for User3. @) @3:'
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O (O
App3 can be installed automatically for UserGroup1. Te) o)

NEW QUESTION 236

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:
» Microsoft 365 Apps for enterprise

» Office for the web

* Office 2016

* Office 2019

The company currently uses the following Office file types:

« .docx

* XIsx

» .doc

e xls

You plan to use sensitivity labels. You need to identify the following:
» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 239
- (Topic 6)
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
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| Name | Platform

| Devicel | MacOS
De=vice, | Windows 10 Pro for Workstations

: Demace . Windows 10 Enterprise

| Deviced | 105 |
Devaces ANCro-d

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

o0 w»
P N O W

Answer: D

NEW QUESTION 243

- (Topic 5)

You need to configure Azure AD Connect to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

A. From the Microsoft Azure AD Connect wizard, select Customize synchronization options.
B. From PowerShell, run the Add-ADSyncConnectorAttnbuteinclusion cmdlet.

C. From PowerShell, run the start-ADSyncSyncCycle cmdlet.

D. From the Microsoft Azure AD Connect wizard, select Manage federation.

Answer: A

NEW QUESTION 247

- (Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name
for the project.

Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. alias (CNAME)

Answer: D

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns- records-at-any-dns-hosting-provider

NEW QUESTION 251
- (Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0365-worldwide

NEW QUESTION 252
- (Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?
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A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 256

- (Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk

NEW QUESTION 258
- (Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 263

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager.

Solution: You create a device configuration profile from the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl -
Auto-enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD- join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager https://docs.microsoft.com/en- us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 267

HOTSPOT - (Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Device state (preview)

D o 0 i 0 nio

M < 2 Configure B
| ' e N - e
| Pelicy] ll | Mot configured =

Include |-Ex-:!ude |

Assignments o ] : >
_____g MNat configured
Isers amd graups O Select the device state condition uied 1o exclude
= il
f > dors & devices from palicy.
0 users and groups selected S b -
Mot configured |L Deeice Hybiid Azure AD joined O |
Cloud soes @ 5
1 app included Chent apps (preview] @ 5 |L, Devioe marked as compliant @ |
Mot configured
onditions ﬂ }
0 conditions selected Dievice state (preview 3
Mot configured
Access controls
int
>
Elock access
Lassian @
2

0 controls selected

Enable policy

(o M

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 271
- (Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 276

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement identity protection by configuring a sign-in risk policy and a user risk policy. Which type of risk is detected by each policy? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Sign-in risk policy: l.L,E:HEﬁ]_.E{g{}:r.I'l:I_I-ﬂS = . i

Atypical travel
Leaked credentals
Possible attempt 10 access Pnimary Refresh Token (PRT)

Uiser risk policy:  Malicious P address =]
| Leaked credentials
Malicious |P address
| Suspicious browser

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

g & I'
Signin fisk pokcy: e oked credentiols -]

Atypical travel
i Lesked créedenhals

[ Posaible attempt 1o access Primary Refresh Token (PRT)

User risk policy:  Malicious IP address -
| Leaked credentials

Malitious IP address

NEW QUESTION 279

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named sitel. You need to ensure that sitel meets the following requirements:
* Retains all data for 10 years

« Prevents the sharing of data outside the organization

Which two items should you create and apply to sitel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

. a retention policy

. a sensitive info type

. a data loss prevention (DLP) policy
. a sensitivity label

. a retention label

. a retention label policy

mTmoOw>

Answer: CE

NEW QUESTION 282

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create a Conditional Access policy that blocks access to an app hamed Appl when users trigger a high-risk sign-in event.
You need to reduce false positives for impossible travel when the users sign in from the corporate network.

What should you configure?

A. exclusion groups
B. multi-factor authentication (MFA)
C. named locations
D. user risk policies

Answer: C

NEW QUESTION 286

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Security

Group2 | Mail-enabled security
Group3 | Microsoft 265
Group4 | Distribution

All the groups are deleted.
Which groups can be restored, and what is the retention period? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Groups that can be restored: v

Group3 only

Groupl and Group2 only

Group2 and Group4 only

Group1, Group2, and Group3 only
Groupl, Group2, Group3, and Group4

Ot}

Retention period: | | v |
24 hours

7 days
14 days
30 days
90 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Group3 only

Box 2: 30 days

If you've deleted a group, it will be retained for 30 days by default. This 30-day period is considered a "soft-delete" because you can still restore the group. After 30
days, the group and its associated contents are permanently deleted and cannot be restored.

NEW QUESTION 288

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in to
Appl.

What is the minimum number of Conditional Access policies you should create?

nmTmoow>
©®Noohw

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to App1l.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan- conditional-access

NEW QUESTION 289

- (Topic 6)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
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D. an indicator
Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 294
- (Topic 6)
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.

What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D
Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams
In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint,

OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are asynchronously scanned by the common virus detection
engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe Attachments for
SharePoint, OneDrive, and Microsoft Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

NEW QUESTION 295
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Security enabled | Role assignments
allowed
Group1 | Microsoft 365 | No No
GroupZ | Microsoft 365 | No No
Group3 | Security Yes Yes
Group4 | Security Yes No
GroupS | Security Yes No
Group6 | Distribution No No

Which groups can be members of Groupl and Group4? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Groupl:  None of the groups >
MNone of the groups

Groypd only

Group2 and Groupd only

Group2, Groupd, Groups, and Groupb only
Groupd, Group3, Groupd, Group3, and Groupd

Groupd: | Group$ only
None of the groups
Group5 anky
Group3 and GroupS only
Group1, Group2, Group3, and Groups ondy
LGroup1. Groupa, Group3. Groups. and Groupb

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Groupl: | None of the groups >
None of the groups

Grogpd only

Group2 and Groupd only

Group2, Groupd, Groups, and Groupb only
Groupd, Group3, Groupd, Group3, and Groupd

Groupd: | Group$ only
MNone of the groups

Group3 and Group5 only
Group1, Group2, Group3, and Groups ondy
Group1, Group2, Group3, Groups, and Group6

NEW QUESTION 297

HOTSPOT - (Topic 6)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name Members
AU1 User1, User2
AU2 User3

You have the following users:

? A user named Userl that is assigned the Password Administrator for AU1 and AU2.

? A user named User2 that is assigned the User Administrator for AUL.

? A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

O

User1 can reset the password of User3, E

User2 can update the display name of User1. O Q
User1 can reset the password of User2. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: No

Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.
Note: Password Administrator

Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a

Password Administrator can reset a user's password depends on the role the user is assigned.

Role that password can be reset Password Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin Admin Admin
Usage Summary Reports Reader o 4 o 4 '
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.
Note: User Administrator
Can manage all aspects of users and groups, including resetting passwords for limited admins.

NEW QUESTION 300
- (Topic 6)
You have a Microsoft 365 E5 subscription.
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Your company s Microsoft Secure Score recommends the actions shown in the following exhibit.

Microsoft Secure Score

Creerview Recommended actions History Metrics B trends
Export
Hank Recommended sction Score impac!  Poivis schieved Ftatus
Require multifactor authentication for administrative roles -4 V9% +Th e D) To addrei
L J Enzwre all users can complate multifactor authentication =1 7TF% ik - T scdreta
] 3 Create Safe Links policies for email messages =3173% 0% To addneds
3 Enable policy 1o block legacy authentication = 1L12% T poidness
L] 3 Turn on Safe Attachments in block mode - 130% i Ta sddrets
[ ] & Ensure that intelligence for impersonation protection i enabled »313% B ) T pidiess
7 Move messages that are detected as impersonated users by mailbox inteliigence - 132% 08 ™y T addinii
L] # Enable impersonated domain protection =3 . F J To addneea

You select Create Safe Links policies for email messages and change Status to Risk accepted in the Status & action plan settings.
How does the change affect the Secure Score?

A. remains the same

B. increases by 1 point
C. increases by 9 points
D. decreases by 1 point
E. decreases by 9 points

Answer: A

NEW QUESTION 301

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v

csv
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Application: v
| I

Microsoft Excel

‘Microsoft Forms
Microsoft Word

Visual Studio Code

File format: v

(Csv. !

dbx

docx

dotx

json

Xlsx

xltx

NEW QUESTION 302
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.

You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.

Policy! has the Data protection settings shown in the following exhibit.
Data Transfer

Backup org data to Android backup Block
services (i
Send org data to other apps (I [ Policy managed apps L

Sedact apps 10 exempt

Allgaw uSar 10 Save COpIes 10 selected [ ShareRoint |
senaces (L)
Transter telecommunication data to Any dialer app W
Diater App Package ID
Dialer App Name
Recerve data from other apps () Al Apps W
Open data into Org documents (1) Adlcay
Allow users to open data from selecied
g ln
Restrict cut. copy, and paste between Policy managed apps with paste in N
other apps (0
Scrasn capture and Google Assistant () Block
Approved keyboards (2 Raquire Not requsred

Select keyboards 10 approve

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.
Angwer Arca

A. Mastered

A user can copy files from Microsoft CneDrive to [answer cholor] only. | Microsoft SharePoint Online

S}

DineDvine
hotal Storage

Mecrozolt SharePoint Online
Mecrosoft SharePoint Online and Onelrine

A user can copy and paste text from [anmwer choloe] 1o a Microsoh Word document stored | any & -
In Microsoft OneDiive

only managed apps
only unmanaged apps
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B. Not Mastered

Answer: A
Explanation:
Answer Area
A yser can copy files from Microsoft CneDrve to [answer cholor] only. | pficrosaft SharePoint Cnline 5
Onelvive

lotal $i0rag
Mecrozolt SharePoint Online
™ Microsofl SharePoint Online and Onelrve

A user can copy and paste text from [answer cholce] 1o a Microsoft Word document stored | any & v
In Microsolt OneDive

only managed apps
only unmanaged apgs

NEW QUESTION 304
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
From the Sign-ins blade of the Microsoft Entra admin center for which users can Userl and User2 view the sign-ins? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

User1 can view the sign-ins for the following users: l_US_Ef".-_Uﬁ-EFE; User3, and Userd l
| User] only
{User1 and User2 only

| User1, User2, and User3 only
Userl, User?, User3, and Userd

User2 can view the sign-ins for the following users: [__l._lg_eg_?_ and User2 only _‘:j
User2 only |
User1 and User? only
User1, UserZ, and User3 only ‘
|User1, User2, User3, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

User1 can view the sign-ins for the following users: l_US_Ef".- User2, User3_and Userd l
{Userl only
| User! and User2 only
| User1, User2, and User3 only

User2 can view the sign-ins for the following users: [__l._lg.ﬁ_?_ and User2 only _‘:j
| User2 only ,
M User1 and User? only
User1, User2, and User3 only ‘
|User1, User2, User3, and Userd

NEW QUESTION 309
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.

You need to meet the following requirements:
* View an assessment of the device configurations against the Center for Internet Security (CIS) vl.0.0 benchmark.
* Protect a folder named C:\Folderl from being accessed by untrusted applications on the devices.
What should you do? To answer, select the appropriate options in the answer area.
Answer Area

To view the device configuration assessment: | Create a baseling assessment profile, Bt
{ Add a connected application
Create a baselme assessment profile
| Fitter the Vulnerable devices report.

To protect C\Foider1, enable: | Controlled folder access =
Controlied folder acoess

Exploit pratection
| Removable storage protection
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

To view the device configuration assessment:  Create 3 baseline assessment profile, b
Add a connected application

§ Create a baseline assessment profile
Filter the Vulnerable devices report.

To protect Ch\Folder, enable: Controlled folder access

Controlled folder access

| Removable storage protection

NEW QUESTION 311

- (Topic 6)

Your company has a Microsoft 365 subscription.

You need to identify all the users in the subscription who are licensed for Office 365 through a group membership. The solution must include the name of the group
used to assign the license.

What should you use?

A. Active users in the Microsoft 365 admin center

B. Reports in Microsoft Purview compliance portal

C. the Licenses blade in the Microsoft Entra admin center
D. Reports in the Microsoft 365 admin center

Answer: D

Explanation:

Microsoft 365 Reports in the admin center

You can easily see how people in your business are using Microsoft 365 services. For example, you can identify who is using a service a lot and reaching quotas,
or who may not need a Microsoft 365 license at all.

Which activity reports are available in the admin center

Depending on your subscription, here are the available reports in all environments.

Report Public GCC GCC- DoD Office 365 operated
High by 21Vianet

Microsoft browser usage Yes No' No! No' No'
Email activity Yes Yes Yes Yes Yes
Email apps usage Yes Yes  Yes Yes Yes
Mailbox usage Yes Yes Yes Yes Yes

@fﬁce actiuat:onsJ Yes Yes Yes Yes Yes

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/activity-reports

NEW QUESTION 312

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

You need to create two groups named Group! and Group2. The solution must meet the following requirements:

» Groupl must be mail-enabled and have an associated Microsoft SharePoint Online site.

» Group2 must support dynamic membership and role assignments but must NOT be mail- enabled.

Which types of groups should you create? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Group1: I Microsoft 365 |
Distrnibution
Dynamic distribution

 Security

Group2: _Secunity
Distribution
Dynamic distribution
Microsoft 365

Secunty
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 317
- (Topic 6)
You have a Microsoft 365 subscription.

Distribution
Dynamic distnbution

Group2: Secunity

Distribution
Dynamic distribution
Microsoft 365

You create a retention label named Retention1 as shown in the following exhibit.

You apply Retention! to all the Microsoft OneDrive content.
On January 1, 2020, a user stores a file named Filel in OneDrive.

On January 10, 2020, the user modifies Filel. On February 1, 2020, the user deletes Filel.
When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B

NEW QUESTION 318

- (Topic 6)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
Block execution of potentially
Name Type
obfuscated scripts (js/vbs/ps)
: Attack surface .
Policy1 reduction (ASR) Audit mode
. Microsoft Defender :
Policy2 ATP Baseline Disable
a Device configuration
Policy3 profile Not configured

A. only the settings of Policy!

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-102 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/MS-102/ (312 Q&AS)

B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: C

NEW QUESTION 322

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records.

You need to ensure that the option to mark content as a regulatory record is visible when you create retention labels.
What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365- worldwide

NEW QUESTION 326

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You have an Azure AD tenant named contoso.com that contains the following users:

* Adminl

* Admin2

* Userl

Contoso.com contains an administrative unit named AIM that has no role assignments. Userl is a member of AUL. You create an administrative unit named AU2
that does NOT have any members or role assignments. For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can add Admin a5 a member of AU1
You can add Usar] as a member of AU2.
You can assign Adming the User administrator role for ALY
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

You can add Admin a5 a member of AU1 '

You can add Usar] as a member of AU2. I I

You can assign Adming the User administrator role for ALY I

NEW QUESTION 328

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the domain functional level to Windows Server
2019. You copy the

Group Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.
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Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 332
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