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NEW QUESTION 1
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The enterprise customer wants to stream one-way video from their head office to eight branch
offices using multicast. Their current service provider provides a Layer3 VPN solution and manages
the CE routers, but they do not currently support multicast. Which solution quickly allows this

multicast traffic to go through while allowing for future scalability?

A. Enable a GRE tunnel between nodes CE1 and CE2
B. Enable a GRE tunnel between nodes C2 and C4
C. Enable a GRE tunnel between nodes C1 and C4

D. Implement hub and spoke MPLS VPN over DMVPN (also known as 25470 DMVPN) between CEland CE2
E. The service provider must provide a Draft Rosen solution to enable a GRE tunnel between nodesPE1 and PE2

Answer: B

NEW QUESTION 2
Refer to the table.

CONNECTIVITY NSTALLATION [TERM
EE

DWDM over dark 30,000 12 months
;h!::-er__

CWDM over dark r‘l SD.ODDF1W.UGU r25.000 18 months
Fiber

MPLS wires only $50,000 [$180,000 [$5,000 12 months
Metro Ethenet  $65,000 §100,000  $5,000 36 months

A customer investigates connectivity options for a DCI between two production data centers to aid a
large-scale migration project. The migration is estimated to take 20 months to complete but might extend an additional 10 months if issues arise. All connectivity
options meet the requirements to migrate workloads. Which transport technology provides the best ROI based on cost and flexibility?

A. CWDM over dark fiber
B. MPLS

C. DWDM over dark fiber
D. Metro Ethernet

Answer: D

NEW QUESTION 3

Which effect of using ingress filtering to prevent spoofed addresses on a network design is true?

A. It reduces the effectiveness of DDoS attacks when associated with DSCP remarking to Scavenger.

B. It protects the network Infrastructure against spoofed DDoS attacks.
C. It Classifies bogon traffic and remarks it with DSCP bulk.
D. It filters RFC 1918 IP addresses.

Answer: B

NEW QUESTION 4

Which three Cisco products are used in conjunction with Red Hat to provide an NFVi solution? (Choose three.)

A. Cisco Prime Service Catalog
B. Cisco Open Virtual Switch

C. Cisco Nexus switches

D. Cisco UCS

E. Cisco Open Container Platform
F. Cisco Virtual Network Function

Answer: CDF

NEW QUESTION 5
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A small organization of 20 employees is looking to deliver a network design service for
modernizing customer networks to support advanced solutions:

- Project scope and weekly progress should be visualized by the management.

- Always consider feedback and make changes accordingly during the project.

- Should consider flexibility to change scope at the point of time.

Which project methodology meets the requirements and have the least impact on the outcome?

A. Scrum

B. LEAN

C. Kanban
D. Six-Sigma

Answer: C

NEW QUESTION 6
Company XYZ needs advice in redesigning their legacy Layer 2 infrastructure.
Which technology should be included in the design to minimize or avoid convergence delays due to STP or FHRP and provide a loop-free topology?

A. Use switch clustering in the access layer.

B. Use switch clustering in the core/distribution layer.
C. Use spanning-tree PortFast.

D. Use BFD.

Answer: B

NEW QUESTION 7

Company XYZ Is running a redundant private WAN network using OSPF as the underlay
protocol.

The current design accommodates for redundancy. In the network, but it Is taking over 30
seconds for the network to reconverge upon failure.

Which technique can be Implemented In the design to detect such a failure in a subsecond?

A.STP

B. fate sharing
C. OSPF LFA
D. BFD

E. flex links

Answer: D

NEW QUESTION 8
Organizations that embrace Zero Trust initiatives ranging from business policies to technology infrastructure can reap business and security benefits.
Which two domains should be covered under Zero Trust initiatives? (Choose two)

A. workload

B. work domain
C. workplace
D. workgroup
E. workspace

Answer: AC

NEW QUESTION 9
Which two types of planning approaches are used to develop business-driven network designs and to facilitate the design decisions? (Choose two)

A. cost optimization approach

B. strategic planning approach

C. modular approach

D. tactical planning approach

E. business optimization approach

Answer: BD

NEW QUESTION 10

An enterprise that runs numerous proprietary applications has major issues with its on-premises server estate hardware, to the point where business-critical
functions are compromised. The enterprise accelerates plans to migrate services to the cloud.

Which cloud service should be used if the enterprise wants to avoid hardware issues yet have control of its applications and operating system?

A. SaaS
B. PaaS
C. laaS
D. hybrid cloud

Answer: C

NEW QUESTION 10
A European national bank considers migrating its on-premises systems to a private cloud offering in a non-European location to significantly reduce IT costs.
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What is a primary factor prior to migration?

A. data governance
B. additional latency
C. security

D. cloud connectivity

Answer: A

NEW QUESTION 13

Company XYZ has 30 sites running a legacy private WAN architecture that connects to the Internet via multiple highspeed connections.
The company is now redesigning their network and must comply with these design requirements:

- Use a private WAN strategy that allows the sites to connect to each other directly and caters for future expansion.

- Use the Internet as the underlay for the private WAN. Securely transfer the corporate data over the private WAN.

Which two technologies should be Incorporated into the design of this network? (Choose two.)

A. S-VTI

B. IPsec

C. DMVPN
D. GET VPN
E. PPTP

Answer: BC

NEW QUESTION 17

Company XYZ wants to improve the security design of their network to include protection from reconnaissance and DoS attacks on their sub interfaces destined
toward next hop routers.

Which technology can be used to prevent these types of attacks?

A. MPP
B. CPPr
C. CoPP
D. DPP

Answer: B

NEW QUESTION 19
Company ABC wants to minimize the risk of users plugging unauthorized switches and hubs into the network.
Which two features can be used on the LAN access ports to support this design requirement? (Choose two.)

A. Loop Guard
B. PortFast
C.DTF

D. Root Guard
E. BPDU Guard

Answer: BE

NEW QUESTION 24

You have been tasked with designing a data center interconnect to provide business continuity.

You want to encrypt the traffic over the DCI using IEEE 802.1AE MACsec to prevent the deployment of any firewall or IPS.
Which two interconnect technologies support MACsec? (Choose two.)

A. EOMPLS

B. MPLS Layer 3 VPN
C. DMVPN

D. GET VPN

E. KVPLS

Answer: AE

NEW QUESTION 29
Which two possible drawbacks should you consider when introducing Network Functions Virtualization in a network design? (Choose two)

A. Bandwidth utilization increases

B. Traffic flows are suboptimal

C. High-end routers are required to support NFV

D. OpenFlow must be supported in the network

E. An SDN orchestration layer is required to support NFV

Answer: CE
NEW QUESTION 33
You are designing an Out of Band Cisco Network Admission Control. Layer 3 Real-IP Gateway deployment for a customer.

Which VLAN must be trunked back to the Clean Access Server from the access switch?

A. authentication VLAN
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B. user VLAN
C. untrusted VLAN
D. management VLAN

Answer: D

NEW QUESTION 36
Which design principal improves network resiliency?

A. Added load-balancing
B. Added redundancy
C. Added confidentiality
D. Added reliability

Answer: B

NEW QUESTION 37

Your network operations team is deploying Access Control Lists (ACLS) across your Internet gateways.

They wish to place an ACL inbound on the Internet gateway interface facing the core network (the "trusted" interface).

Which IP address would the ACL need for traffic sourced from the inside interface, to match the source address of the traffic?

A. inside global
B. outside global
C. inside local
D. outside local

Answer: C

NEW QUESTION 38

A senior network designer suggests that you should improve network convergence times by reducing BGP timers between your CE router and the PE router of the
service provider.

Which two factors should you consider to adjust the timer values? (Choose two.)

A. service provider agreement to support tuned timers
B. manual updates to the peer groups

C. service provider scheduling of changes to the PE
D. number of routes on the CE router

E. number of VRFs on the PE router

Answer: AD

NEW QUESTION 39

A Service Provider is designing a solution for a managed CE service to a number of local customers using a single CE platform and wants to have logical
separation on the CE platform using Virtual Routing and Forwarding (VRF) based on IP address ranges or packet length.

Which is the most scalable solution to provide this type of VRF Selection process on the CE edge device?

A. Static Routes for Route Leaking
B. Policy Based Routing

C. OSPF per VRF Instance

D. Multi-Protocol BGP

Answer: B

NEW QUESTION 42
What best describes the difference between Automation and Orchestration?

A. Automation refers to an automatic process for completing a single task and Orchestration refersto assembling and coordinating a set of tasks and conditions.
B. Automation describes a hands-off configuration process while Orchestration refers to sets ofautomation tasks that require the network administrator to
coordinate

C. Automation refers to an automatic process for completing multiple tasks with conditions andOrchestration refers to executing tasks in parallel.

D. Automation refers to scripting languages (Pytho

E. Ansible etc.) and Orchestration refers tocommercial products that control configuration deployment

Answer: A

NEW QUESTION 44

A customer asks you to perform a high level review of their upcoming WAN refresh for remote sites.

The review is specially focused on their retail store operations consisting of 500+ locations connected via mutlipoint IPsec VPN solution.
Which routing protocol would be valid but would also be the most restrictive for the expansion of this deployment model?

A. EIGRP
B. IS-IS
C. OSPF
D. BGP

Answer: B
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NEW QUESTION 45
Which protocol does an SD-Access wireless Access Point use for its fabric data plane?

A. GRE

B. MPLS

C. VXLAN
D. LISP

E. CAPWAP

Answer: C

NEW QUESTION 46
Which encoding format does cisco ios XE software support for NETCONF?

A. It supports HTML encoding for NETCONF
B. It supports YAML encoding for NETCONF
C. It supports XML encoding for NETCONF

D. It supports JSON encoding for NETCONF

Answer: C

NEW QUESTION 50
Which two design solutions ensure sub 50 msec of the convergence time after a link failure in the network? (Choose two)

A. BFD

B. Ti-LFA

C. minimal BGP scan time
D. MPLS-FRR

E. IGP fast hello

Answer: BD

NEW QUESTION 55
Refer to the exhibit. A new high availability DB sever cluster is installed in the network.

These two servers require high bandwidth and low latency Layer 2 connectivity for database replication.
Which solution supports these requirements?

A. Add two new links between SW1 and SW2 configured as LACP trunk with STP

B. Add secondary links to REP segments 1 and 2

C. Add two new links between SW1 and SW2 configured as REP segment 3

D. Add two new links between SW1 and SW2 configured as REP segments 1 and 2 respectively

Answer: C

NEW QUESTION 57

Drag and Drop Question

Drag and drop the design use cases from the left onto the correct uRPF techniques used to prevent spoofing attacks.
Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 58
Drag and Drop Question
Drag and drop the FCAPS network management reference models from the left onto the correct definitions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 59
Which statement about hot-potato routing architecture design is true?

A. Hot-potato routing is the preferred architecture when connecting to content providers

B. Hop-potato keeps traffic under the control of the network administrator for longer

C. OSPF uses hot-potato routing if all ASBRs use the same value for the external metric

D. Hot-potato routing is prone to misconfiguration as well as poor coordination between twonetworks

Answer: A
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NEW QUESTION 64

Two enterprise networks must be connected together. Both networks are using the same private IP addresses.

The client requests from both sides should be translated using hide NAT (dynamic NAT) with the overload feature to save IF addresses from the NAT pools.
Which design addresses this requirement using only one Cisco | OS NAT router for both directions?

A. This is not possible, because two Cisco IOS NAT routers are required to do dynamic NAT, withoverload in both directions.

B. The ip nat inside and ip nat outside commands must be configured at the interfaces with theoverload option in both directions.

C. The overload feature is the default and does not have to be configured.

D. Two different NAT pools must be used for the ip nat inside source and the ip nat outside sourcecommands for the overload feature in both directions.
E. The Nat Virtual interface must be used to achieve this requirement.

Answer: D

NEW QUESTION 68

A BGP route reflector in the network is taking longer than expected to coverage during large network changes.
Troubleshooting shows that the router cannot handle all the TCP acknowledgements during route updates.
Which action can be performed to tune the device performance?

A. Increase the size of the hold queue.

B. Increase the size of the large buffers.

C. Decrease the size of the small buffers.

D. Increase the keepalive timers for each BGP neighbor.

Answer: A

NEW QUESTION 69
Which two application requirements are mandatory tor traffic to receive proper treatment when placed in the priority queue? (Choose two.)

A. small transactions (HTTP-like behavior)
B. WRED drop treatment

C. tolerance to packet loss

D. intolerance to jitter

E. TCP-based application

Answer: AD

NEW QUESTION 70
SD-WAN can be used to provide secure connectivity to remote offices, branch offices, campus networks, data centers, and the cloud over any type of IP-based
underlay transport network. Which two statements describe SD WAN solutions? (Choose two.)

A. SD-WAN networks are inherently protected against slow performance.

B. Control and data forwarding planes are kept separate.

C. Improved operational efficiencies result In cost savings.

D. Solutions include centralized orchestration, control, and zero-touch provisioning.
E. Solutions allow for variations of commodity and specialized switching hardware.

Answer: BD

NEW QUESTION 73
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