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NEW QUESTION 1
Refer to the exhibits.
Exhibit A

config wireless-controller wtp-profile
edit “"Main Networks - FAP-320C”"
set comment “Profile with standard networks”
config platform
set type 320C
end
set handoff-rssi 30
set handoff-sta-thresh
set ap-country GB
config radio-1
set band 802.11n
set power-level 50
set channel-utilization enable
set wids-profile “default-wids-apscan-enabled”
set darrp enable
set vap-all manual

1- FF

set vaps “"Main-Wifi” “Contractors” “Gues

"Wifi TOT” “Wifi POS” ™“Staff” “Students”

i 1 o L4 {_} #i LY I 'l i

set channel
end
config radio-2
set band 802.1llac
set channel-bonding 40MH=z
power-level 60
channel-utilization enable
wids-profile “default-wids-apscan-enabled”
darrp enable
vap—-all manual
vaps “"Main-Wifi” “Contractors”
“Wifi IOT"” “Wifi POS” “Staff” "“Students”
N set channel “36” “447 “527 “gQ~

“1.-

Suest”™

end
next
end

Exhibit B
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Diagnostics and Tools - Office

## Office & General
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Interfering 541

Uplink interface FortiAP management (ap) R Cients
iPvé Address 192.168.5.98 Channel Utilization
Liptime |2m15 : Hldhi‘5GHz
Version vb.4 build0437 — :

L& E M 5511
I ients

Channel Utilization
Interfering SS5IDs  Logs CLIAccess  Spectrum Analysis  VLAM Probe
Radio 1 - 2.4 GHz Radio 2 - 5 GHz
Maode AP AP
SSID = fortinet (Main-WiFi) = fortinet (Main-WiFi)
#= fortinet2 (Contractors) = fortinet2 (Contractors)
&= fortinet3 (Guest) &= fortinet3 (Guest)
Clients 1 20
Bandwidth Tx 4.65 kbps 1.16 kbps
Bandwidth Kx Eﬂ.dﬁ kb‘ps 176 bFIS
Operating Channed 1 &0
Operating TX Power 3 dBm 21 dBm
Band 802.11n 802.11ac
Interfering SSIDs for Office (Radio 1) x
& Refresh | Search Q
SSID ¢ AP BSSID % Channel ] Signal®

Husky aaaaaaaaiaa 1 o] -84 dBm
Husky guest bb:bb:bb:bb:bb 1 oll] -84 dBm
KBANKS5007 cCcciccicciccice 1 -EJU -85 dBm
mandikaylee dd:dd:dd:dd:dd 1 o1] -86 dBm

eeegegeece 1 .Dﬂ -87 dBm
HUAWEI-EMIX4f eeeeceeeef 1 .[]D -88 dBm
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Exhibit C
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# get wireless-controller rf-analysis

WTP: Office 0-192.1¢
channel rssi-total 3COTE overlap-ap interfere-ap chan-utilization
1 100 13 : )
23 0
15 0 0
24

51

a
] [l
o

e o

L

= e el
l:u-'_ et
A" o\ oW

2 o P of® ;P

1
5
7

= =]
2 el

i I el
0 2

A wireless network has been installed in a small office building and is being used by a business to connect its wireless clients. The network is used for multiple
purposes, including corporate access, guest access, and connecting point-of-sale and lo devices.

Users connecting to the guest network located in the reception area are reporting slow performance. The network administrator is reviewing the information shown
in the exhibits as part of the ongoing investigation of the problem. They show the profile used for the AP and the controller RF analysis output together with a
screenshot of the GUI showing a summary of the AP and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which configuration change is most likely to improve performance?

A. Increase the transmission power of the AP radios

B. Enable frequency handoff on the AP to band steer clients

C. Reduce the number of wireless networks being broadcast by the AP
D. Install another AP in the reception area to improve available bandwidth

Answer: B

NEW QUESTION 2
Which administrative access method must be enabled on a FortiGate interface to allow APs to connect and function?

A. Security Fabric
B. SSH

C. HTTPS

D. FortiTelemetry

Answer: A

NEW QUESTION 3
Which two statements about background rogue scanning are correct? (Choose two.)

A. A dedicated radio configured for background scanning can support the connection of wireless clients

B. When detecting rogue APs, a dedicated radio configured for background scanning can suppress the rogue AP

C. Background rogue scanning requires DARRP to be enabled on the AP instance

D. A dedicated radio configured for background scanning can detect rogue devices on all other channels inits configured frequency band

Answer: CD

NEW QUESTION 4
When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the radius server? (Choose three.)

A. 81 Tunnel-Private-Group-1D
B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

Answer: ABE
Explanation:
The RADIUS user attributes used for the VLAN ID assignment are: IETF 64 (Tunnel Type)—Set this to VLAN.

IETF 65 (Tunnel Medium Type)—Set this to 802
IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

NEW QUESTION 5
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Refer to the exhibits.
Exhibit A

--------------
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Exhibit B
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64813.583 XxxX:xXXN:XX:XX:¥X:¥¥x <eh> IEEE 8072.1X (EAFPOL 121B)
HEIXH KX IXHIXX XX ws (0-192.168B.5.598:5246) rId 1 wlId?
YY-¥YY:¥YY¥Y-¥¥Y:V¥YY

64813.583 xx:xx:xx:xx:xx:xx <eh:> ~acv IEEE 802.1X ver=1 type=3
(EAPOL KEY) data len=117

6481 B3 MM MM MW XM UK AN < > ecv EAPOL-Key 2/4 Pairwilise
replay cnt 1

064813.583 xx:xx:ixx:rixx:xx:xx <eh> send 3/4 msg of 4-Way
Handshake

64813.584 xX:xX:XX:xXX:xx:xx <eh> send IEEE 802.1X
(EAPOL KEY) data len=151 replay cnt 2

64813.584 xxX:xX:XX:XX:XX:xXxX <eh> IEEE 802.1X (EAPQOL 155B
XX XX :XX:XX:xXx:xx ws (0-192.168.5.98:5246) rId 1 wlId2
YY - ¥YY YY YYIVY VY

64813.586 xX:XX:XX:XX:XX:xx <eh> ; B02.1X (EAPQL 99B) <==
XA XU XXX XX:Xx ws {(0-1¢© .898:5246 rIid 1 wId?
YY ¥Y ¥YYIVYYIVYIYY

04813.586 xx:xx:xXX:xx:xXxX:%x <eh> recv IEEE 802.1X ver=1 type=
(EAPOL KEY) data len=35

64813.586 xx:xX:xX:XX:XX:xxX <eh> recv EAPOL-Key 4/4 Pairwise

replay cnt 2

53836.587 Xx:ixX:ixXx:ixXX:xXX:xX <dc> STA chg XX:XX:XX:XX:XX:XX vap
Wireless ws (0-192.168.5.98:5246) rId 1 wld2 bssid
YY:Yy:yy:yy:yy:yy AUTH

93836.587 xX:ixX:xXX:xX:xX:xX <cc> STA chg XX:IXXIXXIXXIXX:IXX va
Wireless ws (0-192.168. ' 240) rId 1 wlidZ yy:yy:yy:yy: yw-y
WPA2 PERSONAL auth 1 **%%k*

C1XxX:ixx <cc> STA CFG REQ(12) sta
(len=16) ==> ws (0-182.168.5.98:5246) rId

30.58Y9 Xy :ENIXXIXX:1ENXX <cc>» STA CFG BEQ(12) XX:XX:XX:XH:XX:XX
0-192.168.5.98:5246) rc 0 (Success)

ws { [] =

53837.140 xX:xxX:xXX:XX:xX:XX <dc> DHCP Reqguest server 0.0.0.0 <==
host DESKTOP-CVKGHH mac XX:XX:IXX:XX:XX:Xx ip 192.168.30.2 xId
88548005

B37.142 xx:xx¥xxx¥xx:¥x:ux%x <dc> DHCP Ack server 192.168.30.
Mac XX :XX:XX:XX:XX:Xx 1 192.168B.30.2 mask 2535.255.255.0 gw
.168.30.1 xId B8548005

The exhibits show the diagnose debug log of a station connection taken on the controller CLI. Which security mode is used by the wireless connection?

A. WPA2 Enterprise

B. WPA3 Enterprise

C. WPA2 Personal and radius MAC filtering
D. Open, with radius MAC filtering

Answer: C

NEW QUESTION 6

What is the first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?
A. DHCP

B. Static
C. Broadcast
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D. Multicast

Answer: B

NEW QUESTION 7

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple wireless users frequently connect and roam
between the APs in the remote office.

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the branch office and the centrally hosted
FortiGate is unreliable.

Which configuration would enable the most reliable wireless connectivity for the remote clients?

A. Configure a tunnel mode wireless network and enable split tunneling to the local network

B. Configure a bridge mode wireless network and enable the Local standalone configuration option

C. Configure a bridge mode wireless network and enable the Local authentication configuration option
D. Install supported FortiAP and configure a bridge mode wireless network

Answer: A

NEW QUESTION 8

As a network administrator, you are responsible for managing an enterprise secure wireless LAN. The controller is based in the United States, and you have been
asked to deploy a number of managed APs in a remote office in Germany.

What is the correct way to ensure that the RF channels and transmission power limits are appropriately configured for the remote APs?

A. Configure the APs individually by overriding the settings in Managed FortiAPs

B. Configure the controller for the correct country code for Germany

C. Clone a suitable FortiAP profile and change the county code settings on the profile
D. Create a new FortiAP profile and change the county code settings on the profile

Answer: C

NEW QUESTION 9
Which two phases are part of the process to plan a wireless design project? (Choose two.)

A. Project information phase
B. Hardware selection phase
C. Site survey phase
D. Installation phase

Answer: AC

NEW QUESTION 10
Refer to the exhibit.
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If the signal is set to -68 dB on the FortiPlanner site survey reading, which statement is correct regarding the coverage area?

A. Areas with the signal strength equal to -68 dB are zoomed in to provide better visibility

B. Areas with the signal strength weaker than -68 dB are cut out of the map

C. Areas with the signal strength equal or stronger than -68 dB are highlighted in multicolor

D. Areas with the signal strength weaker than -68 dB are highlighted in orange and red to indicate that no signal was propagated by the APs.
Answer: D

NEW QUESTION 10
Which statement describes FortiPresence location map functionality?
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A. Provides real-time insight into user movements

B. Provides real-time insight into user online activity

C. Provides real-time insight into user purchase activity
D. Provides real-time insight into user usage stats

Answer: A

NEW QUESTION 14
When using FortiPresence as a captive portal, which two types of public authentication services can be used to access guest Wi-Fi? (Choose two.)

A. Social networks authentication

B. Software security token authentication
C. Short message service authentication
D. Hardware security token authentication

Answer: AC

NEW QUESTION 15
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