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NEW QUESTION 1

A company is migrating legacy internal applications to AWS. Leadership wants to rewrite the internal employee directory to use native AWS services. A developer
needs to create a solution for storing employee contact details and high-resolution photos for use with the new application.

Which solution will enable the search and retrieval of each employee's individual details and high-resolution photos using AWS APIs?

A. Encode each employee's contact information and photos using Base64. Store the information in an Amazon DynamoDB table using a sort key.
B. Store each employee's contact information in an Amazon DynamoDB table along with the object keys for the photos stored in Amazon S3.

C. Use Amazon Cognito user pools to implement the employee directory in a fully managed software-as-a-service (SaaS) method.

D. Store employee contact information in an Amazon RDS DB instance with the photos stored in Amazon Elastic File System (Amazon EFS).

Answer: B

NEW QUESTION 2

A developer is creating an application that will give users the ability to store photos from their cellphones in the cloud. The application needs to support tens of
thousands of users. The application uses an Amazon API Gateway REST API that is integrated with AWS Lambda functions to process the photos. The
application stores details about the photos in Amazon DynamoDB.

Users need to create an account to access the application. In the application, users must be able to upload photos and retrieve previously uploaded photos. The
photos will range in size from 300 KB to 5 MB.

Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Cognito user pools to manage user account

B. Create an Amazon Cognito user pool authorizer in APl Gateway to control access to the AP

C. Use the Lambda function to store the photos and details in the DynamoDB tabl

D. Retrieve previously uploaded photos directly from the DynamoDB table.

E. Use Amazon Cognito user pools to manage user account

F. Create an Amazon Cognito user pool authorizer in APl Gateway to control access to the AP

G. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key as part of the photo details in the DynamoDB tabl
H. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.

I. Create an IAM user for each user of the application during the sign-up proces

J. Use IAM authentication to access the APl Gateway AP

K. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key as part of the photo details in the DynamoDB tabl
L. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.

M. Create a users table in DynamoD

N. Use the table to manage user account

O. Create a Lambda authorizer that validates user credentials against the users tabl

P. Integrate the Lambda authorizer with API Gateway to control access to the AP

Q. Use the Lambda function to store the photos in Amazon S3. Store the object's S3 key as par of the photo details in the DynamoDB tabl
R. Retrieve previously uploaded photos by querying DynamoDB for the S3 key.

Answer: B

NEW QUESTION 3

A developer is using an AWS Lambda function to generate avatars for profile pictures that are uploaded to an Amazon S3 bucket. The Lambda function is
automatically invoked for profile pictures that are saved under the /original/ S3 prefix. The developer notices that some pictures cause the Lambda function to time
out. The developer wants to implement a fallback mechanism by using another Lambda function that resizes the profile picture.

Which solution will meet these requirements with the LEAST development effort?

A. Set the image resize Lambda function as a destination of the avatar generator Lambda function for the events that fail processing.

B. Create an Amazon Simple Queue Service (Amazon SQS) queu

C. Set the SQS queue as a destination with an on failure condition for the avatar generator Lambda functio

D. Configure the image resize Lambda function to poll from the SQS queue.

E. Create an AWS Step Functions state machine that invokes the avatar generator Lambda function and uses the image resize Lambda function as a fallbac
F. Create an Amazon EventBridge rule that matches events from the S3 bucket to invoke the state machine.

G. Create an Amazon Simple Notification Service (Amazon SNS) topi

H. Set the SNS topic as a destination with an on failure condition for the avatar generator Lambda functio

I. Subscribe the image resize Lambda function to the SNS topic.

Answer: C

NEW QUESTION 4

An application uses Lambda functions to extract metadata from files uploaded to an S3 bucket; the metadata is stored in Amazon DynamoDB. The application
starts behavingunexpectedly, and the developer wants to examine the logs of the Lambda function code for errors.

Based on this system configuration, where would the developer find the logs?

A. Amazon S3

B. AWS CloudTrail

C. Amazon CloudWatch
D. Amazon DynamoDB

Answer: C

NEW QUESTION 5

A company needs to harden its container images before the images are in a running state. The company's application uses Amazon Elastic Container Registry
(Amazon ECR) as an image registry. Amazon Elastic Kubernetes Service (Amazon EKS) forcompute, and an AWS CodePipeline pipeline that orchestrates a
continuous integration and continuous delivery (CI/CD) workflow.

Dynamic application security testing occurs in the final stage of the pipeline after a new image is deployed to a development namespace in the EKS cluster. A
developer needs to place an analysis stage before this
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deployment to analyze the container image earlier in the CI/CD pipeline.
Which solution will meet these requirements with the MOST operational efficiency?

. Build the container image and run the docker scan command locall

. Mitigate any findings before pushing changes to the source code repositor

. Write a pre-commit hook that enforces the use of this workflow before commit.

. Create a new CodePipeline stage that occurs after the container image is buil

. Configure ECR basic image scanning to scan on image pus

. Use an AWS Lambda function as the action provide

. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings.

. Create a new CodePipeline stage that occurs after source code has been retrieved from its repository.Run a security scanner on the latest revision of the
source cod

I. Fail the pipeline if there are findings.

J. Add an action to the deployment stage of the pipeline so that the action occurs before the deployment to the EKS cluste
K. Configure ECR basic image scanning to scan on image pus

L. Use an AWS Lambda function as the action provide

M. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings.

IOMNMMmMmOO >

Answer: D

NEW QUESTION 6

A developer wants to store information about movies. Each movie has a title, release year, and genre. The movie information also can include additional properties
about the cast and production crew. This additional information is inconsistent across movies. For example, one movie might have an assistant director, and
another movie might have an animal trainer.

The developer needs to implement a solution to support the following use cases:

For a given title and release year, get all details about the movie that has that title and release year. For a given title, get all details about all movies that have that
title.

For a given genre, get all details about all movies in that genre. Which data store configuration will meet these requirements?

A. Create an Amazon DynamoDB tabl

B. Configure the table with a primary key that consists of the title as the partition key and the release year as the sort ke

C. Create a global secondary index that uses the genre as the partition key and the title as the sort key.

D. Create an Amazon DynamoDB tabl

E. Configure the table with a primary key that consists of the genre as the partition key and the release year as the sort ke

F. Create a global secondary index that uses the title as the partition key.

G. On an Amazon RDS DB instance, create a table that contains columns for title, release year, and genre.Configure the title as the primary key.

H. On an Amazon RDS DB instance, create a table where the primary key is the title and all other data is encoded into JSON format as one additional column.

Answer: A

NEW QUESTION 7

An application is using Amazon Cognito user pools and identity pools for secure access. A developer wants to integrate the user-specific file upload and download
features in the application with Amazon S3. The developer must ensure that the files are saved and retrieved in a secure manner and that users can access only
their own files. The file sizes range from 3 KB to 300 MB.

Which option will meet these requirements with the HIGHEST level of security?

A. Use S3 Event Notifications to validate the file upload and download requests and update the user interface (Ul).

B. Save the details of the uploaded files in a separate Amazon DynamoDB tabl

C. Filter the list of files in the user interface (Ul) by comparing the current user ID with the user ID associated with the file in the table.
D. Use Amazon API Gateway and an AWS Lambda function to upload and download file

E. Validate each request in the Lambda function before performing the requested operation.

F. Use an IAM policy within the Amazon Cognito identity prefix to restrict users to use their own folders in Amazon S3.

Answer: D

NEW QUESTION 8
A developer is working on a serverless application that needs to process any changes to an Amazon DynamoDB table with an AWS Lambda function.
How should the developer configure the Lambda function to detect changes to the DynamoDB table?

A. Create an Amazon Kinesis data stream, and attach it to the DynamoDB tabl

B. Create a trigger to connect the data stream to the Lambda function.

C. Create an Amazon EventBridge rule to invoke the Lambda function on a regular schedul

D. Conned to the DynamoDB table from the Lambda function to detect changes.

E. Enable DynamoDB Streams on the tabl

F. Create a trigger to connect the DynamoDB stream to the Lambda function.

G. Create an Amazon Kinesis Data Firehose delivery stream, and attach it to the DynamoDB table.Configure the delivery stream destination as the Lambda
function.

Answer: C

NEW QUESTION 9

A developer is creating an application that will store personal health information (PHI). The PHI needs to be encrypted at all times. An encrypted Amazon RDS for
MySQL DB instance is storing the data. The developer wants to increase the performance of the application by caching frequently accessed data while adding the
ability to sort or rank the cached datasets.

Which solution will meet these requirements?

A. Create an Amazon ElastiCache for Redis instanc

B. Enable encryption of data in transit and at res
C. Store frequently accessed data in the cache.
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D. Create an Amazon ElastiCache for Memcached instanc

E. Enable encryption of data in transit and at rest.Store frequently accessed data in the cache.
F. Create an Amazon RDS for MySQL read replic

G. Connect to the read replica by using SS

H. Configure the read replica to store frequently accessed data.

I. Create an Amazon DynamoDB table and a DynamoDB Accelerator (DAX) cluster for the tabl
J. Store frequently accessed data in the DynamoDB table.

Answer: A

NEW QUESTION 10

A company is running a custom application on a set of on-premises Linux servers that are accessed using Amazon API Gateway. AWS X-Ray tracing has been
enabled on the API test stage.

How can a developer enable X-Ray tracing on the on-premises servers with the LEAST amount of configuration?

A. Install and run the X-Ray SDK on the on-premises servers to capture and relay the data to the X-Ray service.

B. Install and run the X-Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service.

C. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data to X-Ray using the PutTraceSegments
API call.

D. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data to X-Ray using the
PutTelemetryRecords API call.

Answer: B

NEW QUESTION 10

A developer is creating an AWS Lambda function that needs credentials to connect to an Amazon RDS for MySQL database. An Amazon S3 bucket currently
stores the credentials. The developer needs to improve the existing solution by implementing credential rotation and secure storage. The developer also needs to
provide integration with the Lambda function.

Which solution should the developer use to store and retrieve the credentials with the LEAST management overhead?

. Store the credentials in AWS Systems Manager Parameter Stor

. Select the database that the parameter will acces

. Use the default AWS Key Management Service (AWS KMS) key to encrypt the paramete

. Enable automatic rotation for the paramete

Use the parameter from Parameter Store on the Lambda function to connect to the database.

. Encrypt the credentials with the default AWS Key Management Service (AWS KMS) ke

. Store the credentials as environment variables for the Lambda functio

. Create a second Lambda function to generate new credentials and to rotate the credentials by updating the environment variables of the first Lambda functio
I. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul
J. Update the database to use the new credential

K. On the first Lambda function, retrieve the credentials from the environment variable

L. Decrypt the credentials by using AWS KMS, Connect to the database.

M. Store the credentials in AWS Secrets Manage

N. Set the secret type to Credentials for Amazon RDS databas

O. Select the database that the secret will acces

P. Use the default AWS Key Management Service(AWS KMS) key to encrypt the secre

Q. Enable automatic rotation for the secre

R. Use the secret from Secrets Manager on the Lambda function to connect to the database.

S. Encrypt the credentials by using AWS Key Management Service (AWS KMS). Store the credentials in an Amazon DynamoDB tabl
T. Create a second Lambda function to rotate the credential

. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul
. Update the DynamoDB tabl

. Update the database to use the generated credential

. Retrieve the credentials from DynamoDB with the first Lambda functio

. Connect to the database.

IOQTmMUO®m>

Answer: C

NEW QUESTION 14

A company has deployed an application on AWS Elastic Beanstalk. The company has configured the Auto Scaling group that is associated with the Elastic
Beanstalk environment to have five Amazon EC2 instances. If the capacity is fewer than four EC2 instances during the deployment, application performance
degrades. The company is using the all-at-once deployment policy.

What is the MOST cost-effective way to solve the deployment issue?

A. Change the Auto Scaling group to six desired instances.

B. Change the deployment policy to traffic splittin

C. Specify an evaluation time of 1 hour.

D. Change the deployment policy to rolling with additional batc
E. Specify a batch size of 1.

F. Change the deployment policy to rollin

G. Specify a batch size of 2.

Answer: C

NEW QUESTION 18

A developer has created an AWS Lambda function that is written in Python. The Lambda function reads data from objects in Amazon S3 and writes data to an
Amazon DynamoDB table. The function is successfully invoked from an S3 event notification when an object is created. However, the function fails when it
attempts to write to the DynamoDB table.

What is the MOST likely cause of this issue?
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A. The Lambda function's concurrency limit has been exceeded.

B. DynamoDB table requires a global secondary index (GSI) to support writes.

C. The Lambda function does not have IAM permissions to write to DynamoDB.

D. The DynamoDB table is not running in the same Availability Zone as the Lambda function.

Answer: D

NEW QUESTION 21

A company is planning to securely manage one-time fixed license keys in AWS. The company's development team needs to access the license keys in automaton
scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

Which solution will meet these requirements MOST cost-effectively?

A. Amazon S3 with encrypted files prefixed with “config”

B. AWS Secrets Manager secrets with a tag that is named SecretString
C. AWS Systems Manager Parameter Store SecureString parameters
D. CloudFormation NoEcho parameters

Answer: C

NEW QUESTION 26

An Amazon Kinesis Data Firehose delivery stream is receiving customer data that contains personally identifiable information. A developer needs to remove
pattern-based customer identifiers from the data and store the modified data in an Amazon S3 bucket.

What should the developer do to meet these requirements?

. Implement Kinesis Data Firehose data transformation as an AWS Lambda functio
. Configure the function to remove the customer identifier

. Set an Amazon S3 bucket as the destination of the delivery stream.

. Launch an Amazon EC2 instanc

. Set the EC2 instance as the destination of the delivery strea

. Run an application on the EC2 instance to remove the customer identifier

. Store the transformed data in anAmazon S3 bucket.

. Create an Amazon OpenSearch Service instanc

I. Set the OpenSearch Service instance as the destination of the delivery strea

J. Use search and replace to remove the customer identifier

K. Export the data to an Amazon S3 bucket.

L. Create an AWS Step Functions workflow to remove the customer identifier

M. As the last step in the workflow, store the transformed data in an Amazon S3 bucke
N. Set the workflow as the destination of the delivery stream.

ITOGMMmMOO®>

Answer: A

NEW QUESTION 31

A company receives food orders from multiple partners. The company has a microservices application that uses Amazon API Gateway APIs with AWS Lambda
integration. Each partner sends orders by calling a customized API that is exposed through APl Gateway. The API call invokes a shared Lambda function to
process the orders.

Partners need to be notified after the Lambda function processes the orders. Each partner must receive updates for only the partner's own orders. The company
wants to add new partners in the future with the fewest code changes possible.

Which solution will meet these requirements in the MOST scalable way?

A. Create a different Amazon Simple Notification Service (Amazon SNS) topic for each partne

B. Configure the Lambda function to publish messages for each partner to the partner's SNS topic.
C. Create a different Lambda function for each partne

D. Configure the Lambda function to notify each partner's service endpoint directly.

E. Create an Amazon Simple Notification Service (Amazon SNS) topi

F. Configure the Lambda function to publish messages with specific attributes to the SNS topi

G. Subscribe each partner to the SNS topi

H. Apply the appropriate filter policy to the topic subscriptions.

I. Create one Amazon Simple Notification Service (Amazon SNS) topi

J. Subscribe all partners to the SNS topic.

Answer: C

NEW QUESTION 34

A developer is creating a mobile app that calls a backend service by using an Amazon API Gateway REST API. For integration testing during the development
phase, the developer wants to simulate different backend responses without invoking the backend service.

Which solution will meet these requirements with the LEAST operational overhead?

A. Create an AWS Lambda functio

B. Use API Gateway proxy integration to return constant HTTP responses.

C. Create an Amazon EC2 instance that serves the backend REST API by using an AWS CloudFormation template.
D. Customize the API Gateway stage to select a response type based on the request.

E. Use a request mapping template to select the mock integration response.

Answer: B

NEW QUESTION 37
A company is building a scalable data management solution by using AWS services to improve the speed and agility of development. The solution will ingest large
volumes of data from various sources and will process this data through multiple business rules and transformations.
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The solution requires business rules to run in sequence and to handle reprocessing of data if errors occur when the business rules run. The company needs the
solution to be scalable and to require the least possible maintenance.
Which AWS service should the company use to manage and automate the orchestration of the data flows to meet these requirements?

A. AWS Batch

B. AWS Step Functions
C. AWS Glue

D. AWS Lambda

Answer: D

NEW QUESTION 40

A financial company must store original customer records for 10 years for legal reasons. A complete record contains personally identifiable information (PlI).
According to local regulations, PII is available to only certain people in the company and must not be shared with third parties. The company needs to make the
records available to third-party organizations for statistical analysis without sharing the PII.

A developer wants to store the original immutable record in Amazon S3. Depending on who accesses the S3 document, the document should be returned as is or
with all the PIl removed. The developer has written an AWS Lambda function to remove the PIl from the document. The function is named removePii.

What should the developer do so that the company can meet the Pl requirements while maintaining only one copy of the document?

A. Set up an S3 event notification that invokes the removePii function when an S3 GET request is made.Call Amazon S3 by using a GET request to access the
object without PII.

B. Set up an S3 event notification that invokes the removePii function when an S3 PUT request is made.Call Amazon S3 by using a PUT request to access the
object without PII.

C. Create an S3 Object Lambda access point from the S3 consol

D. Select the removePii functio

E. Use S3 Access Points to access the object without PII.

F. Create an S3 access point from the S3 consol

G. Use the access point name to call the GetObjectLegalHold S3 API functio

H. Pass in the removePii function name to access the object without PII.

Answer: C

NEW QUESTION 41

A developer is using AWS Amplify Hosting to build and deploy an application. The developer is receiving an increased number of bug reports from users. The
developer wants to add end-to-end testing to the application to eliminate as many bugs as possible before the bugs reach production.

Which solution should the developer implement to meet these requirements?

A. Run the amplify add test command in the Amplify CLI.

B. Create unit tests in the applicatio

C. Deploy the unit tests by using the amplify push command in the Amplify CLI.
D. Add a test phase to the amplify.yml build settings for the application.

E. Add a test phase to the aws-exports.js file for the application.

Answer: C

NEW QUESTION 44

An application that is hosted on an Amazon EC2 instance needs access to files that are stored in an Amazon S3 bucket. The application lists the objects that are
stored in the S3 bucket and displays a table to the user. During testing, a developer discovers that the application does not show any objects in the list.

What is the MOST secure way to resolve this issue?

A. Update the IAM instance profile that is attached to the EC2 instance to include the S3:* permission for the S3 bucket.

B. Update the IAM instance profile that is attached to the EC2 instance to include the S3:ListBucket permission for the S3 bucket.

C. Update the developer's user permissions to include the S3:ListBucket permission for the S3 bucket.

D. Update the S3 bucket policy by including the S3:ListBucket permission and by setting the Principal element to specify the account number of the EC2 instance.

Answer: B

NEW QUESTION 47
A developer is deploying an AWS Lambda function The developer wants the ability to return to older versions of the function quickly and seamlessly.
How can the developer achieve this goal with the LEAST operational overhead?

A. Use AWS OpsWorks to perform blue/green deployments.

B. Use a function alias with different versions.

C. Maintain deployment packages for older versions in Amazon S3.
D. Use AWS CodePipeline for deployments and rollbacks.

Answer: B

NEW QUESTION 51

A developer wants to insert a record into an Amazon DynamoDB table as soon as a new file is added to an Amazon S3 bucket.
Which set of steps would be necessary to achieve this?

A. Create an event with Amazon EventBridge that will monitor the S3 bucket and then insert the records into DynamoDB.

B. Configure an S3 event to invoke an AWS Lambda function that inserts records into DynamoDB.

C. Create an AWS Lambda function that will poll the S3 bucket and then insert the records into DynamoDB.

D. Create a cron job that will run at a scheduled time and insert the records into DynamoDB.

Answer: B
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NEW QUESTION 54

A company is building a web application on AWS. When a customer sends a request, the application will generate reports and then make the reports available to
the customer within one hour. Reports should be accessible to the customer for 8 hours. Some reports are larger than 1 MB. Each report is unigue to the
customer. The application should delete all reports that are older than 2 days.

Which solution will meet these requirements with the LEAST operational overhead?

A. Generate the reports and then store the reports as Amazon DynamoDB items that have a specified TT

B. Generate a URL that retrieves the reports from DynamoD

C. Provide the URL to customers through the web application.

D. Generate the reports and then store the reports in an Amazon S3 bucket that uses server-side encryption.Attach the reports to an Amazon Simple Notification
Service (Amazon SNS) messag

E. Subscribe the customer to email notifications from Amazon SNS.

F. Generate the reports and then store the reports in an Amazon S3 bucket that uses server-side encryption.Generate a presigned URL that contains an expiration
date Provide the URL to customers through the web applicatio

G. Add S3 Lifecycle configuration rules to the S3 bucket to delete old reports.

H. Generate the reports and then store the reports in an Amazon RDS database with a date stam

I. Generate an URL that retrieves the reports from the RDS databas

J. Provide the URL to customers through the web applicatio

K. Schedule an hourly AWS Lambda function to delete database records that have expired date stamps.

Answer: B

NEW QUESTION 58

An application uses an Amazon EC2 Auto Scaling group. A developer notices that EC2 instances are taking a long time to become available during scale-out
events. The UserData script is taking a long time to run.

The developer must implement a solution to decrease the time that elapses before an EC2 instance becomes available. The solution must make the most recent
version of the application available at all times and must apply all available security updates. The solution also must minimize the number of images that are
created. The images must be validated.

Which combination of steps should the developer take to meet these requirements? (Choose two.)

A. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install all the patches and agents that are needed to manage and run the applicatio

B. Update the Auto Scaling group launch configuration to use the AMI.

C. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install the latest version of the application and all the patches and agents that are needed
to manage and run the applicatio

D. Update the Auto Scaling group launch configuration to use the AMI.

E. Set up AWS CodeDeploy to deploy the most recent version of the application at runtime.

F. Set up AWS CodePipeline to deploy the most recent version of the application at runtime.

G. Remove any commands that perform operating system patching from the UserData script.

Answer: AB

NEW QUESTION 63

A developer has a legacy application that is hosted on-premises. Other applications hosted on AWS depend on the on-premises application for proper functioning.
In case of any application errors, the developer wants to be able to use Amazon CloudWatch to monitor and troubleshoot all applications from one place.

How can the developer accomplish this?

A. Install an AWS SDK on the on-premises server to automatically send logs to CloudWatch.

B. Download the CloudWatch agent to the on-premises serve

C. Configure the agent to use IAM user credentials with permissions for CloudWatch.

D. Upload log files from the on-premises server to Amazon S3 and have CloudWatch read the files.

E. Upload log files from the on-premises server to an Amazon EC2 instance and have the instance forward the logs to CloudWatch.

Answer: B

NEW QUESTION 68
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