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NEW QUESTION 1
The Chief Information Security Officer (CISO) for an organization is concerned about the security posture of the operating system images that are used for the
provisioning of their Software-as-a-Service (SaaS) applications. The organization is in a growth period. The organization is opening a new data center to launch its
next phase of new SaaS-based solutions.
The DevOps team currently creates encrypted virtual machine (VM) templates that are used for various operating systems and adds these to the vSphere
inventory. The DevOps team already uses a published content library and has been granted a role with the ability to add and delete library items.
The following requirements have been noted:

 Impacts to the DevOps team’s operational processes must be kept to a minimum.
 The DevOps team must be able to regularly check out a copy of the image for updates and check in a new version of the image.
 Images must be synchronized from the primary data center to the new data center.

Which three recommendations should the architect make to design a content library solution that will meet these requirements? (Choose three.)

A. Clone virtual machines as VM templates to the published content library
B. Create a subscribed library from the published library and synchronize Open Virtualization Format (OVF) templates on-demand
C. Create a subscription and publish VM templates to a subscribed content library
D. Create a subscribed library from the published library and synchronize Open Virtualization Format (OVF) templates automatically
E. Clone virtual machines as Open Virtualization Format (OVF) templates to the published content library
F. Update the role for the DevOps team with new privileges

Answer: BEF

NEW QUESTION 2
A customer requests a review of its current vSphere platform design.
The following information is noted:

 There are three different workload profiles for the virtual machines:
 Tier-1 virtual machines operate resource-intensive applications and require dedicated allocations for CPU and RAM.
 Tier-2 virtual machines operate internet-facing applications and require access to externally facing networks.
 Tier-3 virtual machines operate platform management tools such as vCenter Server and have different lifecycle management requirements.
 Tier-1, Tier-2 and Tier-3 virtual machines are all hosted on a single large vSphere cluster.
 The Chief Information Security Officer (CISO) has raised concerns that hosting externally facing applications alongside management tools does not meet

internal compliance standards.
 The Operations team has raised concerns about Tier-1 virtual machines negatively impacting the performance of vCenter Server.
 The Operations lead has stated that management changes have consistently been rejected by application teams.

As a result of the review, which recommendation should the architect make regarding the design of this platform?

A. Separate Tier-1, Tier-2 and Tier-3 virtual machines using dedicated distributed virtual switches (DVS)
B. Separate Tier-2 virtual machines onto a dedicated cluster
C. Separate Tier-1, Tier-2 and Tier-3 virtual machines onto dedicated clusters
D. Separate Tier-1, Tier-2 and Tier-3 virtual machines using resource pools and shares

Answer: C

NEW QUESTION 3
An organization's existing vSphere environments are configured for Enhanced Linked Mode. The DevOps team automates the creation of hardened virtual
machine images for various operating systems. Their continuous integration/continuous delivery (CI/CD) pipeline runs a task at the end of a successful build, which
uploads the Open Virtualization Format (OV) image to a sandbox content library, deploys a virtual machine from the image, and then destroys these objects after
quality checks are complete.
The following requirements have been noted:

 All content libraries and images must be centrally created and managed.
 All images must be capable of being updated.
 All images must be refreshed and available to subscribed libraries within 24 hours.
 All images must provide details of the image contents and versions.
 All images must be capable of being reverted to a previous version.
 All images must be capable of having the hardware and guest operating system customized during deployment.

Which three recommendations should the architect make to design a content library solution that will meet these requirements? (Choose three.)

A. Create a local content library in the primary vSphere environment and enable publishing.
B. Create and publish a new subscription to a new subscriber library for each target vSphere environment.
C. Deploy the OVF images to vSphere and clone as an OVF template to a local content library.
D. Deploy the OVF images to vSphere and clone as a VM template to a local content library.
E. Edit the Auto Sync Refresh Interval advanced setting for each subscribed library.
F. Add a new subscriber library from each vSphere environment.

Answer: ACF

NEW QUESTION 4
During a transformation project kick-off meeting, an architect highlights specific areas on which to focus while developing the new conceptual design.
Which two of the listed statements are business requirements? (Choose two.)

A. The project should use the existing storage devices within the data center
B. Sites must support a network latency of less than 12 ms round-trip time (RTT)
C. The solution must allow data replication between sites
D. There is no budget specifically assigned for disaster recovery
E. There must not be a single point of failure for the virtual infrastructure

Answer: CE
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NEW QUESTION 5
An architect will be taking over control of a former Linux server fleet and repurposing the hardware into a new vSphere cluster. The current environment is already
connected to the network but the hosts do not have any local disks. Since the fleet hardware is uniform, the architect can use a single ESXi image. All hosts within
the cluster have the same CPU and memory capacity.
Which ESXi deployment method should the architect use?

A. Stateless cached vSphere Auto Deploy
B. Stateless vSphere Auto Deploy
C. Manual install of each ESXi host with an image from USB
D. Stateful vSphere Auto Deploy

Answer: B

NEW QUESTION 6
Following a recent acquisition, the architect learns that both companies use vSphere on-premise and will need to combine the data centers into one. The acquired
company's licenses will not be renewed for cost-savings related to the acquisition. All consumed vSphere licenses must have active support to support line-of-
business operations. The merged environment must maintain 25% spare capacity. The architect has a small budget remaining unallocated for hardware.
The architect has calculated that the current vSphere environment can absorb the acquired company's virtual machines but the cluster will run at 90% memory
utilization and at 50% CPU utilization.
Which design decision can the architect make to incorporate the new company's virtual machines into the combined vSphere environment?

A. Migrate the acquired company's virtual machines into the vSphere environment as it will currently fit.
B. Use the current budget to add memory to the cluster to increase each ESXi host's capacity and add the new virtual machines.
C. Purchase extra hosts to add to the cluster in anticipation of adding the acquired company's virtual machines.
D. Purchase new licenses for some of the acquired company's ESXi hosts and add them to the cluster to hold the acquired company's virtual machines.

Answer: B

NEW QUESTION 7
An architect is designing a new vSphere environment to meet the following requirements:

 The environment must support 5,000 virtual machines.
 The environment will be built initially using 350 hosts.

Which vCenter Server appliance deployment size should the architect specify for the design?

A. Large
B. Small
C. Tiny
D. Medium

Answer: A

Explanation: 
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-077C7523-E0EA-492

NEW QUESTION 8
An architect is designing a new vSphere platform to meet a list of requirements from the security team. Which two requirements would be classified as non-
functional requirements? (Choose two.)

A. Migration of virtual machines between hosts must be encrypted
B. Log information must be verbose to support incident resolution
C. Critical events generated within the platform must be logged to an external Syslog service
D. Data integrity must be ensured
E. A common content library must be maintained across all data centers

Answer: CD

NEW QUESTION 9
Refer to the exhibit.
During a requirements gathering workshop, the architect shares the following diagram:

What should the architect recommend for guaranteed throughput for each service?

A. Use explicit failover order with pNIC0 as Active for ESXi Management and VM Network Use explicit failover order with pNIC1 as Active for backup networkUse
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explicit failover order with pNIC2 as Active for vMotion Use explicit failover order with pNIC3 as Active for replication
B. Use the Route Based on IP Hash for ESXi management and VM network Use the Route Based on IP Hash for backup networkUse the Route Based on the
Originating Virtual Port for vMotion Use failover with pNIC3 as Active for replication
C. Create a link aggregation group (LAG) for vDS_01Use the Route Based on Physical NIC Load for vMotion Use the Route Based on Physical NIC Load for
replication
D. Use the Route Based on IP Hash for ESXi management and VM network Use failover with pNIC1 as Active for backup networkCreate a link aggregation group
(LAG) for vDS_02

Answer: A

NEW QUESTION 10
Which design decision must be included in a design to allow for the deployment of a minimum supported configuration of vCenter High Availability (HA)?

A. A new subnet will be provisioned for vCenter HA services
B. A vSphere cluster will consist of more than three nodes
C. The deployed vCenter Server will be Tiny
D. The vCenter HA network will support a latency of less than 50 ms

Answer: A

Explanation: 
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.avail.doc/GUID-8FD87389-8CC9-429 

NEW QUESTION 10
In a meeting to discuss the minimum viable product (MVP) deployment of a new customer-facing application, the key stakeholder shares details of the application
components and the application administrators share details of performance and integrity tests for the application.
The application will be made up of the following components:

 A web server
-Steps to confirm the web server is operating correctly will take 15 minutes after the application server is online.

 An application server
-Steps to confirm application server integrity will take 15 minutes after the database is online.

 A database server
-The database server will be managed by a database administrator, with an agreed service-level agreement (SLA) to restore and validate database services within
one hour.
The existing VMware infrastructure offers a recovery point objective (RPO) of 5 minutes and recovery time objective (RTO) of 15 minutes through a combination of
backups and replication.
In the event of an outage impacting all three application components, how long will it take for the application to recover and complete all checks?

A. 15 minutes
B. 60 minutes
C. 105 minutes
D. 90 minutes

Answer: C

Explanation: 
15 restore VMs + 60 restore and test DB + 15 test app server + 15 test web server

NEW QUESTION 13
The Chief Operating Officer (COO) at an organization raises concerns that their virtual infrastructure environment is vulnerable. Recently, a security-related issue
with a virtual machine caused all management services to become unavailable. No budget is available in the short term for additional platform investment. An
architect is asked to review the current environment and make recommendations to mitigate concerns.
A virtualization administrator has provided the following details:

 There is a single four node cluster of ESXi servers
 There are two, Layer 2, physical network switches connecting resources
 The data center network is presented as a single /16 subnet

Given the information provided, which functional requirement should the architect include in the design to mitigate the COOs concerns?

A. The virtual infrastructure environment must connect application virtual machines and management services to new physical network switches
B. The virtual infrastructure environment must connect application virtual machines and management services to separate distributed virtual switches (DVS)
C. The virtual infrastructure environment must connect application virtual machines and management services to separate VLANs
D. The virtual infrastructure environment must connect management services to a vSphere standard switch (VSS)

Answer: D

NEW QUESTION 18
An architect is tasked with designing a greenfield VMware software-defined data center (SDDC) solution that will be used to deliver a private cloud service for a
customer.
During the initial meeting with the service owner and business sponsor, the customer has provided the following information to help inform the design:

 The solution must initially support the concurrent running of 300 production and 600 development virtual machines.
 The production environment should be delivered across two geographically dispersed data centers. The development environment must be vSphere-based but

does not have to be deployed on-premises.
 The two data centers are connected to each other through multiple diversely routed, high bandwidth and low latency links.
 The customer’s server hardware standard document states that all virtual infrastructure hosts must be based on blade architecture only.
 The service owner has said that is important to ensure that neither the availability target of 99.5% nor the resource capacity is affected when the operations

team completes maintenance activities, such as the monthly software patching and ad-hoc hardware break/fix.
 All virtual machine backups must be completed using the existing backup service. The recovery time objective (RTO) for the service is four hours.
 The recovery point objective (RPO) of the service is 24 hours.
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Given the information from the customer, which two would be classified as assumptions within the design? (Choose two.)

A. The backup service will store data in a secure facility
B. The backup service has sufficient capacity for the new requirements
C. The customer will update their hardware standard to support rack mount servers
D. All virtual machines will be deployed with the same resource profile for production and development
E. The clusters will have a minimum redundancy of N+1

Answer: BE

NEW QUESTION 21
An architect is designing a VMware solution for a customer to meet the following requirements:

 The solution must use investments in existing storage array that supports both block and file storage.
 The solution must support the ability to migrate workloads between hosts within a cluster.
 The solution must support resource management priorities.
 The solution must support the ability to connect virtual machines directly to LUNs.
 The solution should use existing 32G fabric infrastructure.
 There is no budget for additional physical hardware.

Which design decision should the architect make to meet these requirements?

A. The ESXi hosts will leverage Fibre Channel (FC).
B. The ESXi hosts will leverage iSCSI.
C. The ESXi hosts will leverage Fibre Channel over Ethernet (FCoE).
D. The ESXi hosts will leverage NFS.

Answer: A

NEW QUESTION 23
An architect is preparing a design for a company planning digital transformation. During the requirements gathering workshop, the following requirements (REQ)
and constraints (CON) are identified:

 REQ01 The platform must host different types of workloads including applications that must be compliant with internal security standard.
 REQ02 The infrastructure must initially run 100 virtual machines.
 REQ03 Ten of the virtual machines must be compliant with internal security standard.
CON01 The customer has already purchased the licenses as part of another project.
 CON02 The customer has five physical servers that must be reused.

Additionally, based on resource requirements, four physical servers will be enough to run all workloads. Which recommendation should the architect make to meet
requirements while minimizing project costs?

A. Use Network I/O Control to ensure the internal security zone has higher share value
B. Purchase additional servers and plan separate, isolated clusters for workloads that must be compliant with internal security
C. Use a single cluster and ensure that different security zones are separated at least with dedicated VLANs and firewall
D. Use a single cluster and configure DRS anti-affinity rules to ensure internal security compliant virtual machines cannot migrate between ESXi hosts.

Answer: C

NEW QUESTION 28
An architect is tasked with planning the design of a new vSphere environment. When commissioned, this environment will be used to migrate an existing set of
virtual machines.
An inventory of the existing infrastructure, including configured vCPU, RAM and storage sizes has been provided.
In order for each virtual machine to be migrated, which two data sources with peak and average utilization data are required for sizing? (Choose two.)

A. %Ready
B. Disk Write latency
C. CPU
D. Ballooned memory
E. IOPS

Answer: BE

NEW QUESTION 33
A architect is designing a new VMware software-designed data center (SDDC) using vSphere 7 to meet the following requirements:

 The SDDC must be deployed at two locations: primary and secondary.
 vSphere Replication must be used to replicate virtual machines between the two locations.
 Site Recovery Manager must be used to orchestrate disaster recovery (DR) activities.
 One single-sign on (SSO) domain must be used to authenticate access at both locations. Which design decision should the architect make to meet these

requirements?

A. A vCenter Server Appliance will be deployed to each sit
B. Unique SSO domains will be created per site.
C. A vCenter Server will be installed on Windows virtual machines deployed to both sites.
D. A vCenter Server Appliance will be deployed to each site.
E. A vCenter Server Appliance will be deployed to the primary site only.

Answer: D

NEW QUESTION 37
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An architect is considering placement of virtual machines within an existing VMware software-defined data center (SDDC).
During the discovery phase, the following information is documented: Cluster One

 Six ESXi hosts
 vSphere HA with host failures cluster tolerates = 1
 Proactive HA is enabled and set to automated
 Fully Automated vSphere DRS
 Transparent Page Sharing (TPS) is enabled Cluster Two
 Eight ESXi hosts
 vSphere HA with host failures cluster tolerates = 1
 Proactive HA is disabled
 Partially Automated vSphere DRS
 Transparent Page Sharing (TPS) is disabled Cluster Three
 Three ESXi hosts
 vSphere HA with admission control is disabled
 Proactive HA is not supported
 Transparent Page Sharing (TPS) is disabled Virtual Machine Resource Profile 1
 Memory sharing techniques should not be used
Automated initial virtual machine placement

Virtual Machine Resource Profile 2
 Memory sharing techniques should not be used
 Virtual machines should be automatically restarted in the event of host failure regardless of available resources
 Automated initial virtual machine placement

Which two recommendations should the architect make for placement of the virtual machines to meet resource profile requirements? (Choose two.)

A. All virtual machines matching Virtual Machine Resource Profile 2 should be placed on Cluster One.
B. All virtual machines matching Virtual Machine Resource Profile 1 should be placed on Cluster One.
C. All virtual machines matching Virtual Machine Resource Profile 2 should be placed on Cluster Two.
D. All virtual machines matching Virtual Machine Resource Profile 1 should be placed on Cluster Two.
E. All virtual machines matching Virtual Machine Resource Profile 2 should be placed on Cluster Three.

Answer: DE

Explanation: 
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.resmgmt.doc/GUID-FEAC3A43-C57E

NEW QUESTION 38
A customer has a database cluster with 40/60 read/write ratio and a high IOPs requirement with no contention on an all-flash vSAN cluster.
Which two storage settings should be configured for best performance? (Choose two.)

A. IOPs limits enabled
B. RAID 1
C. Deduplication and Compression disabled
D. RAID 5/6
E. Deduplication and Compression enabled

Answer: AB

NEW QUESTION 40
An architect is designing a new VMware solution for a customer that has a number of different resource
profiles.
The following are the business requirements for the design:
The solution must support virtual machines with the following storage profiles:
-Write-intensive
-Backup
-Write-Once-Read-Many (WORM) archive

 The solution must support migration of virtual machine disks between storage profiles.
 The WORM archive data must be located at an isolated secure site.
 The backup storage array must only be connected to a backup media server.
 All data should be recoverable from backup.

Which design decision should the architect make to meet the business requirements?

A. The solution will leverage a single storage array for the WORM archive and write-intensive storage profiles
B. The solution will leverage the same array for the backup and write-intensive storage profiles
C. The solution will leverage a different array for each storage profile
D. The solution will leverage a single storage array for all storage profiles

Answer: C

NEW QUESTION 45
An architect is preparing a design for a customer. Based on requirements, the architect recommends an HCI- based infrastructure with all-flash architecture.
During the assessment, it is confirmed that the network throughput generated by virtual machines does not exceed 150 Mb/s.
What is the minimum number and type of network adapters in each server that the architect can recommend to ensure requirements are met and there is no single
point of failure?

A. Two 1 GbE network adapters per server
B. Four 1 GbE network adapters per server
C. Four 10 GbE network adapters per server
D. Two 10 GbE network adapters per server
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Answer: C

NEW QUESTION 50
An architect is designing a vSphere environment for a customer based on the following information:

 The vSphere cluster will have three hosts only due to budget considerations.
 A database cluster (node majority) consisting of three virtual machines will be running on the vSphere cluster.

Which two recommendations can the architect make so that the customer achieves the highest level of application availability while taking into consideration
operational resiliency? (Choose two.)

A. Create VM-VM anti-affinity rules
B. Set das.respectvmvmantiaffinityrules to false
C. Create VM-Host anti-affinity rules
D. Disable vSphere HA during maintenance
E. Set das.ignoreinsufficienthbdatastore to true

Answer: BC

NEW QUESTION 53
An architect decides to separate virtual desktops and application servers into separate vSphere clusters to meet security and management requirements.
What are two implications of this design decision? (Choose two.)

A. There will be an increase in management overhead.
B. Identical hardware must be procured for all hosts.
C. There will be a reduction in performance.
D. The patching cycles will affect both clusters at the same time.
E. There will be additional licensing and cost requirements for both clusters.

Answer: DE

NEW QUESTION 58
During a requirements gathering workshop, the customer provides the following requirement (REQ) and constraints (CON):

 REQ01: The customer is looking for a way to limit database virtual machine (VM) placement to save on CPU licensing costs.
 CON01: There is a single cluster with no budget to scale.
 CON02: All virtual machines must run on the consolidated cluster.

Which two design decisions should the architect make to meet the customer requirement? (Choose two.)

A. The solution must use VM-VM anti-affinity rules
B. The solution must use vSphere DRS in manual mode
C. The solution must use a vRealize Orchestrator workflow for VM placement
D. The solution must use VM-Host affinity rules
E. The solution must use vSphere VM and host DRS groups

Answer: DE

NEW QUESTION 63
An architect is reviewing a physical storage design. The customer has specified that a new active-passive based storage array will be used to provide storage for
the vSphere clusters.
Which configuration should for the architect recommended?

A. VMW_SATP_LOCAL
B. VMW_PSP_MRU
C. VMW_SATP_DEFAULT_AA
D. VMW_PSP_FIXED

Answer: B

NEW QUESTION 67
Which of the listed requirements would be classified as a recoverability non-functional requirement?

A. The platform must be integrated with existing change control policies.
B. The platform must be able to support a maximum tolerable downtime (MTD) of 30 minutes.
C. Maintenance windows must be scheduled to take place monthly during an established overnight period.
D. The platform must be available 24 hours a day, 7 days a week with the exception of scheduled downtime.

Answer: A

NEW QUESTION 68
Refer to the exhibit.
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During a requirements gathering workshop, the customer shares the following about their existing ESXi host virtual networking infrastructure:
The customer confirms that:

 Each ESXi host has approximately 200 virtual machines.
 They want to maximize the number of concurrent virtual machine migrations.
 When placing a host in maintenance mode, it takes a long time to evacuate the virtual machines. Which two recommendations should the architect make in

order to help the customer overcome their
challenge? (Choose two.)

A. Configure the network to use MTU for the VMotion VMKernel to 1,600 bytes
B. Configure the network to use MTU for the VMotion VMKernel to 9,000 bytes
C. Create an additional standard switch with pNIC3 to use for vMotion
D. Use the 3 pNICs and bundle them in a link aggregation group (LAG) configuration
E. Use 10 GbE NICs instead of 1 GbE

Answer: CE

NEW QUESTION 70
Application owners require support of a Microsoft Windows Server Failover Cluster (WSFC).
Their current environment consists of the following components:

 vSphere 7.0 and vSAN 7.0
 External array supporting NFS 3.0/4.1, Server Message Block (SMB) 2.1
 10 GbE storage connectivity for all devices

The solution architect is tasked with coming up with a solution to meet this requirement while utilizing their existing investments.
Which two recommendations could the architect make? (Choose two.)

A. Use vSAN native support for WSFC
B. Use NFS 4.1 shares for quorum and shared disk
C. Use raw device mapping (RDM)
D. Use the SMB 2.1 protocol for sharing disks
E. Run WSFC on vSAN iSCSI Target Service

Answer: AE

Explanation: 
https://blogs.vmware.com/virtualblocks/2018/04/18/vsan-6-7-introducing-wsfc-support-vsan 

NEW QUESTION 73
An architect is designing a new vSphere environment with the following resources:

 600 vCPU
 5,760 GB RAM

Average resource usage is:
 60 vCPU
 1,152 GB RAM

The design must meet the following requirements:
 The environment has the ability to burst by 25%.
 Each host can schedule 36 vCPUs and has 512 GB RAM.
 Management overhead is 20%.

What is the minimum number of hosts required to meet the design requirements?

A. Three
B. Five
C. Four
D. Two

Answer: D

NEW QUESTION 75
An architect is tasked with designing a new VMware software-defined data center (SDDC) using VMware vSAN. The architect uses a storage assessment tool to
determine the storage requirements for the new vSAN cluster. The new SDDC is going to be deployed into the existing data center and must be connected to a
shared core network switch.
The architect decides to use vSAN ReadyNodes with the following configuration:

 Two disk groups with:
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 Write Intensive NVMe 800 GB drive for cache
 Four 3.84 TB Mixed Use NVMe for capacity
 Four 10 GbE ports

Which element represents a risk that should be included in this design?

A. The number of 10 GbE capable ports in the vSAN ReadyNode
B. The use of vSAN ReadyNodes
C. The existing network is 10 GbE capable
D. The use of NVMe drives for cache and capacity

Answer: C

NEW QUESTION 77
An architect has 50 ESXi hosts to deploy and DHCP servers are not allowed on any network. Which automated host deployment method should the architect use?

A. Stateless vSphere Auto Deploy
B. Stateful vSphere Auto Deploy
C. Scripted installation
D. Interactive installation

Answer: C

NEW QUESTION 81
......
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