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NEW QUESTION 1
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes
You can use information barriers with Microsoft Exchange. QO
You can use information barriers with Microsoft SharePoint. Q
You can use information barriers with Microsoft Teams. Q

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Statements Yes
You can use information barners with Microsoft Exchange. QO I
You can use information barriers with Microsoft SharePoint. (a0

: . : . : P

You can use information barriers with Microsoft Teams.

NEW QUESTION 2
HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area
Azure Active Directory (Azure AD) is

used for authentication and authorization

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No

an extended detection and response (XDR) system

an identity provider

a management group

a securty information and event management (SIEM) system

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365- identity ?view=0365-worldwide

NEW QUESTION 3

What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 4
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Digitally signing a document requires a private key. O O

Verifying the authenticity of a digitally signed document requires the public O (@,
key of the signer.

Verifying the authenticity of a digitally signed document requires the private O O
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
w provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints including tooks and guidance o assistin an Azure deplovment
Azure Policy

The Microsoft Cloud Adophon Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
w provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints including tooks and guidance o assistin an Azure deplovment
(ATurePolicy _ o e e e

The Microsoft Cloud Adoption Framework for Azure

e e e e I e e

A resowrce lock

NEW QUESTION 6
What can you specify in Microsoft 365 sensitivity labels?

A. how long files must be preserved

B. when to archive an email message

C. which watermark to add to files

D. where to store files

Answer: C

Explanation:
Reference:https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide
NEW QUESTION 7

Which compliance feature should you use to identify documents that are employee resumes?
A. pre-trained classifiers

B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A

NEW QUESTION 8
HOTSPOT
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Select the answer that correctly completes the sentence.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Azure Application Insights
Azure Metwork Watcher
Log Analytics workspaces

NEW QUESTION 9

e

L

provides benchmark recommendations and guidance for protecting Azure services.

provides benchmark recommendations and guidance for protecting Azure services.

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGs)
B. Azure AD Privileged Identity Management (PIM)

C. conditional access policies
D. resource locks

Answer: B

NEW QUESTION 10
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. @) O
Conditional access policies apply before first-factor authentication is O (@)
complete.
Conditional access policies can trigger multi-factor authentication 9 ®)

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Yes
Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 10
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Your Partner of IT Exam

Statements Yes No

ol can restrict communication between users in Exchange Online by using
information Barmers

You can restrict accessing a SharePoint Online site by using Information
Barriers,

You can prevent shanng a file with another user in Microsoft Teams by using
Information Barmers
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Answer: A

Explanation:
Answer Area

Statements Yes Mo

Yool can restnict Communication between users in Exchange Crilne by using |
niormation Barmers

Yo can restrict accessing a SharePoint Online site by using Information o
Barriers =

You can prevent sharing a file with another user in Microsoft Teams by using
Information Barniers ke

NEW QUESTION 11

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Microsoft Defender for identity can identify advanced threats from + signals.

Azure Active Directory (Azure AD)
Azure AD Connect
on-premises Active Directory Domain Services (AD DS}

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Microsoft Defender for Identity is a cloud-based security solution that leverages your on- premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.

NEW QUESTION 12

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 14

DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than
once, or not at all.

NOTE: Each correct match is worth one point.
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Action Subcategories Answer Area

Cormecineg Encrypt data at rest

Dotectinee
Barl 5 4
FEMQIm & FStEm SCCFERS anadit

bake confeguration ERARGES if SEpOnSE 1D & SECunily nciden

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Action Subcategories Answer Area

-
| Corrective | | Préventative nerypl dats at rest

[
Vb by
Detective ! Perform a system acoess audil
-

F el l bake conduguration ERARGES IR feEponte D 8 Securly moickend

NEW QUESTION 19
You have an Azure subscription.
You need to implement approval-based, time-bound role activation. What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 21
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 24

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can use Advanced Audit in Microsoft 365 to view billing details. O o
You can use Advanced Audit in Microsoft 365 to view the contents of an email message. ®) O

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Qutlook on the web to search for items in a mailbox,

O
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No
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Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No
Box 3: Yes

NEW QUESTION 28

HOTSPOT
Select the answer that correctly completes the sentence.
Anmiwt Aid
lscroscilt Sentned prosided quack; insights into dats by uaing -

Agure Montor workbook Semplrbes
Arure Fasource Graph Erplones
fbooia

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Angwes Rres

MnzEa0R Seibinel piovices Quidls mbights o Gata by uing

NEW QUESTION 33
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 36

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Ensuring that the cata you retrieve is the same &5 the dats you stored is an eample of maintaining  avadabili
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area
Ensunng that the data you retrieve is the same as The dats you stored is an example of mantainng  svaslablity b
[ availabiiny.
confdentiabmy
niegTy

transpansncy

NEW QUESTION 37
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 39
You need to create a data loss prevention (DLP) policy. What should you use?

A. the Microsoft 365 admin center

B. the Microsoft Endpoint Manager admin center
C. the Microsoft 365 Defender portal

D. the Microsoft 365 Compliance center

Answer: A

NEW QUESTION 43

What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?
A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

NEW QUESTION 46

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
rsder Nk management i Configurad from the Mucronoft Purveew comphance porta -
Ricrosofn 365 sdmian Center.
Microsoft Purveew comphance portal
Microsoft 365 Defender porta
Microsoft Defender for Cloud Apps portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Area
nSOEr NSk Management i ConNgured from the Moot Purveew complhance ports -
Mcrosoft 365 sdmen cenier,

Microsoft Purview compliance portal

Microsoft 365 Defender portal

Microsoft Defender for Cloud Apps porta
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NEW QUESTION 48

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

~ a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

~ a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
_Deduplicating
Encrypting

NEW QUESTION 49

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Arca
Theeat Explorer Eeature Provides intelligence on prevailing cybersecunity issues
Threat Trackers
Feature Prosndes real-time reports 1o mentify and analyze recent threats
ﬁﬂ“-ph:‘ihln;; protection
Feature Detects impiersonation attemgpts
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Features Answer Area
I_ = : ______ - L = .
i Threat Explorer i | Anti-phishing protection  Provides intelligence on prevailing cybersecurity issues
[ Theeat Trackers | .
__________ ] | Threat Explorer [Provides real-time reports to identify and analyze recent threats
| ."-'l.l'l.1l-|:l|'l:'§hil1g- i';vra'.ev:ru:lr; |
‘‘‘‘‘‘‘‘ Threat Trackers Detects impersonation amempts

NEW QUESTION 51
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 54
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C
Explanation:
Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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NEW QUESTION 55
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B
NEW QUESTION 59

HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.

Authentication
Authorization
Federation

single sign-on (SS0)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text
Description automatically generated

NEW QUESTION 62

What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D

Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 66

Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.

B. Use identity as the primary security boundary.

C. Always verity the permissions of a user explicitly.

D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.

Answer: BCD

Explanation:
Reference:
https://docs.microsoft.com/en-us/security/zero-trust/

NEW QUESTION 71
HOTSPOT
Select the answer that correctly completes the sentence.

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the prvileged access

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

NEW QUESTION 74
HOTSPOT
Select the answer that correctly completes the sentence.

In an environment that has on-premises resources and cloud resources,

[  should be the primary security perimeter.

the cloud

a firewall

identity

Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In an environment that has on-premises resources and cloud resources,

should be the primary security perimeter.
the cloud

identity
icrosoft Defender for Cloud

NEW QUESTION 79

HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish w between organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 83

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). 3 &
Conditional access policies can be used to block access to an application based on the o O
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- ) (&

joined devices,

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). O '_CJ_I
Conditional access policies can be used to block access to an application based on the E-"GI‘_I O
location of the user. -7
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- g 1_ ¥

joined devices,

NEW QUESTION 86
HOTSPOT
Select the answer that correctly completes the sentence.

~ provides a central location for managing information protection,

Azure Defender information governance, and data loss prevention (DLP) policies.

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 91
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation:

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define

policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 93

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O O

target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Statements Yes No
Azure Policy supports automatic remediation. el O
_ e
Azure Policy can be used to ensure that new resources adhere | O O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a @] 'O '
target resource is created or modified. e
NEW QUESTION 95
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
Microsoft Secure Score in the Microsoft 365 security center can provide O Q
recommendations for Microsoft Cloud App Security.
From the Microsoft 365 security center, you can view how your Microsoft Q O
Secure Score compares to the score of organizations like yours.
Microsoft Secure Score in the Microsoft 365 security center gives you &, Q

points if you address the improvement action by using a third-party
application or software.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter
Description automatically generated

NEW QUESTION 96
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C.PIN

D. email verification
E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 98
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD Identity Protection

Answer: A

Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews- overview
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NEW QUESTION 101

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)
Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 104

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
w isused to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.

Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
eDiscovery
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365- worldwide

NEW QUESTION 106

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ma

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can ute & PIN code a8 an suthenticaban mathod
Windows Hella for Business authentication mformation syncs across all the devices
registared by & utes

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area
Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication I =
rrvetheoed

Windaws Hella for Busingss can ute & PIN code a5 an suthentication mathod L

Windows Hello for Business authentication information syncs across all the devices | |
registered by & used

NEW QUESTION 111
HOTSPOT
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Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged ldentity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

b

Azure AD ldentity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

R

will be enabled for all Azure AD users.

NEW QUESTION 112

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O @
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. O QO
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. :_D_'. Q
Transparency is a key privacy principle of Microsoft. E‘Cil Q

—

Shared responsibility is a key privacy principle of Microsoft. O 1O

= —

NEW QUESTION 113
HOTSPOT
Select the answer that correctly completes the sentence.

In the Microsoft 365 Defender portal, an incident is a collection of correlated

events

vulnerabilities
Microsoft Secure Score improvement actions
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

In the Microsoft 365 Defender portal, an incident is 3 collection of comelated !
events

vulnerabilities

Microsoft Secure Score improvement actions

NEW QUESTION 115

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 116
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data

Answer: ACE
Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

NEW QUESTION 121
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Azure Defender
B. Azure Blueprints
C. Azure Sentinel
D. Azure Policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 123

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (SaaS), applying service packs to applications is the O O
responsibility of the organization.
In infrastructure as a service {laaS), managing the physical network is the O O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information @ O

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Statements Yes No

In software as a service (Saas), applying service packs to applications is the O :__D_l
responsibility of the organization. i
In infrastructure as a service (laas), managing the physical network is the ;_C_ﬂ O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information chl | O

and data is the responsibility of the organization.

NEW QUESTION 124
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

You can use « in the Microsoft 365 security center to identify devices that are affected by an alert.

classifications
incidents
policies
Secure score

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
You can use ~ in the Microsoft 365 security center to identify devices that are affected by an alert.

_classifications
JinEidEntﬁ 1
policies —
Secure score

NEW QUESTION 129

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes Mo

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. C
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. a

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure
or on-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes Mo

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. 10,

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. 1O

T I =

- -

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure
OF On-premises.
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NEW QUESTION 134
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Defender for Cloud
B. Azure Blueprints

C. Microsoft Sentinel

D. Azure Policy

Answer: B

NEW QUESTION 138

What can you use to provide threat detection for Azure SQL Managed Instance?
A. Microsoft Secure Score

B. application security groups

C. Microsoft Defender for Cloud

D. Azure Bastion

Answer: C

NEW QUESTION 141

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Afca
the MaCrosofl Furaew COmMpRance Dortal you Can use | FOHTILEE Pl st ) N R rerngve fediures. Trom e Navganon pene
Ol H",‘n'._-_;.a 1"""!"
| Customize navigation |
P L
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Antwer Area
n e Microsofl Punasew comphance portal. you cin use | 1 I Pl A T\l IO remdwe fedtures from the NaIQaton pane
& Ly - Ly

NEW QUESTION 142
Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. a user account

B. a user-assigned managed identity
C. a system-assigned managed identity
D. a service principal

Answer: D

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

NEW QUESTION 145

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

With Windows Hello for Business, a user's biometric data used for authentication
is stored on an éxternal device,
is stored on a local device only.

is stored in Azure Active Directory (Azure ADY)
s replicated o all the devices designated by the user.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Text, letter

Description automatically generated

Biometrics templates are stored locally on a device. Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for- business/hello-
overview

NEW QUESTION 148
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD

Explanation:
Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 151
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.

B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.

D. A policy initiative that includes multiple policies.

Answer: A

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

? Detailed step-by-step guidance on suggested improvement actions to help you

comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation
details and audit results.

? A risk-based compliance score to help you understand your compliance posture by

measuring your progress in completing improvement actions.

NEW QUESTION 152
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 156

What is a characteristic of a sensitivity label in Microsoft 365?
A. persistent

B. encrypted

C. restricted to predefined categories

Answer: B

NEW QUESTION 159

HOTSPOT
Select the answer that correctly completes the sentence.
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When using multi-factor authentication (MFA), a password is considered something you

are
have

know
share

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Multifactor authentication combines two or more independent credentials: what the user knows, such as a password; what the user has, such as a security token;
and what the user is, by using biometric verification methods.

NEW QUESTION 163
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 167
What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices

C. computer accounts

D. software as a service (SaaS) applications that require modem authentication

Answer: D

NEW QUESTION 170
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 175
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 176

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: BC
Explanation:
Security defaults make it easy to protect your organization with the following preconfigured security settings:

? Requiring all users to register for Azure AD Multi-Factor Authentication.
? Requiring administrators to do multi-factor authentication.
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? Blocking legacy authentication protocols.

? Requiring users to do multi-factor authentication when necessary.

? Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 177

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access policies can force the use of multi-factor authentication O O
(MFA) to access cloud apps
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
A Lo il F ‘_I
Global administrators are exempt from conditional access policies O 1OI
A conditional access policy can add users to Azure Active Directory (Azure AD) O :’ ~ ‘I
roles Fib—l
Conditional access policies can force the use of multi-factor authentication fé ! O
|
R

(MFA) to access cloud apps

NEW QUESTION 179

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. o o
Assume breach is one of the guiding principles of Zero Trust. o (o}
The Zero Trust security model assumes that a firewall secures the internal network from O O

external threats.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 181
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w for an organization.
 continually
monthly
on-demand
quarterly

NEW QUESTION 183
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