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NEW QUESTION 1

- (Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior
administrators.

How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What's-New.03.03.html

NEW QUESTION 2

- (Topic 1)

An administrator would like to create an SD-WAN using central management in theTrainingADOM.

To create an SD-WAN using central management, which two steps must be completed? (Choose two.)

A. Specify a gateway address when you create a default SD-WAN static route

B. Enable SD-WAN central management in theTrainingADOM

C. Configure and install the SD-WAN firewall policy and SD-WAN static route before installing the SD-WANtemplate settings
D. Remove all the interface references such as routes or policies that will be a part of SD-WAN member interfaces

Answer: BD

Explanation:
Reference:https://docs.fortinet.com/document/fortigate/6.0.0/cookbook/676493/removing-existing-configuration-references-to-interfaces

NEW QUESTION 3
- (Topic 1)
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When configuration revision is reverted to previous revision in the revision history

B. When FortiManager installs device-level changes to a managed device

C. When FortiManager is auto-updated with configuration changes made directly on a managed device
D. When changes to device-level database is made on FortiManager

Answer: BC

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1000_Device%20Manager/1500_Manage_device_configs/O
600_Manage%20config%20rev%?20history.htm

NEW QUESTION 4

- (Topic 1)

An administrator run the reload failure command:diagnose test deploymanager reload config
<deviceid>on FortiManager. What does this command do?

A. It downloads the latest configuration from the specified FortiGate and performs a reload operation on the device database.

B. It installs the latest configuration on the specified FortiGate and update the revision history database.

C. It compares and provides differences in configuration on FortiManager with the current runningconfiguration of the specified FortiGate.
D. It installs the provisioning template configuration on the specified FortiGate.

Answer: A
Explanation:

Reference:https://community.fortinet.com/t5/FortiManager/Technical-Note-Retrieve-configuration-file-using-CLI-from-a/ta-p/191000?externall D=FD36387

NEW QUESTION 5
- (Topic 1)
View the following exhibit.
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Starting Log (Run the device)

Start installing

Local-FortiGate $ config user device

Local-FortiGate (device) $ edit “mydevice”

new entry ‘'mydevice’ added

Local-FortiGate (mydevice) $ next

MAC address can not be 0

Node_check_object failfor mac 00:00:00:00:00:00
Attribute ‘mac’ value '00:00:00:00:00:00’ checkingfail -33
Command fail. Return code 1

Local-FortiGate (device) $ end

Local-FortiGate $ config firewall policy
Local-FortiGate (policy) $ edit 2

New entry ‘2’ added

Local-FortiGate (2) § set name “Device_policy”
Local-FortiGate (2) § set uuid 64...
Local-FortiGate (2) § set srcintf “port3”
Local-FortiGate (2) § set dstintf “portl”
Local-FortiGate (2) § set srcaddr “all”
Local-FortiGate (2) § set dstaddr “all”
Local-FortiGate (2) § set action accept
Local-FortiGate (2) § set schedule “always”
Local-FortiGate (2) § set service “ALL”
Local-FortiGate (2) § set devices “mydevice”
Entry not found in datasource

Value parse error before ‘mydevice’
Command fail. Return code -3
Local-FortiGate (2) § set nat enable
Local-FortiGate (2) $ next

Local-FortiGate (policy) $ end

Which statement is true regarding this failed installation log?
A. Policy ID 2 is installed without a source address

B. Policy ID 2 will not be installed

C. Policy ID 2 is installed in disabled state

D. Policy ID 2 is installed without a source device

Answer: B

NEW QUESTION 6

- (Topic 1)
Refer to the exhibit.

Start to import config from device(Local-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category”,SKIPPED,"(name=General, 0id=697, DUPLICATE)"
"firewall address”,SUCCESS,"(name=LOCAL_SUBNET, o0id=684, new object)”

"fg_ew;;ll service custom”,SUCCESS,"(name=ALL, 0id=863, update previous
object)”

"firewall policy”, SUCCESS,"(name=1, oid = 1090, new object)"
Which statement about the object named ALL is true?
A. FortiManager updated the object ALL using the FortiGate value in its database.
B. FortiManager installed the object ALL with the updated value.
C. FortiManager created the object ALL as a unique entity in its database, which can be only used by thismanaged FortiGate.

D. FortiManager updated the object ALL using the FortiManager value in its database.

Answer: A
NEW QUESTION 7
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- (Topic 1)

An administrator, Trainer, who is assigned theSuper_Userprofile, is trying to approve a workflow session that was submitted by another administrator, Student.
However, Trainer is unable to approve the workflow session.

What can prevent an admin account that hasSuper_Userrights over the device from approving a workflow session?

Session List
View Difl
I MWame LU'ser Date Submitt... Approved To... Comments
1 Firewall p.. Student 2017-06.01... ©O/1 firewall policies

A. Trainer is not a part of workflow approval group

B. Trainer does not have full rights over this ADOM

C. Trainer must close Student’s workflow session before approving the request

D. Student, who submitted the workflow session, must first self-approve the request

Answer: A

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG-FAZ/0800_ADOMs/1800_Workflow/0600_Workflow%20sessions.htm

NEW QUESTION 8
- (Topic 1)
View the following exhibit.

) Advanced Settings

Advanced
SNMP

Mail Server
Syslog Server
Meta Fields ADOM Mode O Normal @ Advanced
Device Log Settings
File Management
Advanced Settings

What is the purpose of settingADOM ModetoAdvanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Answer: C

Explanation:
Reference:https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

NEW QUESTION 9

- (Topic 1)

An administrator has assigned a global policy package to a new ADOM called ADOM1. What will happen if the administrator tries to create a new policy package
in ADOM1?

A. When creating a new policy package, the administrator can select the option to assign the global policypackage to the new policy package
B. When a new policy package is created, the administrator needs to reapply the global policy package toADOML1.

C. When a new policy package is created, the administrator must assign the global policy package from the global ADOM.

D. When the new policy package is created, FortiManager automatically assigns the global policy package to the new policy package.

Answer: A

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_ Admin_Guide/1200_Policy%20and%200bjects/0800 Managing%20policy%20packages/12
00_Assign%20a%20global%20policy%20package.htm

NEW QUESTION 10

- (Topic 2)

An administrator configures a new firewall policy on FortiManager and has not yet pushed the changes to the managed FortiGate.
In which database will the configuration be saved?
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A. Device-level database

B. Revision history database

C. ADOM-level database

D. Configuration-level database

Answer: C

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD47942

NEW QUESTION 10
- (Topic 2)
Refer to the exhibit.

Create New CLI Script

Script Mame Routing [View Sample Script]

Commoents Wrrite a comment

Type CLI Script .

Run script an Device Database ¥

Script details config router prefix-list
edit public
config rule
edit 1
set prefix 0.0.0.0/0
set action permit
next
edit 2
set prefix 8.8.58.8/32
set action deny
end

Advanced Dovice Filters »

Which two statements are true if the script is executed using theDevice Databaseoption? (Choose two.)

A. You must install these changes using thelnstall Wizardto a managed device

B. The successful execution of a script on theDevice Databasewill create a new revision history
C. The script history will show successful installation of the script on the remote FortiGate

D. TheDevice Settings Statuswill be tagged asModified

Answer: AD

NEW QUESTION 11
- (Topic 3)
Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.)

A. When you configure MEA, you must open TCP or UDP port 540.

B. You must open the ports to the Fortinet registry

C. You must create a MEA special policy on FortiManager using the super user profile
D. The administrator must have the super user profile.

Answer: CD

NEW QUESTION 14

- (Topic 3)

An administrator is replacing a failed device on FortiManager by running the following command:
execute device replace sn <devname> <serialnum>.

Which device name and serial number must the administrator use?

A. The device name of the new device and serial number of the failed device
B. The device name and serial number of the failed device

C. The device name of the failed device and serial number of the new device
D. The device name and serial number of the new device

Answer: C

NEW QUESTION 19
- (Topic 3)
An administrator created a header and footer global policy package and assigned it to an ADOM.
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What are two outcomes from this action? (Choose two.)

A. You must manually move the header and footer policies after the policy assignment.

B. After you assign the global policy package to an ADOM, the policy package is hiddenfrom the ADOM and cannot be viewed.
C. If you assign an additional global policy package to the same ADOM, FortiManager removes previously assigned policies.
D. You can edit or delete all the global objects in the global ADOM.

Answer: AD

NEW QUESTION 22
- (Topic 3)
View the following exhibit.

ks Advanced
SMNMP

Mail Server
ADOM Maode € () Mormal @ Advanced

Syslog Server
Meta Fields
Device Log Settings

File Management = |
T

Which of the following statements are true based on this configuration setting? (Choose two.)

A. This setting will enable the ADOMs feature on FortiManager.

B. This setting is applied globally to all ADOMs.

C. This setting will allow assigning different VDOMs from the same FortiGate to different ADOMSs.

D. This setting will allow automatic updates to the policy package configuration for a managed device.

Answer: BC

NEW QUESTION 25
- (Topic 3)
Which of the following statements are true regarding reverting to previous revision version from the revision history? (Choose two.)

A. To push these changes to a managed device, it required an install operation to the managed FortiGate.

B. Reverting to a previous revision history will generate a new versionIDand remove all other historyversions.
C. Reverting to a previous revision history will tag the device settings status asAuto- Update.

D. It will modify device-level database

Answer: AD

NEW QUESTION 30
- (Topic 3)
Refer to the exhibit.

! Start to import config frum device(Local-FortiGate) vdom(root) to
' adom(My_ADOM), package(Local-FortiGate_root)

“firewall service category”,SKIPPED,"(name=General, 0id=697, DUPLICATE)"
"firewall address", SUCCESS,"(name=LOCAL_SUBNET, oid=684, new object)"

“firewall service custom",SUCCESS,"(name=ALL, 0id=863, update previous
object)"

“firewall policy”,SUCCESS,"(name=1, 0id=1090, new object)"

Given the configuration shown in the exhibit, how did FortiManager handle the service category named General?

A. FortiManager ignored the firewall service category General but created a new service category in its database.

B. FortiManager ignored the firewall service category general and deleted the duplicate value In Its database

C. FortiManager ignored the firewall service category General and updated the FortiGate duplicate value in the FortiGate database.
D. FortiManager ignored the firewall service category General and did not update Its database with the value

Answer: D

NEW QUESTION 35
- (Topic 3)
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Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.)

A. Backs up all devices and the FortiGuard database.

B. Does not back up firmware images saved on FortiManager
C. Supports FTP, SCP, and SFTP

D. Can be configured from the CLI and GUI

Answer: BC
NEW QUESTION 39

- (Topic 3)
Refer to the exhibit.

Request

POST http://localhost:8080/fpc/api/cuctomere/1/policytabs
Headers

accept: application/json
content-type: application/ json
fpc-sid: SFPCSID

Cookie: JSESSIONID=SFPCSID
Payload

{

*centralNat": true,
"interfacePolicyE": false,
"dosPolicy6™: false,
*"policyé4"™: false,
"interfacePolicy”: true,
"policyé™: false,
*dosPolicy": false,
"policy46™: false,

wia": 1,

"customerld™: 1

)

Response

Status 200 OK

Which statement is true about the FortiManager ADOM policy tab based on the API request?

A. The APl command has enabled both central NAT and interface policy on the policy tab.
B. The API command has requested the policy tab permissions information only.

C. The API command has failed when requesting policy tab permissions information.

D. The APl command has applied to customer with ID: 200.

Answer: A

NEW QUESTION 43
- (Topic 3)
Refer to the exhibit.
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Given the configuration shown in the exhibit, what can you conclude from the installation targets m the Install On column? (Choose two)

A. Policy seq # 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation Target
B. Policy seq # 3 will be installed on all managed devices and VDOMSs that are listed under Installation Targets

C. Policy seq # 1 will be installed on the Remoto-FortiGate root[NAT] and Student[NAT] VDOMSs only

D. Policy 3 will be installed on all FortiGate devices and vdom belongs to the ADOM

E. Policy seq # 3 will be skipped because no installation targets are specified

Answer: BC

NEW QUESTION 48
- (Topic 3)
Which of the following statements are true regarding VPN Gateway configuration in VPN Manager? (Choose two.)

A. Managed gateways are devices managed by FortiManager in the same ADOM

B. External gateways are third-party VPN gateway devices only

C. Protected subnets are the subnets behind the device that you don’t want to allow access to over the IPsec VPN
D. Managed devices in other ADOMs must be treated as external gateways

Answer: AD

Explanation:

Reference:http://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG-FAZ/1300_VPN_Manager/0800_IPsec_VPN_Gateway/0400_Create_mngd_gateway.htm

NEW QUESTION 50
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