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NEW QUESTION 1
Refer to the exhibit.

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

A. .nxos
B. .qcow2
C. .ova
D. .bin
E. Tgz

Answer: BC

NEW QUESTION 3
Refer to the exhibit.

The Cisco SD-VYAN is deployed using the default topology. The engineer v/ants to configure a service insertion policy such that all data traffic between Rome to
Paris is forwarded through the NGFW located in London. Which configuration fulfills this requirement, assuming that the Sen/ice VPN ID is 1?
A)
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B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 4
An engineer must configure the SD-WAN Edge router to identify DSCP 26 traffic coming from the router's local site and then change the DSCP value to DSCP 18
before sending it over to the SD-WAN fabric. What are the two ways to create the required configuration? (Choose two).
A)

B)

C)

D)

E)
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A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC

NEW QUESTION 5
Refer to the exhibit.

A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?

A. 1
B. 2
C. 3

Answer: A

NEW QUESTION 6
An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 7
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.
B. Configure a control policy.
C. Configure a centralized data policy.
D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf 

NEW QUESTION 8
What is the default value (in milliseconds) set tor the poll interval in the BFD basic configuration?

A. 300,000
B. 600,000
C. 900,000
D. 1,200,000

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B
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NEW QUESTION 9
Which API call retrieves a list of all devices in the network?

A. https://vmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://vmanage_IP_address/api-call/system/device/{{model}}
D. https://vmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation: 

NEW QUESTION 10
Refer to the exhibit.

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke
B. mesh
C. import existing topology
D. custom control (route and TLOC)

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies 

NEW QUESTION 10
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 11
A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL I for monitoring purposes How many characters are supported by the snmp
user username command?

A. from 1 to 8
B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 16
Which policy configuration must be used to classify traffic as it enters the branch WAN Edge router to be put into the desired output queue?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 18
What are two benefits of installing Cisco SD-WAN controllers on cloud-hosted services? (Choose two.)

A. utilizes well-known cloud services such as Azur
B. AW
C. and GCP
D. accelerates Cisco SD-WAN deployment
E. allows integration of the WAN Edge devices In the cloud
F. installs the controllers in two cloud regions in a primary and backup setup
G. automatically Implements zone-based firewalling on the controllers

Answer: BD

NEW QUESTION 21
Refer to the exhibit.
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An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local
B. Configure the tunnel interface on all three controllers with a color of transport
C. Remove the encapsulation IPsec command under the tunnel interface of vBond.
D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation: 

NEW QUESTION 24
Refer to the exhibit

An engineer is configuring a QoS policy to shape traffic for VLAN 100 on a subinterface Which policy configuration accomplishes the task?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 27
Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi
B. VMware Workstation
C. kernel-based virtual machine
D. OpenStack
E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 32
An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as
expected when one of the transports does not perform properly This policy is configured:
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which configuration completes the policy so that it works for all locations?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 33
Refer to the exhibit
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vManage and vBond have an issue establishing a connection with each other Which action resolves the issue?

A. Reconfigure the system IPs to belong to the same subnet
B. Change the organization name on both controllers to match vipteta.com.
C. Remove the encapsulation ipsec command under the tunnel interface of vBond
D. Configure the encapsulation ipsec command under the tunnel interface on vManage

Answer: B

Explanation: 
https://community.cisco.com/t5/sd-wan-and-cloud-networking/encapsulation-ipsec-on-vbond/td-p/4451149 "encapsulation" command under vBond tunnel-interface
has no meaning and effect.

NEW QUESTION 35
An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security
B. Configuration > Certificates
C. Administration > Settings
D. Tools > Operational Commands

Answer: C

Explanation: 
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NEW QUESTION 36
Refer to the exhibit

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 39
What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies
C. management of SLA
D. infrastructure as a service
E. centralized raid storage of data

Answer: CD

NEW QUESTION 42
Refer to the exhibit.

An ongineer configured OMP with an ovorlay-as of 10666. What is tho AS-PATH for prefix 104.104.104.104/32 on R1007?

A. 100 10666 104
B. 100 10666
C. 100 10666 20 104
D. 100 20 104

Answer: A

NEW QUESTION 44
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
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C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 47
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. System Status
B. Troubleshooting
C. Real Time
D. Events

Answer: B

NEW QUESTION 49
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 50
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

B)

C)
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D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 55
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site
D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation: 
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 56
An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?

A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>
B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>
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C. request vedge-cloud activate serial <serial> token <token-number>
D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation: 

NEW QUESTION 61
Which protocol detects path status (up/down), measures loss/latency/jitter, and measures the quality of the IPsec tunnel MTU?

A. OMP
B. IP-SLA
C. BFD
D. DTLS

Answer: C

NEW QUESTION 64
Refer to the exhibit

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP
B. Prefix
C. Data Prefix, Site VPN TLOC
D. Application, SLA VP
E. Prefix
F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 66
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
B. QoS
C. TLS
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D. OMP

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 71
Refer to the exhibit

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO
and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.
D. Configure a valid vBond IP on vManage.

Answer: D

NEW QUESTION 74
Which attributes are configured to uniquely Identify and represent a TLOC route?

A. system IP address, link color, and encapsulation
B. firewall, IPS, and application optimization
C. site ID, tag, and VPN
D. origin, originator, and preference

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-2018OCT.pdf

NEW QUESTION 79
Refer to the exhibit

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps
https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 

NEW QUESTION 81
Refer to the exhibit.

Which command-line configuration on a WAN Edge device achieves these results?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 82
An engineer is configuring the branch office with a 172.16.0.0/16 subnet to use DIA for Internet traffic. All other traffic must flow to the central site or branches
using the MPLS circuit Which configuration meets the requirement?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 84
Refer to the exhibit.

The control connection is failing. Which action resolves the issue?

A. import vSmart in vManager
B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.
D. Restore the reachability to the vSmart

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 87
What problem happens on a device with two serial numbers, a unique device identifier (UDI), and secure unique device identifier (SUDI) when an engineer
provisions ISR 4000 by PnP using only a UDI?

A. It encounters spanning tree issues
B. It faces interface buffer overflow patterns
C. It encounters redirection problems.
D. It encounters memory overload problems

Answer: D

NEW QUESTION 92
What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device
B. All four pairs of the cable are used
C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation: 

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio 

NEW QUESTION 94
How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?

A. within and between zones
B. between two VPN tunnels
C. within zone pair
D. between two VRFs

Answer: C

NEW QUESTION 96
Which protocol is used between redundant vSmart controllers to establish a permanent communication channel?

A. IPsec
B. HTTPs
C. DTLS
D. SSL

Answer: C
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NEW QUESTION 98
An engineer must avoid routing loops on the SD-WAN fabric for routes advertised between data center sites Which BGP loop prevention attribute must be
configured on the routers to meet this requirement?

A. same OMP overlay-as on WAN Edge routers of all data centers
B. static routing on al WAN Edge routers instead of BGP
C. same BGP AS between all WAN Edge routers and CE routers
D. same BGP AS between all CE and PE routers

Answer: A

NEW QUESTION 102
Which storage format Is used when vManage Is deployed as a virtual machine on a KVM hypervisor?

A. .iso
B. .qcow2
C. .ova
D. .tgz

Answer: B

NEW QUESTION 103
In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage
B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation: 

NEW QUESTION 104
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 106
Which two resource data types are used to collect information for monitoring using REST API in Cisco SD-WAN? (Choose two.)

A. POST
B. DELETE
C. scalar
D. array
E. PUT

Answer: CD

NEW QUESTION 110
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU
B. 16 GB
C. 4 vCPU
D. 8 GB
E. 8vCPU
F. 16 GB
G. 2vCPUs.4GB

Answer: B

NEW QUESTION 113
Which set of elements are verified by the controller to confirm the identity of edge devices?
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A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device
C. certificates, organization name, and vBond domain
D. certificates, system IP, and vBond domain

Answer: A

NEW QUESTION 118
Which controller is excluded from the process of checking against the authorized, allowed list?

A. vBond
B. PnP
C. vSmart
D. vManage

Answer: A

NEW QUESTION 119
Refer to the exhibit.

The SD-WAN network is configured with a default full-mesh topology. The SD-WAN engineer wants the Barcelona WAN Edge to use MPLS TLOC as the preferred
TLOC when communicating with Rome site. Which configuration must the engineer use to create a list to select MPLS color toward the Rome TLOC?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 124
Which plane builds and maintains the network topology and makes decisions on traffic flows?

A. orchestration
B. management
C. control
D. data

Answer: C

NEW QUESTION 127
Drag and drop the steps from the left Into the order on the right to delete a software image for a WAN Edge router starting with Maintenance > Software Upgrade >
Device list on vManage.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 132
What is the threshold to generate a warning alert about CPU or memory usage on a WAN Edge router?

A. 70 to 85 percent
B. 70 to 90 percent
C. 75 to 85 percent
D. 75 to 90 percent

Answer: C

NEW QUESTION 137
Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy
C. centralized data policy
D. centralized control policy

Answer: C

Explanation: 

NEW QUESTION 140
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F36?

A. The device sends event notifications to vManage.
B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.
D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 143
An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant
name field?

A. 64
B. 128
C. 256
D. 8

Answer: B

Explanation: 
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NEW QUESTION 145
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS
D. vBond controllers

Answer: C

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 148
The Cisco SD-WAN engineer is configuring service chaining for a next-generation firewall located at the headquarters. Which configuration creates the service?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 153
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation: 

NEW QUESTION 156
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL – DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue
D. connectivity issue

Answer: D

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 158
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJIers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 159
In a Cisco SD-WAN architecture, what is the role of the WAN Edge?

A. It provides orchestration to assist in automatic provisioning of WAN Edge routers and overlay
B. It is the management plane responsible for centralized configuration and monitoring
C. It is the control plane that builds and maintains network topology
D. It is the data plane that is responsible for forwarding traffic

Answer: D

Explanation: 

NEW QUESTION 160
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 161
Refer to the exhibit.

Which QoS treatment results from this configuration after the access list acl-guest is applied inbound on the vpn1 interface?

A. A UDP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted
B. A TCP packet sourcing from 172.16.10.1 and destined to 172.16.20.1 is dropped
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C. A UDP packet souring from 172.16.10.1 and destined to 172.16.20.1 is dropped.
D. A TCP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

Answer: C

NEW QUESTION 166
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 167
How should the IP addresses be assigned for all members of a Cisco vManage cluster located in the same data center?

A. in the same subnet
B. in overlapping IPs
C. in each controller with a /32 subnet
D. in different subnets

Answer: A

NEW QUESTION 168
What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?

A. application monitoring
B. application malware protection
C. application visibility
D. control policy enforcement

Answer: C

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242

NEW QUESTION 171
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage
D. vBond Orchestrator

Answer: D

Explanation: 

NEW QUESTION 176
An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this
task in vSmart?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 180
A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS
C. NetFlow
D. Application

Answer: B

Explanation: 

NEW QUESTION 183
Refer to the exhibit.

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

NEW QUESTION 188
Refer to the exhibit

An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 190
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP
C. System-IP
D. Chassis-ID

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html 

NEW QUESTION 195
An enterprise is continuously adding new sites to its Cisco SD-WAN network. It must configure any cached routes flushed when OMP peers have lost adjacency
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Which configuration allows the cached OMP routes to be flushed after every 24 hours from its routing table?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 196
Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable
B. no system logging disk local
C. system logging disk disable
D. system logging server remote

Answer: A

NEW QUESTION 199
An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 201
Refer to the exhibit

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local
B. service FW address 1.1.1.1
C. service netsvc1 vpn 1
D. service netsvc1 address 1.1.1.1

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 204
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy
B. central data policy
C. app-aware policy
D. central control policy

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h 

NEW QUESTION 209
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy
B. VPN membership policy
C. Control policy
D. Data policy

Answer: A

Explanation: 

NEW QUESTION 211
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy
B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 215
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart
B. vBond
C. WAN Edge
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D. vManage

Answer: D

NEW QUESTION 220
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"
C. configure "Send Backup Paths"
D. configure "ECMP limit"

Answer: B

Explanation: 

NEW QUESTION 225
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 229
Refer to the exhibit.
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An engineer must block FTP traffic coming in from a particular Service VPN on a WAN Edge device Which set of steps achieves this goal?

A. Create a localized policy and add it to (he interface feature template
B. Create a localized policy add it to the device template and add an ACL to the interface feature template
C. Create a prefix tat, add it to the localized policy and add it to the interface feature template
D. Create a localized policy add it to VPN template and add an ACL to the interface feature template

Answer: C

NEW QUESTION 232
For data plane resiliency, what does the Cisco SD-WAN software implement?

A. BFD
B. establishing affinity between vSmart controllers and WAN Edge routers
C. multiple vBond orchestrators
D. OMP

Answer: A

Explanation: 

NEW QUESTION 236
An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this
task?

A. Create groups of interest
B. Configure network topology.
C. Configure traffic rules.
D. Apply policies to sites and VPNs.

Answer: A

NEW QUESTION 237
A customer must upgrade the cisco SD-WAN devices and controllers from version 19.2 to version 20.3. The devices include WAN Edge cloud, vManage, vSmart,
and vBond. Which types of image types of image files are needed for this upgrade?

A. one file for vManage and one file for all other devices with extension tar.gz
B. one file for vManage, one for vSmart and one for vBond + WAN Edge Cloud with extension.bin
C. one file for vManaga, one for vSmart and one for vBond + WAN Edge Cloud with extension tar.gz
D. one file for vManaga and one file for all other devices with extension .bin

Answer: C

Explanation: 
 https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1 

NEW QUESTION 240
Which two prerequisites must be met before the Cloud onRamp for laaS is initiated on vManage to expand to the AWS cloud? (Choose two)

A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account
B. Subscribe to the SD-WAN Edge router AMI in the AWS account
C. Attach an OSPF feature template to the AWS cloud Edge router template
D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS
E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation: 
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_IaaS_AWS_Versio 

NEW QUESTION 242
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 244
Which VPN must be present on at least one interface to install Cisco vManage and integrate it with WAN Edge devices in an overlay network site
ID:S4307T7E78F29?

A. VPN 512
B. any VPN number selected
C. services VPN range 0-511
D. VPNO

Answer: D

NEW QUESTION 249
Refer to the exhibit,

Which configuration routes Site 2 through the firewall in Site 1?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 252
In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented
B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices
C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Answer: B
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NEW QUESTION 256
Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL
B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 258
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 260
Which VManage dashboard is used to monitor the next-hop reachability between two devices traversing through OMP for a service VPN’

A. Troubleshooting > App Route Visualization
B. Troubleshooting > Tunnel Health
C. Troubleshooting > Simulate Flows
D. Troubleshooting > Packet Capture

Answer: C

NEW QUESTION 263
Refer to the exhibit.

An enterprise network is connected with an ISP network on an 80 Mbps bandwidth link. The network operation team observes 100 Mbps traffic on the 1Gig-ISP
link during peak hours Which configuration provides bandwidth control to avoid traffic congestion during peak hours?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 264
Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond
Orchestrator?

A. 12343
B. 12345
C. 12346
D. 12347

Answer: C

NEW QUESTION 266
Refer to the exhibit

A user has selected the options while configuring a VPN Interface Ethernet feature template What is the required configuration parameter the user must set in this
template for this feature to function?

A. The "IP MTU" field must be increased from the default value of 1500 to support the additional overhead.
B. The "Shaping Rate (Kbps)" field must be configured with a value
C. The "Adaptive QoS" field must be set to "on"
D. The "Bandwidth Downstream" field must be configured with a value

Answer: B

NEW QUESTION 268
An engineer must deploy a QoS policy with these requirements:
• policy name: App-police
• police rate: 1000000
• burst: 1000000
• exceed: drop
Which configuration meets the requirements?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 270
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 271
An engineer is configuring a data policy IPv4 prefixes for a site WAN edge device on a site with edge devices. How is this policy added using the policy
configuration wizard?

A. In vManage NMS select (he configure policies screen, select the centralized policy tab and click add policy
B. In vBood orchestrato
C. select the configure > policies screen select the localized policy ta
D. and click add policy
E. In vManage NM
F. select the configure policies scree
G. select the localized policy tab- and click add policy
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H. In vSmart controller select tie configure policies screen, select the localized policy tab, and click add policy

Answer: C

NEW QUESTION 275
Which actions must be taken to allow certain departments to require firewall protection when interacting with data center network without including other
departments? (Choose two.)

A. Use classification policing and marking
B. Apply data policies at vEdge.
C. Deploy a service-chained firewall service per VPN
D. The regional hub advertises the availability of the firewall service
E. Advertise lo vSmart controllers

Answer: CD

NEW QUESTION 277
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels
B. site ID
C. URL
D. geolocation
E. protocol

Answer: AE

Explanation: 
https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy 

NEW QUESTION 282
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B 

NEW QUESTION 283
Refer to the exhibit.
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Which configuration value is used to change the administrative distance of iBGP routes to 20?

A. Configure internal Routes Distance to 20
B. Configure Propagate AS Path to off
C. Configure Local Distance to 20
D. Configure External routes distance 20

Answer: C

NEW QUESTION 285
Refer to the exhibit

The engineering must assign tags to 3 Of its 74 server networks as soon as they are advertised to peers These server network must not be advertised AS which
configuration fulfil the requirement?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 290
A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.
Which set of configuration commands accomplishes this task?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O

NEW QUESTION 291
Refer to the exhibit.

An enterprise decides to use the Cisco SD-WAN Cloud onRamp for SaaS feature and utilize H.Q site Biz iNET to reach SaaS Cloud for branch C. currently
reaching SaaS Cloud directly. Which role must be assigned to devices at both sites in vManage Cloud Express for this solution to work?

A. H.Q to be added as Gateway and Branch as DIA.
B. Branch to be added as Client Sites and H.Q as DIA.
C. Branch to be added as DIA and H.Q as Client Site.
D. H.Q to be added as Gateway and Branch as Client Site.

Answer: B

NEW QUESTION 294
How is lhe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag
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B. vBon
C. and vSmart.
D. Software downgrades are unsupported for vManage
E. Software images must be uploaded to vManage through HTTP or FTP.
F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 297
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage
D. WAN Edge Router

Answer: D

Explanation: 

NEW QUESTION 298
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy
B. configure the data policy
C. configure the data security policy
D. configure the application aware policy

Answer: B

Explanation: 

NEW QUESTION 302
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 304
Refer to the exhibit.

An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the
firewall on the hub site?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 307
Which scheduling method is configured by default for the eight queues in the cloud vEdge router1?

A. low latency queue
B. priority queue
C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 309
How do WAN Edge devices operate when vSmart is inaccessible or fails to be reached by the WAN Edge?

A. They cease to forward traffic in the data plane.
B. They continue operation normally.
C. They continue to receive reachability updates.
D. They continue operating normally for a configurable time.

Answer: D

NEW QUESTION 311
Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history
B. show bfd summary
C. show bfd sessions
D. show bfd tloc-summary-list

Answer: D

NEW QUESTION 312
Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve
Issue? (Choose two)

A. Restore network reachability on the controller.
B. Enter a valid serial cumber on the controller for a given device
C. Enter a valid product ID (mode) on the PNP portal.
D. Match the serial number file between the controller
E. Remove the duplicate IP in the network

Answer: BC

NEW QUESTION 317
Drag and drop the policies from the left onto the correct policy types on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 322
Refer to the exhibit.

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 326
Which type of route advertisement of OMP can be verified?
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A. OMP, VP
B. and origin
C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 331
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service
B. Enterprise Firewall with Application Awareness
C. reverse proxy
D. IPsec/GRE cloud proxy

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 333
A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes
are visible in OMP for VPN 10 Which configuration meets the requirement?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 336
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 337
Refer to the exhibit
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Which NAT types must the engineer configure for the vEdge router to bring up the data plane tunnels?

A. Enable Full Cone NAT on the vEdge interface
B. Use public color on the TLOC
C. Use private color on the TLOC
D. Enable Symmetric MAT on the vEdge interface

Answer: A

NEW QUESTION 340
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address
C. public DNS entry
D. system IP address

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 341
What is the OMP graceful restart default value on vSmart controllers and WAN Edge routers?

A. 21,600 seconds
B. 43,200 seconds
C. 86,400 seconds
D. 604,800 seconds

Answer: B

NEW QUESTION 345
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations
B. authentication headers
C. certificates
D. TPM chip
E. encapsulation security payload

Answer: BE

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 348
Which OMP route is selected for equal OMP route preference values on WAN Edge routers?

A. route with higher TLOC preference value
B. route with origin type of connected
C. route with origin type of static
D. route with lower TLOC preference value

Answer: A

NEW QUESTION 352
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 353
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C. BFD
D. OMP

Answer: D

NEW QUESTION 355
Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software
Repository.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo 

NEW QUESTION 357
Refer to the exhibit.

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)

B)

C)
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A. Option A
B. Option B
C. Option C

Answer: C

Explanation: 
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

NEW QUESTION 358
REST applications communicate over HTTP or HTTPS to make calls between network devices. Which two HTTPS standard methods are included? (Choose two.)

A. Array
B. DELETE
C. POST
D. Scalar
E. Object

Answer: BC

NEW QUESTION 363
Refer to the exhibit.

The tunnel interface configuration on both WAN Edge routers is:

Which configuration for WAN Edge routers will connect to the Internet?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a 

NEW QUESTION 365
Refer to the exhibit.

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 366
Which device should be configured with the service chain IP address to route intersite traffic through a firewall?

A. vSmart
B. firewall
C. spoke WAN Edge
D. hub WAREdge

Answer: A

NEW QUESTION 368
A customer wants to use AWS for Cisco SD-WAN laaS services by deploying virtual SD-WAN routers in a transit AWS VPC The transit VPC then connects via site-
to-site IPsec tunnels to an AWS transit gateway Which transit VPC connects via site-to-site IPsec tunnels to an AWS transit gateway?

A. Cisco Cloud onRamp for Multicloud
B. Cisco Cloud onRamp for SaaS
C. Cisco Cloud onRamp for Colocation
D. Cisco Cloud onRamp for laaS

Answer: D

NEW QUESTION 373
Drag and drop the devices from the left onto the correct functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 377
Which configuration changes the packet loss priority from low to highly?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.h 

NEW QUESTION 378
......
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