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NEW QUESTION 1
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSecLog

Answer: BDE

NEW QUESTION 2
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL inspection? (Choose two.)

A. The keyUsage extension must be set to keyCertSign.

B. The CA extension must be set to TRUE.

C. The issuer must be a public CA.

D. The common name on the subject field must use a wildcard name.

Answer: AB

NEW QUESTION 3
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 4

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes.

All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary tunnel goes down. In
addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.

Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. Configure a higher distance on the static route for the primary tunnel, and a lower distance on the static route for the secondary tunnel.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel.
C. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels.

D. Enable Dead Peer Detection.

Answer: AD

NEW QUESTION 5
Which two statements are true about the FGCP protocol? (Choose two.)

A. FGCP elects the primary FortiGate device.

B. FGCP is not used when FortiGate is in transparent mode.

C. FGCP runs only over the heartbeat links.

D. FGCP is used to discover FortiGate devices in different HA groups.

Answer: AD

NEW QUESTION 6

Refer to the exhibits.

The exhibits contain a network diagram, and virtual IP, IP pool, and firewall policies configuration information.
The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.

The first firewall policy has NAT enabled using IP pool.

The second firewall policy is configured with a VIP as the destination address.
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Which IP address will be used to source NAT (SNAT) the internet traffic coming from a workstation with the IP address 10.0.1.10?

A.10.200.1.1
B. 10.0.1.254
C.10.200.1.10
D. 10.200.1.100

Answer: D

NEW QUESTION 7
Refer to the exhibits.

The exhibits show the firewall policies and the objects used in the firewall policies.
The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.
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Policy Lookup

Incoming Interface ™ port3

IP Version [P
Protocol TCP

Source 10.0.1.10
Source Port Optional (1
Destination facebook.com

Destination Port 4473

Close

Which policy will be highlighted, based on the input criteria?
A. Policy with ID 4.

B. Policy with ID 5.

C. Policies with ID 2 and 3.

D. Policy with ID 4.

Answer: A

NEW QUESTION 8

Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?

A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.

C. By default, split tunneling is enabled.
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D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D

NEW QUESTION 9
Refer to the exhibit.
The exhibit shows the output of a diagnose command.

# diagnose firewall proute list

list route policy info(vf=root):

1d=2130903041 (0x7£030001) wwl service=l1(Critical-DIA) vwl mbr seq=l 2 dscp tag=0xff Oxff

£lags=0x0 tos=0x00 tos_mask=0x00 protoccl=0 sport=0-65535 iif=0 dport=1-6€5535 path(2)

01f=3 (portl) oif=4(port2)

scurce(l): 10.0.1.0-10.0.1.25%

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service (3): GoToMeeting(4294836966,0,0,0, 16354)

Microsoft.Office.365.Portal (4294837474,0,0,0, 41468) Salesforce(4294837976,0,0,0, 16920)

hit count=0 last used=2022-02-23 05:46€:43
What does the output reveal about the policy route?
A. Itis an ISDB route in policy route.
B. Itis a regular policy route.
C. Itis an ISDB policy route with an SDWAN rule.
D. It is an SDWAN rule in policy route.
Answer: C

NEW QUESTION 10
Refer to the exhibit.
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Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the FTP.Login.Failed signature to the IPS sensor

profile?

A. The signature setting uses a custom rating threshold.

B. The signature setting includes a group of other signatures.

C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.

Answer: D
Explanation:

Action is drop, signature default action is listed only in the signature, it would only match if action was set to
default.

NEW QUESTION 10

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scanning of application traffic to the DNS protocol only.

B. It limits the scanning of application traffic to use parent signatures only.

C. It limits the scanning of application traffic to the browser-based technology category only.
D. It limits the scanning of application traffic to the application category only.

Answer: C

Explanation:
https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode
NEW QUESTION 15
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FortiGuard categories can be overridden and defined in different categories. To create a web rating override for example.com home page, the override must be

configured using a specific syntax.

Which two syntaxes are correct to configure web rating for the home page? (Choose two.)

A. www.example.com:443

B. www.example.com

C. example.com

D. www.example.com/index.html

Answer: BC

Explanation:

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different

category. Web ratings are only for host names - no URLs or wildcard characters are allowed.

OK: google.com or www.google.com

NO OK: www.google.com/index.html or google.* FortiGate_Security 6.4 page 384

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different

category. Web ratings are only for host names-- "no URLSs or wildcard characters are allowed".

NEW QUESTION 19
Refer to the exhibit, which contains a session diagnostic output.

Which statement is true about the session diagnostic output?

A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.
C. The session is a bidirectional UDP connection.
D. The session is a bidirectional TCP connection.

Answer: C

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 21
Refer to the exhibits.

Exhibit A shows a topology for a FortiGate HA cluster that performs proxy-based inspection on traffic. Exhibit B shows the HA configuration and the partial output

of the get system ha status command.

Exhibit A | Exhibit'B
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Exhibit A | Exhibit B

set group-id 3
set group-name "NSE"
seb mode a-a
set password *
set hbdev "ports™ S50 "portllo"™ 50
set session-pickup enable
st override disable
set monitor portld
end

£ get system ha status

Frimary i FGT-2, FGVMOl00000&5036, HA cluster index = 1
Secondary : FGET-1, FGVMOlO00000846%2, HA cluster index = 0
number of wvcluster: 1

wveluster 1: work 169.254.0.2

Primary: FGVMOL000006503&, HA cperating index = 1
Secondary: EFGVMOL00000646%2, HA operating index = 0

Based on the exhibits, which two statements about the traffic passing through the cluster are true? (Choose two.)

A. For non-load balanced connections, packets forwarded by the cluster to the server contain the virtual MAC address of port2 as source.
B. The traffic sourced from the client and destined to the server is sent to FGT-1.

C. The cluster can load balance ICMP connections to the secondary.

D. For load balanced connections, the primary encapsulates TCP SYN packets before forwarding them to the secondary.

Answer: AB

NEW QUESTION 22
An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check?

A. The strict RPF check is run on the first sent and reply packet of any new session.

B. Strict RPF checks the best route back to the source using the incoming interface.

C. Strict RPF checks only for the existence of at least one active route back to the source using the incoming interface.
D. Strict RPF allows packets back to sources with all active routes.

Answer: C

NEW QUESTION 24
You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk . What is the
default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
B. No new log is recorded until you manually clear logs from the local disk .

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.
D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.

Answer: C

NEW QUESTION 29

An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?
A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.

C. Configure different SSL VPN realms.

D. Configure host check .

Answer: D

NEW QUESTION 33

An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list view?
A. Policy lookup will be disabled.

B. By Sequence view will be disabled.

C. Search option will be disabled

D. Interface Pair view will be disabled.

Answer: D

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD47821

NEW QUESTION 38

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scope of application control to the browser-based technology category only.
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B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only
D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 39
Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC

NEW QUESTION 40
Which statement about the IP authentication header (AH) used by IPsec is true?

A. AH does not provide any data integrity or encryption.
B. AH does not support perfect forward secrecy.

C. AH provides data integrity bur no encryption.

D. AH provides strong data integrity but weak encryption.

Answer: C

NEW QUESTION 42

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?
A. A CRL

B. A person

C. A subordinate CA

D. Aroot CA

Answer: D

NEW QUESTION 44
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