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NEW QUESTION 1
A FortiGate device has the following LDAP configuration:

config user ldap
edit “WindowsLDAP"

sec server “10,.0.1.10%

set cnid “cn”

set dn “cn=user, deostrainingAD, destraining, deslab”
set type regular

— W

sel username “cn=administrator,
de=training, dc=lab”
set password XxXxXxx
next

end

¥

n=users, d:=t:ai:‘:i:‘.gP.E,

0

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:

#diagnose debug application fnbamd -1

#diagnose debug enable

Zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=(

fnbamd_fsm.c[336] compose _group_list_from_req_Group ‘WindowsLDAP’
fnbamd_pop3.c[573] fnband pop3 _start-student

fnbamd _cfg.c[932] fnbamd_cfg-get_ldap_:ist_by_server-Loading LDAP server
“WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create_ auth_session-Total 1 server (s) to try

fnbamd _ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_ldap_get_result-Auth denied

fnbamd_auth.c[2188)] fabamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 is denied
fnbamd_comm.c[169] fnbamd _comm_send_result-Sending result 1 for req 4
tnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against ‘WindowsLDAP' failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)
A. cnid.

B. username.

C. password.

D. dn.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 2

Refer to the exhibit, which contains the output of get system ha status. Which two statements about the output are true? (Choose two.)
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NGFW-1 # get system ha status
HA HBealth Status: OK
Modal: FortiGate-VMEd
Hode: HA A-P
Group: 2
Dabug: 0
Cluster Uptime: 0 days 4:23:19
Cluster state change time: 2019%-01-25 10:19:46
Master selected using:
<2019/01/25 10:19:46> FGVMOL0000077649 is selected as the master because it has the largest value
of override priority.
<2019/01/25 10:19:40> FGVMOL0000077649 is selected as the master because it‘s the only member in
the cluster.
ses pickup: disable
override: snable
Configuration Status:
FGVHO1000007764% (updated 1 seconds ago): in-syno
FGVMO10000077650 (updated 0 seconds ago): out-of-sync
Systam Usage stats:
FGVMO10000077649 (updated 1 seconds ago):
sassions=27, average-cpu-user/nice/systes/idle=1%/0%/0%/9%%, memory=56%
FGVMO010000077650 (updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=1%/0%/0%/9%%, memory=5T%
HBDEY stats:
FGVMO10000077649 (updated 1 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=63817615/202024/0/0,
T1110281/121109/0/0
FGVHO10000077650 (updated 0 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=79468596/122024/0/0, tx=
30877890/107878/0/0
Haster: NGFW-1 . FGVMOL0000077649, cluster index = 1
Slave : NGFW-2 , FGVMOL0000077650, cluster index = O
number of veluster: 1
voluster 1: work 169.254.0.2
Master: FGVMOL0000077649, operating cluster index = 0
Slave : FGVMOL0000077650, operating cluster index = ]

A. The slave configuration is synchronized with the master.

B. port7 is used as the HA heartbeat on all devices in the cluster.

C. Primary is selected based on the priority configured under config system ha.
D. The HA management IP is 169.254.0.2.

Answer: BC

NEW QUESTION 3

What does the dirty flag mean in a FortiGate session?

A. Traffic has been blocked by the antivirus inspection.

B. The next packet must be re-evaluated against the firewall policies.

C. The session must be removed from the former primary unit after an HA failover.
D. Traffic has been identified as from an application that is not allowed.

Answer: B

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD40119&sliceld=1

NEW QUESTION 4
View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (122 New Questions)

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, dev_ﬁnwn=ﬂfﬂ
TCP sessions:
166 in NONE state
1 in ESTRABLISHED state
3 in SYN_SENT state
2 in TIHE_HhIT state
firewall error stat:
errorl=00000000
error2=00000000
error3=00000000
errord4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recy=00000000
at_rﬂcv=ﬂﬂﬂﬂuﬂnu
fgdn count=00000006
global: ses limit=0 sesf limit=0 rt limit=0 rté limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.

B. All the sessions in the session table are TCP sessions.

C. No sessions have been deleted because of memory pages exhaustion.

D. There are 166 TCP sessions waiting to complete the three-way handshake.

Answer: AC

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

NEW QUESTION 5
View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager
set fmg “10.0.1.242"
conflg server-1ist
edit 1
set server-type rating
set server-—-address 10.0.1.240
next
edit 2
set server-type update
set server-address 10.0.1.243
next
edit 3
set server-type rating
set server-address 10.0.1.244
next

Il
set include-default-servers esnable

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?
A. 10.0.1.240

B. One of the public FortiGuard distribution servers

C.10.0.1.244

D. 10.0.1.242

Answer: B

NEW QUESTION 6
Refer to the exhibit, which contains the partial output of a diagnose command.
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Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled

B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Answer: AB

NEW QUESTION 7
Examine the output of the ‘diagnose sys session list expectation’ command shown in the exhibit; than answer the question below.

]

Which statement is true regarding the session in the exhibit?

A. It was created by the FortiGate kernel to allow push updates from FotiGuard.
B. It is for management traffic terminating at the FortiGate.

C. It is for traffic originated from the FortiGate.

D. It was created by a session helper or ALG.

Answer: D
NEW QUESTION 8

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)
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A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.
B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 9
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 10
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version s 104

3 BGP AS5-PATH entnies

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75% 4 65075 2206 22350 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 I3 0 0 0 never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD
NEW QUESTION 10

An LDAP user cannot authenticate against a FortiGate device. Examine the real time debug output shown in the exhibit when the user attempted the
authentication; then answer the question below.

debug application fnbamd -1
diagnose debug enahble

fabamd ldap g

auth ldap __I.E:I.L‘lt." ontinue pending for
get all dn—-Found n:

STArt next dn bind

—Result for ldap
Sending result
lece session 5

Based on the output in the exhibit, what can cause this authentication problem?

A. User student is not found in the LDAP server.

B. User student is using a wrong password.

C. The FortiGate has been configured with the wrong password for the LDAP administrator.
D. The FortiGate has been configured with the wrong authentication schema.

Answer: A

NEW QUESTION 11
Examine the IPsec configuration shown in the exhibit; then answer the question below.
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Name Remote
Comments . |
Comments |
IP Version @ IPvd O IPVE

.........

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1

diagnose debug application ike -1 diagnose debug enable

The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time
debug does NOT show any output. Why isn’t there any output?

. The IKE real time shows the phases 1 and 2 negotiations onl

. It does not show any more output once the tunnel is up.

. The log-filter setting is set incorrectl

. The VPN's traffic does not match this filter.

. The IKE real time debug shows the phase 1 negotiation onl

. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
. The IKE real time debug shows error messages onl

. If it does not provide any output, it indicates that the tunnel is operating normally.

IOTMmoOmp

Answer: B

NEW QUESTION 14

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a primary unit’s session to indicate that it has
been synchronized to the secondary unit?

A. redir.
B. dirty.
C. synced
D. nds.

Answer: C

Explanation:
The synced sessions have the ‘synced’ flag. The command ‘diag sys session list' can be used to see the sessions on the member, with the associated flags.

NEW QUESTION 18
View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.
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ke 0:H28 0 1: shorteut 10.200.5.1.:0 10.1.2.254->10.1.1.254

ike 0:H2S_0_1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, id=4134df8580d5cdd/ce54851612¢7432f:a21114fe

ike 0: comes 10.200.5.1:500->10.200.1.1:500.ifindex=3....

ike 0: IKEv] exchange=Informational id=4134df8580d5bcdd/ce54851612c74321:6266e28¢
len=196

ike 0:H2S 0 1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S O I:recv shortcut-query 16462343159772385317

ike 0:H28_0_0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, 1d=Tc6bbccad 700293 5/dbal06 1eafy 1b8OL7:b326d12a

ike 0: comes 10.200.3.1:500->10.200.1.1:500,1findex=3. ...

ike 0: IKEv1 exchange=Informational id=7c6bbccab700a935/dba061eaf5 108917 1¢1dbf39
len=188

ike 0:H28 0 0:16: notify msg received: SHORTCUT-REPLY

ike 0:H2S 0 0: recv shortcut-reply 16462343159772385317
f97a7565a441e2aa/667d3e2e344221 1 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S 0 _0: shorteut-reply route to 10.1.2.254 viaH28 0 129

ike 0:H2S: forward shorteut-reply 16462343159772385317
f97a7563a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64 tt] 31

ike 0:H2S_0_1:15: enc

ike 0:H2S 0 1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500.
len=188, id=4134df8580d35bcdd/ce54851612cT4321:70ed6d2c

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?
A. auto-discovery-sender

B. auto-discovery-forwarder

C. auto-discovery-shortcut

D. auto-discovery-receiver

Answer: B

NEW QUESTION 21
Refer to the exhibits.

config vpn ipsec phasel-interface

i “"user-1"

type dynamic
rface "portl"™

mode main

xauthtype auts

Which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN. After running a
diagnostics command, the administrator discovered that FortiGate is not matching the user-2 VPN for members of the Users-2 group.

Which two changes must administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs
B. Enable Mode Config on both VPNs.

C. Set up specific peer IDs on both VPNs.

D. Change to aggressive mode on both VPNSs.

Answer: CD
NEW QUESTION 22
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the

problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



07 Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (122 New Questions)

C. Logs.
D. Crashlogs.

Answer: CD

NEW QUESTION 27
Examine the following traffic log; then answer the question below.

date-20xx-02-01 time=19:52:01 devhame=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel

status=failure msg="NAT port is exhausted."
What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.

C. FortiGate does not have any available NAT port for a new connection.
D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 32
View the exhibit, which contains the output of a debug command, and then answer the question below.
fi diagnose hardware sysinfo conserve
mEmoOrCY consercve mode : on
total RAN:
memory used:

(=]

(=g’
Y
(|

Hemory Ireeable:

memory used + Ireeable threshold extreme:
memory used threshold redq:

memory used threshold green:

B W
W] D

WD =) 00 W O b
0 =) B
L
o o

B B3 B
=g
i
(m]

[

B

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 36

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server

name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 39
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Tyvpe TCL Script
Run script on Remote FortGate ...

Script details #
woc do_cmd femd} §
puts [exec "Somdivn™ "# © 10]
$
run_cmd “config system interface ™
run_cmd "edit port1”

rurn_cmd "setip 10.0.1.10 255.255.255.0
run_cmd "next”
run_cmd "end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 44

The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS
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adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a
balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte.

config ips globalset intelligent-mode {enable|disable}end

NEW QUESTION 48
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: CD

Explanation:
Application layer test commands don't display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 50
When does a RADIUS server send an Access-Challenge packet?

A. The server does not have the user credentials yet.

B. The server requires more information from the user, such as the token code for two-factor authentication.
C. The user credentials are wrong.

D. The user account is not found in the server.

Answer: B

NEW QUESTION 51
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.

runty omad “edit > wrtl”
run_cmd “set ip 10.0.1.10 255.255.255.0
ruirn  cmadd Tiext”

LM _ Sl el

Why did the TCL script fail to make any changes to the managed device?
A. The TCL command run_cmd has not been created.

B. The TCL script must start with tinclude <>.

C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Answer: A

NEW QUESTION 54

Which two conditions must be met for a statistic route to be active in the routing table? (Choose two.)
A. The link health monitor (if configured) is up.

B. There is no other route, to the same destination, with a higher distance.

C. The outgoing interface is up.

D. The next-hop IP address is up.

Answer: AC

NEW QUESTION 55

Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range
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B. Route reflector
C. Next-hop-self
D. Neighbor group

Answer: B

Explanation:

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers learned from one peer to the other peers. If you
configure route reflectors, you dont’ need to create a full mesh IBGP network. All clients in a cluster only talck to route reflector to get sync routing updates. Route
reflectors pass the routing updates to other route reflectors and border routers within the AS.

NEW QUESTION 59
View the exhibit, which contains the output of a diagnose command, and the answer the question below.
§ diagnose debug rating
Locale : English
License : Contract
Expiration : Thu Sep 28
-=— Server List (Thu APR 132 20XX) -=-
IP Weight R Flags TZ kets Curr Lost Total Lost
64.26. 10 5 5 262432 0 846
64.26. 10 16 329072 0 6806
66.1 10 5 ) 71163 | 275
20 : 875 92
209.222.147.36 : i (0 1070
208.91.112.194 ] 3517 1533
96.45.33.65 (0 [ 28 120
80.85.69.41 . 26 3379 192
' i I ' 145
26227

J [ Lad Bad Ead
i =] LN =]
Lat T

66.2

Which statements are true regarding the Weight value?

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 60
Examine the output of the ‘diagnose ips anomaly list’ command shown in the exhibit; then answer the question below.

= diagnose 1ps anomaly hist

list mds meter:
id=1p_dst_session ip=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos_i1d=2 exp=3646 pps=0 freq=0

id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tep_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
1d=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 treq=0
id=1p_src_session 1ip=192.168.1.110 dos_1d=1 exp=5649 pps=0 treq=30

p—

id=udp_src_session  1p=192.168.1.110 dos 1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.
Answer: A

NEW QUESTION 62
Refer to the exhibit, which shows a FortiGate configuration.
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config system fortiguard
set protocol udp
sel port 8888
set load-balance-servers 1
set auto-join-forticloud enable
set update-server-location any
set sandbox-region
set fortiguard-anycast disable
set antispam-force-off disable
set anlispam-cache enable
set antispam-cache-tii 1800
set antispam-cache-mpercent 2
set antispam-timeout 7
set webfilter-force-off enable
set webfilter-cache enable
set webfilter-cache-ttl 3600
set webfilter-imeout 15
set sdns-server-ip “208.91.112 220"
set sdns-server-port 53
unset sdns-options
set source-ip 0.0.0.0
set source-ip6
set proxy-server-ip 0.0.0.0
set proxy-server-port 0
sel proxy-usemame '
set ddns-server-ip 0.0.0.0
set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Answer: D

NEW QUESTION 64
View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set intelligent-mode disable
set engine-count 0
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.
Answer: A

NEW QUESTION 69
Refer to the exhibit, which contains partial output from an IKE real-time debug.
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Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 71

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

Which statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 74
View the exhibit, which contains the output of a web diagnose command, and then answer the question below.
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# diagnose webfilter fortiguard statistics list # diagnose webfilter fortiguard statistics list

Ramng Stahistics: Cache Statistics:

DNS filures H 273

Maxmnum memory : 0
DNS lookups S Memory usage 0
Diata send failures 0
Data read failures ] Nodes 0
Wrong package type 0 Leaves 0
Hash table miss 0 Prefix nodes 0
Unknown server o Exact nodes 0
Incomect CRC g
Proxy requests failures 0 Requests v
Request timeout : 1 Misses 0
Total requests D 2409 Hits 0
Requests to FortiGuard servers S § ¢ Prefix hits 0
Server errored responses . 0 Exact hits 0
Relaved rating : 0
lnvalid profile : 0 “o cache directives 0

Add after prefix o
Allowed : 1021 Invalid DB put 0
Blocked D 3%09 DB updates 0
]_Dgged . 3027
Blocked Emors : 568 Fercent fill : 0%
Allowed Emors ( Branches : 4
Monitors 0 Leaves : 0%
Authenticates {1 Prefix nodes ; (o
Wamnings 18 Exact nodes : 0%
Onrd request dmeout ]
Onvrd send failures U Wiss rate : 0
Onvrd read falures o Hit rate : 0%
Onvrd errored responses 0 Prefiy hits : 0%

Exact hils : 0%

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate’s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Answer: C

NEW QUESTION 77
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 80

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phaseZ2-interface edit "RemoteSite"

set phasel name "RemoteSite" set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.
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type=0AKL
Cype=0RELF)
CyYpe=AUTH
type=OARLEY P,
ISAFMP SA lifetime=86400
SA proposal chosen, matched gateway DialUp

==
aw mm mm W

o O O

|
=9
s

1alUpUsers:16: sent IKE msg (ident rlsend): 10
/ xxx i

.200.1.1:5
0;ifindex=2....

alUpUsers:16: responder:main mode get 2nd message...
ialUpUsers:16: NAT nch detected
alUpUsers:16: sent IKE msg (ident_r2send): 10.200.1.1:500->10.:

ialUpUsers:16: ISARMP SA xxx/xxx key 16:3D33E2

comas 10.200.3.1:500->10.200.1.1:500,1findex=2....
0: IKEvl exchange=Identity Protection id=ixx/xxx len=108
0:DialUpUsers:16: responder: main mode get 3rd message...
0:DialUpUsers:16: probable pre-shared secret mismatch
0:DialUpUsers:16: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Answer: C

NEW QUESTION 85
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Answer: C

NEW QUESTION 87
View the exhibit, which contains the output of a debug command, and then answer the question below.
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#dia hardware sysinfo shm
SHM counter: 150
SHM allocated: 0
SHM total: 625057792
conserve mode: on - mem

system last entered: Mon Apr 24 16:3b6:37 2017
sys fd last entered: n-a
SHM FS total: 641236992
SHM FS tree: 641208320
SHM FS avail: 641208320
SHM FS alloc: 28672

What statement is correct about this FortiGate?

A. It is currently in system conserve mode because of high CPU usage.

B. Itis currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.

Answer: D

NEW QUESTION 89
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoka-2 §F dia vpn tunnal list
list all ipsec tunnel in vd 0
nama=VPN ver=]l serisl=l 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto,/l encap=none/0
proxyid pu==1 child mu==0 refcnt=15 ilast=10 olast=T%: auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: modessn-demand onml 1dle=20000 ma retry=l count=0 sagrnos)d
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VvPN proto=0 sa=] ref=2 serial=1
sre: 0:10,1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
8A: ref=3 optiocns=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 asn=0
replaywin lastseqe00000000
life: type=0l1 bytes=0/0 timecut=43177/43200
dac: spi=cocclféfd esp=aes key=1¢& 200aScdffSbaccBSacTT1556c454 A
ah=s5hal key=20 c&B0914d68753578785detaTath?7Eb506cE2Tale
enc: spi=dfld4Z00b esp=aes key=l6 bO0ZaTesf5547b6arfiaaidlTileaisld
ah=shal keydd BESLTS529887c2l5ce5350baZbaiietfnlasitTha
dac:pkEs/bytas=0/0, anc:pkts/bytes=Ds/0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 92
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 93
Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the designated router The second unit is elected
as the backup designated router Under normal operation, how many OSPF full adjacencies are formed to each of the other two units?

oowp
D WDNPEF

Answer: B

NEW QUESTION 95
Refer to the exhibit, which contains the output of diagnose sys session list.
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f diagnose

ansaion in - o AtAts duration=731 axpira=359%7 timsouc=3G600
£laga=00000000 ; . 4 ata 0 av ldx=0 usg=3

origin-ahapar

reply-shaper=

par_ip shapsr

clasa i1d=0 ha id=0 policy dir=0 tunnal=/ vlian coa=0/255
state-may Jdircty a add none app ntf
atatistic El'ﬂ,r'r ea/packetasallow +'=Fr )i arg=022/711/1 reply=9037/715/1 tuples=2
argin=»>aink Org proa=»poat, reply pra=post deved=>Z I=»4
Z25410.0.1.10
1 dip=06rdg acb=5 10.0.1.10:65464->54,.192.15%.182:80([(100,.64.1.1:65464)
y dir=raply act at S54.192:.15.182:00=>100.64:1.1: 65964 (10.0.,1:10:6546G4)
ore, after) OF (i 0} s (0, 0)
policy ia=] Ly o=0 chk_client_info=0 wd=0
Serial=00000098 tog=LL/LL lpa view=0 app lList=0 app=0
dd_type=0 odd i = 0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 97

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)
A. IPS failopen

B. mem failopen

C. AV failopen

D. UTM failopen

Answer: AC

NEW QUESTION 98
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