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NEW QUESTION 1
- (Exam Topic 3)

enabla secret 5 <password=

usernamea cisco privilege 15 sacret 5 <password>
username operalor password ! <password>

line vy O 4

session-imeout 240

password 7 <password=

transporl input telnet

Refer to the exhibit. The authentication is not working as desired and the user drops into user-exec mode. Which configuration resolves the issue?

a3a new-model

aaa authentication login default local
aaa authorization exec default local

]

line vty 0 4
legin authentication default
autherization exec default

333 new-model
aaa authentication login default lacal
aaa authorization priv default 15

1

line vty 0 4

legin authentication default
authorization exec privid

333 new-model

2aa authentication login local
ada authorization exec local

]

lime vty 0 4

legin authentication local
autherization exec default

a3 Aw-rmodel

aaa authentication commen-id default lecal
aaa authorization exec default local

1

lime vty 0 4

login authentication default

authorization exec default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 2
- (Exam Topic 3)

—

==

4

Refer to the exhibit. R1 uses SP1 as the primary path. A network engineer must force all SSH traffic generated from R1 toward SP2. Which configuration

accomplishes the task?
A)
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ip access-list extended match_SSH
permit tcp any any eq 22

|

route-map PBER_SSH permit 10
match ip address match_SSH

set ip next-hop 10.20.20.1

|

interface Gig0/0

ip policy route-map PBR_SSH

B)

ip access-list extended match_SSH
permit tcp any any eq 22
i

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.10.10.1

ip local policy route-map PBR_SSH

C)

ip access-list extended match_SSH
permit tcp any any eq 22

]

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.20.20.1

ip local policy route-map PBR_SSH

D)

ip access-list extended match_SSH
permit tcp any any eq 22

1

route-map PER_SSH permit 10
match ip address match_SSH

set ip next-hop 10.20.20.1
!

interface Gig0/1
ip policy route-map PBR_SSH

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 3
- (Exam Topic 3)
An engineer configures PBR on R5 and wants to create a policy that matches traffic destined toward 10.10.10.0/24 and forward 10.1.1.1. The traffic must also

have its IP precedence set to 5.All other traffic should be forward toward 10.1.1.2 and have its IP precedence set to 0.Which configuration meets the
requirements?

A. access-list 1 permit 10.10.10.0 0.0.0.255 access-list 2 permit anyroute-map CCNP permit 10 match ip address 1set ip next-hop 10.1.1.1 set ip precedence
5!route-map CCNP permit 20 match ip address 2set ip next-hop 10.1.1.2set ip precedence Oroute-map CCNP permit 30

B. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence O!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 5!route-map CCNP permit 30

C. access-list 1 permit 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 1set ip next-hop 10.1.1.1set ip precedence 5!route-map CCNP permit 20
set ip next-hop 10.1.1.2set ip precedence 0

D. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence 5!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 0

Answer: D

NEW QUESTION 4

- (Exam Topic 3)
Refer to the exhibit.
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R3
R4
181.16.2.4/30

3 3

181.16.2.8/30 181.16.2.0/30
51 51
Fa EIGRP _‘—~
R2 RIP R5
s0 s0
178.1.10.4/30 178.1.10.0/30
s0

R1 r’% s1

192.168.1.0/24

Mutual redistribution is enabled between RIP and EIGRP on R2 and R5. Which configuration resolves the routing loop for the 192.168.1.0/24 network?

A. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1distribute-list 1 in s1!router ripnetwork 178.1.0.0redistribute eigrp 10 metric 2!access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sO!router ripnetwork
178.1.0.0redistribute eigrp 10 metric 2!'access-list 1 deny 192.168.1.0 access-list 1 permit any

B. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sO!router ripnetwork 178.1.0.0redistribute eigrp 10 metric 2!laccess-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sOlrouter ripnetwork
178.1.0.0redistribute eigrp 10 metric 2!'access-list 1 deny 192.168.1.0 access-list 1 permit any

C. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sOlrouter ripnetwork 178.1.0.0redistribute eigrp 10 metric 2!'access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork
178.1.0.0redistribute eigrp 10 metric 2!'access-list 1 deny 192.168.1.0 access-list 1 permit any

D. R2:router eigrp 7network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork 178.1.0.0redistribute eigrp 7 metric 2!access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 7network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork
178.1.0.0redistribute eigrp 7 metric 2!access-list 1 deny 192.168.1.0 access-list 1 permit any

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 5
- (Exam Topic 3)
Refer to the exhibit.

Cisco DMA Center  DESIGN  POLICY PROVISION  ASSURAMCE  PLATFORM o
Dashboards - AP Dowr [ssue Instance
All P1 | AP "AP0081.C424.3CE2" went down. st Occured Jan 9, 2020 7:15 PM
Status: Open
Filter
Priority =  Issu¢. Description AP Up Down Chart

Nete This AP AP0081.C424.3CE2 is no longer jan 8, 205 pm to Jan 9, 2020 7:15 pm

Fabri| connected to a WLC. This AP was previously

rabri| connected to the switch BLD2-FLR2- e
AP | ACCESS and port GigabitEthernet1/0/14 9:00p 1/9 3:00a 6:00a 9:00a 12:00p 3:00p 6:00p
Jatw & Down - - No Data

The AP status from Cisco DNA Center Assurance Dashboard shows some physical connectivity issues from access switch interface G1/0/14. Which command
generates the diagnostic data to resolve the physical connectivity issues?

A. test cable diagnostics tdr interface GigabitEthernet1/0/14

B. Check cable-diagnostics tdr interface GigabitEthernet1/0/14
C. show cable-diagnostics tdr interface GigabitEthernetl1/0/14

D. Verify cable-diagnostics tdr interface GigabitEthernet1/0/14

Answer: A
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Explanation:

The Time Domain Reflectometer (TDR) feature allows you to determine if a cable is OPEN or SHORT when it is at fault.

To start the TDR test, perform this task:

Step 1 (Starts the TDR test): test cable-diagnostics tdr {interface {interface-number}}

Step 2 (Displays the TDR test counter information): show cable-diagnostics tdr {interface interface-number}
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/16-
11/configuration_guide/int_hw/b_1611_int_and_hw_9600_cg/checking_port_status_and_connectivity pdf
Text, table Description automatically generated

TDR test started on mterface Gi1/0/14
A TDR test can take a few seconds to mun on an mterface
Use *show cable-ciagnostics tdr” to read the TDR results.

Wait 10 seconds and then issue the command to show the cable diagnostics result:
_.-- - r - F :ll = B0 =
A 3 i o o G met ¥
- - - - 't - - — - - - -
= = e I mEEas B 3 o
o L L | - A i HICT LT L ol Ll £ L ad
- & & X maeE s s L -
Motice that the results are "Normal” in the above example. Other results can be:
+ Open: Open circult, This means that one (or more) pair has "no pin contact’,
+ Short; Short circuit.

+ Impeadance Mismatchad: Bad cable,

NEW QUESTION 6
- (Exam Topic 3)

Lol 197 168.1.55 aaa new-model
255255255128 t
o aaa aunthentication legin default line enable
""‘ P | aaa authorization commands 15 default local
;
F
username admin privilege 15 password ciscolZ3)
F
ip ssh version 2
¥
accegs-list 101 permit tep 15%2_168.1.0 0.0_0_Z255 any egq 22
access=1list 101 permit tep 15%2.168.5.0 0.0.0_Z55 any range 22 =mtp
!

-

line wty O 4

access-class 101 in
password cisco
transport input all
login local

G

=

Admin PC

ip address.
192 168.1.200
255 255 2556 128

Refer to the exhibit. An engineer configured user login based on authentication database on the router, but no one can log into the router. Which configuration

resolves the issue?

A. aaa authentication login default enable
B. aaa authorization network default local
C. aaa authentication login default local
D. aaa authorization exec default local

Answer: C

NEW QUESTION 7
- (Exam Topic 3)
What is a characteristic of IPv6 RA Guard?

A. RA messages are allowed from the host port to the switch
B. It is unable to protect tunneled traffic

C. It filters rogue RA broadcasts from connected hosts

D. It is supported on the egress direction of the switch

Answer: C

NEW QUESTION 8

- (Exam Topic 3)

An engineer configured a router with this configuration
ip access-hst DENY TELNET

10 deny tcp any any eq 23 log-input
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The router console starts receiving log message :%SEC-6-IPACCESSLOGP: list DENY_TELNET denied tcp 192.168.1.10(1022)(FastEthernet1/0
D508.89gb.003f) ->192.168.2.20(23), 1 packet"

Which action stops messages on the console while still denying Telnet?

A. Configure a 20 permit ip any any command

B. Remove log-Input keyword from the access list.

C. Replace log-input keyword with the log keyword in the access list.
D. Configure a 20 permit ip any any log-input command.

Answer: B
NEW QUESTION 9

- (Exam Topic 3)
Refer to the exhibit.

Rl#sh ip route
10.0.0.0/8

R T T A T "

;| L - & . =]
variably subnetted

b -
D 10.1.2.0/24 [90/409600) wia 10.1.100.10, 00:08:4

B 10 1 i A A0 A ar ARG END : 100 al AN N0 45

I.I .I-...I-l.-.l.-.l'.ul.ll-u"_l’:- [.H-!'."I"': .z'l:—'-qt I'.!] Vlﬂ .I..-\.pll.l!-..l.'-..-".l-i-l_p; 'J'.'I:'.I'?:':-T;
FastEthernet0,/0

C 10.1.100.0/24 is directly connected, FastEthernet(0/0

An engineer configures the router 10.1.100.10 for EIGRP autosummarization so that R1 should receive the summary route of 10.0.0.0/8. However, R1 receives
more specific /24 routes.

Which action resolves this issue?

A. Router R1 should configure ip summary address eigrp (AS number) 10.0.0.0 255.0.0.0 for the R1 Fast Ethernet 0/0 connected interface.
B. Router R1 should configure ip route 10.0.0.0 255.0.0.0 null O for the routes that are received on R1.

C. Router 10.1.100.10 should configure ip route 10.0.0.0 255.0.0.0 null O for the routes that are summarized toward R1.
D. Router 10.1.100.10 should configure ip summary address eigrp (AS number) 10.0.0.0 255.0.0.0 for the R1 Fast Ethernet 0/0 connected interface.

Answer: D

NEW QUESTION 10
- (Exam Topic 3)
R_efer to th_e_e_xhibit.

| i.-l.+r HJ l‘.'-'.'t .sngeead @ 78 DA 1A 1
| s T
of W v
e - N, .
' - v

A network administrator is trying to switch to the privileged EXEC level on R1 but failed. Which configuration resolves the issue?

A. Enable password Cisco@123
B. tacass server enable-password Cisco@123
C. tacacs-server enable-password Cisco@123
D. enable-password Cisco@123

Answer: D
NEW QUESTION 10

- (Exam Topic 3)
Refer to the exhibit.
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Contractors VLAN M X \ et wh [ A g oo
10.3.3.0/24 '.__M.l' '\f__.m..'r.: af24 10.2.2.1/28 \{ 'I,.;- 10.1.1.1/24 R
" u

Business Apgplication Server

An engineer is troubleshooting failed access by contractors to the business application server via Telnet or HTTP during the weekend. Which configuration
resolves the issue?
A)
R1
time-range Contractor
no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30
B)

R4

time-range Contractor
no periodic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

C)

B4
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

D)
R1
nc access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

A. Option
B. Option
C. Option
D. Option

Answer: A

NEW QUESTION 12
- (Exam Topic 3)
Refer to the exhibit.
Rl (config)#ip access-list standard EIGRP-FILTER
R] ¢l) ¢permit 10.10.10.0 0.0.0.255
onfig) router eigrp 10 |
| idistribute-list route-map EIGRP 1in

&
(C 1g-a3td-na
L {C
I_l il [ '.: ¥ I_"'.';I

Rl {conf lulr:::ute map EIGRP permit 10
onfig-1 o-map) dmatch ip address EIGRP-Fil LTER

ishow ip route eigrp

An engineer must filter incoming EIGRP updates to allow only a set of specific prefixes. The distribute list is tested, and it filters out all routes except network
10.10.10.0/24. How should the engineer temporarily allow all prefixes to be learned by the routers again without adjusting the existing access list?

A. A permit 20 statement should be added before completing the ACL with the required prefixes, and then the permit 20 statement can be removed.
B. A permit any statement should be added before completing the ACL with the required prefixes and then the permit any statement can be removed.

C. A continue statement should be added within the permit 10 statement before completing the ACL with the required prefixes, and then the continue statement
can be removed.

D. An extended access list must be used instead of a standard access list to accomplish the task
Answer: C

NEW QUESTION 15
- (Exam Topic 3)
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Refer to the exhibit.

192 148 10704
192 168 2 0724

Dwbei

IEIGRP 222

-

192 168 3 024
192 160 4 0724

1 :- e - i ®
B — —é_ }

Tax o

Capa Town
1%2 148 8 024
1921888024

192.168.2.0/24 iEUMIi;wuw vig 1oz oo e, vwugrr, cthemetd/0
192.168.3.0/24 [90/409600] via 192.168.13.2, 00:17:23, Ethernet0/1

192.168.5.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.5.0/24 is directly connected, Loopback0

D
D
D 192.168.4.0/24 [90/409600] via 192,168.13.2, 00:17:23, Ethernet0/1
>
L

192.168.5.1/32 is directly connected, Loopback(
192.168.6.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.6.0/24 is direclly connected, Loopback1
L 192.168.6.1/32 is directly connected, Loopback1
D 192.168.11.0/24 [90/307200] via 192.168.13.2, 00:17:40, Ethernet0/1
[90/307200] via 192.168.12.1, 00:17:40, Ethernet0/0
192.168.12.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.12.0/24 is directly connected, Ethernet0/0
L 192.168.12.3/32 is direclly connected, Ethernet(/0
192.168.13.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.13.0/24 is direclly connected, Ethernet0/1
L 192.168.13.3/32 is directly connected, Ethernet0/1

The network administrator must configure Cape Town to reach Dubai via Tokyo based on the speeds provided by the service provider. It was noticed that Cape

Town is reaching Dubai directly and failed to meet the requirement. Which configuration fixes the issue?

A)

Dubai

router eigrp 100
variance 2

B)

CapeTown

router eigrp 100
variance 2

C)
CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000
D)
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CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000

Dubai

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 5000

Tokyo

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 10000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 17
- (Exam Topic 3)
r

9 ® & @
3 *= & @
RE#show

count: 2,

RC#show

count: 1,

192.968.1.1

AFétraceroute 192.168.1.1
1 10.0.0.9 40 msec 26 msec 24 msec

ip prefix-list detail

Prefix-list with the last deletion/insertion: Customer

ip prefix-list Customer:

range entries: 1, sequences: 5 - 10, refcount: 3
seq 5 deny 192.168.1.1/32 (hit count: 5, refcount: 1)

seq 10 permit 0.0.0.0/0 le 32 (hit count: 26, refcount: 1)

ip prefix-list detail

Prefix-list with the last deletion/insertion: Customer

ip prefix-list Customer:

range entries: 1, sequences: 10 - 10, refcount: 4
seq 10 permit 0.0.0.0/0 le 32 (hit count: 7, refcount: 1)

Byl &4 309

1010101 "“"un
3

10.30.10.}

A

0,50 30.% e b

10.30.10.&

Refer to the exhibit The enterprise users fail to authenticate with the TACACS server when a direct fiber link fails between RB and RD The NOC team observes
> Users connected on AS65201 fail to authenticate with TACACS server 192 168 1 1
> Users connected on AS65101 successfully authenticate with TACACS server 192 1681 1

> All AS65101 and AS65201 users are configured to authenticate with the TACACS server
Which configuration resolves the issue?

A)

RC(config)# ip prefix-list Customer seq § permit 192.168.30.1/32

B)

RC(config=router bgp 65101
RC(config-router ¥ neighbor 10.0.0.18 prefix-list Customer in
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C)

-

RF(config)#no ip prefix-list Customer seq 5 deny 192.168.1.1/32

D)

~F(config)#router bgp 65201
RF(confia-router ¥ neiahbor 10.0.0.17 prefix-list Customer out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 19
- (Exam Topic 3)
Refer to the exhibit.

S e0/0 7119 np0 eo/1 2001 1924 6g10
g

10.1.1.0/24 - 10.2.1.0/24
10.1.2.0/24 S 10.2.2.0/24

An engineer must configure a LAN-to-LAN IPsec VPN between R1 and the remote router. Which IPsec Phase 1 configuration must the engineer use for the local
router?

A. crypto isakmp policy 5 authentication pre-share encryption 3deshash sha group 2!crypto isakmp key cisco123 address 200.1.1.3

B. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 200.1.1.3
C. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 199.1.1.1
D. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123! address 199.1.1.1

Answer: A

Explanation:

In the “crypto isakmp key ... address ” command, the address must be of the IP address of the other end (which is 200.1.1.3 in this case) so Option A and Option B
are correct. The difference between these two options are in the hash SHA or MD5 method but both of them can be used although SHA is better than MD5 so we
choose Option A the best answer.

Note: Cisco no longer recommends using 3DES, MD5 and DH groups 1, 2 and 5.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_imgmt/configuration/xe-16- 5/sec-ipsec-management-xe-16-5-book/sec-ipsec-usability-
enhance.html

NEW QUESTION 20

- (Exam Topic 3)

Refer to the exhibit.

| 1

| “.#show 1p route eigrp | include 10.1. !
| o ow kow 4 |
| :show 1p route eigrp | include 10.1. [
I |
_
-
_P'-i.
- i
$ hr_"'

An engineer configures DMVPN and receives the hub location prefix of 10.1.1.0724 on R2 and R3 The R3 prefix of 10 1.3.0/24 is not received on R2. and the R2
prefix 10.1,2.0/24 is not received on R3. Which action reserves the issue?

A. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the command no ip split-horizon eigrp 10 on the tunnel
interface of R1

B. There is no spoke-to-spoke connection DMVPN configuration should be modified to enable a tunnel connection between R2 and R3 and neighbor relationship
confirmed by use of the show ip eigrp neighbor command

C. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the no ip split-horizon eigrp 10 command on the Gi0/0
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interface of R1.
D. There is no spoke-to-spoke connection DMVPN configuration should be modified with a manual neighbor relationship configured between R2 and R3 and
confirmed bb use of the show ip eigrp neighbor command.

Answer: A

Explanation:

In this topology, the Hub router will receive advertisements from R2 Spoke router on its tunnel interface. The problem here is that it also has a connection with R3
Spoke on that same tunnel interface. If we don’t disable split-horizon, then the Hub will not relay routes from R2 to R3 and the other way around. That is because
it received those routes on the same interface tunnel and therefore

it cannot advertise back out that same interface (split-horizon rule). Therefore we must disable splithorizon on the Hub router to make sure the Spokes know about
each other.

NEW QUESTION 25
- (Exam Topic 3)
What is a function of BFD?

A. peer recovery after a Layer 3 protocol adjacency failure

B. peer recovery after a Layer 2 adjacency failure

C. failure detection independent of routing protocols and media types
D. failure detection dependent on routing protocols and media types

Answer: D
NEW QUESTION 26

- (Exam Topic 3)
Refer to the exhibit.

HUE Site

OSPF Domain
10.0.0.0/30

10.0.0.8730

10.0.0.4/30

cEr | lsce2 @ LcEy.

Site-A Site-B Site-C
192.168.0.0/24 162.168.1.0:24 192.168.2.024

A network engineer must establish communication between three different customer sites with these requirements:
> Site-A: must be restricted to access to any users at Site-B or Site-C.
> Site-B and Site-C must be able to communicate between sites and share routes using OSPF.

PE interface configuration:
interface FastEthernatl/'0
ip wrf forwarding Site-A

interface FastEthernat0M
ip wrf forwarding SharedSites

interface FastEthernet0/2
ip wrt forwarding SharedSites

Which configuration meets the requirements?

PE{configrouter ospf 10 vrf Site-A
PE(config-router)#network 0.0.0.0 255.255.255.255 area 0
PE(config#router ospf 10 vrf SharedSites
PE(config-router)#network 0.0.0.0 255.255.255.255 area 1

FE({configy#router ospf 10 vrf Site-A
PE(config-router)#network 0.0.0.0 255.255.255.255 area 0
PE(configi#router ospf 10 vrf SharedSites
FPE{config-router @network 0.0.0.0 255.255.255.255 area 0

F’E(conﬂg #router ospf 10 vrf Site-A

PE{config-router @network 0.0.0.0 255.255.255.255 area 0
PE{config)#router ospf 20 vrf SharedSites
PE({config-routerpinetwork 0.0.0.0 255.255.255.255 area 0

E{config)#router ospf 10 vrf Site-A
config-routerinetwork 0.0.0.0 255.255.255.255 area 0
config)#¥router ospf 20 vrf SharedSites

F"E
PE
PE(config-router#network 0.0.0.0 255.255.255.255 area 1

— .-—\-L.-—\-\.

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: C

NEW QUESTION 30
- (Exam Topic 3)

L e LR .

WA\ [ A
K_yi?{ﬁ-_. - B __‘E'{L ; ‘\{_K

Rl

service limestamps CeEoug datetime msel
service Limestamps |0 dalelime mSsed

]

clock imerone EET 2 0
]

end

Rlashow clock
023:50:13.297 EET S5at Now 14 2020

Ris

*Nov 14 21:49.59.607; I1P: 5=10,.1.1.1 {local), d=224.0.0.5 (Ethernet0/0), len BO, local feature, Logical MN local(14), rtype ©
forus FALSE, sendself FALSE, miu O, fwdchk FALSE

*Nov 14 21:49:59.607: 1P: 5=10.1.1.1 (local), d=224.0.0.5 (Ethernet0/0), len 80, sending broad/multicase

*Nov 14 21:49:59.607: IP: s=10.1.1.1 {local), d=224.0.0.5 (Ethernet0/0), len BO, sending full packet

*Nov 14 21:50:00.336: IP: 5#10.2.2.4 (Ethernet0/1), d=224.0.0.5, len 80, rcvd O

*Nov 14 21:50:00.336: 1P: 5=10.2.2 .4 (EthernetD/1), d=224.0.0.5, len B0, input feature, packet consumed, MCI Check(101),
riype O, forus FALSE, sendsell FALSE, mtu 0, f'wdchk FALSE

Refer to the exhibit. An engineer cannot determine the time of the problem on R1 due to a mismatch between the router local clock and legs. Which command
synchronizes the time between new log entries and the local clock on R1?

A. service timestamps debug datetime msec show.timezone
B. service timestamps log datetime locatetime msec

C. service timestamps datebug datetime localtime msec

D. service timestamps log datetime msec show-timezone

Answer: B

NEW QUESTION 32
- (Exam Topic 3)
What is considered the primary advantage of running BFD?

A. reduction in time needed to detect Layer 2 switched neighbor failures
B. reduction in time needed to detect Layer 3 routing neighbor failures
C. reduction in CPU needed to detect Layer 2 switch neighbor failures
D. reduction in CPU needed to detect Layer 3 routing neighbor failures

Answer: B
NEW QUESTION 35

- (Exam Topic 3)
Refer to the exhibit.

£0/0 /\ ’\ £0/1 03 o
\{ \/ VIANIO
i | J  i—
Rl Core Swl RIS Server
10.221.10.11

During ISP router maintenance, the network produced many alerts because of the flapping interface. Which configuration on R1 resolves the issue?
A. no snmp trap link-status

B. snmp trap link-status down

C. snmp trap ip verify drop-rate

D. ip verify drop-rate notify hold-down 60

Answer: D

NEW QUESTION 37
- (Exam Topic 3)
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10.4.4.4 ,/;— 10224 Leapbak 0:10.190.10.1
Primary link

10.2.2.1

B &"
eosol, pf W

HPAS Servar Secondary link
10.65.66.66 10.1.13
—_— — — . R3
B10sh flew interlace
nterface EtharnerD)D | B18show o eenartor Rinshow flow monitor
FHF: meoniboe: Hawtdonstar] I, i iy g - v 4 #1:
T —— Flowy Manatar Flawbdanitosl:
dlireatian: Ingut st el S o e i i . r
- Descrigtion User sefined Cescriptian: User defined
irafliclal;  ©n | bexrp ; i Flow Retard Pl ik oraginal-in i
FHF: mronil Mowblonitor] Experl pralooal: MEtFlaw Virsion S O IORGERCL . | RERRG e diag Ikl ol
Bl waisloniiar Transpart Conflpuration: Flow Exparter:  FlowExparierl
direction:  Dunpu | R 1 Cagh
1 'HIL' Jish: - Giestination 1P address: 1E0AGGS R
I Source IP address: 10111 THpe: marmal
nterlage Erlsermetyfl = :
FHF: manitor: Flowhlonitarl ranspart Protocok . LOP oA el
R S e o gstingtion Perl: 1090 i AR LMIERY ARIULE e
'.|llt't'il'-'"l. Ingat s catmE Inzctive Timeaul: 15 socs
) fraliiclipy oo . | psce: =0 Active Timeout:  LEDA secs
HF: meanitor: Flewetlonstard iy P Uadabe Timesut: A wors
dirgctian; Dutput g . i : e -
G | Output Features: ot Used Syrdhrgaized Timeowl: G002 o0

Refer to the exhibit. An engineer configured NetFlow on R1, but the flows do not reach the NMS server from R1. Which configuration resolves this Issue?
R1{canfigi#flew meniter FlowMenitard
R iconfig-flow-maonitor jWdestination 10,66,86.66

R 1icanfig&flow exporter FlowExporter!
R1lconfig-low-exporeri@destination 10.66.66.66

Rl{configFinterface Ethernetd0
R1icanfig-if&ip flow meonitor Flowmoniter! input
R {config.ifsip flow monitor Flowmonitor output

R liconfigEinterface Ethernetdi1
R1iconfig-if@ip flow moniter Flowmaonitor! input
R 1icanfig-ifiwip flow menitor Flewmeoniter! output

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 38

- (Exam Topic 3)
Refer to the exhibit.

Flésh ip route
10.0.0.0/8 is variably =ubnetted, 3 subnets, 1 masks
[ 10.1.2.0/24 [90/40%600] via 10.1.100.10, 00:05:45,
FastEthernetd
[ 101535 0/24 [90/409600) wia 10.1.100.10, 00:08:45,
FastEthernet(/
10.1.100.0/24 12 directly connected, FastEthernetl/

Although summarization is configured for R1 to receive 10.0.0.0/8. more specific routes are received by R1. How should the 10.0.0.0/8 summary route be received
from the neighbor, attached to R1 via Fast Ethernet0/0 interface?

A. R1 should configure the ip summary-address eigrp <AS number> 10.0.0.0.255.0.0.0 command under the Fast Ethernet 0/0 interface.
B. The summarization condition is not met Router 10 1 100.10 requires a route for 10 0.0.0/8 that points to null O

C. The summarization condition is not me

D. The network 10.1.100.0/24 should be changed to 172.16.0.0/24.

E. R1 should configure the ip summary-address eigrp <AS number> 10.0.0.0 0.0.0.255 command under the Fast Ethernet 0/0 interface.

Answer: D

NEW QUESTION 41

- (Exam Topic 3)

A customer requested a GRE tunnel through the provider network between two customer sites using loopback to hide internal networks. Which configuration on R2
establishes the tunnel with R1?

A. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0R2(config-if)# ip mtu 1400 R2(config-if)# ip tcp adjust-mss 1360R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 192.168.10.1

B. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2 R2(config-if)# tunnel destination 10.10.1.1

C. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 10.10.1.1

D. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2 R2(config-if)# tunnel destination 10.10.1.1

Answer: D
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NEW QUESTION 43
- (Exam Topic 3)

What are two characteristics of IPv6 Source Guard? (Choose two.)

. requires IPv6 snooping on Layer 2 access or trunk ports

. requires the user to configure a static binding
. requires that validate prefix be enabled
. recovers missing binding table entries

mooO P

Answer: DE

Explanation:

. used in service provider deployments to protect DDoS attacks

IPv6 Source Guard uses the IPv6 First-Hop Security Binding Table to drop traffic from unknown sources or bogus IPv6 addresses not in the binding table. The
switch also tries to recover from lost address information, querying DHCPv6 server or using IPv6 neighbor discovery to verify the source IPv6 address after

dropping the offending packet(s).

Reference: https://blog.ipspace.net/2013/07/first-hop-ipv6-security-features-in.html

NEW QUESTION 48
- (Exam Topic 3)

An engineer received a ticket about a router that has reloaded. The monitoring system graphs show different traffic patterns between logical and physical

interfaces when the router is rebooted. Which action resolves the issue?

A. Configure the snmp ifindex persist command globally.
B. Clear the logical interfaces with snmp ifindex clear command

C. Configure the snmp ifindex persist command on the physical interfaces.
D. Trigger a new snmpwalk from the monitoring system to synchronize interface OIDs

Answer: A

NEW QUESTION 50
- (Exam Topic 3)

Flitshow cefinter e0/0

EthernellyfD is up (if_number 3)
Corresponding hwidb fast_if_number 2
Correspending bwidb firstsw->if_number 3
Internet address is 209.165.200.226/30
ICMP redirects are abways sent
Ber packet load-sharing is disabled
IP umicast REF check s emakbled
Input features; uRPF
IP policy routing is disabled

<Output Omitted

E0,fo
Rl
Eny1

Rlish cef interface eQf1

EthernetOf] is up (if_number 4)
Corresponding hwidb fast_if_number 4
Corresponding hwidb Tiestaw->il number 4
Imternet address i 200, 165,200,230
ICMP redirects are always sent
Per packet load-sharing is disablad
IP unicast RPF chack is disablad
IF policy rauting s disabled

20utput Omitted=

Reglonal Data Center

I5P-A

E0f1

3

I5P-B

E0y1

Refer to the exhibit. The company implemented uRPF to address an antispoofing attack. A network engineer received a call from the IT security department that

the regional data center is under an IP attack Which configuration must be implemented on R1 to resolve this issue?

interface ethernetl/l
ip verify unicast reverse-path

interface ethernetl/
ip verify unicast reverse-path

interface ethemet0/
Ip unicast RPF check reachable-via any allow-default allow-self-ping

interface athermet/0
ip unicast RPF check reachable-via any allow-default allow-self-ping

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 51
- (Exam Topic 3)
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Which feature minimizes DoS attacks on an IPv6 network?
A. IPv6 Binding Security Table

B. IPv6 Router Advertisement Guard

C. IPv6 Prefix Guard

D. IPv6 Destination Guard

Answer: D

Explanation:

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs

address resolutions only for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the IPv6 snooping
feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the NDP resolution for destination addresses that are not

found in the binding table. By default, the policy drops traffic coming for an unknown destination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_1 5 0s_book/IPv6_Security.pdf

NEW QUESTION 55
- (Exam Topic 3)

i A

w

o %

w7 A
, X 200105 a2 oW,

Foutel Alsh g dduile &g

Gafeway of Laxd resort s ol 304
10 0 0 675 m spbneled 1 subnets
o 100 11 [0SR YD) wia 200 165 2010 2, 00 00 08, FasiEmematDn
*Confguraban of Roalerfi>~
bt nre | Pkt
o padvens 101 11 255 258 255 145
wteitate Fasif thermetDA
o addreds JO% 165 201 2 255 255 055 U5
nteriace F el hernet] O
I address 208 185 200 I35 195 2503 155 00
]
foiler asgen 109
nphvwork 1013 090GC00
mehvor M9 16522100003
el p Muls Corenetied Sl

L

Refer to the exhibit. Not all connected and static routes of router B are received by router A even though EIGRP neighborship is established between the routers.

Which configuration resolves the issue?
A)

router eigrp 100
network 209.165.200.224 0.0.0.7
redistribute static metric 1000 1 255 1 1500
eigrp stub connected

B)

router eigrp 100

network 209.165.200.224 0.0.0.7

C)

router eigrp 100
network 209.165.200.224 0.0.0.31
redistribute static metric 1000 1 255 1 1500

D)
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router eigrp 100

network 209.165.200.224 0.0.0.7
redistribute static metric 1000 1 255 1 1500
eigrp stub static

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 57
- (Exam Topic 3)
Which two solutions are used to overcome a flapping link that causes a frequent label binding exchange between MPLS routers? (Choose two)

A. Create link dampening on links to protect the session.
B. Increase input queue on links to protect the session.
C. Create targeted hellos to protect the session.

D. Increase a hold-timer to protect the session.

E. Increase a session delay to protect the session.

Answer: AC

Explanation:

To avoid having to rebuild the LDP session altogether, you can protect it. When the LDP session between two directly connected LSRs is protected, a targeted
LDP session is built between the two LSRs. When the directly connected link does go down between the two LSRs, the targeted LDP session is kept up as long as
an alternative path exists between the two LSRs.

For the protection to work, you need to enable it on both the LSRs. If this is not possible, you can enable it on one LSR, and the other LSR can accept the targeted
LDP Hellos by configuring the command mpls Idp discovery targeted-hello accept.

Reference: https://www.ccexpert.us/mpls-network/mpls-ldp-session-protection.html Or from the reference

at https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/5eU6DfQV/TECMPL-3201.pdf

Troubleshooting LDP Issues

Problem:

I. When a link flaps (for a short time),

... Solution:

+ When LDP session supported by link hello is setup, create a targeted hello to protect the session.

NEW QUESTION 60
- (Exam Topic 3)
An administrator attempts to download the pack NBAR?2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as
below:
hostname CPE
|
ip access-list extended WAN
L .-
remark => All UDP rules below for WAN 1D: S420T92E35F29
permit udp any eq domain any
permit udp any any aq tftp
deny udp any any
I

interface GigabitEthernet0/0
<.7

ip access-group WAN in
==

|

;cftp-aerver flash:pp-adv-csr1000v-1612.1a-37-33.0.0.pack
The transfer fails. Which action resolves the issue?
A. Change the WAN ACL to permit the UDP port 69 to allow TFTP
B. Make the permit udp any eq tftp any entry the last entry in the WAN ACL.

C. Change the WAN ACL to permit the entire UDP destination port range
D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 61
- (Exam Topic 3)
Drag and drop the IPv6 first hop security device roles from the left onto the corresponding descriptions on the right.
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host

router

monitor

switch

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Receives router advertisements from valid
routers, and no router solicitation are received.

Receives router solicitation and sends router
advertisements.

Receives valid and rogue router
advertisements and all router solicitation.

Received router advertisements are trusted

and are flooded to synchronize states.

Graphical user interface, text, application, email Description automatically generated

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Ci

NEW QUESTION 64

- (Exam Topic 3)

Refer to the exhibit.
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resolves the issue?
!

policy-map COPP
class TELNET

police 8000 conform-gefien/ trainsmit oxceed-action transmit

licy-map COPP
class TELNET

police 8000 conform-action transmit exceed-action transmit vielate-action drop

ip access-list extended TELNET

poermit tcp host 10.2.2.1 host 10.2.2 4 &q telnat
permit tcp host 10.1.1.1 host 10.1.1.3 eq telnet

ip access.dist extendad TELNET

permit tep host 10,.2.2.4 host 10.2.2.1 aq telnet
permit tcp host 10.1.1.3 host 10.1.1.1 eq telnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 69

- (Exam Topic 3)
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Refer to the exhibit. The ISP router is fully configured for customer A and customer B using the VRF-Lite feature. What is the minimum configuration required for
customer A to communicate between routers Al and A2?

A. Alinterface fa0/0 description To->ISPip add 172.31.100.1 255.255.255.0no shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0 A2interface fa0/0 description
To->ISPip add 172.31.200.1 255.255.255.0n0o shut!router ospf 100net 172.31.200.1 0.0.0.255 area 0

B. Alinterface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0no shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0
A2interface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.200.1 255.255.255.0n0o shut!router ospf 100net 172.31.200.1 0.0.0.255 area 0

C. Alinterface fa0/0 description To->ISPip add 172.31.200.1 255.255.255.0no shutlrouter ospf 100net 172.31.200.1 0.0.0.255 area 0 A2interface fa0/0 description
To->ISPip add 172.31.100.1 255.255.255.0no shut!router ospf 100net 172.31.100.1 0.0.0.255 area 0

D. Alinterface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0no shut!router ospf 100 vrf Anet 172.31.200.1 0.0.0.255 area 0
AZinterface fa0/0 description To->ISP ip vrf forwarding Aip add 172.31.100.1 255.255.255.0no shutlrouter ospf 100 vrf Anet 172.31.200.1 0.0.0.255 area 0

Answer: C

Explanation:

Al and A2 routers do not know they belong to VRF A. The two

interfaces of ISP (which are connected to A1 & A2) should be configured like this (we only show the configure of one interface):
ISP router:

interface g0/0

description ISP->To_CustomerA ip vrf forwarding A

ip address 172.31.100.2 255.255.255.0

router ospf 100 vrf A

network 172.31.200.2 0.0.0.255 area 0

NEW QUESTION 70
- (Exam Topic 3)
Which IPv6 feature enables a device to reject traffic when it is originated from an address that is not stored in the device binding table?

A. IPv6 Snooping

B. IPv6 Source Guard
C. IPv6 DAD Proxy
D. IPv6 RA Guard

Answer: B
Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-src-guar

NEW QUESTION 75
- (Exam Topic 3)
Refer to the exhibit.

10000 2724 EQA
VLAMNZ

FTP Server Swatch

1L Marmee % ] 5
Lisermarme i swil e

Pashword %o
File to downlpad: OS5 bin

Interface VLAMS

CAUSers\FTPServer > ping 1000001 ip address 10.0.0.1 255.255.255.0
I
[ } -
Pinging 100001 wath 32 ytes of dats Fl
1ging LU TN 2 e L0 Sl ip fip source-interface vian 2
Reply Trom 10000007 byles= 32 time s Tmis TTL =64
Rirply Tram 1000000: Byles= 32 timer=1ms TTL =64
Beply fromm 100001 bytess 32 time= 1ms TTL =64 Swatch&copy hip/foscoasco@10.0.0. 2105 in flash:/
Reply from 10000.0.1; byles=232 time=1ms TTL=564 Destination filename [105.bin)?

Accessing ftpfciscociscoi®10.0.0. 2105 bin

Ping statistics for 100000.1

Packets: Sent = 4, Received = 4, Lost = O (0% loss), WEmor opering Mpyfoscooscoi@10.0.0. 27105 in (Mo such hle or directory)
Approximate round trip times in milli-seconds

A rimun Treed, Blaacimiumm 1ms, Avérade 1ms
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An engineer cannot copy the 10S.bin file from the FTP server to the switch.
Which action resolves the issue?

A. Allow file permissions to download the file from the FTP server.

B. Add the 10S.bin file, which does not exist on FTP server.

C. Make memory space on the switch flash or USB drive to download the file.
D. Use the copy flash:/ ftp://cisco@10.0.0.2/I0S.bin command.

Answer: B

NEW QUESTION 78

- (Exam Topic 3)

The network administrator configured R1 for Control Plane Policing so that the inbound Telnet traffic is policed to 100 kbps. This policy must not apply to traffic
coming in from 10.1.1.1/32 and 172.16.1.1/32. The administrator has configured this:

access-list 101 permit tcp host 10.1.1.1 any eq 23
access-list 101 permittep host 172.16.1.1 any eq 23
class-map CoPP-TELNET

match access-group 101

!

pelicy-map PM-CoPP

class CoPP-TELNET

police 100000 conform transmit exceed drop

!

control-plane

service-policy input PM-CoPP

The network administrator is not getting the desired results. Which set of configurations resolves this issue?

A. control-planeno service-policy input PM-CoPP!interface Ethernet 0/Oservice-policy input PM-CoPP

B. control-planeno service-policy input PM-CoPPservice-policy input PM-CoPP

C. no access-list 10laccess-list 101 deny tcp host 10,1,1.1 any eq 23access-list 101 deny tcp host 172,16.1.1 any eq 23 access-list 101 permit ip any any
D. no access-list 101access-list 101 deny tcp host 10,1.1.1 any eq 23access-list 101 deny tcp host 172.16.1.1 any eq 23 access-list 101 permit ip any
anylinterface EO/Oservice-policy input PM-CoPP

Answer: C
Explanation:

Packets that match a deny rule are excluded from that class and cascade to the next class (if one exists) for classification. Therefore if we don’t want to CoPP
traffic from 10.1.1.1/32 and 172.16.1.1/32, we must “deny” them in the ACL.

NEW QUESTION 83
- (Exam Topic 3)
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R
10 40 0 020

router aigrp 100

1 10000 200 200 1500
neatwork 10.20.0.0 0.0.0.
0.0

auto- FSURRALY

router ospf 100

router-id 2.2.2.2
log-adjacency-changes
redistribute aigrp 100
matrie 15000 subnats
network 10.20.0.0 0.0.0.3
area 0

e

redistribute ospf 100 metric

3
network 172.16.23.0 0.0.0.3

182 168 200 O

F E

-::r,\uann
b 2 g—
L - -
= \ -
S OsPF \ )
o
2 AREAD EXJRP AR 100
=
a D
8t
- e \11.\
HI «
Rl Rl
Ri#sho run | sac router Rl

Rl#sho run | sec router
router elgrp 100
redistribute rip metric 1 10 255 255 1500
natwork 10.0.0.0
AULO - S ML LY
eigrp router-id 1.1.1.1
router ospf 100
router-id 1.1.1.1
log-adjacency-changes
natwork 10.20.0.0 0.0.0.3 area 0
router rip
redistribute elgrp 100 metric 1
network 10.0.0.0
miw

Refer to the exhibit The route to 192 168 200 0 is flapping between R1 and R2 Which set of configuration changes resolves the flapping route?

R2{config®router ospf 100

R2iconfig-router)#no redistribute eigrp 100

R2{config-router Fredistribute eigrp 100 metric 1 subnets

R1{config®no router rip

R1{config ip route 192.168.200.0 255.255.255.0 10.40.0.2

R2(config@router eigrp 100

R2{config-router j#ne redistribute espf 100

R2({config-router mredistribute rip

Ri{config ®router ospf 100

R1{config-router Eredistribute rip metric 1 metric-type 1 subnets

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 84
- (Exam Topic 3)
Refer to the exhibit.
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Bubd show ip route elgrp
Contput omitted>

b 192.168.1.0/24 [90/77302000) via 192.168,.0.11, 00:00:41, Tunnell
] 192. 168, 2.0/ [90/17312000] via 192.168.0.12, 00:00:41, Tunnald
b 192168, 3.0/ [90/7T302000] wia Y52.168.0.13, 00:00:41, Tunmall
Bubd show run | section router alqrp

router «iqrp conp
I

address-family ipvd unicast autonomous-systes 1
]

topology base

exit-al-topology

naktwork 1%2,168.0.1 0.0.0.0

axit-address- fami ly

192.168.3.0/24

s

192.168.2.0/24

192.168.1.0/24

Spoke routers do not learn about each other's routes in the DMVPN Phase2 network. Which action resolves the issue?

A. Remove default route from spoke routers to establish a spoke-to-spoke tunnel.
B. Configure a static route in each spoke to establish a spoke-to-spoke tunnel.

C. Rectify incorrect wildcard mask configured on the hub router network command.
D. Disable EIGRP split horizon on the TunnelO interface of the hub router.

Answer: D

NEW QUESTION 88
- (Exam Topic 3)

Rl (config) #ip access-list standard EIGRP-FILTER

Rl {config-std-nacl) #deny 10.10.10.0 0.0.0.0

Rl (config-std-nacl) #permit 0.0.0.0 0.0.0.0

Rl (config) #router eigrp 10

Rl (config-router) #distribute-list route-map EIGRP in
1

Rl (config) #route-map EIGRP permit 10

Rl (config-route-map) ématch ip address EIGRP-FILTER
!

Rléshow ip route eigrp | include 10.10.10.

D 10.10.10.128/25

Refer to Ihe exhibit An engineer must filter EIGRP updates that are received to block all 10 10 10.0/24 prefixes The engineer tests the distribute list and finds one
associated prefix. Which action resolves the issue?

A. There is a permit in the route map that allows this prefix A deny 20 statement is required with a match condition to match a new ACL that denies all prefixes
B. There is a permit in the ACL that allows this prefix into EI6R

C. The ACL should be modified to deny 10.10.10.0 0.0.0.255.

D. There is a permit in the route map that allows this prefix A deny 20 statement is required with no match condition to block the prefix.

E. There is a permit in the ACL that allows this prefix into EIGR

F. The ACL should be modified to deny 10.10.10.0 255.255.255.0.

Answer: B

NEW QUESTION 90
- (Exam Topic 3)
Refer to the exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

Dallas_Router:

interface GigabitEthernet0/0/0 364
doscnption Guest_VWii_10 66 .46 0722
encapiulation dol1Q 364

ip address 10.66 46.1 255 255.254.0
ip nelper-address 10.192,104.212

ip helper-address 10.191.103 140

ip access-group GUEST-ACCESS in
Ip access-group GUEST.-ACCESS-QUT out
no ip redirects

no ip unreachables

no ip proxy-ang

ip accoss.lisl extended GUEST -ACCESS
remark Intemet Access Only

permit udp any any aq booipc

permit udp any any €Q boo!ps

deny ipany 10000 0.255.255 255
deny ip any 172.160.090.15.255 255
deny ip any 192162000 0.255.3255
deny ip any 224.00031 2585 255,255
deny ipany 16925400 0.0.255.255
deny Ipany 127.00.00 255.255.255
deny ipany 192,020 000255

deny ipanyhostooDO

permi ip 10 66 42.0 0.0 0.255 any
permit ip 10 66 46 0 0.0 0.255 any

]
ip access-ist extended GUEST.-ACCESS-QUT

remark Used to block inbound traffic 1o Guest Netrorin

permil udp any any cq boo!rs
pormut udp any any g pooipe
permut udp any any cg demain
peormit udp any any

t any an
x::: :?::‘r:oﬂ!m.rﬁi'.iﬂ:lhizr g 15871 any

a any aslablizhec

g:::ﬁ lt;l:m;w‘m.ﬂvﬂ 0 0.255 1'25-(?55
dany ipany 172 16 0.0 0.15.255 255
geny ip any 1921680000 25552225
dony Ipany 2240 00 31255 Ef 1;5
deny ip any 169254 0000 .Eﬁ.r.L :
deny ip any 127.0 000 255;55 25
deny Ip any 192.0.2 0000255
deny Ip any hosl 0000

After a new regional office is set up,not all guests can access the internet via guest WiFi. Clients are getting the correct IP address from guest Wi-Fi VLAN 364.

which action resolves the issue ?

A. Allow 10.66.46.0/23 in the outbound ACL

B. Allow DNS traffic through the outbound ACL
C. Allow DNS traffic through the inbound ACL
D. Allow 10.66.46.0/23 in the inbound ACL

Answer: C

NEW QUESTION 91
- (Exam Topic 3)
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AS 1000

10) /% (.10)
(1052

Internet Cloud

192.168.101.0/24 192.168.102.0/24

192.168.2.0/24

¥R/ (1)

Customer Edge

Refer lo Ihe exhibit. The Customer Edge rouler wants to use AS 100 as the preferred ISP for all external routes and ISP-2 as a backup.

Customer-Edge

route-map SETAS
set as-path prepend 111
I

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in

After this configuration, all the backup routes have disappeared from the BGP table on the Customer Edge router. Which set of configurations resolves the issue

on the Customer Edge router?
A)

route-map SETAS
set as-path prepend 111
|

router bgp 64555

neighbor 192.168.2.2 remote-as 100
neighbor 192.168.1.1 remote-as 200
neighbor 192.168.1.1 route-map SETAS in

B)

route-map SETAS

set as-path prepend 200
1

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in

C)

route-map SETAS
set as-path prepend 200
|

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

D)
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route-map SETAS
set as-path prepend 111
!

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 94

- (Exam Topic 3)
Refer to the exhibit.

The security department recently installed a monitoring device between routers R3 and R5, which a loss of network connectivity for users connected to R5.
Troubleshooting revealed that the monitoring device cannot forward multicast packets. The team already updated R5 with the correct configuration. Which
configuration must be implemented on R3 to resolve the problem by ensuring R3 as the DR for the R3-R5 segment?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 95
- (Exam Topic 3)
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Refer to the exhibit. The IT manager received reports from users about slow application through network x. which action resolves the issue?

A. Use the variance 2 command to enable load balancing.
B. Increase the bandwidth from the service provider.

C. Move the servers into the users subnet.
D. Upgrade the 10OS on router E.

Answer: A

NEW QUESTION 96
- (Exam Topic 3)
Refer to the exhibit.

P 172.25.0.0/186,
via 152.

via 192.

5

e
168

&8

successors,
20 e
-253.32

{307200/281600),

(4106200/352300),

FD is 307200,

saerno 2
FastEtherneti/1

FastEthernetd/0

When the FastEthemet0/1 goes down, the route to 172.29.0 0/16 via 192.168.253 2 is not installed in the RIB. Which action resolves the issue?

A. Configure reported distance greater than the feasible distance
B. Configure feasible distance greater than the successor's feasible distance.
C. Configure reported distance greater than the successor's feasible distance.
D. Configure feasible distance greater than the reported distance

Answer: D

Explanation:

From the exhibit, we notice network 172.29.0.0/16 was learned via two routes:
+ From 192.168.254.2 with FD = 307200 and AD = 281600
+ From 192.168.253.2 with FD = 410200 and AD = 352300

The first route is installed into the RIB as the successor route because of lower FD.

When the first route fails, router will not use the second route as it does not satisfy the feasibility condition. The feasibility condition states that, the Advertised
Distance (AD, also called the reported distance) of a route must be lower than the feasible distance of the current successor route.

NEW QUESTION 100
- (Exam Topic 3)

’& j. £0/0

EQ/1 £OfO

R1 [DHCP Server)

Eofo/ | N P

Switch

I|
\ i
% y ri
. #

H1 [DHCP Chent)
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Refer to the exhibit. The client server but the show command does not show the IPv6 DHCP bindings on the server. Which action resolves the issue?

A. Extend the DHCP lease time because R1 removed the IPv6 address earlier after the lease expired.

B. Configure H1 as the DHCP client that manually assigns the IPv6 address on interlace e0/0..
C. Use the 2001:DBB:BAD:CODE::/64 prefix for the DHCP pool on R1.
D. Configure authorized DHCP servers to avoid IPv6 addresses from a rogue DHCP server.

Answer: C
NEW QUESTION 103

- (Exam Topic 3)
Refer to the exhibit.

lcon!iq -

ig=1f) dteand

10.10.10.0:24

10.10.10.10024

TCP traffic should be reaching host 10.10.10.10/24 via R2. Which action resolves the issue?

A. TCP traffic will reach the destination via R2 without any changes

B. Add a permit 20 statement in the route map to allow TCP traffic

C. Allow TCP in the access list with no changes to the route map

D. Set IP next-hop to 10.10.12.2 under the route-map permit 10 to allow TCP traffic.

Answer: C

NEW QUESTION 107
- (Exam Topic 3)

Rb#show ip bgp 19%2.168.1.1
Advertised to update-groups:
3
65101
10.10.10.2 {metric 2) from 10.10.10.2 (10.10.10.2)
Origin IGP, matric 100, localpref 100, waight 65535, valid, external,
bast
65101
10.0.0.17 [metric 2) from 10.10.10.6 (172.16.20.1)
Orlgin IGP, metric 0, localpref 100, valid, Iinternal

FBEshow ip bgp 192.168.1.1
BGP routing table entry for 192.168.1.1/32, version 10
Paths: (1 available, best #1, table Default-IP-Routing-Table)

Advertised to update-groups:

¥
Local
10.10.10.1 (metric 2) from 10.10.10.1 (192.168.1.1)
Origin IGP, matric 0, localpref 100, wvalid, internal, best

(LARL KR

1010030, 2

BGP 65101

15216011 10.30.10.3

Passing Certification Exams Made Easy

i a=i1p access-list extended UDP-ACL

1 I
Rl{config-ext-nacl) iparmit udp any any
Rllc ‘;4 ext-nacl) taxit
LA .-E.:*I:mt- map VIA-R2 permit 10
Rl {eonflg-route-map) imateh ip address UDP-ACL
Rl (config rn.*h'ﬂa!llllt ip next-hop 10.10.11.2
'1 nflg-route-map) faxit
liconfig) finterface Gi0/1
lle f -1f) #ip policy route-map VIA-R2
.{ {
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10.10.10.4

n” 18

10.0.0.16/ 30

10.10.10.% 10.10.10.6

Refer to the exhibit. A customer finds that traffic from the application server (192.168.1.1) to the HUB site passes through a congested path that causes random
packet drops. The NOC team influences the BGP path with MED on RB. but RD still sees that traffic coming from RA is not taking an alternate route. Which
configuration resolves the issue?

A)

RD(config j#router bgp 65201
RD(config-router j#no neighbor 10.10.10.2 weight 65535

B)
RB(conlig #router bgp 65101
RB(config-router j#no neighbor 10.10.10.3 route-map HIGH-LP out

C)

RB(config)#router bgp 65101

RB(config-router j#neighbor 10.10.10.3 weight 50
D)

RC(config j#router bgp 65101
RC(config-router )#neighbor 10.10.10.6 route-map HIGH-LP out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 112
- (Exam Topic 3)

Eff1 E0/3 o
WLAN 1D
{ J —

Core_Swl NS Server
10.231.10.11

Rifeanfigill ip verily drop-rate compute window 60
Ellcanfight ip veriby drop-rate compute interval 60
Elfcanfigyi ip verify drop-rate notify hold.down 60
Rllcanfight interface ethermnaet 000

Rijcanfig-f® ip werify unicast notdication threshold 75000
Rifoanlig-l|® samp trap ip veridy digp-rale

Elicanhp-f |8 end

Refer to the exhibit. An engineer configured SNMP traps to record spoofed packets drop of more than 48000 a minute on the ethernet0/0 interlace. During an IP
spoofing attack, the engineer noticed that no notifications have been received by the SNMP server. Which configuration resolves the issue on R1?

A. ip verity unicast notification threshold 48000
B. ip verify unicast notification threshold 8000
C. ip verify unicast notification threshold 800
D. ip verify unicast notification threshold 80
Answer: C

NEW QUESTION 116
- (Exam Topic 3)
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Network A IPV-6 Router Network B
lﬁ".‘-:uli
G100 Gio/1
L L] y
— ol

FTP Server FTP Client

2001 0db8 1 2001 0db8 8000 1
interface GigabitEthernetl

description FTP SERVER

no 1p address

ipvé address 2001:DB3::F/33

ipve enable

ipvé traffic-filter FTP-SERVER in
!
interface GigabitEthernetid/

description FTP CLIENT

ne ip address

ipvt address 2000:DBE: B0C F/3

1pveé anable

ipve traffic-filter FTP-CLIENT in
1pvbé access=1list FTP=CLIENT

permit tcp host 2001:DB8: 0::1 host 2001:DB8::1 egq ftp
pemit tcp host 2001 :DB! J l hest 2001:DB8::1 &g ftp-data
ipvé access-list FIP-CLIENT

permit tcp host 2001:D@E:8000::1 host 2001:DB8::1 eq ftr
parmit tcp host 2001:DB8:8000::1 host 2001:DBE 1l ag frp-data
!1 - - -
ipvé access-list FTP-SERVER

permit tcp host 2001:DB8::1 host 2001:DBB:% 1 oq frp establishied
permit tcp host 2001:DBB::1 host 2001:DBE:80 1 &q ftp-data established

Refer to the exhibit. When an FTP client attempts to use passive FTP to connect to the FTP server, the file transfers fail Which action resolves the issue?

A. Configure active FTP traffic.

B. Modify FTP-SERVER access list to remove established at the end.
C. Modify traffic filter FTP-SERVER in to the outbound direction.

D. Configure to permit TCP ports higher than 1023.

Answer: D

NEW QUESTION 121
- (Exam Topic 3)

R1
Hul

EDM| EN

]

L3 IF Metwaork Cloud

Tunnel 0
| [Buun |

EdN

R2
Spoke

Refer to me exhibit. The hub and spoke are connected via two DMVPN tunnel interfaces The NHRP is
configured and the tunnels are detected on the hub and the spoke Which configuration command adds an IPsec profile on both tunnel interfaces to encrypt traffic?

A. tunnel protection ipsec profile DMVPN multipoint
B. tunnel protection ipsec profile DMVPN tunnell
C. tunnel protection ipsec profile DMVPN shared
D. tunnel protection ipsec profile DMVPN unique

Answer: C
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NEW QUESTION 123

- (Exam Topic 3)

Refer to the exhibits.

172.
172,
172.
172.
172,

o n

172.
172.
172.
172.
172
172.
172.
172

Do @B n0OEO

172.16

[

1

16

16.
.16.

16

16.

16

13.0/24

.0/24
.1/32
.0/24
.1/32
0/24

o/24
.0/24

0/24

o oA s L R R e

router eigrp 111
netwerk 172.1.0.0
network 172.16.0.0
ne auto-summary

London - “"show ip route™ output

is directly
is directly
is directly
is directly

Gateway of last resort is not set

172.1.0.0/16 is variably subnetted, 5 subnets, 2 masks
,11.0/24
.11.1/32
.12.0/24
.12.1/32

connected, Ethernat(/0
connacted, Ethernet(/0
connected, Ethernetd/1
connectad, Etharnetd/1

[90/T768B00] wia 172.1.11.2, 00:00:50, Ethernet0/0

is directly
is directly
is directly
is di rli:?.ljr
[120/1) via
[120/1] wia
[(90/156160]
[90/156160)

.0.0/16 is variably subnetted, 8 subnets, 2 masks
16.

16.

connacted, Loopback(

connected, Ethernet0/0

connected, Loopbackl

connected, Leopbackl

172.1.11.2, 00:00:08, Ethernatl/0
172.1.11.2, 00:00:08, Ethernetd/0

via 172.1.12.3, 00:00:50, Etharnatld/1
via 172.1.12.3, 00:00:50, Ethernetd/1

Rome - "show run | section router” output

172.1.12.0/24

LAN Segments LAN Segments
172.16.1.0/24 172.16.3.0/24
172.16.2.0/24 172.16.4.0/24
A) 172.1.11.0124 (:2)
wa “”' Rome
London “ % "o0/0 K

100 Mbps

172.1.13.024

e0/0  e0N

u
(:3) ¥% (3

Barcelona
LAN Segments

172.16.5.0/24
172.16.6.0/24

London must reach Rome using a faster path via EIGRP if all the links are up but it failed to take this path Which action resolves the issue?

A. Increase the bandwidth of the link between London and Barcelona

B. Use the network statement on London to inject the 172 16 X 0/24 networks into EIGRP.
C. Change the administrative distance of RIP to 150

D. Use the network statement on Rome to inject the 172 16 X 0/24 networks into EIGRP

Answer: D

NEW QUESTION 127

- (Exam Topic 3)

Which 0S1 model is used to insert an MPLS label?

A. between Layer 5 and Layer 6
B. between Layer 1 and Layer 2
C. between Layer 3 and Layer 4
D. between Layer 2 and Layer 3

Answer: D

NEW QUESTION 128

- (Exam Topic 3)

Refer to the exhibit.
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router ospfva 1

router-id 10.1.1.1

address-family ipv4 unicast
passive-interface LoopbackD
exit-address-family

address-family ipv6 unicast
passive-interface Loopback0
exit-address-family

interface Loopback0

ip address 10.1.1.1 255.255.255.255
ipvG address 2001:0B88::1/64

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

interface GigabitEthernet2

ip address 10,10.10.1 255.255.255.0
ipv6 enable

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

An engineer noticed that the router log messages do not have any information about when the event occurred. Which action should the engineer take when

enabling service time stamps to improve the logging functionality at a granular level?

A. Replace OSPF process 10 on the interfaces with OSPF process 1 and configure an additional router 10 with IPv6 address
B. Replace OSPF process 10 on the interfaces with OSPF process 1. and remove process 10 from the global configuration

C. Replace OSPF process 10 on the interfaces with OSPF process 1 for the IPv6 address and remove process 10 from the global configuration
D. Replace OSPF process 10 on the interfaces with OSPF process 1 for the IPv4 address and remove process 10 from the global configuration

Answer: D

NEW QUESTION 131
- (Exam Topic 3)
Refer to the exhibit.

Route-map PBR, permit, sequence 10
Match clauses:
ip address (access-lists). FILTER _ACL
Set clauses:
ip next-hop verify-availability 209.165.202.129 1 track 100 [down]
ip next-hop verify-availability 209.165.202. 131 2 track 200 [up]
Policy routing matches: 0 packets, 0 bytes
route-map PBR, deny, sequence 20
Match clauses:
Set clauses:
Ip next-hop 209.165.201.30
Policy routing matches: 275364861 packets, 12200235037 bytes

An engineer has configured policy-based routing and applied the configured to the correct interface. How is the configuration applied to the traffic that matches the

access list?

A. It is sent to 209.165.202.131.

B. Itis sent to 209.165.202.129.

C. Itis dropped.

D. It is forwarded using the routing table lookup.

Answer: A

Explanation:

The set ip next-hop verify-availability command in route-map configuration mode to configure policy routing to verify the reachability of the next hop of a route map
before the router performs policy routing to that next hop. In this question we see track 100 is down so the PBR will not use this next-hop, it will use the second

next-hop with track 200 (up).

NEW QUESTION 132
- (Exam Topic 3)
Refer to the exhibit.
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I dauress 4+.4.4.4 £223.£22. 2220

I

interface FastEthernet1/0
Description *=* WAN link ***

ip address 10.0.0.1 255.255.2555.0
I

interface FastEthernet1/1
Description ** LAN Network *™**
ip address 192.168.1.1 255.255.2555.0
I

I

router ospf 1

router-id 4.4.4 4
log-adjacency-changes

network 4444 0000areal
network 10.0.0.1 0.0.00 area 0

network 192.165.1.1 0.0.0.0 area 10
1

A)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network broadcast

B)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface type network

C)
interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network point-to-point
D)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface area 10

A. Option
B. Option
C. Option
D. Option

Answer: A

NEW QUESTION 136
- (Exam Topic 3)

A company Is redesigning WAN infrastructure so that all branch sites must communicate via the head office and the head office can directly communicate with
each site independently. The network engineer must configure the head office router by considering zero-touch technology when adding new sites in the same

WAN infrastructure. Which configuration must be applied to the head office router to meet this requirement?

interface Tunneld
tunnel mode ip
ip nhrp map multicast dynamic

interface Tunneld
tunnel mode dvmrp
ip nhrp redirect

interface Tunneld
tunnel mode ip
ip nhrp redirect

interface Tunneld

tunnel mode gre muitipoint
ip nhrp map multicast dynamic

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 138
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- (Exam Topic 3)

Refer to the exhibit.

*Sep 26 19:50:43.504: SNMP: Packet received via UDP from
192.168.1.2 on GigabitEthernet0/1SrParseV3SnmpMessage: No
matching Engine ID.

SrParseV3SnmpMessage: Failed.
SrDoSnmp: authentication failure, Unknown Engine ID

*Sep 26 19:50:43.504: SNMP: Report, reqid 29548, errstat O,
erridx 0

internet.6.3.15.1.1.4.0=3

*Sep 26 19:50:43.508: SNMP: Packet sent via UDP to 192.168.1.2
process_mgmt _req_int: UDP packet being de-queued

Which two commands provide the administrator with the information needed to resolve the issue? (Choose two.)

A. Show snmp user

B. debug snmp engine-id
C. debug snmpv3 engine-id
D. debug snmp packet

E. showsnmpv3 user

Answer: AD

Explanation:

There are 3 values in the SNMPv3 header that must match for the communication to take place: snmpEnginelD, snmpEngineTime, snmpEngineBoots. The error
received indicates a problem with the EnginelD value: “authentication failure, Unknown Engine ID”

To specify the Engine ID, we can use the command “show snmp user”. The following example specifies the username as abcd with Engine ID:
00000009020000000C025808:

Router#show snmp user abcd

User name: abcd

Engine ID: 00000009020000000C025808
storage-type: nonvolatile active access-list: 10
Rowstatus: active

Authentication Protocol: MD5

Privacy protocol: 3DES

Group name: VacmGroupName

Group name: VacmGroupName

The “debug snmp packet” command displays all SNMP packets that are arriving and being replied to.

NEW QUESTION 142
- (Exam Topic 3)
What is an advantage of implementing BFD?

A. BFD provides faster updates for any flapping route.

B. BFD provides millisecond failure detection

C. BFD is deployed without the need to run any routing protocol
D. BFD provides better capabilities to maintain the routing table

Answer: B

NEW QUESTION 147
- (Exam Topic 3)
Which technique removes the outermost label of an MPLS-tagged packet before the packet is forwarded to an adjacent LER?

A. label swap

B. explicit-null

C. label imposition
D. PHP

Answer: D

NEW QUESTION 150
- (Exam Topic 3)
Refer to the exhibit.
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LAN: 182.168.1.0/24

RouteriD: 10.10.10.10

DMVPN Network

RouterlD: 1.1.1.1 10.255.253.0/24

RouterlD: 2.2.2.2

LAN: 192.168.2.0/24 LAN: 192.168.3.0/24

reset

resol

down of delached

*hiar 1 17 19:04 051 %OSPF.5-ADJCHG: Process 100, Nbr 1.1.1 1 on Tunnel100 from LOADING to FULL, Loading Done
*Mar 117 1906 375 “%OSPF.5-ADJCHG. Process 100, Nbr 11.1 1 on Tunnel100 from FULL to DOWN, Neghbor Down Adjacency forced (o

*Mar 1 171906 627 %0SPF.5ADJCHG Process 100, Nbr 2 2 2 2 on Tunnel100 from LOADING to FULL, Loading Done
“Mar 117 1910123 %OSPF-5-ADJCHG: Process 100, Nbr 2 2 2 2 on Tunnel100 from FULL to DOWN, Neighbor Down  Adjacency forced to

*Mar 117 1914 499 %O0SPF-5-ADJCHG. Process 100 Nbr 10 10 1010 on Tunnal 100 from LOADING to FULL, Loading Dona
*Mar 117 1919 139 %OSPF-5-ADJCHG: Process 100, Nbr 10.10.10 10 on Tunnel100 from EXSTART to DOWN, Nesghbor Down Interface

“Mar 1 17.01 51975 %0OSPF-4-NONEIGHBOR Recaived database descnption from unknown neighbor 192 168 1.1
*Mar 1170157 783 OSPF Rev LS UPD trom 192 168 1 1 on Tunnel100 length 88 LSA count 1
"Mar 1 17.01.57 155 OSPF Send UPD to 10 255 253 1 on Tunnel100 length 100 LSA count 2

A network administrator sets up an OSPF routing protocol for a DMVPN network on the hub router. Which configuration required to establish a DMVPN tunnel with

multiple spokes?

A. ip ospf network point-to-multipoint on both spoke routers
B. ip ospf network point-to-point on the hub router

C. ip ospf network point-to-multipoint on One spoke router
D. ip ospf network point-to-point on both spoke routers

Answer: A

NEW QUESTION 155
- (Exam Topic 3)

Routergahow ip bgp vpavd rd 1100 1001 10 30 114 02]
BGP roubng table entry fof 1100 1001 1030116 02) verson J6TES2TS
Fams (9 avallable Best #8 no tabie |
Advertied 1o updales -groupi
1 2 i
165001 64955 850073) 65080 (Recéned Fom a RR-Chent)
172 18 754 276 (meteic 20845) from 172 16 224 236 (172 16 224 236)
Ongen IGP. maine O ocaipre! 100 vabd confed-niternal
Evtended Community RT 1100 1001
mpis labals n'out nolabal 362
5008 S4%55 45003) 45089
172 06 254 224 (matnc 20845) from 10 130 123 71000 131 123 1)
Ongn IGP metnc O locaipre! 100 vald confed axiernad
Evtenced Commundy RT 11001001
mpi Wabels nout Rolabed 352
(65001 44955 65001) 65089
172 V8 254 226 (matnc 20845) wom 172 16 216 253 (172 18 216 J53)
Ongn IGP metnc 0 locaipre! 100 vald conded-exiemnal
Extended Commundty RT 1100 1001
mpds Labels m/ou! Rolabed 387
(65001 64955 65001 85089
172 16 2% 226 (metnc 20845) from 172 16 216 252 (172 %6216 F52)
Ongn IGP metnc 0 locaipret 100 vald confed-extemal
Erviended Commundy RT 1100 1001
O labah w1 oul Rolabel 350
64855 45003) 65080
172 16 254 226 (mebnc 20845) from 10 7T 255 57 (10 77 255 5T
Cngen |GP. matrac 0 lodaiprat 190 vald  conded-eddemal
Evtended Commundy AT 110001001
mpdd Labels o] Rolabed 348 7
(6494% 5001) 65089
172 16 254 226 imetnc 2064%5) rem 10 57 255 11 (30 57 255 11)
Ongn IGP metnc 0 ocaipre! 100 valbd conded-axiemal best
Extended Commundy RT 1100 1001
mpis Labels oyt nolabel 362
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g HGF meply o aipr et 100 walsd Conled nilermal
Eilended Communty HT 11007007
..r;_ .'..F' r Tl j"!" A F
L= L
{72 16 254 776 (malric 20845 feom 177 16 254 2034 0172 18 254 714
W T T 0 woCcaipre! 100 wald ol @i i
1 Y r b1 T ral [
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L [ =} e A Fodm 3 - "
172 16 228 226 imeing 20645) rom 172 16 229 229 ( T2 98 128 LM
- GF matr 0 Wcapeet 10 vl ¢onted dldiral
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T Abal o molabael ] T

Refer to the exhibit. An engineer configured BGP and wants to select the path from 10.77.255.57 as the best path instead of current best path. Which action
resolves the issue?

A. Configure AS_PATH prepend for the desired best path

B. Configure higher MED to select as the best path.

C. Configure lower LOCAL_PREF to select as the best path.
D. Configure AS_PATH prepend for the current best path

Answer: D

NEW QUESTION 159
- (Exam Topic 3)

Refer to the exhibit. An engineer notices a connectivity problem between routers R1 and R2. The frequency of this problem is high during peak business hours.
Which action resolves the issue?

A. Increase the MTU on the interfaces that connect R1 and R2.

B. Increase the available bandwidth between R1 and R2.

C. Decrease the EIGRP keepallve and hold down timers on R1 and R2.
D. Set static EIGRP neighborship between R1 and R2.

Answer: B

NEW QUESTION 163

- (Exam Topic 3)

The network administrator configured CoPP so that all routing protocol traffic toward the router CPU is limited to 1 mbps. All traffic that exceeds
this limit must be dropped. The router is running BGP and OSPF Management traffic for Telnet and SSH must be limited to 500kbps.
access-list 100 permit tcp any any eq 179 access-list 100 permit tcp any any range 22 23 access-list 100 permit ospf any any

!

class-map CM-ROUTING match access-group 100

class-map CM-MGMT match access-group 100

!

policy-map PM-COPP class CM-ROUTING

police 1000000 conform-action transmit class CM-MGMT

police 500000 conform-action transmit

!

control-plane

service-policy output PM-COPP

No traffic is filtering through CoPP,which is resulting in high CPU utilization,which configuration resolves the issue ?

A. no access-list 100access-list 100 permit tcp any any eq 179 access-list 100 permit ospf any anyaccess-list 101 Permit tcp any any range 22 23!class-map CM-
MGMTno match access-group 100 match access-group 101

B. control-planeno service-policy output PM-COPP service-policy input PM-COPP

C. No access-list 100access-list 100 permit tcp any any eq 179access-list 100 permit tcp any any range eq 22 access-list 100 permit tcp any any range eq 23
access-list 100 permit ospf any any

D. no access-list 100access-list 100 permit tcp any any eq 179 access-list 100 permit ospf any anyaccess-list 101 Permit tcp any any range 22 23!class-map CM-
MGMTno match access-group 100 match access-group 101!control-planeno service-policy output PM-COPP service-policy input PM-COPP

Answer: D
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NEW QUESTION 164
- (Exam Topic 3)
Refer to the exhibit.

ip sla 1
icmp-echo 8.8.8.8
threshold 1000
timeout 2000
frequency 5

ip sla schedule 1 life forever start-time now
!

track 1 ip sla 1
]

ip route 0.0.0.0 0.0.0.0 203.0.113.1 name ISPl track 1
ip route 0.0.0.0 0.0.0.0 198.51.100.1 2 name ISP2

The administrator noticed that the connection was flapping between the two ISPs instead of switching to ISP2 when the ISP1 failed. Which action resolves the
issue?

A. Include a valid source-interface keyword in the icmp-echo statement.

B. Reference the track object 1 on the default route through ISP2 instead of ISP1.
C. Modify the static routes to refer both to the next hop and the outgoing intertace.
D. Modify the threshold to match the administrative distance of the ISP2 route.

Answer: A

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-ISP-Failover-withdefault- routes-using-1.html

NEW QUESTION 167
- (Exam Topic 3)
Refer to the exhibit.

An engineer must establish multipoint GRE tunnels between hub router R6 and branch routers R1, R2, and R3. Which configuration accomplishes this task on R1?
A)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/1
tunnel mode gre multipoint
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.86
B)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/1
tunnel mode gre multipoint
ip nhrp network-id 1
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.1
ip nhrp map 192.168.1.2 192.1.20.2
ip nhrp map 192.168.1.3 192.1.30.3
C)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/0
tunnel mode gre multipoint
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.1
ip nhrp map 192.168.1.2 192.1.20.2
ip nhrp map 192.168.1.3 192.1.30.3
D)
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interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source e0/0

tunnel mode gre multipoint

ip nhrp network-id 1

ip nhrp nhs 192.168.1.6

ip nhrp map 192.168.1.6 192.1.10.6

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

We have an example of how to configure DMVPN Phase Il and we show the configuration here for your reference:

Diagram Description automatically generated

HeadQuarter

Tunnel address
192.168.100 .1

MNBMA address
11.11.11.1

DMVPN Phase Il — Dynamic Mapping
Text Description automatically generated

Hub Spoke 1
intarface tunnel 1 interface tunnel 1
ip address 192.168.100.254 ip address 192.168.100.1
255.255.255.0 255.255.255.0
tunnel source 44.44.44.4 tunnel source 11.11.11.1
tunnel mode gre multipoint tunnel mode gre multipoint
ip nhrp network 10 ip nhrp network 10
ip nhrp map 192.168.100.254
44.44.44.4
ip nhrp nhs 192.168.100.254

0
- Tunne! agdross

192.168.100.254

NEMA address
A4 44 44 4

Tunnal acdress
192.168.100.2

NBMA address

gg 12.12.12.2

Spoke 2

interface tunnel 1

ip address 192,168.100.2
255.255.255.0

tunnel source 12.12.12.2
tunnel mode gre multipoint

ip nhrp network 10

ip nhrp map 192.168.100.254
44.44.44.4

ip nhrp nhs 192.168.100.254

Note: Although Phase Il — Dynamic Mapping is “dynamic” but we still need to add a static entry for the hub because without that entry, the NHRP registration

cannot be sent.

NEW QUESTION 172
- (Exam Topic 3)

A network is configured with IP connectivity, and the routing protocol between devices started having problems right after the maintenance window to implement
network changes. Troubleshoot and resolve to a fully functional network to ensure that:
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Guidelines Topology Ta%kﬁ_

/’:r (=) @
[ O%PF Protess 1071 Area 0 L1 192 168 2 224 \

Lo 10102 232

1030 13,024

LO: 10,1001 132

4 10 10 45 0724 P
LD 10104 4732 LO: 10,905 532
LY 17210 4 424 SEPE Pre A L1 17216 5524

coss 1 Area

Topology Diagram

Guidelines Topology Tasks

A network is configured with |P connectivity, and the routing
protocol between devices started having problems right after the
maintenance window to implement network changes.
Troubleshoot and resolve to a fully functional network to ensure
that:

1. Inter-area links have link authentication (not area
authentication) using MD5 with the key 1 string CCNP.

2. R3 is a DR regardless of R2 status while R1 and R2
establish a DR/BDR reiationship.

3. OSPF uses the default cost on all interfaces. Network
reachability must follow OSPF default behavior for traffic
within an area over intra-area VS inter-area links.

4. The OSPF external route generated on R4 adds link cost
when traversing through the network to reach R2. A network
command to advertise routes is not allowed.
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R2 R4 RS

ip

no ipwve cef

link bundle-name authenticated

chain CCHP
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

R4

Int range et0/0 — 1

Ip ospf authentication message-digest

Ip ospf message-digest-key 1 md5 CCNP
Router ospf 1
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Redistribute connected subnets route-map to-ospf metric-type 1 Copy run start

R5

Int range et0/0 — 1
Ip ospf authentication message-digest
Ip ospf message-digest-key 1 md5 CCNP Interface eth 0/1

Ip ospf cost 10 Copy run start VERIFICATION:Graphical user interface, text, application Description automatically generated
RZ¥show 1p ospf nei
B2#show 1p ospf neighbor

Neighbor ID ' State
nterface
10.10.1.1

thernet0/2

10.10.2.3 ULL/BDR 00:00:3

thernetd/1

T

NEW QUESTION 176
- (Exam Topic 3)

Drag and drop the ICMPV6 neighbor discovery messages from the left onto the correct packet types on the right.

MagROaT ST on

Dead Time
FULL/BDR 00:=00z38

tivate . Wouradon

Adarass

10.10.12.1

Meighbon Adverlise e

[OPwE Typ

Fouter Advarthement vt Type
Redirect Message [P Type
Haytar Salei o P -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Table Description automatically generated with medium confidence
NEW QUESTION 179
- (Exam Topic 3)
Configuration
flow axporter Flow-to-collect
destinavion 192 .168.100.17 wvrf Mgmt-intf
transport udp 2601
axport-protocol natflow-v5
flow monitor My-netflow
exporter Flow-to-collector
record netflow ipvd original-input
"
' and tha managamant-intarface is configured as fo W

intarfaca Gl gabit Etharnati

description Managsmasnt-Intarface

vrf forwarding Mgmt-intf

ip addresss 19Z.168.100.50 235.255.435.0

nagotiation auto

sh flow exporter statis

failed to send 256783312

ZTRATEGEIR &

Refer to the exhibit. A network administrator configured NetFlow data, but the data is not visible at the NetFlow collector. Which configuration allows the router to

send the records?
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A. Configure the management interface in the global routing table to send the records.
B. Configure a different interface to send the records.

C. Configure the NetFlow collector to listen at export-protocol netflow-v5.
D. Rectify NetFlow collector reachability from the management interface.

Answer: B

NEW QUESTION 182
- (Exam Topic 3)
Refer to the exhibit.
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An engineer implemented CoPP but did not see OSPF traffic going through it. Which configuration resolves the issue?
A. ip access-list extended OSPF permit ospf any any

B. policy-map COPP class OSFP police 8000 conform-action transmit exceed-action transmit violate-action drop

C. control-plane service-policy input COPP

D. class-map match-all OSFP match access-group name OSPF

Answer: B

NEW QUESTION 184

- (Exam Topic 3)
Refer to the exhibit.
LAN Segments LAN Segments
172.16.8.0/24 172.16.4.0/24
172.16.9.0/24 172.16.5.0/24
172.16.10.0/24 172.16.6.0/24
172.16.11.0/24 172.16.7.0/24
w 2 (-2) OSPF Area 0  (.1) A (1) EIGRP (2)/ A
. e0/0 ¥ ™ o0 00/0 X
10.1.1.0/24 10.1.2.0/24
LA Chicago NewYork

The network administrator configured the Chicago router to mutually redistribute the LA and NewYork routes with OSPF routes to be summarized as a single route

in EIGRP using the longest
router eigrp 100

summary mask:

redistribute ospf 1 metric 10101010 10

router aspf 1

redistribute eigrp 100 subnets

|
interface E 0/0

ip summary-address eigrp 100 172.16.0.0 255.255.0.0

After the configuration, the New York router receives all the specific LA routes but the summary route. Which set of configurations resolves the issue on the

Chicago router?
i interface E 01

ip summary-address eigrp 100 172.16.0.0 255.255.0.0

interface E 0/M1

ip summary-address eigrp 100 172.16.8.0 255.255.252.0

router eigrp 100

summary-address 172.16.8.0 255.255.252.0

router eigrp 100

summary-address 172.16.0.0 255.255.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 185
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- (Exam Topic 3)

AS 1000
(.10) /™ A" (.10)
Ay,

",

Internet Cloud

192.168.101.0/24 {.153.192.9:24
AS100 (1) N (2) AS 200
ISP-1 | :':.' :: | ISP-2
: 5 R,
(NN /(2

192.153.11.A A1 68.12.0/24

AS 111
EOON /"~ E 0N
(111) RS (A1)

Customer Edge

ISP-1

ip as-path access-list 1 permit “111

!

router bop 100

neighbor 192.168.101.10 remgte-as 1000
neighber 192.168.11.111 remd&te-as 111
neighbor 192.168.11.111 filter-list 1 in

Refer to the exhibit. AS 111 mut not be used as a transit AS, but ISP-1 is getting ISP-2 routes from AS 111. Which configuration stops Customer AS from being

used as a transit path on ISP-1?

A. ip as-path access-list 1 permit *$

B. ip as-path access-list 1 permit_111
C. ip as-path access-list 1 permit.”

D. ip as-path access-list 1 permit ~111$

Answer: A

NEW QUESTION 190
- (Exam Topic 2)
Fillered

00:00:46: %LINK-3-UPDOWN: Interface Port-channel1, changed state to up
00:00:47: %LINK-3-UPDOWN: Interface GigabitEthemet0/1, changed state to up
00:00:47: %LINK-3-UPDOWN: Interface GigabitEthemet0/2, changed state to up
Desired
00:00:46: %LINK-3-UPDOWN: Interface Port-channel1, changed state to up
00:00:47: %LINK-3-UPDOWN: Interface GigabitEthemet0/1, changed state to up
00:00:47: %LINK-3-UPDOWN: Interface GigabitEthemet0/2, changed state to up
00:00:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vian1, changed state to down
00:00:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthemet0/1, changed
state to down 2 "Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console by viy2

Refer to the exhibits. An engineer filtered messages based on severity to minimize log messages. After applying the filter, the engineer noticed that it filtered

required messages as well. Which action must the engineer take to resolve the issue?

A. Configure syslog level 2.
B. Configure syslog level 3.
C. Configure syslog level 4.
D. Configure syslog level 5.

Answer: D

NEW QUESTION 193
- (Exam Topic 2)
Refer to the exhibit.
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A network administrator configured mutual redistribution on R1 and R2 routers, which caused instability in the network. Which action resolves the issue?

A. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to allow when redistributing OSPF into EIGRP.
B. Apply a prefix list of EIGRP network routes in OSPF domain on R1 to propagate back into the EIGRP routing domain.
C. Set a tag in the route map when redistributing EIGRP into OSPF on R1, and match the same tag on R2 to deny when redistributing OSPF into EIGRP.
D. Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when redistributing into OSPF.

Answer: C

Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 197
- (Exam Topic 2)

Drag and drop the MPLS concepts from the left onto the descriptions on the right.

label edge rouler

label switch router

!L')FJ.'.'”UEI‘:{] equivalence class

penultimate hop popping

A. Mastered
B. Not Mastered

Answer: A

Explanation:

allows an LSR to remove the label
before forwarding the packet

accepts unlabeled packets and imposes labels

group of packets that are forwarded

in the same manner

receives labeled packetls and swaps labels

A label edge router (LER, also known as edge LSR) is a router that operates at the edge of an MPLS network and acts as the entry and exit points for the network.
LERspush an MPLS label onto an incoming packet and pop it off an outgoing packet.

A forwarding equivalence class (FEC) is a term

NEW QUESTION 202
- (Exam Topic 2)

An engineer configured a DHCP server for Cisco IP phones to download its configuration from a TFTP server, but the IP phones failed to toad the configuration

What must be configured to resolve the issue?
A. BOOTP port 67
B. DHCP option 66
C. BOOTP port 68
D. DHCP option 69

Answer: B

Explanation:

Command Purpose

dhepd opticn 66 ascii server name

Example:

;Prm des the IP address or name of a TFTP server for option 66.

DHCP options 3, 66, and 150 are used to configure Cisco IP Phones. Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone
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starts, ifit does not have both the IP address and TFTP server IP address preconfigured, it sends a request with option 150 or 66 to the DHCP server to obtain this
information.+ DHCP option 150 provides the IP addresses of a list of TFTP servers.+ DHCP option 66 gives the IP address or the hostname of a single TFTP
server.

Reference:

http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84 _cli_config/basic_dhcp.pdf

NEW QUESTION 203
- (Exam Topic 2)
Refer to the exhibit.

MASS-BETRéshow rmunning-contfig

I
hostnama MASS-RTH

|
aaa new-model

]
aaa authantication loglin default local
aaa avthorizatlon exec default local
aaa apthorization commands 15 default local
l
username admin privilege 15 password 7 0236244818115F3348
username cisco privilege 15 password 7 D607T072C494A5B
archive

log config

logging enable
logging size 1000

'

intarface GigabitEtharnetd/0O

ip address dhcp

duplex auto

spaed auto

I

lina vty 0 4
i

MASS-RTR#show archive log config all
fclx Sass useridline Logged command
1 consolediconsole |interface GigabitEthernat(O/0
congolaioconsalon | no shutdown
consoleiconsole | ip address dhop
adminfvty0 jlusername cisco privilege 15 password cisco
admingvtyl |teconfig: USER TABLE MODIFIED

A client is concerned that passwords are visible when running this show archive log config all. Which router configuration is needed to resolve this issue?

A. MASS-RTR(config-archive-log-cfg)#password encryption aes
B. MASS-RTR(config)#aaa authentication arap

C. MASS-RTR(config)#service password-encryption

D. MASS-RTR(config-archive-log-cfg)#hidekeys

Answer: D
Explanation:
Step 7 hidekeys Uptional) Suppresses the display of password informa
COF ration 10g lees
Example: Note ;
' Enabling the hidekeys command increases secunty
- F Nigexeys by preventing passwaord miormation from being
displayed in configuration log files

NEW QUESTION 208
- (Exam Topic 2)
A DMVPN single hub topology is using IPsec + mGRE with OSPF. What should be configured on the hub to ensure it will be the designated router?

A. tunnel interface of the hub with ip nhrp ospf dr

B. OSPF priority to O

C. route map to set the metrics of learned routes to 110
D. OSPF priority greater than 1

Answer: D
Explanation:

By default, the priority is 1 on all routers so we can set the OSPF priority of the hub to a value which is greater than 1 to make sure it would become the DR.

NEW QUESTION 209
- (Exam Topic 2)
Refer to the exhibit.
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EIGRP

1

&S

10.1.1

0 /24

)

OSPF

s
10.1.12.0/24 .Q%jm.ua.mm 10.1.35.0/24

o

10.1.24.0/24 .4$_4 10.1.45.0/24

R1

router eigp 1

redistribute connected
network 10.1.12.1 0.0.0.0

R3

router elgrp 1

network 10.1.23.3 0.0.0.0

1

router ospl 1

redistribute eigrp 1 subnels

ey S|

default-metric 1000000 10 255 1 1500

network 10.1.35.3 0.0.0.0 area 0

| -

To provide reachability to network 10.1.1.0 /24 from R5, the network administrator redistributes EIGRP into OSPF on R3 but notices that R4 is now taking a ...........
path through R5 to reach 10.1.1.0/24 network. Which action fixes the issue while keeping the reachability from R5 to 10.1.1.0/24 network?

A. Change the administrative distance of the external EIGRP to 90.

B. Apply the outbound distribution list on R5 toward R4 in OSPF.

C. Change the administrative distance of OSPF to 200 on R5.
D. Redistribute OSPF into EIGRP on R4

Answer: A

NEW QUESTION 210

- (Exam Topic 2
Refer to Exhibit.

)

HG R GO0
|'IMH'.ZHI:.'.-r:.!]-.“. ip route 0.0.0.0 0.0.0.0 177 .16
“HM"'H‘-"IF'-II-]]I ip route 0,.0.0.0 0.0.0.0 172.16
|
BRANCH (config)h ip =la 1
H-RA.H'::”“.T{_IHIH,T Lp sla)w Lomp echo 172.16.39% &

BRANCH (config-ip-sla)# timecut 200

BRANCH {conf lg-ip-=sla)d fraquency &

15.7 track 1

L
]

6

L
+

BEANCH (cond lq]' Lp sla schedule 1 lifa forever start t ime

W(.‘H:I".ﬂllflq!' track 1 lII sla 1 rn'l"th'.[it"_u'

Traffic from the branch network should route through HQ R1 unless the path is unavailable. An engineer tests this functionality by shutting down interface on the
BRANCH router toward HQ_R1 router but 192.168.20.0/24 is no longer reachable from the branch router. Which set of configurations resolves the issue?

A. HQ_R1(config)# ip sla responderHQ_R1(config)# ip sla responder icmp-echo 172.16.35.2
B. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.1
C. HQ_R2(config)# ip sla responderHQ_R2(config)# ip sla responder icmp-echo 172.16.35.5
D. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.2

Answer: D

Explanation:

In the configuration above, the engineer has made a mistake as he was tracking 172.16.35.6 (the backup path) instead of tracking the main path (172.16.35.2).

Therefore,when he shut down the main path, the track 1 was still up so traffic still went through the main path -> it failed.
To fix this issue, we just need to correct the tracking interface of the main path.

NEW QUESTIO

N 214

- (Exam Topic 2)

Refer to the exh

ibit.
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172.1.12.3/32 is directly connected, Ethernet0/0
172.1.13.0/24 is direclly connected, Ethernet0/1
172.1.13.3/32 is directly connected, Ethernet0/1
192.168.1.0/24 [110/2) via 172.1.12.1, 00:04:44, Ethernet0/0
192.168.2.0/24 [110/2) via 172.1.12.1, 00:04:44_Ethernet0/0
192.168.3.0/24 [110/2]) via 172.1 13 .2, 00.04.44, Ethernet0/1
192.168.4.0/24 [110/2) via 172.1.13.2, 00:04.44, Ethernet0/1
192 168 .5.0/24 is vanably subnefted, 2 subnels, 2 masks
192 168.5 0/24 is directly connected, Loopback0
192.168.5.1/32 i1s direclly connected, Loopback0
192.168.6.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.6.0/24 is direclly connected, Loopback1
L 192.168.6.1/32 is direclly connecled, Loopback1

SanFrancisco and Boston routers are choosing slower links to reach each other despite the direct links being up Which configuration fixes the issue?

~0O O000OrOr E‘

Boston Router

router ospf 1
auto-cost reference-bandwidth 1000

SanFrancisco Router

router ospf 1
auto-cost reference-bandwidth 1000

All Routers

router ospf 1
auto-cost reference-bandwidth 100

All Routers

router ospf 1
auto-cost reference-bandwidth 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 217

- (Exam Topic 2)

Drag and drop the MPLS VPN device types from the left onto the definitions on the right.

device in the core of the provider network
that switches MPLS packets

device that attaches and detaches the VPN
labels to the packets in the provider network

device in the enterprise network that

Customer (C) device

CE device

PE device _
connects to other customer devices

device at the edge of the enterprise network

Provider (P) device
that connects to the SP network

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 218
- (Exam Topic 2)
Refer to the exhibit.
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R1

ip prefix-list ccnpl seq 5 permit 10.1.48.0/24 le 24
ip prefix-list ccnp2 seq 5 permit 10.1.80.0/24 le 32
ip prefix-list ccnp3 seq 5 permit 10.1.64.0/24 le 24

route-map ospf-to-eigrp permit 10
match 1p address prefix-list cenpl
set tag 30

route-map ospf-to-eigrp permit 20
match ip address prefix-list ccnp2
set tag 20

route-map ospf-to-eigrp permit 30

match ip address prefix-list ccnp3
set tag 10

An engineer wanted to set a tag of 30 to route 10 1.80.65/32 but it failed How is the issue fixed?

A. Modify route-map ospf-to-eigrp permit 30 and match prefix-list ccnp2.
B. Modify route-map ospf-to-eigrp permit 10 and match prefix-list ccnp2.
C. Modify prefix-list ccnp3 to add 10.1.64.0/20 le 24
D. Modify prefix-list ccnp3 to add 10.1.64.0/20 ge 32

Answer: B
NEW QUESTION 220

- (Exam Topic 2)
Refer to the exhibit.

&f% 10.3.1.0/24

Head Office

FO/0 Ao 2222

-~ T
() 1
T L] L '.ﬁ'
2, " Cloud ; x®
. [ v By

B

]
]
"
[
L]

Firn|__ IFoo
= Branch Router

Lo 1.1.1.1

LAN: 172.16.1.0/24

LAN: 192.168.100.0/24 LAN:_192.168.200.0/24

DR Site

AN OSPF Area 1

A network administrator reviews the branch router console log to troubleshoot the OSPF adjacency issue with the DR router. Which action resolves this issue?

A. Advertise the branch WAN interface matching subnet for the DR site.
B. Configure matching hello and dead intervals between sites.

C. Configure the WAN interface for DR site in the related OSPF area.
D. Stabilize the DR site flapping link to establish OSPF adjacency.

Answer: A

NEW QUESTION 223
- (Exam Topic 2)
Refer to the exhibit.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

p access hist extended EGRESS2
10 deny ip any any

|

nterface GigatvE thernet/0

ip address 209 165 201 1 255255 2550

ip access-group EGRESS2 out

duplex auto

speed auto

media-type n4ds

ipv6 address 2001 DB8 164

|

ineviy 04

no .‘.r}glr';

ranspor input teinet

ipv6 access kst INGRESS
permit ipv6 2001 DB& /B4 any sequence 10
deny ipve 2001 DB8 /32 any sequence 20

!

interface GigabrtEthemetQ/0

i address 209 165 201 25 255 255 2550
duplex auto

speed auto

media-type nda

ipve address autoconfig

ipv6 nd autoconhg default-route
iové nd cache expire 60

ipv6 nd 13 suppress

ipvh trafc-fiter INGRESS in
ipve nd ra suppress

The engineer configured and connected Router2 to Routerl. The link came up but could not establish a Telnet connection to Routerl IPv6 address of
2001:DB8::1. Which configuration allows Router2 to establish a Telnet connection to Routerl?

A. jpv6 unicast-routing

B. permit ICMPv6 on access list INGRESS for Router2 to obtain IPv6 address
C. permit ip any any on access list EGRESS2 on Routerl

D. IPv6 address on GigabitEthernet0/0
Answer: D

Explanation:
R1

interface Ethernet0/0
ip address 209.165.201.1 255.255.255.0

ip access-group EGRESS?2 out ipv6 address 2001:DB8::1/64 end

R2

interface Ethernet0/0

ip address 209.165.201.25 255.255.255.0
ipv6 address 2001:DB8::2/64 ipv6 address autoconfig

ipv6 nd autoconfig default-route ipv6 nd cache expire 60

ipv6 nd ra suppress
ipv6 traffic-filter INGRESS in end

IOU_Router2#telnet 2001:DB8::1 Trying 2001:DB8::1 ... Open IOU_Router1>

NEW QUESTION 226
- (Exam Topic 2)
Refer to the exhibit.
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interface GigabitEthernetl/0/13
switchport trunk allowed vlan 30-33
switchport mode trunk

L]

interface GigabitEthernetl/0/23
switchport trunk allowed vlan 30-33
switchport mode trunk

An engineer identifier a Layer 2 loop using DNAC. Which command fixes the problem in the SF-D9300-1 switch?

A. no spanning-tree uplinkfast

B. spanning-tree loopguard default
C. spanning-tree backbonesfast

D. spanning-tree portfast bpduguard

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and
management/dnacenter/tech_notes/b_dnac_sda_lan_automation_deployment.html

NEW QUESTION 230
- (Exam Topic 2)
Refer to the exhibit.

E0/O
R1

E0/1

ISP-B

E0/1

R4

Perimeter Zone

A network is under a cyberattack. A network engineer connected to R1 by SSH and enabled the terminal monitor via SSH session to find the source and
destination of the attack. The session was flooded with messages, which made it impossible for the engineer to troubleshoot the issue. Which command resolves

this issue on R1?

A. no terminal monitor

B. (config)#terminal no monitor
C. #terminal no monitor

D. (config)#no terminal monitor

Answer: C

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

Explanation:
To turn off terminal monitor, use “terminal no monitor” in the enable mode

NEW QUESTION 235
- (Exam Topic 2)
Refer to Exhibit.

IpvEe unicast-routing
I
Router ocspfwi 4
Router-id 192.168.1.1
i
Interface E 0/0
Ipve enable
Ip address 10.1.1.1 255.255.255.0
Ospfv3 4 area 0 ipwvd
Ho shut
I
Interface Loopback(
Ipve enable
Ipvd 172.16.1.1 255.255.2585.0
Ospfv3 4 area 0 ipvd

The network administrator configured the branch router for IPv6 on the EO0/O interface. The neighboring router is fully configured to meet requirements, but the
neighbor relationship is not coming up. Which action fixes the problem on the branch router to bring the IPv6 neighbors up?

A. Enable the IPv4 address family under the router ospfv3 4 process by using the address-family ipv4 unicast command
B. Disable IPv6 on the EO/Q interface using the no ipv6 enable command

C. Enable the IPv4 address family under the EO/O interface by using the address-family ipv4 unicast command

D. Disable OSPF for IPv4 using the no ospfv3 4 area 0 ipv4 command under the EQ/O interface

Answer: A

Explanation:

Once again, Cisco changed the IOS configuration commands required for OSPFv3 configuration. The new OSPFv3 configuration uses the “ospfv3” keyword
instead of the earlier “ipv6 router ospf” routing process command and “ipv6 ospf” interface commands.

The Open Shortest Path First version 3 (OSPFv3) address families feature enables both IPv4 and IPv6 unicast traffic to be supported. With this feature, users may
have two processes per interface, but only one process per address family (AF).

NEW QUESTION 237

- (Exam Topic 2)

A network administrator is tasked to permit http and https traffic only toward the internet from the Userl laptop to adhere to company’s security policy. The
administrator can still ping to www.cisco.com Which interface should the access list 101 be applied to resolve this issue?

L
Internet
I
access-list 101 permit tcp 192.168.10.0
0.0.0.255 any e¢q BO
g
access-hst 101 permut tcp 192,168, 10.0 S j
e
0.0.0.255 any eq 443 - Internet Router
access-hst 101 deny 1p any any log
i GOM
interface Seriall/0
ip address 200.193.22.94 255.255.255.252 i
ip access-group 101 in GO 1E.Ld_-
g |2 Access Switch
G0N
User1

192 [X68.10.100

A. Interface G0/48 in the incoming direction
B. Interface GO0/0 in the outgoing direction.
C. Interface S1/0 in the outgoing direction.
D. Interface GO/0 in the incoming direction.

Answer: D

NEW QUESTION 238
- (Exam Topic 2)
Refer to the exhibit.
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F

/t‘

LY 4

N
X

BGP and EIGRP are mutually redistributed on R3, and EIGRP and OSPF are mutually redistributed on R1. Users report packet loss and interruption of service to
applications hosted on the 10.1.1.0724 prefix. An engineer tested the link from R3 to R4 with no packet loss present but has noticed frequent routing changes on
R3 when running the debug ip route command. Which action stabilizes the service?

A. Tag the 10.1.1.0/24 prefix and deny the prefix from being redistributed into OSPF on R1.

B. Repeat the test from R4 using ICMP ping on the local 10.1.1.0/24 prefix, and fix any Layer 2 errors on the host or switch side of the subne
c.n

D. Place an OSPF distribute-list outbound on R3 to block the 10.1.10/24 prefix from being advertised back to R3.

E. Reduce frequent OSPF SPF calculations on R3 that cause a high CPU and packet loss on traffic traversing R3.

Answer: A

Explanation:

After redistribution, R3 learns about network 10.1.1.0/24 via two paths:

+ Internal BGP (IBGP): advertised from R4 with AD of 200 (and metric of 0)

+ OSPF: advertised from R1 with AD of 110 (O E2) (and metric of 20)

Therefore R3 will choose the path with the lower AD via OSPF

But this is a looped path which is received from R3 -> R2 -> R1 -> R3. So when the advertised route from R4 is expired, the looped path is also expired soon and
R3 will reinstall the main path from R4. This is the cause of intermittent connectivity.

We can solve this problem by denying the 10.1.1.0/24 prefix from being redistributed into OSPF on R1. So R3 will not learn this prefix from R1.

Or another solution is to place an OSPF distribute-list inbound on R3 to block the 10.1.1.0/24 prefix from being advertised back to R3.

NEW QUESTION 241

- (Exam Topic 2)

Refer to the exhibit.

Routeré#ishow 1p elgrp interfaces
EIGRP-IPv4 Interfaces far AS(1)

xmit Queue Peercl Mean Pacing Time Mulhicast |
Interface Peers Un/Rehable Un/Reliable SRTT Un/Helhable Flow 1
LoD 0 0/0 00 ) o L} 0
Fal/0 1 Or0 070 Fi /2 50 )

Fouterg#show runming-i onhg | section ewKyrp
router eagrp 1

network 172 16 0.0 0 00 255

nelwork 1492 168 2.2 00 0 0

Nnetwork 192 168 1220000

Routergdshow runnimmg-config intermace Fad/3
Bulding conficguration

Current contiguratbion 9.3 byles

nterface FastEthermeatd

vl forwarding CLIENT Y
D address 1/2 1 1 25

While troubleshooting an EIGRP neighbor adjacency problem, the network engineer notices that the interface connected to the neighboring router is not
participating in the EIGRP process. Which action resolves the issues?

A. Configure the network command to network 172.16.0.1 0.0.0.0

B. Configure the network command under EIGRP address family vrf CLIENT1
C. Configure EIGRP metrics on interface FastEthernet0/3

D. Configure the network command under EIGRP address family ipv4
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Answer: B

Explanation:

router eigrp 1

!

address-family ipv4 vrf CLIENT1 network 172.16.0.0 0.0.0.255
no auto-summary autonomous-system 1

exit-address-family

NEW QUESTION 244

- (Exam Topic 2)

An engineer must configure a Cisco router to initiate secure connections from the router to other devices in the network but kept failing. Which two actions resolve
the issue? (Choose two.)

A. Configure a source port for the SSH connection to initiate
B. Configure a TACACS+ server and enable it

C. Configure transport input ssh command on the console
D. Configure a domain name

E. Configure a crypto key to be generated

Answer: DE

Explanation:

Follow these guidelines when configuring the switch as an SSH server or SSH client:

+ An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.+ If the SSH server is running on a stack master and the stack
master fails, the new stack master uses the RSA key pair generated by the previous stack master

+ If you get CLI error messages after entering the crypto key generate rsa global configuration command, an RSA key pair has not been generated. Reconfigure
thehostname and domain, and then enter the crypto key generate rsa command.+ When generating the RSA key pair, the message No host name specified might
appear. If it does, you must configure a hostname by using the hostname globalconfiguration command.+ When generating the RSA key pair, the message No
domain specified might appear. If it does, you must configure an IP domain name by using the ip domain-nameglobal configuration command.+ When configuring
the local authentication and authorization authentication method, make sure that AAA is disabled on the console.
Reference:https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/co

NEW QUESTION 249

- (Exam Topic 2)

An engineer configured a Cisco router to send reliable and encrypted notifications for any events to the management server. It was noticed that the notification
messages are reliable but not encrypted. Which action resolves the issue?

A. Configure all devices for SNMPv3 informs with priv.
B. Configure all devices for SNMPv3 informs with auth.
C. Configure all devices for SNMPv3 traps with auth.
D. Configure all devices for SNMPv3 traps with priv.

Answer: A

Explanation:
SNMP notifications can be sent as traps or inform requests. Traps are unreliable because the receiver does not send acknowledgments when this device receives
traps.”Send reliable and encrypted notifications for any events” so it is SNMP notifications. For encryption we need to configure “priv”.

NEW QUESTION 252

- (Exam Topic 2)

Clients on ALS2 receive IPv4 and IPv6 addresses but clients on ALS1 receive only IPv4 addresses and not IPv6 addresses. Which action on DSW1 allows clients
on ALS1 to receive IPv6 addresses?
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A. Configure DSW1(config-if)#ipv6 helper address 2002:404:404::404:404

B. Configure DSW1(dhcp-config)#default-router 2002:A04:A01::A04:A01

C. Configure DSW1(config)#ipv6 route 2002:404:404:404:404/128 FastEthernet1/0

D. Configure DSW1(config-if)#ipv6 dhcp relay destination 2002:404:404::404:404 GigabitEthernet1/2

E. Option A
F. Option B
G. Option C
H. Option B

Answer: B

Explanation:

https://community.cisco.com/t5/networking-documents/stateful-dhcpv6-relay-configuration-example/ta-p/31493

NEW QUESTION 253
- (Exam Topic 2)

An engineer configured Reverse Path Forwarding on an interface and noticed that the routes are dropped when a route lookup fails on that interface for a prefix

that is available in the routing table Which interface configuration resolves the issue?

A. ip verify unicast source reachable-via rx

B. ip verify unicast source reachable-via any

C. ip verify unicast source reachable-via allow-default
D. ip verify unicast source reachable-via 12-src

Answer: B

Explanation:

According to this question, uRPF is running in strict mode because packets are dropped even when that route exists in the routing table. Maybe packets are
dropped because the receiving interface is different from the interface the local router uses to send packets to that destination. The ip verify unicast source
reachable-via rx command enables Unicast RPF in strict mode. To enable loose mode, administrators can use the any option (ip verify unicast source reachable-

via any). In loose mode, it doesn’t matter if we use this interface to reach the source or not.

Routing table
192.168.1.0/24 ... via Fa0/1

The allow-default option allows the use of the default route in the source verification process.
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NEW QUESTION 255

- (Exam Topic 2)

An engineer configured two routers connected to two different service providers using BGP with default attributes. One of the links is presenting high delay, which
causes slowness in the network. Which BGP attribute must the engineer configure to avoid using the high-delay ISP link if the second ISP link is up?

A. LOCAL_PREF
B. MED

C. WEIGHT

D. AS-PATH

Answer: A
NEW QUESTION 258

- (Exam Topic 2)
Refer to the exhibit.

admin@linux:~5 scp script.py adminfl198.51.100.64:script.py

Password:
Administratively disabled.
admin@linux:~5 Connection to 198.51.100.64 closed by remote

A network administrator has developed a Python script on the local Linux machine and is trying to transfer it to the router. However, the transfer fails. Which action
resolves this issue?

A. The SSH service must be enabled with the crypto key generate rsa command.

B. The SCP service must be enabled with the ip scp server enable command.

C. The Python interpreter must first be enabled with the guestshell enable command.

D. The SSH access must be allowed on the VTY lines using the transport input ssh command.

Answer: B

Explanation:
The error “Administratively disabled” means we need to enable SCP on the router with the command: Router(config)#ip scp server enable

NEW QUESTION 261
- (Exam Topic 2)
Which Ipvé6 first-hop security feature helps to minimize denial of service attacks?

A. IPv6 Router Advertisement Guard
B. IPv6 Destination Guard

C. DHCPv6 Guard

D. IPv6 MAC address filtering

Answer: B

Explanation:

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs address resolutions only for those addresses that are active on the
link,and requires the FHS binding table to be populated with the help of the IPv6 snooping feature.The feature enables the filtering of IPv6 traffic based on the
destinationaddress, and blocks the NDP resolution for destination addresses that are not found in the binding table. By default, the policy drops traffic coming for
an unknowndestination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_15 0s_book/IPv6_Secur

NEW QUESTION 264
- (Exam Topic 2)
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config t

flow record v4 _r1

match ipv4 tos

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long

collect counter packets long
|

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 2055

exit

!

flow monitor FLOW-MONITOR-1
exporter EXPORTER-1

record v4 r1

exit

!

flow monitor v4_r1

I

ip cef

I

interface Ethernet0/0.1

ip address 172.16.6.2 255.255.255.0

ip flow monitor v4 _r1 input
!

Refer to the exhibit. The remote server is failing to receive the NetFlow data Which action resolves the issue?

A. Modify the flow transport command transport udp 2055 to move under flow monitor profile.
B. Modify the interlace command to Ip flow monitor FLOW-MONITOR-1 Input.

C. Modify the udp port under flow exporter profile to Ip transport udp 4739.

D. Modify the flow record command record v4_r1 to move under flow exporter profile.

Answer: B

Explanation:

From the exhibit we see there are two flow monitors: the first one “FLOW-MONITOR-1" has been configured correctly but the second one “v4_rl1” was left empty

andinterface E0/0.1 is using it. So the remote server does not receive any NetFlow data.

NEW QUESTION 268
- (Exam Topic 2)

AS 1000

(10) WA (10)
"Ly

Internetl Cloud

192.168.101.0/24

wz.tsa.mz.ma

192.168.100.0/24 192.168.200.0/24

AS B451

Y. E M1
% (1)

Customer Edge

Refer to the exhibit. The network administrator has configured the Customer Edge router (AS 64511) to send only summarized routes toward ISP-1 (AS 100) and

ISP-2 (AS 200).

router bgp 64511

network 172.16.20.0 mask 255.255.255.0
network 172.16.21.0 mask 255.255.255.0
network 172.16.22.0 mask 255.255.255.0
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network 172.16.23.0 mask 255.255.255.0
aggregate-address 172.16.20.0 255.255.252.0
After this configuration. ISP-1 and ISP-2 continue to receive the specific routes and the summary route. Which configuration resolves the issue?

A. router bgp 64511aggregate-address 172.16.20.0 255.255.252.0 summary-only

B. router bgp 64511neighbor 192.168.100.1 summary-onlyneighbor 192.168.200.2 summary-only

C. interface E 0/0ip bgp suppress-map BLOCK_SPECIFIClinterface E 0/1lip bgp suppress-map BLOCK_SPECIFIClip prefix-list PL_BLOCK_SPECIFIC permit
172.16.20.0/22 ge 24'route-map BLOCK_SPECIFIC permit 10match ip address prefix-list PL_BLOCK_SPECIFIC

D. ip prefix-list PL_BLOCK_SPECIFIC deny 172.16.20.0/22 ge 22ip prefix-list PL BLOCK SPECIFIC permit 172.16.20.0/22!route-map BLOCK_SPECIFIC permit
10match ip address prefix-list PL_BLOCK_SPECIFIC!router bgp 64511aggregate-address 172.16.20.0 255 255.252.0 suppress-map BLOCKSPECIFIC

Answer: A

Explanation:

When the aggregate-address command is used within BGP routing, the aggregated address is advertised, along with the more specific routes. The exception to
this

rule is through the use of the summary-only command. The “summary-only” keyword suppresses the more specific routes and announces only the summarized
route.

NEW QUESTION 270
- (Exam Topic 1)
Refer to the exhibit.

router eigrp 1

redistribute ospf 5 match external route-map OSPF-TO-EIGRP
metric 10000 2000 255 1 1500

route-map OSPF-TO-EIGRP

match ip address TO-OSPF

Which routes from OSPF process 5 are redistributed into EIGRP?

A. E1 and E2 subnets matching access list TO-OSPF
B. E1 and E2 subnets matching prefix list TO-OSPF
C. only E2 subnets matching access list TO-OSPF

D. only E1 subnets matching prefix listTO-OS1

Answer: A

NEW QUESTION 272
- (Exam Topic 1)
Which security feature can protect DMVPN tunnels?

A. IPsec

B. TACACS+
C.RTBH

D. RADIUS

Answer: A

NEW QUESTION 275

- (Exam Topic 2)

An engineer needs dynamic routing between two routers and is unable to establish OSPF adjacency. The output of the show ip ospf neighbor command shows
that the neighbor state is EXSTART/EXCHANGE. Which action should be taken to resolve this issue?

A. match the passwords

B. match the hello timers
C. match the MTUs

D. match the network types

Answer: C

Explanation:
Neighbors Stuck in ExstartfExchange State

NEW QUESTION 280
- (Exam Topic 2)
Refer to Exhibit.
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Jan 9 1529 29 713: DHCP_SNOOPING: process new DHCP packet, message type DHCPINFORM, input interface
Po2, MAC da_ ffff ffff ifff, DHCP yiaddr 0.0.0.0, DHCP siaddr: 0.0.0.0, DHCP giaddr. 0000

Jan 9 15:29:29 713 DHCP_SNOOPING_SW: bridge packet get invalid mat entry. FFFF FFFF FFFF, packel is
flooded to ingress VLAN. (1)

Jan 9 15:29:29 722 DHCP_SNOOPING_SW: bridge packet send packet to cpu port Vian1

Jan 9 15°29:31 509: DHCPSNOOP(hifm_set_if_input): Setting if_input to Po2 for pak Was VI1

Jan 9 152931 509 DHCPSNOOP(hifm_set_if_input). Setting if_input to VI1 for pak. Was Po2

Jan 9 15:29:31.509: DHCPSNOOP(hifm_set_if_input). Setting if_input to Po2 for pak. Was VI1Jan 9

15.29.31.517. DHCP _SNOOPING. received new DHCP packet from input interface (Port-channel2)

A network administrator enables DHCP snooping on the Cisco Catalyst 3750-X switch and configures the uplink port (Port-channel2) as a trusted port. Clients are
not receiving an IP address, but when DHCP snooping is disabled, clients start receiving IP addresses. Which global command resolves the issue?

A. No ip dhcp snooping information option

B. ip dhcp snooping

C. ip dhcp relay information trust portchannel2
D. ip dhcp snooping trust

Answer: A
NEW QUESTION 283

- (Exam Topic 2)
Refer to Exhibit:

172.20.5.024] 1< 000
172.20.6.0/24
172.20.7.0/24| (10) }.- (.10)
172.20.8.0124 3
Internet-Cloud
152.1m.1m.uy Qﬂm.m_um
AS100 (1) /7 N2 As200
]
isP-1 [ & yu | 15P2
(N /(2

192.153.1&1:& Aﬁﬂjﬂ.ﬂm

AS 111
EOO™ ywax'  EOH
(1) ¥R (N

Customer-Edge

Customer-Edge

ip prefix-list PLIST1 permit 172.20.5.0/24
'
route-map SETLP permit 10

match ip address prefix-list PLIST1

set local-preference 90

1
router bgp 111

neighbor 192.168.10.1 remote-as 100
neighbor 192.168.10.1 route-map SETLP in
neighbor 192.168.20.2 remote-as 200

AS 111 wanted to use AS 200 as the preferred path for 172.20.5.0/24 and AS 100 as the backup. After the configuration, AS 100 is not used for any other routes.
Which configuration resolves the issue?

A. route-mmap SETLP permit 10 match ip address prefix-list PLIST1 set local-preference 99route-map SETLP permit 20
B. route-map SETLP permit 10match ip address prefix-list PLIST1 set local-preference 110route-map SETLP permit 20
C. router bgp 111no neighbor 192.168.10.1 route-map SETLP in neighbor 192.168.10.1 route-map SETLP out

D. router bap 111no neighbor 192.168.10.1 route-map SETLP in neighbor 192.168.20.2 route-map SE TLP in

Answer: A

Explanation:

There is an implicit deny all at the end of any route-map so all other traffic that does not match 172.20.5.0/24 would be dropped. Therefore we have to add a
permitsequence at the end of the route-map to allow other traffic.

The default value of Local Preference is 100 and higher value is preferred so we have to set the local preference of AS100 lower than that of AS200.

NEW QUESTION 286
- (Exam Topic 1)
Drag and Drop the IPv6 First-Hop Security features from the left onto the definitions on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, chart Description automatically generated

NEW QUESTION 289

- (Exam Topic 1)

Users were moved from the local DHCP server to the remote corporate DHCP server. After the move, none of the users were able to use the network.
Which two issues will prevent this setup from working properly? (Choose two)

A. Auto-QoS is blocking DHCP traffic.

B. The DHCP server IP address configuration is missing locally

C. 802.1X is blocking DHCP traffic

D. The broadcast domain is too large for proper DHCP propagation
E. The route to the new DHCP server is missing

Answer: BE
NEW QUESTION 293

- (Exam Topic 1)
Refer to the exhibit.

R1(config)#route-map ADD permit 20
R1(config-route-map)#set tag 1

R1(config)#router ospf1
R1(config-router)#redistribute rip subnets route-map ADD

Which statement about R1 is true?

A. OSPF redistributes RIP routes only if they have a tag of one.

B. RIP learned routes are distributed to OSPF with a tag value of one.

C. R1 adds one to the metric for RIP learned routes before redistributing to OSPF.
D. RIP routes are redistributed to OSPF without any changes.

Answer: B

NEW QUESTION 294
- (Exam Topic 1)
Drag and drop the OSPF adjacency states from the left onto the correct descriptions on the right.
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Init Each router compares the DBD packets
W that were received from the other router.
5 Routers exchange information with other
i routers in the multiaccess network.
| The neighboring router requests the
Down | other routers to send missing enfries.
Evchanae The network has already elected a DR
g | and a backup BDR.
| The OSPF router ID of the receiving router|
ExStart | was not contained in the hello message.
: | No hellos have been received from a
Loading | neighbor router.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

(Reference: http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080093f0e.shtml) Reference:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html Down

This is the first OSPF neighbor state. It means that no information (hellos) has been received from this neighbor, but hello packets can still be sent to the neighbor
in this state.

During the fully adjacent neighbor state, if a router doesn't receive hello packet from a neighbor within the Router Dead Interval time (RouterDeadInterval =
4*Hellolnterval by default) or if the manually configured neighbor is being removed from the configuration, then the neighbor state changes from Full to Down.
Attempt

This state is only valid for manually configured neighbors in an NBMA

environment. In Attempt state, the

router sends unicast hello packets every poll interval to the neighbor, from which hellos have not been received within the dead interval.

Init

This state specifies that the router has received a hello packet from its neighbor, but the receiving router's ID was not included in the hello packet. When a router
receives a hello packet from a neighbor, it should list the sender's router ID in its hello packet as an acknowledgment that it received a valid hello packet.

2-Way

This state designates that bi-directional communication has been established between two routers.

Bi-directional means that each router has seen the other's hello packet. This state is attained when the router receiving the hello packet sees its own Router ID
within the received hello packet's neighbor field. At this state, a router decides whether to become adjacent with this neighbor. On broadcast media and non-
broadcast

multiaccess networks, a router becomes full only with the designated router (DR) and the backup designated router (BDR); it stays in the 2-way state with all other
neighbors. On Point-to-point and Point-to-multipoint networks, a router becomes full with all connected routers.

At the end of this stage, the DR and BDR for broadcast and non-broadcast multiaccess networks are elected. For more information on the DR election process,
refer to DR Election.

Note: Receiving a Database Descriptor (DBD) packet from a neighbor in the init state will also a cause a transition to 2-way state.

Exstart

Once the DR and BDR are elected, the actual process of exchanging link state information can start between the routers and their DR and BDR. (ie. Shared or
NBMA networks).

In this state, the routers and their DR and BDR establish a master-slave relationship and choose the initial sequence number for adjacency formation. The router
with the higher router ID becomes the master and starts the exchange, and as such, is the only router that can increment the sequence number. Note that one
would logically conclude that the DR/BDR with the highest router ID will become the master during this process of master-slave relation. Remember that the
DR/BDR election might be purely by virtue of a higher priority configured on the router instead of highest router ID. Thus, it is possible that a DR plays the role of
slave. And also note that master/slave election is on a per-neighbor basis.

Exchange

In the exchange state, OSPF routers exchange database descriptor (DBD) packets. Database descriptors contain link-state advertisement (LSA) headers only and
describe the contents of the entire link-state database. Each DBD packet has a sequence number which can be incremented only by master which is explicitly
acknowledged by slave. Routers also send link-state request packets and link-state update packets (which contain the entire LSA) in this state. The contents of the
DBD received are compared to the information contained in the routers link-state database to check if new or more current link-state information is available with
the neighbor.

Loading

In this state, the actual exchange of link state information occurs. Based on the information provided by the DBDs, routers send link-state request packets. The
neighbor then provides the requested link-state information in link-state update packets. During the adjacency, if a router receives an outdated or missing LSA, it
requests that LSA by sending a link-state request packet. All link-state update packets are acknowledged.

Full

In this state, routers are fully adjacent with each other. All the router and network LSAs are exchanged and the routers' databases are fully synchronized.

Full is the normal state for an OSPF router. If a router is stuck in another state, it is an indication that there are problems in forming adjacencies. The only
exception to this is the 2-way state, which is normal in a broadcast network. Routers achieve the FULL state with their DR and BDR in NBMA/broadcast media and
FULL state with every neighbor in the remaining media such as point-to-point and point-to-multipoint.

Note: The DR and BDR that achieve FULL state with every router on the segment will display

FULL/DROTHER when you enter the show ip ospf neighbor

command on either a DR or BDR. This simply

means that the neighbor is not a DR or BDR, but since the router on which the command was entered is either a DR or BDR, this shows the neighbor as
FULL/DROTHER.
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Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html Reference:
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080093f0e.shtml) Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-
shortest-path-first-ospf/13685-13.html

NEW QUESTION 295
- (Exam Topic 1)
Refer to the exhibit.

10.10.10.0/30

Fa0/0 10.10.20.0/30

Fa0/M

An IP SLA was configured on router R1 that allows the default route to be modified in the event that Fa0/0 loses reachability with the router R3 Fa0/0 interface.
The route has changed to flow through
router R2. Which debug command is used to troubleshoot this issue?

A. debug ip flow

B. debug ip sla error
C. debug ip routing
D. debug ip packet

Answer: C

Explanation:
debug ip routing This command enables debugging messages related to the routing table.

NEW QUESTION 298
- (Exam Topic 1)
Which SNMP verification command shows the encryption and authentication protocols that are used in SNMPV3?

A. show snmp group
B. show snmp user
C. show snmp

D. show snmp view

Answer: B

NEW QUESTION 303
- (Exam Topic 1)
Refer to the exhibit.

R1(config)# ip route 0.0.0.0 0.0.0.0 1.1.1.1

R1(config)# ip route 0.0.0.0 0.0.0.0 2.2.2.2 10
R1(config)# ip sla 1
R1(
R1(

config)# icmp-echo 1.1.1.1 source-interface FastEthernet0/0
config)# ip sla schedule 1 life forever start-time now

R1(config)# track 1 ip sla 1 reachability

An IP SLA is configured to use the backup default route when the primary is down, but it is not working as desired. Which command fixes the issue?

A. R1(config)# ip route 0.0.0.0.0.0.0.0.2.2.2.2 10 track 1
B. R1(config)# ip route 0.0.0.0.0.0.0.0.2.2.2.2

C. R1(config)#ip sla track 1

D. R1(config)# ip route 0.0.0.0.0.0.0.0.1.1.1.1 track 1

Answer: D

Explanation:

Reference:

Note: By default Static Router AD value-1 hence ip route 0.0.0.0. 0.0.0.0. 1.1.1.1 track 1 means AD-1 which must be less than of back up route AD.

Define the backup route to use when the tracked object is unavailable. !--- The administrative distance of the backup route must be greater than !--- the
administrative distance of the tracked route.!--- If the primary gateway is unreachable, that route is removed!--- and the backup route is installed in the routing
table!l--- instead of the tracked route.
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https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-1SP-Failover-with-default-routes-using-I.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118962-config

NEW QUESTION 307
- (Exam Topic 1)
Refer to the exhibit.

1892.1.4.4/24

192122124

on A2

R2[confge cryplo isakmg podcy 10

R2{config-isakmp) # hash md5

R2{config-isakmp) # authentication pre-shane

R2{config-rsakmp) 8 group 2

R2{config-rsakmp)é encrypbion Jdes

R2{configs crypto isakmg: key cisco address 1001.1.1

R2{canfig)s cryplo ipsec ransfem.sel TSET esp.des asp.md-hmac
R2{cIg-cryplo-trans & mode ranspon

R2{canfig)a cryplo ipsec profile TST R2 (ipsec-profile) # sef tanshorm.-set TSET
R2{config )& interace lunned 123

R2{config-ia tunnel protechion ipsec profile TST

an R

R3(conhq @ cryplo sakmp pocy 10

R{conhg-ssakmp) # hash medd

R3(config-isakmp) # authenbicabon pre-share

R3{config-tsakmp) # group 2

R3(confg-isaknp)® encryption 3des

Ri(config) cryplo isakmg key crsco address 1001.1.1

RA{confn cryplo ipsec ransform-sel TSET esp-des esp-mad5-hmac
R3{clg-cryplo-trans & mode bunned

R3{config)¥ cryplo ipsec profile TST B3 (ipsec-profile) « sel tanshorm-set TSET
R3{config)a interface tunnel 123

R3{config-{# tunnel prodection ipsec profile TST

After applying IPsec, the engineer observed that the DMVPN tunnel went down, and both spoke-to-spoke and hub were not establishing. Which two actions

resolve the issue? (Choose two.)

A. Configure the crypto isakmp key cisco address 192.1.1.1 on R2 and R3
B. Configure the crypto isakmp key cisco address 0.0.0.0 on R2 and R3.

C. Change the mode from mode tunnel to mode transport on R3
D. Change the mode from mode transport to mode tunnel on R2.

E. Remove the crypto isakmp key cisco address 10.1.1.1 on R2 and R3

Answer: AD

Explanation:

*When using DMVPN with IPSec, it is unnecessary to use tunnel mode. Because DMVPN uses GRE which means that a new IP header is already added by GRE.
The GRE encapsulation happens on the tunnel interface before the encryption process takes place.

NEW QUESTION 310
- (Exam Topic 1)
Which statement about MPLS LDP router ID is true?

A. If not configured, the operational physical interface is chosen as the router ID even if a loopback is configured.
B. The loopback with the highest IP address is selected as the router ID.

C. The MPLS LDP router ID must match the IGP router ID.
D. The force keyword changes the router ID to the specified address without causing any impact.

Answer: B

Explanation:
Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/12-4m/mp-ldp-12-4mbook.pdf

NEW QUESTION 312
- (Exam Topic 1)
Refer to Exhibit.

router ospf 10
router-id 192.168.1.1

log-adjacency-changes

route-map BGP-TO-0SPF deny 10
match ip address 50

redistribute bgp 1 subnets route-map BGP-TO-OSPF

route-map BGP-TO-0OSPF permit 20

access-list 50 permit 172.16.1.0 0.0.0.255

Which statement about redistribution from BGP into OSPF process 10 is true?

A. Network 172.16.1.0/24 is not redistributed into OSPF.
B. Network 10.10 10.0/24 is not redistributed into OSPF
C. Network 172.16.1.0/24 is redistributed with administrative distance of 1.

D. Network 10.10.10.0/24 is redistributed with administrative distance of 20.

Answer: A
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NEW QUESTION 317
- (Exam Topic 1)
Which two statements about redistributing EIGRP into OSPF are true? (Choose two)

A. The redistributed EIGRP routes appear as type 3 LSAs in the OSPF database

B. The redistributed EIGRP routes appear as type 5 LSAs in the OSPF database

C. The administrative distance of the redistributed routes is 170

D. The redistributed EIGRP routes appear as OSPF external type 1

E. The redistributed EIGRP routes as placed into an OSPF area whose area ID matches the EIGRP autonomous system number
F. The redistributed EIGRP routes appear as OSPF external type 2 routes in the routing table

Answer: BF

NEW QUESTION 321
- (Exam Topic 1)
Refer to the exhibit.
R1#show running-config | section dhcp
ip dhcp excluded-address 192.168.1.1 192.1686.1.49
ip dhcp pool DHCP
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
dns-server 8.8.8.8

lease 0 12

Users report that IP addresses cannot be acquired from the DHCP server. The DHCP
server is configured as shown. About 300 total nonconcurrent users are using this DHCP server, but none of them are active for more than two hours per day.
Which action fixes the issue within the current resources?

A. Modify the subnet mask to the network 192.168.1.0 255.255.254.0 command in the DHCP pool
B. Configure the DHCP lease time to a smaller value

C. Configure the DHCP lease time to a bigger value

D. Add the network 192.168.2.0 255.255.255.0 command to the DHCP pool

Answer: B

NEW QUESTION 324
- (Exam Topic 1)
What is a prerequisite for configuring BFD?

A. Jumbo frame support must be configured on the router that is using BFD.

B. All routers in the path between two BFD endpoints must have BFD enabled.

C. Cisco Express Forwarding must be enabled on all participating BFD endpoints.

D. To use BFD with BGP, the timers 3 9 command must first be configured in the BGP routing process.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/fs_bfd.html#wp1043332

NEW QUESTION 325

- (Exam Topic 1)

An engineer configured a leak-map command to summarize EIGRP routes and advertise specifically loopback 0 with an IP of 10.1.1.1.255.255.255.252 along with
the summary route. After finishing configuration, the customer complained not receiving summary route with specific loopback address. Which two configurations
will fix it? (Choose two.)

router eigrp 1
|

i'oute-map Leak-Route deny 10
|

interface Serial 0/0
ip summary-address eigrp 1 10.0.0.0 255.0.0.0 leak-map Leak-Route

. Configure access-list 1 permit 10.1.1.0.0.0.0.3.

. Configure access-list 1 permit 10.1.1.1.0.0.0.252.

. Configure access-list 1 and match under route-map Leak-Route.

. Configure route-map Leak-Route permit 10 and match access-list 1.
. Configure route-map Leak-Route permit 20.

mooOw2>»

Answer: AD

Explanation:

When you configure an EIGRP summary route, all networks that fall within the range of your summary are suppressed and no longer advertised on the interface.
Only the summary route is advertised. But if we want to advertise a network that has been suppressed along with the summary route then we can use leak-map
feature. The below commands will fix the configuration in this question:

R1(config)#access-list 1 permit 10.1.1.0 0.0.0.3

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

R1(config)#route-map Leak-Route permit 10 // this command will also remove the “route_map Leak-Route deny 10” command.

R1(config-route-map)#match ip address 1

NEW QUESTION 330
- (Exam Topic 1)

Which component of MPLS VPNs is used to extend the IP address so that an engineer is able to identify to which VPN it belongs?

A. VPNv4 address family
B. RD

C.RT

D. LDP

Answer: B

Explanation:

+ Specify the correct route distinguisher used for that VPN, This is used to extend the IP address so that you can identify which VPN it belongs to

NEW QUESTION 331
- (Exam Topic 1)
Refer to the exhibit.

192.168.0.1 /24

Physical: 172.17.0.1
Tunnel: 10.0.0.1

Physical: 172.17.0.2 e "\
Tunnel: 10.0.0.11 - b

192.168.1.1 /24

Physical; 172.17.0.3
Tunnel: 10.0.0.12

192.168.2.1 /124

Which interface configuration must be configured on the spoke A router to enable a dynamic DMVPN tunnel with the spoke B router?

A interface Tunnel0
description mGRE - DMVPN Tunnel
ip address 10.0.0.11 255.255.255.0
ip nhrp map multicast dynamic
ip nhrp network-id 1
tunnel source 10.0.0.1
tunnel destination FastEthernet 0/0
tunnel mode gre multipoint

5 interface Tunnel0
ip address 10.0.0.11 255.255.255.0
ip nhrp network-id 1
tunnel source FastEthernet 0/0
tunnel mode gre multipoint
ip nhrp nhs 10.0.0.1
ip nhrp map 10.0.0.1 172.17.0.1

interface Tunnel0

ip address 10.1.0.11 255.255.255.0
ip nhrp network-id 1

tunnel source 1.1.1.10

ip nhrp map 10.0.0.11 172.17.0.2
tunnel mode gre

interface Tunnel0

ip address 10.0.0.11 255.255.255.0
ip nhrp map multicast static

ip nhrp network-id 1

tunnel source 10.0.0.1

tunnel mode gre multipoint
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 334
- (Exam Topic 1)

During the maintenance window an administrator accidentally deleted the Telnet-related configuration that permits a Telnet connection from the inside network

(Eth0/0) to the outside of the

networking between Friday — Sunday night hours only. Which configuration resolves the issue?

A)

interface Ethermet0/0

ip address 10.1.1.1 255.255.2556.0
Ip acCESS-group 101 in

|

;:‘!{:GEEE-HST 101 permit udp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq teinet time-range changewindow

!

time-range changewindow

periodic Friday Saturday Sunday 22:00 to 05:00

B)

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

[

access-list 101 permit tep 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

eq telnet time-range changewindow
1

time-range changewindow

periodic 22:00 to 05:00

C)
interface Ethernet0/0

ip address 10.1.1.1 255.265.255.0
ip access-group 101 in
r

access-list 101 permit tep 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq telnet time-range changewindow
II

iime-range changewindow

periodic Friday Saturday Sunday 22:00 to 05:00
D)
Interface Ethernet0/0

ip address 10.1.1.1 256.255.255.0
ip access-group 101 in

|

access-list 101 permit udp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq telnet time-range changewindow
|

fime.ranne channewindow

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 338
- (Exam Topic 1)
Refer to the exhibit.
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config t
flow record v4_r1
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
I
flow exporter EXPORTER-1
destination 172.16.10.2
transport udp S0
exit
I
flow monitor FLOW-MONITOR-1
record v4_r1
exit
I
ip cef
I
interface Ethernet0/0.1
Ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
I

Why is the remote NetFlow server failing to receive the NetFlow data?

A. The flow exporter is configured but is not used.

B. The flow monitor is applied in the wrong direction.

C. The flow monitor is applied to the wrong interface.
D. The destination of the flow exporter is not reachable.

Answer: A

NEW QUESTION 342
- (Exam Topic 1)
Which label operations are performed by a label edge router?

A. SWAP and POP
B. SWAP and PUSH
C. PUSH and PHP
D. PUSH and POP

Answer: D

Explanation:

A label edge router (LER, also known as edge LSR) is a router that operates at the edge of an MP and acts as the entry and exit points for the network. LERs push
an MPLS label onto an incoming packet and pop it off an outgoing packet.

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/mpls/configuration/guide/mpls_cg/mp_mp

NEW QUESTION 345
- (Exam Topic 1)
Which is statement about IPv6 inspection is true?

A. It teams and secures bindings for stateless autoconfiguration addresses in Layer 3 neighbor tables
B. It learns and secures bindings for stateful autoconfiguration addresses in Layer 3 neighbor tables
C. It teams and secures bindings for stateful autoconfiguration addresses in Layer 2 neighbor tables
D. It team and secures binding for stateless autoconfiguration addresses in Layer 2 neighbor tables.

Answer: D
NEW QUESTION 347
- (Exam Topic 1)

After some changes in the routing policy, it is noticed that the router in AS 45123 is being used as a transit AS router for several service provides. Which
configuration ensures that the branch router in AS 45123 advertises only the local networks to all SP neighbors?
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A)

ip as-path access-list 1 permit 45123
I

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

B)

ip as-path access-list 1 permit .”
!

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

C)
ip as-path access-list 1 permit *45123%
|

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

D)

ip as-path access-list 1 permit A$

|

router bgp 45123

neighbor SP-Neighbors filter-list 1 out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

By default BGP advertises all prefixes to external BGP neighbors. This means that if you are multi-homed (connected to two or more ISPs) then you might become
a transit AS. For example, ISP 2 in AS 200 can send traffic to your router in AS 100 to reach ISP 3 in AS 300 because you advertised prefixes in ISP 3 to ISP 2.
This is what will be seen in the BGP routing table of ISP1.:

NEW QUESTION 348
- (Exam Topic 1)
R2 has a locally originated prefix 192.168.130.0/24 and has these configurations:

ip prefix-list test seq 5 permit 192.168.130.0/24
!

route-map OUT permiti10

match ip address prefix-list test

set as-path prepend 65000

What is the result when the route-map OUT command is applied toward an eBGP neighbor R1 (1.1.1.1) by using the neighbor 1.1.1.1 route-map OUT out
command?

A. R1 sees 192.168.130.0/24 as two AS hops away instead of one AS hop away.
B. R1 does not accept any routes other than 192.168.130.0/24

C. R1 does not forward traffic that is destined for 192.168.30.0/24

D. Network 192.168.130.0/24 is not allowed in the R1 table

Answer: A

NEW QUESTION 350
- (Exam Topic 1)
Refer to the exhibit.
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BRANCH-RTR#

router eigrp 100

network 1043100007

network 10.100.100.1 0.0.0.0

distribute-list route-map FILTER-IN in FastEthemetl/O
eigrp router-id 10,100,100 1

I

ip prefix-list 102 seq 10 permit 10.1.1.100/32
|

route-map FILTER-IN deny 10

match ip address prefix-list 102
I

A junior engineer updated a branch router configuration. Immediately after the change, the engineer receives calls from the help desk that branch personnel
cannot reach any network destinations. Which configuration restores service and continues to block 10.1.1.100/32?

A. route-map FILTER-IN deny 5

B. ip prefix-list 102 seq 15 permit 0.0.0.0/32 le 32
C. ip prefix-list 102 seq 5 permit 0.0.0.0/32 le 32
D. route-map FILTER-IN permit 20

Answer: D

Explanation:

By using “deny” keyword in a route-map, we can filter out the prefix specified in the prefix-list. But there is an implicit “deny all” statement in the prefix-list so we
must permit other prefixes

with “permit” keyword in the route-map.

NEW QUESTION 351

- (Exam Topic 1)

A network engineer needs to verify IP SLA operations on an interface that shows on indication of excessive traffic.
Which command should the engineer use to complete this action?

A. show frequency
B. show track

C. show reachability
D. show threshold

Answer: B

NEW QUESTION 353
- (Exam Topic 1)
Drag and drop the SNMP attributes in Cisco 10S devices from the left onto the correct SNMPv2c or SNMPV3 categories on the right.

SHNMPv2e

community string

username and password

authentication

no encryplion

SNMPv3

privileged

read-only

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 355
- (Exam Topic 1)
Refer to the exhibit.
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Router Configuration:

ip vrf customer a
rd 1:1

route-target export 1:1
route-target import 1:1

|

|

interface Fastkethernet0.1
encapsulation dot1Q 2

ip vrf forwarding customer_a

|
router ospf 1
log-adjacency-changes
!
router ospf 2 vrf customer_a
log-adjacency-changes
network 192.168.4.0 0.0.0.255 area 0
I

end

ip address 192.168.4.1 255.255.255.0§

The network administrator configured VRF lite for customer A. The technician at the remote site misconfigured VRF on the router. Which configuration will resolve

connectivity for both sites of customer_a?

ip vrf customer_a

rd 1:1

route-target export 1:2
route-target import 1:2

ip vrf customer_a

rd 1:1

route-target import 1:1
route-target export 1:2

ip vrf customer_a
rd 1:2
route-target both 1:2

ip vrf customer_a
rd 1:2
route-target both 1:1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
From the exhibit, we learned:

+ VRF customer_a was exported with Route target (RT) of 1:1 so at the remote site it must be imported with the same RT 1:1.
+ VRF customer_a was imported with Route target (RT) of 1:1 so at the remote site it must be exported with the same RT 1:1.

Therefore at the remote site we must configure the command “route-target both 1:1” (which is equivalent to two commands “route-target import 1:1” & “route-

target export 1:1".

NEW QUESTION 356
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