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NEW QUESTION 1
- (Exam Topic 3)
Which AWS service allows a user to provision a managed MySQL DB instance?

A. Amazon DynamoDB
B. Amazon Redshift
C. Amazon RDS
D. AWS Database Migration Service (AWS DMS)

Answer: C

NEW QUESTION 2
- (Exam Topic 3)
Which of the following is an architectural design principle of the AWS Well-Architected Framework?

A. Loosely couple components
B. Build monolithic systems
C. Scale vertically, not horizontally
D. Use third-party software

Answer: A

NEW QUESTION 3
- (Exam Topic 3)
A company needs to organize its resources and track AWS costs on a detailed level. The company needs to categorize costs by business department,
environment, and application.
Which solution will meet these requirements?

A. Access the AWS Cost Management console to organize resources, set an AWS budget, and receive notifications of unintentional usage.
B. Use tags to organize the resource
C. Activate cost allocation tags to track AWS costs on a detailed level.
D. Create Amazon CloudWatch dashboards to visually organize and track costs individually.
E. Access the AWS Billing and Cost Management dashboard to organize and track resource consumption on a detailed level.

Answer: A

NEW QUESTION 4
- (Exam Topic 3)
A company acquired another corporation. The company now has two AWS accounts.
Which AWS service or tool can the company use to consolidate the billing for these two accounts?

A. AWS Systems Manager
B. AWS Organizations
C. AWS License Manager
D. Cost Explorer

Answer: B

NEW QUESTION 5
- (Exam Topic 3)
A company has a serverless application that includes an Amazon API Gateway API, an AWS Lambda function, and an Amazon DynamoDB database.
Which AWS service can the company use to trace user requests as they move through the application's components?

A. AWS CloudTrail
B. Amazon CloudWatch
C. Amazon Inspector
D. AWS X-Ray

Answer: D

Explanation: 
X- ray - https://aws.amazon.com/xray/ CloudTrail - audit
Cloudwatch - monitor
Inspector - vulnerability management X-Ray – tracing

NEW QUESTION 6
- (Exam Topic 3)
A company wants to protect resources that the company hosts on AWS, including Application Load Balancers and Amazon CloudFront distributions. The company
wants an AWS service that can provide near real-time visibility into attacks on the company's resources. The service must also have a dedicated AWS team to
assist with distributed denial of service (DDoS) attacks.
Which AWS service will meet these requirements?

A. AWS WAF
B. AWS Shield Standard
C. Amazon Macie
D. AWS Shield Advanced
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Answer: D

Explanation: 
https://aws.amazon.com/shield/faqs/

NEW QUESTION 7
- (Exam Topic 3)
Which AWS service or feature can a company use to apply security rules to a subnet for Amazon EC2 instances?

A. AWSWAF
B. AWS Shield
C. Network ACLs
D. Security groups

Answer: B

NEW QUESTION 8
- (Exam Topic 3)
Which AWS service can convert taxi 10 lifelike speech?

A. Amazon Policy
B. Amazon Textract
C. Amazon Transcribe
D. Amazon Comprehend

Answer: C

NEW QUESTION 9
- (Exam Topic 3)
When AWS tool acts as a firewall to control traffic in and out of subnets within a VPC?

A. Security group
B. Route table
C. VPC endpoint
D. Network access control list (ACL)

Answer: D

NEW QUESTION 10
- (Exam Topic 3)
Using Amazon Elastic Container Service (Amazon ECS) to break down a monolithic architecture into microservices is an example of:

A. a loosely coupled architecture.
B. a tightly coupled architecture.
C. a stateless architecture.
D. a stateful architecture.

Answer: A

NEW QUESTION 10
- (Exam Topic 3)
A company notices suspicious network activity against an application that is running on a fleet of Amazon EC2 instances The suspicious activity is coming from a
single IP address
Which AWS service should the company use to block access from this IP address?

A. AWS Shield
B. AWS Config
C. Amazon GuardDuty
D. AWS WAF

Answer: D

Explanation: 
AWS WAF is a web application firewall that lets you monitor the HTTP and HTTPS requests that are forwarded to your protected web application resources. You
can protect the following resource types:

 Amazon CloudFront distribution

 Amazon API Gateway REST API

 Application Load Balancer

 AWS AppSync GraphQL API

 Amazon Cognito user pool
AWS WAF also lets you control access to your content. Based on conditions that you specify, such as the IP addresses that requests originate from or the values
of query strings, your protected resource responds to requests either with the requested content, with an HTTP 403 status code (Forbidden), or with a custom
response.
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
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NEW QUESTION 14
- (Exam Topic 3)
Which of the following are characteristics of a serverless application that runs in the AWS Cloud? (Select TWO.)

A. Users must manually configure Amazon EC2 instances.
B. Users have a choice of operating systems.
C. The application has built-in fault tolerance
D. Users can run Amazon EC2 Spot Instances.
E. The application can scale based on demand.

Answer: AE

NEW QUESTION 19
- (Exam Topic 3)
A company needs fully managed, highly reliable, and scalable file storage that is accessible over the Server
Message Block (SMB) protocol.
Which AWS service will meet these requirements?

A. Amazon S3
B. Amazon Elastic File System (Amazon EFS)
C. Amazon FSx for Windows File Server
D. Amazon Elastic Block Store (Amazon EBS)

Answer: C

Explanation: 
https://www.amazonaws.cn/en/fsx/windows/

NEW QUESTION 23
- (Exam Topic 3)
What is the total volume of data that can be stored in Amazon S3?

A. 10 PB
B. 50 PB
C. 100 PB
D. Virtually unlimited

Answer: D

NEW QUESTION 26
- (Exam Topic 3)
A company moves a workload to AWS to run on Amazon EC2 instances. The company needs to run the workload in the most cost-effective way. What can the
company do to meet this requirement?

A. Use AWS Key Management Service (AWS KMS).
B. Use multiple AWS accounts and consolidated billing.
C. Use AWS CloudFormation to deploy the infrastructure.
D. Rightsize all the EC2 instances that are used in the deployment.

Answer: D

NEW QUESTION 29
- (Exam Topic 3)
A company is designing a web application that will run on Amazon EC2 instances.
Which AWS services and features will improve availability and reduce the impact of failures for this application? (Choose two.)

A. Amazon EC2 Auto Scaling for the EC2 instances
B. VPC subnet ACLs to check the health of a service
C. Resources that are distributed across multiple Availability Zones
D. Configuration of AWS Server Migration Service (AWS SMS) to move the EC2 instances to a different AWS Region
E. Resources that are distributed across multiple AWS points of presence

Answer: AC

NEW QUESTION 30
- (Exam Topic 3)
A company wants to improve its security and audit posture by limiting Amazon EC2 inbound access. What should the company use to access instances remotely
instead of opening inbound SSH ports and
managing SSH keys?

A. EC2 key pairs
B. AWS Systems Manager Session ManagerC AWS Identity and Access Management (1AM)
C. Network ACLs

Answer: B

Explanation: 
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AWS Systems Manager Session Manager is a new interactive shell and CLI that helps to provide secure, access-controlled, and audited Windows and Linux EC2
instance management. Session Manager removes the need to open inbound ports, manage SSH keys, or use bastion hosts.
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

NEW QUESTION 33
- (Exam Topic 3)
Which AWS benefit is demonstrated by on-demand technology services that enable companies to replace upfront fixed expenses with variable expenses?

A. High availability
B. Economies of scale
C. Pay-as-you-go pricing
D. Global reach

Answer: C

NEW QUESTION 36
- (Exam Topic 3)
What is the security best practice concerning sensitive data stored in Amazon S3?

A. Enable cross-Region replication on the S3 bucket.
B. Enable S3 server-side encryption on the S3 bucket.
C. Configure AWS WAF to prevent unauthorized access to the S3 bucket.
D. Configure Amazon GuardDuty to prevent unauthorized access to the S3 bucket.

Answer: B

NEW QUESTION 38
- (Exam Topic 3)
Which design principles are enabled by the AWS Cloud to improve the operation of workloads? (Choose two.)

A. Minimize upfront design
B. Loose coupling
C. Disposable resources
D. Server design and concurrency
E. Minimal viable product

Answer: BD

NEW QUESTION 41
- (Exam Topic 3)
A company needs an AWS design solution for a distributed system. The system's components need to be set up so that one system component cannot negatively
impact another component.
Which AWS architectural best practice will meet this requirement?

A. Use request throttling
B. Use a stateful service
C. Implement automatic data backups
D. Implement loose coupling

Answer: C

NEW QUESTION 44
- (Exam Topic 3)
An application that is hosted on Amazon EC2 has a steady and consistent workload. The application will operate for at least 1 year. What is the MOST cost-
effective instance purchasing option to meet these requirements?

A. Spot Instances
B. Reserved Instances
C. On-Demand Instances
D. Dedicated Hosts

Answer: B

Explanation: 
https://blogs.vmware.com/cloudhealth/aws-reserved-instances-vs-on-demand/#:~:text=The%20difference%20be

NEW QUESTION 46
- (Exam Topic 3)
Where can AWS users review answers to frequently asked questions about security in the AWS Cloud?

A. AWS Trusted Advisor
B. AWS Knowledge Center
C. AWS Support Center
D. AWS Artifact

Answer: B
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Explanation: 
 https://aws.amazon.com/premiumsupport/knowledge-center/ 

NEW QUESTION 49
- (Exam Topic 3)
Which action will help increase security in the AWS Cloud?

A. Enable programmatic access for all IAM users.
B. Use IAM users instead of IAM roles to delegate permissions.
C. Rotate access keys on a reoccurring basis.
D. Use inline policies instead of customer managed policies.

Answer: C

Explanation: 
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
Where possible, we recommend relying on temporary credentials instead of creating long-term credentials such as access keys. However, for scenarios in which
you need IAM users with programmatic access and long-term credentials, we recommend that you rotate access keys. Regularly rotating long-term credentials
helps you familiarize yourself with the process. This is useful in case you are ever in a situation where you must rotate credentials, such as when an employee
leaves your company. We recommend that you use IAM access last used information to rotate and remove access keys safely.

NEW QUESTION 52
- (Exam Topic 3)
Which of the following is an AWS best practice for managing an AWS account root user?

A. Keep the root user password with the security team.
B. Enable multi-factor authentication (MFA) for the root user
C. Create an access key for the root user.
D. Keep the root user password consistent for compliance purposes.

Answer: B

Explanation: 
If you do have an access key for your AWS account root user, delete it. If you must keep it, rotate (change) the access key regularly. To delete or rotate your root
user access keys, go to the My Security Credentials page in the AWS Management Console and sign in with your account's email address and password. You can
manage your access keys in the Access keys section. For more information about rotating access keys, see Rotating access keys.

NEW QUESTION 54
- (Exam Topic 3)
A company is choosing an AWS Support plan. The company needs the ability to contact cloud support engineers by phone, email, and chat 24 hours a day, 7 days
a week.
What is the LEAST expensive AWS Support plan that meets these requirements?

A. AWS Basic Support
B. AWS Developer Support
C. AWS Business Support
D. AWS Enterprise Support

Answer: C

Explanation: 
https://aws.amazon.com/premiumsupport/plans/

NEW QUESTION 55
- (Exam Topic 2)
Which pillar of Vie AWS Well-Architected Framework is focused on the ability of a workload lo perform its intended function correctly and consistently at the
expected time?

A. Performance efficiency
B. Operational excellence
C. Reliability
D. Security

Answer: A

NEW QUESTION 59
- (Exam Topic 2)
A company is considering implementing a new workload m the AWS Cloud However, the company first wants to forecast the potential cost.
Which tool should the company use to estimate the cost of the workload?

A. Cost Explorer
B. AWS Pricing Calculator
C. AWS Billing and Cost Management dashboard
D. AWS Cost and Usage Report

Answer: B
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NEW QUESTION 64
- (Exam Topic 2)
A company is designing an application. For the data persistence layer, the company wants to use a NoSQL database. Which AWS service should the company
use for the database?

A. Amazon Redshift
B. AWS DataSync
C. Amazon Athena
D. Amazon DynamoDB

Answer: D

NEW QUESTION 67
- (Exam Topic 2)
Which task is the responsibility of the customer according to the AWS snared responsibility model?

A. Patch the Amazon DynamoDB operating system
B. Secure Amazon CloudFront edge locations by allowing physical access according to the principle of least privilege
C. Protect the hardware that runs AWS services
D. Use AWS Identity and Access Management (IAM) according to the principle of least privilege

Answer: D

NEW QUESTION 71
- (Exam Topic 2)
A company has acquired several other companies. All the companies host their IT infrastructure in the AWS Cloud. Which AWS service should the acquiring
company use to centralize the account management?

A. AWS Systems Manager
B. AWS Organizations
C. AWS Security Hub
D. Amazon Workspaces

Answer: B

NEW QUESTION 76
- (Exam Topic 2)
A company wants to organize its users so that the company can grant permissions to the users as a group. Which AWS service or tool can the company use to
meet this requirement?

A. Security groups
B. AWS identity and Access Management (IAM)
C. Resource groups
D. AWS Security Hub

Answer: B

NEW QUESTION 79
- (Exam Topic 2)
Wh.cn of lite following is advantages of the AWS Cloud? (Select TWO.)

A. Trade variable expenses tor capital expenses
B. High economies of scale
C. Launch globally in minutes
D. Focus on managing hardware infrastructure
E. Overprovision to ensure capacity

Answer: CE

NEW QUESTION 81
- (Exam Topic 2)
Which of the following gives a company the ability to take advantage of tiered pricing for services across multiple AWS member accounts?

A. AWS Organizations service control policies (SCPs)
B. AWS Organizations consolidated billing
C. All upfront Reserved Instances
D. Cost Explorer utilization reports

Answer: B

NEW QUESTION 83
- (Exam Topic 2)
A company distributes traffic evenly among a fleet of Amazon EC2 instances. The EC2 instances must accommodate unpredictable increases in traffic.
Which benefit does the AWS Cloud provide to meet this requirement?

A. Scalability
B. Resilience
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C. Security
D. Agility

Answer: A

NEW QUESTION 85
- (Exam Topic 2)
Which fully managed AWS service allows a user to bring their own machine teaming algorithm?

A. Amazon Forecast
B. AWS Artifact
C. AWS Data Pipeline
D. Amazon SageMaker

Answer: D

NEW QUESTION 87
- (Exam Topic 2)
A company wants to provide managed Windows virtual desktops and applications to its remote employees over secure network connections.
When AWS services can the company use to meet the requirements? (Select TWO.)

A. Amazon Connect
B. Amazon AppStream 2.0
C. Amazon Workspaces
D. AWS Site-to-Site VPN
E. Amazon Elastic Container Service (Amazon ECS)

Answer: CD

NEW QUESTION 90
- (Exam Topic 2)
A company stores several terabytes of data in an Amazon S3 bucket. The company needs to query the data by using standard SQL and does not want to set up
infrastructure. Which AWS service should the company use to meet these. requirements?

A. Amazon RDS
B. Amazon Redshift
C. Amazon Athena
D. Amazon EC2

Answer: C

Explanation: 
"Amazon Athena is an interactive query service that makes it easy to analyze data in Amazon S3 using standard SQL. Athena is serverless, so there is no
infrastructure to setup or manage, and you can start analyzing data immediately."

NEW QUESTION 92
- (Exam Topic 2)
Which AWS service adds speech-to-text capabilities to applications?

A. Amazon Polly
B. Amazon Textract
C. Amazon Transcribe
D. Amazon Comprehend

Answer: C

NEW QUESTION 96
- (Exam Topic 2)
A company is using Amazon EC2 instances.
Which tasks are the company's responsibility, according to the AWS shared responsibility model? (Select TWO.)

A. Maintain the network infrastructure.
B. Patch the guest operating system.
C. Configure a security group on deployed EC2 instances.
D. Provide physical security for the underlying hardware Of the EC2 instances.
E. Manage the underlying hypervisor.

Answer: DE

NEW QUESTION 99
- (Exam Topic 2)
A company that is migrating to the AWS Cloud wants to reduce the operational costs of running its databases. Which combination of actions should the company
take to achieve this goal (Select TWO.)

A. Activate Amazon DynamoDB Accelerator (DAX)
B. Deploy resources across multiple Availability Zones.
C. Decrease operational tasks by using AWS managed services.
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D. Automate changes and responses to events.
E. Use the AWS global infrastructure to benefit from economies of scale

Answer: CD

NEW QUESTION 100
- (Exam Topic 2)
A company is running multiple workloads in the AWS Cloud and recently began investigating ways to reduce costs. The company is already running fault-tolerant
workloads on Amazon EC2 that perform periodic checkpoints in case of an outage.
Which AWS service or pricing model can provide the GREATEST cost savings?

A. Capacity Reservations
B. Amazon Lightsail
C. Spot Instances
D. Dedicated Hosts

Answer: A

NEW QUESTION 101
- (Exam Topic 2)
A user has an AWS account with a Business-level AWS Support plan and needs assistance with handling a production service disruption. Which action should the
user take?

A. Contact the dedicated AWS technical account manager (TAM).
B. Contact the dedicated AWS Concierge Support team.
C. Open a business-critical system down support case.
D. Open a production system down support case.

Answer: C

NEW QUESTION 106
- (Exam Topic 2)
A company is running a Microsoft SOL Server instance on premises and is migrating its application to AWS.
The company lacks the resources needed to refactor the application but management wants to reduce operational overhead as part of the migration.
Which database service would MOST effectively support these requirements?

A. Amazon DynamoDB
B. Amazon Redshift
C. Microsoft SQL Server on Amazon EC2
D. Amazon RDS for SQL Server

Answer: D

NEW QUESTION 107
- (Exam Topic 2)
Management at a large company wants to avoid long-term contracts and is interested in AWS to move from fixed costs to variable costs. What is the value
proposition of AWS for this company?

A. Economy of scale
B. Pay-as-you-go pricing
C. Volume discounts
D. Cost optimization

Answer: B

NEW QUESTION 112
- (Exam Topic 2)
A company plans to migrate complex legacy systems to AWS. The company will use several operating systems multiple databases and multiple programming
languages. Which benefit of the AWS Cloud does this scenario represent?

A. Scalability
B. Flexibility
C. Reliability
D. Security

Answer: C

NEW QUESTION 116
- (Exam Topic 2)
A company wants to accelerate migration from its data center to the AWS Cloud.
Which combination of AWS services should the company use to meet this requirement? (Select TWO.)

A. Amazon Connect
B. AWS Direct Connect
C. AWS Server Migration Service (AWS SMS)
D. Amazon Route 53
E. AWS Organizations
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Answer: BC

NEW QUESTION 120
- (Exam Topic 2)
Which of the following are advantages of moving to the AWS Cloud? (Select TWO.)

A. Users can implement all AWS services in seconds.
B. AWS assumes all responsibility for the security of infrastructure and applications.
C. Users experience increased speed and agility.
D. Users benefits from massive economies of scale.
E. Users can more hardware from their data center to the AWS Cloud.

Answer: CD

NEW QUESTION 124
- (Exam Topic 2)
A company is hosting an application in the AWS Cloud. The company wants to verify that underlying AWS services and general AWS infrastructure are operating
normally.
Which combination of AWS services can the company use to gather the required information? (Select TWO).

A. AWS Personal Health Dashboard.
B. AWS System Manager
C. AWS trusted Advisor
D. AWS Service Health Dashboard
E. AWS Service Catalog

Answer: CD

NEW QUESTION 125
- (Exam Topic 2)
Which of the following is available to a company that has an AWS Business Support plan?

A. AWS Support concierge
B. AWS DDoS Response Team (DRT)
C. AWS technical account manager (TAM)
D. AWS Health API

Answer: D

NEW QUESTION 126
- (Exam Topic 2)
Which benefit of cloud computing gives a company the ability to deploy applications to users all over the world through a network of AWS Regions, Availability
Zones, and edge locations?

A. Economy of scale
B. Global reach
C. Agility
D. High availability

Answer: C

NEW QUESTION 130
- (Exam Topic 2)
Which component of the AWS global infrastructure does Amazon CloudFront use to deliver content to end users with low latency?

A. Edge locations
B. AWS Regions
C. Availability Zones
D. AWS Direct Connect connections

Answer: A

NEW QUESTION 135
- (Exam Topic 2)
A company that uses AWS needs to transfer 2 TB of data.
Which type of transfer of that data would result in no cost for the company?

A. Inbound data transfer from the internet
B. Outbound data transfer to the internet
C. Data transfer between AWS Regions
D. Data transfer between Availability Zones

Answer: B

NEW QUESTION 139
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- (Exam Topic 2)
Which guidelines are key AWS architectural design principles? (Select TWO.)

A. Design for fixed resources.
B. Build scalable architectures.
C. Use tightly coupled components.
D. Use managed services when possible.
E. Design for human interaction.

Answer: BD

NEW QUESTION 144
- (Exam Topic 2)
A company is running a workload on AWS. The company wants to protect the workload from DDoS attacks. When AWS service will meet these requirements?

A. AWS Identity and Access Management (IAM)
B. AWS Shield
C. Amazon VPC
D. AWS Artifact

Answer: B

NEW QUESTION 149
- (Exam Topic 2)
A company is using AWS Lambda.
Which task is the company's responsibility, according to the AWS shared responsibility model?

A. Update the Lambda runtime language
B. Maintain the runtime environment
C. Maintain the networking infrastructure
D. Configure the resource

Answer: D

NEW QUESTION 154
- (Exam Topic 2)
A company is developing a new Node.js application. The application must have a scalabe NoSQL database to meet increasing demand as the popularity of the
application grown.
Which AWS services will meet the requirements for the database?

A. Amazon Aurora Serverless
B. Amazon ElastiCache
C. Amazon DynamocDB
D. Amazon Redshift

Answer: C

NEW QUESTION 158
- (Exam Topic 2)
Which AWS service will help a company plan a migration to AWS by collecting the configuration usage and behavior data of on-premises data centers?

A. AWS Resource Groups
B. AWS Application Discovery Service
C. AWS Service Catalog
D. AWS Systems Manager

Answer: B

NEW QUESTION 163
- (Exam Topic 2)
A company manages an on-premises MySQL database on a Windows server. The company wants to migrate the database to AWS and needs a solution that will
reduce the administrative overhead of the database.
Which AWS service will meet this requirement?

A. Amazon Redshift
B. Amazon ElastiCache
C. Amazon RDS
D. Amazon Elastic File System (Amazon EFS)

Answer: C

NEW QUESTION 167
- (Exam Topic 1)
A company needs to audit its AWS resources. The company must document any changes that have been made to the resources. Which AWS service will meet
these requirements?

A. AWS Artifact
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B. AWS Config
C. Amazon Inspector
D. Amazon CloudWatch

Answer: B

NEW QUESTION 170
- (Exam Topic 1)
A company wants to migrate its on-premises Microsoft SQL Server database server to the AWS Cloud. The company has decided to use Amazon EC2 instances
to run this database.
Which of the following is the company responsible for managing, according to the AWS shared responsibility model?

A. EC2 hypervisor
B. Security patching of the guest operating system
C. Network connectivity of the host server
D. Uptime service level agreement (SLA) for the EC2 instances

Answer: B

NEW QUESTION 172
- (Exam Topic 1)
Which databases are available on Amazon RDS? (Select TWO.)

A. Sybase
B. Microsoft SQL Server
C. IBM Db2
D. MongoDB
E. PostgreSQL

Answer: BE

NEW QUESTION 177
- (Exam Topic 1)
Which Reserved Instance (Rl) provides the HIGHEST average cost savings compared to an On-Demand Instance?

A. 1-yea
B. No Upfron
C. Standard Rl
D. 1-yea
E. All Upfron
F. Convertible Rl
G. 3-yea
H. All Upfront, Standard Rl
I. 3-yea
J. No Upfron
K. Convertible Rl

Answer: C

Explanation: 
https://aws.amazon.com/ec2/pricing/reserved-instances/pricing/

NEW QUESTION 180
- (Exam Topic 1)
A user has been granted permission to change their own IAM user password. Which AWS services can the user use to change the password? (Select TWO.)

A. AWS Command Line Interface (AWS CLI)
B. AWS Key Management Service (AWS KMS)
C. AWS Management Console
D. AWS Resource Access Manager (AWS RAM)
E. AWS Secrets Manager

Answer: AC

NEW QUESTION 182
- (Exam Topic 1)
A company's system administrator discovers that someone logged in to the company's AWS account during the weekend and terminated an Amazon EC2 instance
Which AWS service should the system administrator use to identify who made this change?

A. Amazon Inspector
B. Amazon Pinpoint
C. AWS CloudTrail
D. AWS Trusted Advisor

Answer: C

NEW QUESTION 186

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure CLF-C01 dumps!
https://www.certshared.com/exam/CLF-C01/ (308 Q&As)

- (Exam Topic 1)
A company needs a centralized, secure way to create and manage cryptographic keys. The company will use the keys across a wide range of AWS services and
applications. The company needs to track and document when the keys are created, used, and deleted.
Which AWS service or feature will meet these requirements?

A. AWS Secrets Manager
B. AWS License Manager
C. AWS Systems Manager Parameter Store
D. AWS Key Management Service (AWS KMS)

Answer: D

Explanation: 
AWS Key Management Service (AWS KMS) makes it easy for you to create and manage cryptographic keys and control their use across a wide range of AWS
services and in your applications. AWS KMS is a secure and resilient service that uses hardware security modules that have been validated under FIPS 140-2, or
are in the process of being validated, to protect your keys. AWS KMS is integrated with AWS CloudTrail to provide you with logs of all key usage to help meet your
regulatory and compliance needs.

NEW QUESTION 187
- (Exam Topic 1)
Which of the following are AWS compute services? (Select TWO.)

A. Amazon Lightsail
B. AWS Systems Manager
C. AWS CloudFormation
D. AWS Batch
E. Amazon Inspector

Answer: AD

Explanation: 
Amazon Lightsail is designed to be the easiest way to launch and manage a virtual private server with AWS. Lightsail plans include everything you need to
jumpstart your project – a virtual machine, SSD-based storage, data transfer, DNS management, and a static IP address – for a low, predictable price.
AWS Batch enables developers, scientists, and engineers to easily and efficiently run hundreds of thousands of batch computing jobs on AWS. AWS Batch
dynamically provisions the optimal quantity and type of compute resources (e.g., CPU or memory-optimized instances) based on the volume and specific resource
requirements of the batch jobs submitted. With AWS Batch, there is no need to install and manage batch computing software or server clusters that you use to run
your jobs, allowing you to focus on analyzing results and solving problems. AWS Batch plans, schedules, and runs your batch computing workloads across the full
range of AWS compute services and features, such as Amazon EC2 and Spot Instances.

NEW QUESTION 190
- (Exam Topic 1)
A web application is hosted on AWS using an Elastic Load Balancer, multiple Amazon EC2 instances, and Amazon RDS. Which security measures fall under the
responsibility of AWS? (Select TWO.)

A. Running a virus scan on EC2 instances
B. Protecting against IP spoofing and packet sniffing
C. Installing the latest security patches on the RDS instance
D. Encrypting communication between the EC2 instances and the Elastic Load Balancer
E. Configuring a security group and a network access control list (NACL) for EC2 instances

Answer: BC

NEW QUESTION 195
- (Exam Topic 1)
Which of the following describes some of the core functionality of Amazon S3?

A. Amazon S3 is a high-performance block storage service that is designed for use with Amazon EC2
B. Amazon S3 is an object storage service that provides high-level performance, security, scalability, and data availability.
C. Amazon S3 is a fully managed, highly reliable, and scalable file storage system that is accessible over the industry-standard SMB protocol.
D. Amazon S3 is a scalable, fully managed elastic NFS for use with AWS Cloud services and on-premises resources.

Answer: B

Explanation: 
Amazon S3 is object storage built to store and retrieve any amount of data from anywhere. It’s a simple storage service that offers industry leading durability,
availability, performance, security, and virtually unlimited scalability at very low costs.

NEW QUESTION 198
- (Exam Topic 1)
A company's on-premises application deployment cycle was 3-4 weeks. After migrating to the AWS Cloud, the company can deploy the application in 2-3 days.
Which benefit has this company experienced by moving to the AWS Cloud?

A. Elasticity
B. Flexibility
C. Agility
D. Resilience

Answer: C
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Explanation: 
https://docs.aws.amazon.com/whitepapers/latest/aws-overview/six-advantages-of-cloud-computing.html

NEW QUESTION 203
- (Exam Topic 1)
A company needs steady and predictable performance from its Amazon EC2 instances at the lowest possible cost. The company also needs the ability to scale
resources to ensure that it has the right resources available at the right time.
Which AWS service or resource will meet these requirements?

A. Amazon CloudWatch
B. Application Load Balancer
C. AWS Batch
D. Amazon EC2 Auto Scaling

Answer: D

Explanation: 
AWS Auto Scaling monitors your applications and automatically adjusts capacity to maintain steady, predictable performance at the lowest possible cost.

NEW QUESTION 207
- (Exam Topic 1)
Elasticity in the AWS Cloud refers to which of the following? (Select TWO.)

A. How quickly an Amazon EC2 instance can be restarted
B. The ability to right size resources as demand shifts
C. The maximum amount of RAM an Amazon EC2 instance can use
D. The pay-as-you-go billing model
E. How easily resources can be procured when they are needed

Answer: BE

Explanation: 
The AWS Well-Architected Framework defines elasticity as: The ability to acquire resources as you need them and release resources when you no longer need
them. In the cloud, you want to do this automatically
https://dev.to/aws-builders/what-does-elastic-mean-cloud-concepts-explained-4anb#:~:text=The%20AWS%20W

NEW QUESTION 212
- (Exam Topic 1)
What is a benefit of moving to the AWS Cloud in terms of improving time to market?

A. Decreased deployment speed
B. Increased application security
C. Increased business agility
D. Increased backup capabilities

Answer: C

NEW QUESTION 217
- (Exam Topic 1)
A company is reviewing the current costs of running its own infrastructure on premises. The company wants to compare these on-premises costs to the costs of
running infrastructure in the AWS Cloud.
How should the company make this comparison?

A. Review the AWS shared responsibility model.
B. Audit existing software and hardware licensing costs.
C. Analyze the AWS Well-Architected Framework.
D. Use Migration Evaluator.

Answer: D

NEW QUESTION 220
- (Exam Topic 1)
A company wants to expand from one AWS Region into a second AWS Region. What does the company need to do to expand into the second Region?

A. Contact an AWS account manager to sign a new contract.
B. Move an Availability Zone to the second Region.
C. Begin to deploy resources in the second Region.
D. Download the AWS Management Console for the second Region.

Answer: C

NEW QUESTION 224
- (Exam Topic 1)
Which AWS benefit enables users to deploy cloud infrastructure that consists of multiple geographic regions connected by a network with low latency, high
throughput, and redundancy?
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A. Economies of scale
B. Security
C. Elasticity
D. Global reach

Answer: C

Explanation: 
The AWS Global Cloud Infrastructure is the most secure, extensive, and reliable cloud platform, offering over 200 fully featured services from data centers globally.
Whether you need to deploy your application workloads across the globe in a single click, or you want to build and deploy specific applications closer to your end-
users with single-digit millisecond latency, AWS provides you the cloud infrastructure where and when you need it.

NEW QUESTION 229
- (Exam Topic 1)
A company wants a cost-effective option when running its applications in an Amazon EC2 instance for short time periods. The applications can be interrupted.
Which EC2 instance type will meet these requirements?

A. Spot Instances
B. On-Demand Instances
C. Reserved Instances
D. Dedicated Instances

Answer: A

Explanation: 
Spot Instances - Spot Instances are the most cost-effective choice if you are flexible about when your applications run and if your applications can be interrupted.

NEW QUESTION 233
- (Exam Topic 1)
Which of the following is a way to use Amazon EC2 Auto Scaling groups to scale capacity in the AWS Cloud?

A. Scale the number of EC2 instances in or out automatically, based on demand.
B. Use serverless EC2 instances.
C. Scale the size of EC2 instances up or down automatically, based on demand.
D. Transfer unused CPU resources between EC2 instances.

Answer: A

NEW QUESTION 236
- (Exam Topic 1)
A system automatically recovers from failure when a company launches its workload on the AWS Cloud services platform. Which pillar of the AWS Well-
Architected Framework does this situation demonstrate?

A. Reliability
B. Cost optimization
C. Performance efficiency
D. Operational excellence.

Answer: A

Explanation: 
https://aws.amazon.com/blogs/apn/the-6-pillars-of-the-aws-well-architected-framework/
Built around six pillars—operational excellence, security, reliability, performance efficiency, cost optimization, and sustainability—AWS Well-Architected provides a
consistent approach for customers and partners to evaluate architectures and implement scalable designs.
Reliability
The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when it’s expected to. This includes the
ability to operate and test the workload through its total lifecycle. You can find prescriptive guidance on implementation in the Reliability Pillar whitepaper.

NEW QUESTION 238
- (Exam Topic 1)
A company is moving its on-premises NoSQL database to the AWS Cloud Which AWS service should the company use for the NoSQL database?

A. Amazon Redshift
B. Amazon RDS for MySQL
C. Amazon Quantum Ledger Database (Amazon QLDB)
D. Amazon DynamoDB

Answer: D

NEW QUESTION 241
- (Exam Topic 1)
Which AWS service or feature enables users to get one bill and easily track charges for multiple AWS accounts?

A. AWS Organizations
B. Cost Explorer
C. AWS Trusted Advisor
D. AWS Management Console
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Answer: A

Explanation: 
You can use the consolidated billing
feature in AWS Organizations to consolidate billing and payment for
multiple AWS accounts or multiple Amazon Internet Services Pvt. Ltd (AISPL) accounts. Every organization in AWS Organizations has a management account
that pays the charges of all the member accounts.

NEW QUESTION 246
- (Exam Topic 1)
A company needs to schedule the rotation of database credentials in the AWS Cloud. Which AWS service should the company use to perform this task?

A. AWS Identity and Access Management (IAM)
B. AWS Managed Services (AMS)
C. Amazon RDS
D. AWS Secrets Manager

Answer: D

Explanation: 
AWS Secrets Manager makes it easier to rotate, manage, and retrieve database credentials, API keys, and other secrets throughout their lifecycle. The key
features of this service include the ability to:
* 1. Secure and manage secrets centrally. You can store, view, and manage all your secrets centrally. By default,
Secrets Manager encrypts these secrets with encryption keys that you own and control. You can use
fine-grained IAM policies or resource-based policies to control access to your secrets. You can also tag secrets to help you discover, organize, and control access
to secrets used throughout your organization.
* 2. Rotate secrets safely. You can configure Secrets Manager to rotate secrets automatically without disrupting your applications. Secrets Manager offers built-in
integrations for rotating credentials for all Amazon RDS databases (MySQL, PostgreSQL, Oracle, Microsoft SQL Server, MariaDB, and Amazon Aurora.) You can
also extend Secrets Manager to meet your custom rotation requirements by creating an AWS Lambda function to rotate other types of secrets.
* 3. Transmit securely. Secrets are transmitted securely over Transport Layer Security (TLS) protocol 1.2. You can also use Secrets Manager with Amazon Virtual
Private Cloud (Amazon VPC) endpoints powered by AWS Privatelink to keep this communication within the AWS network and help meet your compliance and
regulatory requirements to limit public internet connectivity.
* 4. Pay as you go. Pay for the secrets you store in Secrets Manager and for the use of these secrets; there are no long-term contracts, licensing fees, or
infrastructure and personnel costs. For example, a typical
production-scale web application will generate an estimated monthly bill of $6. If you follow along the
instructions in this blog post, your estimated monthly bill for Secrets Manager will be $1. Note: you may incur additional charges for using Amazon RDS and
Amazon Lambda, if you’ve already consumed the free tier for these services.
Now that you’re familiar with Secrets Manager features, I’ll show you how to store and automatically rotate credentials for an Oracle database hosted on Amazon
RDS. I divided these instructions into three phases:
* 1. Phase 1: Store and configure rotation for the superuser credential
* 2. Phase 2: Store and configure rotation for the application credential
* 3. Phase 3: Retrieve the credential from Secrets Manager programmatically

NEW QUESTION 250
- (Exam Topic 1)
Which AWS service is a relational database compatible with MySQL and PostgreSQL?

A. Amazon Redshift
B. Amazon DynamoDB
C. Amazon Aurora
D. Amazon Neptune

Answer: C

NEW QUESTION 254
- (Exam Topic 1)
A company is using Amazon RDS.
Which task is the company's responsibility, according to the AWS shared responsibility model?

A. Apply encryption options for the database.
B. Manage the underlying server hardware on which Amazon RDS runs.
C. Apply patches to the underlying operating system.
D. Apply minor patches to the database.

Answer: A

NEW QUESTION 258
- (Exam Topic 1)
Which AWS service allows for file sharing between multiple Amazon EC2 instances?

A. AWS Direct Connect
B. AWS Snowball Edge
C. AWS Backup
D. Amazon Elastic File System (Amazon EFS)

Answer: D

Explanation: 
Amazon EFS provides shared file storage for use with compute instances in the AWS Cloud and on-premises servers. Applications that require shared file access
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can use Amazon EFS for reliable file storage delivering high aggregate throughput to thousands of clients simultaneously.

NEW QUESTION 261
- (Exam Topic 1)
Which approach will enhance a user’s security on AWS?

A. Use Multi-AZ deployments with Amazon RDS.
B. Create a hybrid architecture by using AWS Direct Connect.
C. Monitor application-specific information with AWS X-Ray.
D. Encrypt data by using AWS Key Management Service (AWS KMS).

Answer: D

NEW QUESTION 262
......
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