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NEW QUESTION 1
- (Exam Topic 2)
In a Cisco SD-WAN solution, which two functions are performed by OMP? (Choose two.)

A. advertisement of network prefixes and their attributes
B. configuration of control and data policies

C. gathering of underlay infrastructure data

D. delivery of crypto keys

E. segmentation and differentiation of traffic

Answer: AB

Explanation:

OMP is the control protocol that is used to exchange routing, policy, and management information between Cisco vSmart Controllers and Cisco I0S XE SD-WAN
devices in the overlay network. These devices automatically initiate OMP peering sessions between themselves, and the two IP end points of the OMP session are
the system IP addresses of the two devices.

NEW QUESTION 2
- (Exam Topic 2)
Why is an AP joining a different WLC than the one specified through option 43?

A. The WLC is running a different software version.

B. The APl is joining a primed WLC

C. The AP multicast traffic unable to reach the WLC through Layer 3.

D. The APs broadcast traffic is unable to reach the WLC through Layer 2.

Answer: B

NEW QUESTION 3
- (Exam Topic 2)
What is the structure of a JISON web token?

A. three parts separated by dots: header payload, and signature
B. header and payload

C. three parts separated by dots: version header and signature
D. payload and signature

Answer: A

Explanation:

JSON Web Token (JWT) is an open standard (RFC 7519) that defines a compact and self-contained way for securely transmitting information between parties as
a JSON object. This information can be verified and trusted because it is digitally signed. JWTs can be signed using a secret (with the HMAC algorithm) or a
public/private key pair using RSA or ECDSA.

JSON Web Tokens are composed of three parts, separated by a dot (.): Header, Payload, Signature. Therefore, a JWT typically looks like the following:
XXXXX.YYYYY.Z2277

The header typically consists of two parts: the type of the token, which is JWT, and the signing algorithm being used, such as HMAC SHA256 or RSA.

The second part of the token is the payload, which contains the claims. Claims are statements about an entity (typically, the user) and additional data.

To create the signature part you have to take the encoded header, the encoded payload, a secret, the algorithm specified in the header, and sign that.
Reference: https://jwt.io/introduction/

NEW QUESTION 4
- (Exam Topic 2)
Refer to the exhibit.

Artenna 30D Radiation Pattern

Which type of antenna does the radiation pattern represent?
A. Yagi

B. multidirectional

C. directional patch

D. omnidirectional

Answer: A

NEW QUESTION 5
- (Exam Topic 2)

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version 350-401 Questions & Answers shared by Certleader
Coader of IT Corfifications. https://www.certleader.com/350-401-dumps.html (635 Q&AS)

An engineer is configuring a GRE tunnel interface in the default mode. The engineer has assigned an IPv4 address on the tunnel and sourced the tunnel from an
Ethernet interface. Which option also is required on the tunnel interface before it is operational?

A. (config-ify#tunnel destination <ip address>
B. (config-if)#keepalive <seconds retries>

C. (config-if)#ip mtu <value>

D. (config-if)#ip tcp adjust-mss <value>

Answer: A

Explanation:

A GRE interface definition includes:

+ An IPv4 address on the tunnel + A tunnel source + A tunnel destination Below is an example of how to configure a basic GRE tunnel:

interface Tunnel 0 ip address 10.10.10.1 255.255.255.0 tunnel source fa0/0 tunnel destination 172.16.0.2

In this case the “IPv4 address on the tunnel” is 10.10.10.1/24 and “sourced the tunnel from an Ethernet interface” is the command “tunnel source fa0/0”".
Therefore it only needs a tunnel destination, which is 172.16.0.2.

Note: A multiple GRE (MGRE) interface does not require a tunnel destination address.

NEW QUESTION 6
- (Exam Topic 2)
Based on the router's API output in JSON format below, which Python code will display the value of the "hostname” key?

{
"response”: [{
"family": " Switches",
"macAddress"”: "00:41:43:64:13:00",
"hostname": " SwitchlDF14",
"upTime": "352 days, 6:17:26:10",
"lastUpdated": "2020-07-12 21:15:29"
i
}
A)

json_data = json.loads(response.text)
print(json_data[response][0][hostname])
B)

json_data = response_json()
print(json_data['response’][0][hosthname’])

C)
json_data = response.json()
print(json_data[' response’][family][hostname’])

D)

json_data = json.loads({response.text)
print(json_data[' response’]['family’][ hostname])

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 7
- (Exam Topic 2)
Refer to the exhibit.
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Rl1#sh ip bgp
BGP table version is 2, local router ID is 13.13.13.13.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i -
internal,

r RIB-failure, 5 Stale, m multipath, b backup-path, £ RT-
Filter

x best-external, a additiconal-path, ¢ RIB-compressed,
Origin codes: i - IGF, & — EGF, ? - incomplete
RPRI wvalidation codes: V walid, I Invalid, N Not found

Network Next
Hop Metric LocPrf Weight Path
* 172.16.1.0/24 13.134.13.2 0
200 300 1
> 12.12.12.2 0
200 300 i

An engineers reaching network 172 16 10 0/24 via the R1-R2-R4 path. Which configuration forces the traffic to take a path of R1-R3-R4?
A)

R1({config¥route-map RM_AS_PATH_PREPEND

R1({config-route-map)#set as-path prepend 200 200

R1(config-route-map 2exit

R1(configi¥#router bgp 100

Ri(config-router#neighbor 12.12.12.2 route-map RM_AS_PATH_PREPEND in
R1{config-routeriZend

Rizclear ip bgp 12.12.12.2 soft in

B)
R1(config i=router bgp 100

R1(config-routerj#neighbor 13.13.13.3 weight 1
R1{config-router#end

C)

R2(config#route-map RM_MED permit 10
R2(config-route-map)#set metric 1

R2(config-route-map 2exit

R2(configrouter bgp 200

RZ{config-routerZneighbor 12.12.12.1 route-map RM_MED out
R2Z2({config-router #end

R2zclear ip bgp 12.12.12.1 soft out

D)

‘R1{configproute-map RM_LOCAL_PREF permit 10
R1(config-route-map#set local-preference 101

R 1(config-route-map}#exit

R1(config)#router bgp 100

R1(config-router #neighbor 13.13.13.3 route-map RM_LOCAL_PREF in
R1(config-router#end

R1i#Zclear ip bgp 13.13.13.3 softin

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 8
- (Exam Topic 2)
Drag and drop the characteristics from the left onto the routing protocols they describe on the right
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FIGRP

et - Dased metre

Dual Diffusing Update algorithm

‘ melrics are bamnckaicith, delay, relability, Ioed, aed FTL

| Dijiktra algorithm

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 9
- (Exam Topic 2)
What is required for a virtual machine to run?

A. a Type 1 hypervisor and a host operating system
B. a hypervisor and physical server hardware

C. only a Type 1 hypervisor

D. only a Type 2 hypervisor

Answer: B

NEW QUESTION 10
- (Exam Topic 2)
In which two ways does TCAM differ from CAM? (Choose two.)

A. CAM is used to make Layer 2 forwarding decisions, and TCAM is used for Layer 3 address lookups.

B. The MAC address table is contained in CAM, and ACL and QoS Information Is stored in TCAM.

C. CAM Is used by routers for IP address lookups, and TCAM is used to make Layer 2 forwarding decisions.
D. CAM is used for software switching mechanisms, and TCAM is used for hardware switching mechanisms.
E. The MAC address table Is contained in TCAM, and ACL and QoS information is stored in CAM.

Answer: CE

NEW QUESTION 10
- (Exam Topic 2)
Which NGFW mode block flows crossing the firewall?

A. Passive
B. Tap

C. Inline tap
D. Inline

Answer: D

Explanation:

Firepower Threat Defense (FTD) provides six interface modes which are: Routed, Switched, Inline Pair, Inline Pair with Tap, Passive, Passive (ERSPAN).When
Inline Pair Mode is in use, packets can be blocked since they are processed inline When you use Inline Pair mode, the packet goes mainly through the FTD Snort
engine When Tap Mode is enabled, a copy of the packet is inspected and dropped internally while the actual traffic goes through FTD unmodified

NEW QUESTION 11
- (Exam Topic 2)
What does a northbound API accomplish?

A. programmatic control of abstracted network resources through a centralized controller
B. access to controlled network resources from a centralized node

C. communication between SDN controllers and physical switches

D. controlled access to switches from automated security applications

Answer: A

NEW QUESTION 12
- (Exam Topic 1)
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What are two differences between the RIB and the FIB? (Choose two.)

A. The FIB is derived from the data plane, and the RIB is derived from the FIB.

B. The RIB is a database of routing prefixes, and the FIB is the Information used to choose the egress interface for each packet.
C. FIB is a database of routing prefixes, and the RIB is the information used to choose the egress interface for each packet.

D. The FIB is derived from the control plane, and the RIB is derived from the FIB.

E. The RIB is derived from the control plane, and the FIB is derived from the RIB.

Answer: BE
NEW QUESTION 16

- (Exam Topic 1)
Which data is properly formatted with JISON?

A)
{
"name”: "Peter”,
'ﬂgﬂ'-: -!251‘
“IkesJson": true
"characteristics™: ["small®,“strong”, 18]
?
B)
I
"name”®: "Peter”,
ﬂageir _2‘:.‘.
“likesJson®: true
"characteristics™: ["small®,“strong~,"18"]
)
C)
*‘name”:"Peter”
"age”."25"
“likesJson™:true
"characteristics®:["small*,"strong", 18]
D)
{
‘name”: Peter,
"age": 25,
“kesJson™: true,
“characteristics”™; [“small*,"strong","18"],
|
]
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 21
- (Exam Topic 1)
A network administrator applies the following configuration to an IOS device.

a3a new-mode!

333 authentication login cefault local group tacacs+
What is the process of password checks when a login attempt is made to the device?

A. A TACACS+server is checked firs

B. If that check fail, a database is checked?

C. A TACACS+server is checked firs
D. If that check fail, a RADIUS server is checke
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E. If that check fai

F. a local database is checked.

G. A local database is checked firs

H. If that fails, a TACACS+server is checked, if that check fails, a RADUIS server is checked.
I. A local database is checked firs

J. If that check fails, a TACACS+server is checked.

Answer: D

NEW QUESTION 22
- (Exam Topic 1)
While configuring an IOS router for HSRP with a virtual IP of 10 1.1.1. an engineer sees this log message.

Jan 1V AAZA12.411  WHSRP 4 DIFFVIPY: GigabrEthernetd Grp 1 active routars virtual IP address 10.1.1.1 is different to the locally configured addrass 101125

Which configuration change must the engineer make?

A. Change the HSRP group configuration on the local router to 1.

B. Change the HSRP virtual address on the local router to 10.1.1.1.
C. Change the HSRP virtual address on the remote router to 10.1.1.1.
D. Change the HSRP group configuration on the remote router to 1.

Answer: B

NEW QUESTION 24
- (Exam Topic 1)

Churside

imtarfaces Ertherestd/ 0
ip sddveas 10.1.1 10 355 5% 755 0
ip nat insids

interfece Seriald/0

ip address 9. 08%.01.1 55, 5% A% 00

ip nat sutwide

renimmak I35 355 IS8 153

ip nat pool Busi M9 188, M0.0 W Q6. 2.1

ip nat inside source list 1 pool Busi

accass-list 1 parmit 10 1.1 8 0.0 0 755

Rl ahow ip nmat statistics
Total sctive transalatioma; 1 (0 static O anbended
Cutside interlsoss

Eeriall/Q

Imsids iLnterfaces

Etharmetd 0

Hite: 11F Mirpew

Expired translstions

Dynamic msppings

- Inmide Fource

apcess-list 1 posl Busi refoount 1

poal fred: patmask J55 355 285 353

1 dynamie

dtart J. A, -1 afed 599 18%. FED, 2

Eype genaric

total sddressss J mllocated 1 SRR B LT e

Refer to the exhibit. A network engineer configures NAT on R1 and enters the show command to verity the
configuration What does the output confirm?

A. The first pocket triggered NAT to add on entry to NAT table
B. R1 is configured with NAT overload parameters

C. ATelnet from 160.1.1 1 to 10.1.1.10 has been initiated.

D. R1 to configured with PAT overload parameters

Answer: A

NEW QUESTION 25
- (Exam Topic 1)

An engineer is troubleshooting the Ap join process using DNS. Which FQDN must be resolvable on the network for the access points to successfully register to the

WLC?

A. wicbostname.domain.com

B. cisco-capwap-controller.domain.com
C. ap-manager.domain.com

D. primary-wlc.domain.com

Answer: B

Explanation:

DNS: If you have configured your DHCP server to provide both option 006 (DNS server address) and option 015 (domain name) information, the AP can obtain

WLC addresses from the DNS server. The process works as follows:
* 1. The AP gets its IP address from DHCP with options 6 and 15 configured.
* 2. The AP can obtain the IP address of the DNS server from the DHCP option.

The Leader of IT Certification
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* 3. The AP uses this information to perform a hostname lookup using

CISCO-CAPWAP-CONTROLLER.<localdomain>, which resolves to available WLC management interface IP addresses (IPv4 or IPv6, or both).

* 4. The AP can then perform a directed message to associate to responsive WLCs.

To prevent all APs from joining a single controller based on a DNS name resolution, the domain name may vary; this is what is done to dispatch APs to different
controllers across the enterprise network, based on different domain names that are configured in their respective DNS scopes.

NEW QUESTION 30
- (Exam Topic 1)
Which measurement is used from a post wireless survey to depict the cell edge of the access points?

A. SNR
B. Noise
C. RSSI
D. CClI

Answer: A

Explanation:

Coverage defines the ability of wireless clients to connect to a wireless AP with a signal strength and quality high enough to overcome the effects of RF
interference. The edge of the coverage for an AP is based on the signal strength and SNR measured as the client device moves away from the AP.

The signal strength required for good coverage varies dependent on the specific type of client devices and applications on the network.

To accommodate the requirement to support wireless Voice over IP (VolP), refer to the RF guidelines specified in the Cisco 7925G Wireless IP Phone Deployment
Guide. The minimum recommended wireless signal strength for voice applications is -67 dBm and the minimum SNR is 25 dB.

The first step in the analysis of a post site survey is to verify the ‘Signal Coverage’. The signal coverage is measured in dBm. You can adjust the color-coded
signal gauge to your minimum-allowed signal level to view areas where there are sufficient and insufficient coverage. The example in Figure 8 shows blue, green,
and yellow areas in the map have signal coverage at -67 dBm or better. The areas in grey on the coverage maps have deficient coverage. Source from Cisco
https://www.cisco.com/c/en/us/td/docs/wireless/technology/vowlan/troubleshooting/vowlan_troubleshoot/8_Site

NEW QUESTION 32

- (Exam Topic 1)

Which JSON syntax is valid?
A)

i

i

i

i

i
L
L
LY ]
L
I
(L
L
i

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

This JSON can be written as follows:
{

'switch': {

'name’: 'dist1’,

'interfaces": ['gigl’, 'gig2', 'gig3']

}

}

NEW QUESTION 37
- (Exam Topic 1)
In a Cisco SD-Access solution, what is the role of the Identity Services Engine?

A. It is leveraged for dynamic endpoint to group mapping and policy definition.
B. It provides GUI management and abstraction via apps that share context.
C. it is used to analyze endpoint to app flows and monitor fabric status.

D. It manages the LISP EID database.

Answer: A

NEW QUESTION 39
- (Exam Topic 1)
Which three elements determine Air Time efficiency? (Choose three)
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A. evert-driven RRM

B. data rate (modulation density) or QAM

C. channel bandwidth

D. number of spatial streams and spatial reuse
E. RF group leader

F. dynamic channel assignment

Answer: BCD

Explanation:

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKEWN-3010.pdf Graphical user interface Description automatically generated with low

confidence

Four things determine “Air Time Efficiency”
Wi-Fi’s 1-5 have delivered on 3 of these....

Modulation density gains

\/ 1. Data rate (Modulation density) 64 QAM 256 QAM 1024 QAM
. s asxaulusaKns I
2. Number of spatial streams T LD ]
pasnsslennass I
i 802.11agn 802.11ac 802.11ax
3. Channel bandwidth o (6
Wi-Fi channel width
4. Protocol overhead 20 Wbz
&0 MHz
BO Mz
160 MHz
NEW QUESTION 41
- (Exam Topic 1)
Get *  https://sandboxdnac.cisco.com/dna/intent/api/vi/network-devices|
‘ara Authornization Headers (1) Body Pre-request Script Tests
KEY VALUE DESCRIPTION
X-Auth-Token eyj0eXAiDIjKV1QiLCihbGCiOijiuzI1Nij9.eyjzdWIIDIl...
Key Value Description
Body Cookies (1) Headers (8] Test Results Status: 400 Bad Request Time: 19

Pretty Raw Preview

E
LA
———

1

" . g o " -
response” : {
"errorCode™:
[ . & = I
messdyge .

L2

"detail®™: "s

b

"version®™: "1.0"

O -] O N ke LW b

JSON —

"

"Bad request"”,
nvalid input request”™,
is not a valid UUID of device

LR}

Refer to the exhibit. POSTMAN is showing an attempt to retrieve network device information from Cisco DNA Center API. What is the issue?

A. The URI string is incorrect
B. The token has expired.
C. Authentication has failed

D. The JSON payload contains the incorrect UUID

Answer: A

NEW QUESTION 44
- (Exam Topic 1)
What is a characteristic of a virtual machine?
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A. It must be aware of other virtual machines, in order to allocate physical resources for them
B. It is deployable without a hypervisor to host it

C. It must run the same operating system as its host

D. It relies on hypervisors to allocate computing resources for it

Answer: D
NEW QUESTION 46

- (Exam Topic 1)
Drag and drop the virtual components from the left onto their deceptions on the right.

Answer Area
zip file connecting a virtual machine configuration

e file and a virtual disk
OVA file containing a virtual machine disk drive

VMDK configuration file containing settings for a virtual

machine such as guest 0S
VMX component of a virtual machine responsible for
sending packets to the hypenvisor
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Diagram, line chart Description automatically generated

NEW QUESTION 51
- (Exam Topic 1)
What are two benefits of virtual switching when compared to hardware switching? (Choose two.)

A. increased MTU size

B. hardware independence

C. VM-level isolation

D. increased flexibility

E. extended 802.1Q VLAN range

Answer: CD

NEW QUESTION 54
- (Exam Topic 1)

e SiteA = a—— : SiteB P
. Y / | . |
4 ' 22 pybli - 10.2.2.0/24 )
( 10.1.1.0/24 . Public Network . 10.2.2. /
. _ i0/0 \ f Gi0/1 . =
T 200.165.200.226/30 T N 209.165.201.2/30

inter face Tunnel 100 interface Tunnel 100

ip address 192.168.100.1 255.255.255.0 ip address 192.168.100.2 255.255.255.0
keepalive 5 4 keepalive 7 6

tunnel source GigabitEthernet0/0 tunnel source GigabitEthernet0/1

tunnel destination 209.165.201.2 tunnel destination 209.165.200.226

! !

inter face GigabitEthernet0/0 interface GigabitEthernet0/0

ip address 209.165.200.226 255.255.255.252 ip address 10.2.2.1 255.255.255.0

! 1

inter face GigabitEthernet0/1 interface GigabitEthernet0/1

ip address 10.1.1.1 255.255.255.0 ip address 209.165.201.2 255.255.255.252
] ]

router ospf 100 1:3’ router ospf 200

network 0.0.0.0 255.255.255.255 area0 network 0.0.0.0 255.255.255.255 area 0
! !

ip route 0.0.0.0 0.0.0.0 209.165.200.225 ip route 0.0.0.0 0.0.0.0 209.165.201.1

] 1

A network engineer configures a new GRE tunnel and enters the show run command. What does the output verify?
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A. The tunnel will be established and work as expected

B. The tunnel destination will be known via the tunnel interface

C. The tunnel keepalive is configured incorrectly because they must match on both sites
D. The default MTU of the tunnel interface is 1500 byte.

Answer: B

NEW QUESTION 56
- (Exam Topic 1)
Drag and drop the threat defense solutions from the left onto their descriptions on the right.

X T="]
paf] preas

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| _— e E e e mms mmm e mmm mms e m— mm— m
g .l
|. —

NEW QUESTION 57
- (Exam Topic 1)
When using TLS for syslog, which configuration allows for secure and reliable transportation of messages to its default port?

A. logging host 10.2.3.4 vrf mgmt transport tcp port 6514
B. logging host 10.2.3.4 vrf mgmt transport udp port 6514
C. logging host 10.2.3.4 vrf mgmt transport tcp port 514
D. logging host 10.2.3.4 vrf mgmt transport udp port 514

Answer: A
Explanation:

The TCP port 6514 has been allocated as the default port for syslog over Transport Layer Security (TLS).
Reference: https://tools.ietf.org/html/rfc5425

NEW QUESTION 62
- (Exam Topic 1)
How is 802.11 traffic handled in a fabric-enabled SSID?

A. centrally switched back to WLC where the user traffic is mapped to a VXLAN on the WLC
B. converted by the AP into 802.3 and encapsulated into VXLAN

C. centrally switched back to WLC where the user traffic is mapped to a VLAN on the WLC
D. converted by the AP into 802.3 and encapsulated into a VLAN

Answer: B

NEW QUESTION 67
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- (Exam Topic 1)

After a redundant route processor failure occurs on a Layer 3 device, which mechanism allows for packets to be forwarded from a neighboring router based on the
most recent tables?

A. BFD

B. RPVST+
C. RP failover
D. NSF

Answer: D

NEW QUESTION 68

- (Exam Topic 1)

= - Riy e _'_
il detinition Motel
address -family 1pod
enit - address-Taml by

o T definition Dank

addrewsy -family {pd
-mifu.fu £0/0 cnsy  LAN ' exit-address- fami by
vrf bank H interface Lihermet0/0
EO/1 172.16.0.1 il torearding bind
ip address 172.16.0.4 255.255.0.0
EO/O
ey interTale CihdvmelDr ]
“R} erf forwmarding hotel
vrf hotel ip address 172.1.0.5 255.255.0.(
remiter oipl 40 vl bark
router-4d 1.1.1.1
metwork 172.16.0.0 0.0.25%.2%% area O

router ospf 4] wwf hogel
router-4d 1.3.3.1
mnetwork 172.16.0.0 0.0. 2%%.2%% area 0

Rl
il defimit ton Lank

addgress -family 1pl
enit-aldress-Tamily

Refer to the exhibit. Which configuration must be applied to R to enable R to reach the server at 172.16.0.1? A)

interface EthernetO0
vrf forwarding hotel
ip address 172.16.0.7 265.255.0.0

router ospf 44 vrf Hotel
network 172.16,0,0 0.0.255.255 area 0
B)

interface EthernetO0
ip address 172,16.0.7 256.256.0.0

router ospf 44 vif hotel
network 172.16.0.0 266 266 0.0
C)

interface Ethernet0/0
ip address 172.16.0.7 266 26600

router ospf 44 vif bank
network 172.16.0.0 25§ 2550.0

D)

interface Ethernet00
vrf forwarding bank
ip address 172.16.0.7 266 258500

router ospf 44 vrf bank
network 172.16.0.0 0.0.255.255 area 0

A. Option A
B. Option B
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C. Option C
D. Option D

Answer: D

NEW QUESTION 71
- (Exam Topic 1)
What is the function of a VTEP in VXLAN?

A. provide the routing underlay and overlay for VXLAN headers

B. dynamically discover the location of end hosts in a VXLAN fabric

C. encapsulate and de-encapsulate traffic into and out of the VXLAN fabric
D. statically point to end host locations of the VXLAN fabric

Answer: C

NEW QUESTION 76

- (Exam Topic 1)
[ T —————————

General  Securily QoS Policy-Mapping  Advanced

Refer to the exhibit. An engineer is investigating why guest users are able to access other guest user devices when the users are connected to the customer guest
WLAN. What action resolves this issue?

A. implement MFP client protection
B. implement split tunneling

C. implement P2P blocking

D. implement Wi-Fi direct policy

Answer: C

Explanation:
This control determines whether the Wireless LAN Controller is configured to prevent clients connected to the same Wireless Local Area Controller from

communicating with each other.
Wireless Client Isolation prevents wireless clients from communicating with each other over the RF. Packets that arrive on the wireless interface are forwarded only
out the wired interface of an Access Point. One wireless client could potentially compromise another client sharing the same wireless network.

NEW QUESTION 78
- (Exam Topic 1)
Which devices does Cisco DNA Center configure when deploying an IP-based access control policy?

A. All devices integrating with ISE
B. selected individual devices

C. all devices in selected sites

D. all wired devices

Answer: C
Explanation:

When you click Deploy, Cisco DNA Center requests the Cisco Identity Services Engine (Cisco ISE) to send notifications about the policy changes to the network
devices.

NEW QUESTION 81
- (Exam Topic 1)
Refer to the exhibit.
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A network engineer must simplify the IPsec configuration by enabling IPsec over GRE using IPsec profiles. Which two configuration changes accomplish this?

(Choose two).

A. Create an IPsec profile, associate the transform-set ACL, and apply the profile to the tunnel interface.
B. Apply the crypto map to the tunnel interface and change the tunnel mode to tunnel mode ipsec ipv4.
C. Remove all configuration related to crypto map from R1 and R2 and eliminate the ACL.

D. Create an IPsec profile, associate the transform-set, and apply the profile to the tunnel interface.

E. Remove the crypto map and modify the ACL to allow traffic between 10.10.0.0/24 to 10.20.0.0/24.

Answer: CD

NEW QUESTION 85
- (Exam Topic 1)

{

“Claco-l05-XE-nativa GigabitEthamet™ |
“name™ 1",

il |

forwarding™ "MANAGEMENT”

]

u’vll. [

“address™ [

“primary* {

“address™ T10.0.0. 1517
"mask”™ 255 255 255 0"

1
]
]
i
“enabled™ false

)

¢
"Cisco-105-XE-etharmet npgotiation™ |
“aulo™ lrue

]
]
)

Refer to the exhibit Drag and drop the snippets into the RESTCONF request to form the request that returns this response Not all options are used
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URL - hrtp://10.10.10.10/restconf/api/running/native/

HTTP Verb-

Body- N/A

Headers- -application/vnd.yang.data+json

Authentication-privileged level 15 credentials

POST Accept Cisco-105-XE

interface/GigabitEthernet/ 1/ GET PUT

A. Mastered
B. Not Mastered

Answer: A

Explanation:

URL - http:I!lﬂ,lﬂ.lﬂ.10frestcanf!apifrunninq!nativEfi!Hﬁ!Eﬂiﬂ!Mfﬂ!ﬂ!ﬂ14

HTTP Verb- GET
Body- N/A
Headers- Accept -application/vnd.yang.data+json

Authentication-privileged level 15 credentials

POST Crsco-105-XE

NEW QUESTION 87
- (Exam Topic 1)
Refer to the exhibit.

LI T

-------

P e -— LT ST

The EtherChannel between SW2 and SW3 is not operational which action resolves this issue?
A. Configure the channel-group mode on SW2 Gi0/1 and Gi0/1 to on.

B. Configure the channel-group mode on SW3 Gi0/1 to active

C. Configure the mode on SW2 Gi0/0 to trunk

D. Configure the mode on SW2 Gi0/1 to access.

Answer: B

NEW QUESTION 91

- (Exam Topic 1)

A server running Linux is providing support for virtual machines along with DNS and DHCP services for a small business. Which technology does this represent?

A. container
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B. Type 1 hypervisor
C. hardware pass-thru
D. Type 2 hypervisor

Answer: D

Explanation:

In contrast to type 1 hypervisor, a type 2 hypervisor (or hosted hypervisor) runs on top of an operating system and not the physical hardware directly. A big
advantage of Type 2 hypervisors is that management console software is not required. Examples of type 2 hypervisor are VMware Workstation (which can run on
Windows, Mac and Linux) or Microsoft Virtual PC (only runs on Windows).

NEW QUESTION 94
- (Exam Topic 1)
Which action is the vSmart controller responsible for in an SD-WAN deployment?

A. handle, maintain, and gather configuration and status for nodes within the SD-WAN fabric
B. distribute policies that govern data forwarding performed within the SD-WAN fabric

C. gather telemetry data from vEdge routers

D. onboard vEdge nodes into the SD-WAN fabric

Answer: B

NEW QUESTION 97
- (Exam Topic 1)

& &)

Refer to the exhibit. An engineer attempts to configure a trunk between switch swl and switch SW2 using DTP, but the trunk does not form. Which command
should the engineer apply to switch SW2 to resolve this issue?

A. switchport mode dynamic desirable
B. switchport nonegotiate

C. no switchport

D. switchport mode access

Answer: A

NEW QUESTION 102
- (Exam Topic 1)
Refer to the exhibit.
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Ronterf#show ip ospf interface
CigabitEchernetO/1.40 13 up, line prococodl is up
Iinternet ARddress 10.3.5.254/24, Area 0, Attached wvia Network Statement
Froceas ID 1, Router ID 172.16.11.29, Mectwork Type BROADCAST, Cost 1
Topology-HIID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay 12 1 sec, Scate DR, Pricricy 1
Designated Router (ID) 172.16.11.29, Interface address 10.3.5.254
Ho backup designated router on this network
Timer intervals configured, Hello 10, ad 40, Wait 40, Recransmit 5§
oob-resync timeout 40
Ho Hellcocs (FPassive interface)
Supporzs Link-local Saignaling (LLS)
! lines comitted for Drevity
GigabitEthernet0/l is up, line protocol is up
internet Address 1772.16.30.1/24,; Area U, ATttCcached via Nertwork STACeme&Ent
Froceaa ] l, Router ID 172.16.11.29, Nertwork Type BROADCAST, Cost: 1
Tepology=-MTID Ceoar Disabled Shutdewn Topolegy Hame
0 1 ne no Sase
Iransmat Delay 1= 1 sec, State DR, Friocrity 1
Designacted Router (ID) 172.16.11.29%, Interface addreas 172.16.30.1
NG backup designated routeér on this Aatwork
Timer i1ntervals configured, Hello 10, Dead 40, Wailt 40, Recransmit S
cob=resync timeout 40
Ho Hellos (Passive interface)
Supports Link-local Signaling (LL3)
lines omitted for brevity
GigabitEchernet(/0 is up, line protocol is up
internet Address 172.16.11.2%/24, Area 0, Attached wvia Network Statemsnt
Frocess ID 1, Roucer ID 172,16.11.29, Necwork Type BROADCAST, Cosc: 1
Topology-MTID <Coat Disablad Shutdown Topology Name
O i no no =ase
ITransmic Delay 12 1 sec, Stacte DROTHER, Prioricy 1
Daaignacted Router (ID) 172.16.11.27, Incerface address 172,.16.11.27
Backup Designated rouzer (ID) 172.16.11.30, Incerface address 172.16.11.30
iimer intervals configured, Helle 10, Dead 30, Wait 40, Recransmit 5
oocb-resync Timecut 40
Hello due in 00:00:07
SUpports Link-=local Signaling (LL3)
' 1ines cmitted for brevity

A network engineer configures OSPF and reviews the router configuration. Which interface or interface or interface are able to establish OSPF adjacency?

A. GigabitEthemet0/1 and GigabitEthernet0/1.40

B. only GigabitEthernet0/1
C. only GigabttEthernet0/0

D. Gigabit Ethernet0/0 and GigabitEthemet0/1

Answer: C

NEW QUESTION 104
- (Exam Topic 1)

Which encryption hashing algorithm does NTP use for authentication?

A. SSL
B. MD5
C. AES128
D. AES256

Answer: B

Explanation:

An example of configuring NTP authentication is shown below: Routerl(config)#ntp authentication-key 2 md5 itexamanswersRouterl(config)#ntp
authenticateRouterl(config)#ntp trusted-key 2

NEW QUESTION 108
- (Exam Topic 1)

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface GigabitEthernet 0/3 while ignoring other VLAN traffic on the same

interface?
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monitor session 2 source interface gigab
monitor session £ filter vian 2

rce interface ¢

o

£ss 2 50U
assion 2 filter vian 1 -2 4 . 4064

s o

monitor s
monitor s

monitor session 2
monitor session 2 filter vian

= monitor session 2 socurce interface giga

‘_I
monitor session 2 Nilter vian 1 -2 4 . 4094

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 113
- (Exam Topic 1)

tethernet(
gabitethernet('J
source interface gigabitethernet(

¥

bitethern

username admin privilege 15 password @ Cisco13579!
aaa new-model

daa authentication login default local
aaa authentication enable default none

aaa common-criteria policy Administrators
min-length 1
max-length 127
char-changes 4
lifetime month 2

Refer to the exhibit. A network engineer must configure a password expiry mechanism on the gateway router for all local passwords to expire after 60 days. What

is required to complete this task?

A. The password expiry mechanism is on the AAA server and must be configured there.

B. Add the aaa authentication enable default Administrators command.

C. Add the username admin privilege 15 common-criteria*policy Administrators password 0 Cisco13579! command.

D. No further action Is require
E. The configuration is complete.

Answer: C

Explanation:

Perform this task to create a password security policy and to apply the policy to a specific user profile. Device> enable

Device# configure terminal

Device(config)# aaa new-model

Device(config)# aaa common-criteria policy policyl
Device(config-cc-policy)# char-changes 4
Device(config-cc-policy)# max-length 20
Device(config-cc-policy)# min-length 6
Device(config-cc-policy)# numeric-count 2
Device(config-cc-policy)# special-case 2
Device(config-cc-policy)# exit

Device(config)# username userl common-criteria-policy policyl password passwordl

Device(config)# end

NEW QUESTION 117
- (Exam Topic 1)

A network administrator has designed a network with two multilayer switches on the distribution layer, which act as default gateways for the end hosts. Which two

technologies allow every end host in a VLAN to use both gateways? (Choose two)

A. GLBP
B. HSRP
C. MHSRP
D. VSS

E. VRRP

Answer: AC

NEW QUESTION 121
- (Exam Topic 1)
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Gigo/1 Trunk Gig0/1 P
&_1—-____-__-_————_-_-_ ..f!l -
- Switchl Switch 2
Tw.fl ﬂlwflr Fa0/1
| |
| |
| Trunk Trunk |
l |
Cgtye ﬂlgﬁfl}
Gig0/1 Trunk
—r——--—————---—_——_—h
Gigo/2
Switch 4 Switch 3

Refer to the exhibit. Rapid PVST+ is enabled on all switches. Which command set must be configured on switchl to achieve the following results on port fa0/1?

* When a device 1s connected, the port transitions immediately 10 a lorwarding stale
* The interface should not send or receive BPDUs

* It a BPDU is received, it continues operating normally
A)
Switch1(config)# interface f0/1
Switch1(config-if # spanning-tree portfast

B

%‘zw ichi(contig)# spanning-tree portfast bpdufilter default
Switch1(config# Interface 10/1

Swilch1(config-if# spanning-tree portfast

©)

Switch1(config)# spanning-tree portfast bpduguard default
Switch1(configy® interface 10/1

Switch1(config-if ¥ spanning-tree portfast

D)

Switch1{config)# interface f0/1

Switch 1(config-if i spanning-tree portfast
Switch1(config-if # spanning-tree bpduguard enable

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 122
- (Exam Topic 1)

Ri#show crypto isakmp sa

IPvd Crypto ISAKMP SA

dst SIC state
209.165.201.6 209.165.201.1 QM IDLE

conr-id status
1001 ACTIVE

Refer to the exhibit. After configurating an IPsec VPN, an engineer enters the show command to verify the ISAKMP SA status. What does the status show?

A. ISAKMP SA is authenticated and can be used for Quick Mode.

B. Peers have exchanged keys, but ISAKMP SA remains unauthenticated.
C. VPN peers agreed on parameters for the ISAKMP SA

D. ISAKMP SA has been created, but it has not continued to form.

Answer: B

Explanation:
The ISAKMP SA has been authenticated. If the router initiated this exchange, this state transitions immediately to QM_IDLE, and a Quick Mode exchange begins.
https://www.ciscopress.com/articles/article.asp?p=606584

NEW QUESTION 127
- (Exam Topic 1)
Running the script causes the output in the exhibit. Which change to the first line of the script resolves the error?
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import ncclient

with ncclient. manager.connect(
host = "192.168.1.1°,
port=830,
username = ‘root’,
password = "test398345152!",
allow_agent = False) as m:
printim.get _config(‘'running’).data xml)

Qutput
S python get_config.py
Traceback (most recent call last ) :
File “get_config.py”. line 3, in <module>
with ncclient. manager.connect (host = '192.168.1.1, port = 830, username = ‘root’,
AttributeError: ‘'module’ object has no attribute ‘manager’

A. from ncclient import

B. import manager

C. from ncclient import*

D. import ncclient manager

Answer: C

NEW QUESTION 131
- (Exam Topic 1)
Which design principle slates that a user has no access by default to any resource, and unless a resource is explicitly granted, it should be denied?

A. least privilege

B. fail-safe defaults

C. economy of mechanism
D. complete mediation

Answer: B

NEW QUESTION 132
- (Exam Topic 1)
Which AP mode allows an engineer to scan configured channels for rogue access points?

A. sniffer
B. monitor
C. bridge
D. local

Answer: B

NEW QUESTION 137

- (Exam Topic 1)

A network engineer is configuring Flexible Netflow and enters these commands Sampler Netflowl
Mode random one-out-of 100 Interface fastethernet 1/0 Flow-sampler netflowl

Which are two results of implementing this feature instead of traditional Netflow? (Choose two.)

A. CPU and memory utilization are reduced.

B. Only the flows of top 100 talkers are exported

C. The data export flow is more secure.

D. The number of packets to be analyzed are reduced
E. The accuracy of the data to be analyzed is improved

Answer: AD

NEW QUESTION 140
- (Exam Topic 1)
Drag and drop the characteristics from the left onto the protocols they apply to on the right?
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Diagram Description automatically generated

NEW QUESTION 144
- (Exam Topic 1)
What is a benefit of a virtual machine when compared with a physical server?

A. Multiple virtual servers can be deployed on the same physical server without having to buy additional hardware.
B. Virtual machines increase server processing performance.

C. The CPU and RAM resources on a virtual machine cannot be affected by other virtual machines.

D. Deploying a virtual machine is technically less complex than deploying a physical server.

Answer: A

NEW QUESTION 147
- (Exam Topic 1)
What are two benefits of YANG? (Choose two.)

A. It enforces the use of a specific encoding format for NETCONF.
B. It collects statistical constraint analysis information.

C. It enables multiple leaf statements to exist within a leaf list.

D. It enforces configuration semantics.

E. It enforces configuration constraints.

Answer: AE

NEW QUESTION 148
- (Exam Topic 1)
Refer to the exhibit.

with manager connect(host=192 168 0. 1_port=22
username="admin’ password="password1’ hostkey vernfy=True

deviCe_params={name nexus))asm

What does the snippet of code achieve?

A. It creates a temporary connection to a Cisco Nexus device and retrieves a token to be used for API calls.
B. It opens a tunnel and encapsulates the login information, if the host key is correct.

C. It opens an ncclient connection to a Cisco Nexus device and maintains it for the duration of the context.
D. It creates an SSH connection using the SSH key that is stored, and the password is ignored.

Answer: C

Explanation:
ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.
The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).

NEW QUESTION 152

- (Exam Topic 1)

In a wireless Cisco SD-Access deployment, which roaming method is used when a user moves from one access point to another on a different access switch
using a single WLC?

A. Layer 3

B. inter-xTR
C. auto anchor
D. fast roam
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Answer: B

Explanation:

A fabric edge node provides onboarding and mobility services for wired users and devices (including

fabric-enabled WLCs and APs) connected to the fabric. It is a LISP tunnel router (XTR) that also provides the anycast gateway, endpoint authentication, and
assignment to overlay host pools (static or DHCP), as well as group-based policy enforcement (for traffic to fabric endpoints).

From Cisco's guide, under SDA roaming - When a client on a fabric enabled WLAN, roams from an access point to another access point on a different access-
switch, it is called Inter-xTR, like a highway. Intra is within intra is between. Like interstate highways. That's how | remember.
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/mobility.html

NEW QUESTION 157
- (Exam Topic 1)
Which technology provides a secure communication channel for all traffic at Layer 2 of the OSI model?

A. MACsec

B. IPsec

C.SSL

D. Cisco Trustsec

Answer: A

Explanation:
MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-ofband methods for encryption keying. The MACsec Key
Agreement (MKA) Protocol provides the

NEW QUESTION 160
- (Exam Topic 1)
How does an on-premises infrastructure compare to a cloud infrastructure?

A. On-premises can increase compute power faster than cloud

B. On-premises requires less power and cooling resources than cloud

C. On-premises offers faster deployment than cloud

D. On-premises offers lower latency for physically adjacent systems than cloud.

Answer: D

NEW QUESTION 163
- (Exam Topic 1)
What is one difference between saltstack and ansible?

A. SaltStack uses an API proxy agent to program Cisco boxes on agent mode, whereas Ansible uses a Telnet connection
B. SaltStack uses the Ansible agent on the box, whereas Ansible uses a Telnet server on the box

C. SaltStack is constructed with minion, whereas Ansible is constructed with YAML

D. SaltStack uses SSH to interact with Cisco devices, whereas Ansible uses an event bus

Answer: C

NEW QUESTION 164
- (Exam Topic 1)
Which controller is capable of acting as a STUN server during the onboarding process of Edge devices?

A. vBond

B. vSmart

C. vManage
D. PNP server

Answer: A

NEW QUESTION 169
- (Exam Topic 1)
Which two network problems Indicate a need to implement QoS in a campus network? (Choose two.)

A. port flapping

B. excess jitter

C. misrouted network packets

D. duplicate IP addresses

E. bandwidth-related packet loss

Answer: BE

NEW QUESTION 172
- (Exam Topic 1)
Refer to the exhibit.
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Area 0 Areal

2222/32

E-I.B..I"B Gie/e

Router R1 Router R2
er ospf 1 router ospf 1

rqutmuter?iﬂ 10100 router-id 2.2.2.2
network 1.1.1.1 B.E.B grea @ network. 2.2.2.2 9.9.8.8 area @ .
network 10.0.0.8 ©.9.0.255 area @ network 19.0.8.9 #.0,8.255 area 8,

A network engineer is configuring OSPF between router R1 and router R2. The engineer must ensure that a DR/BDR election does not occur on the Gigabit
Ethernet interfaces in area 0. Which configuration set accomplishes this goal?

A)
R1(config-fjinterface Gi0/0 . _
R1(conhg-flip ospf network point-to-point
R2{config fjinterface Gi0/0
R2(config-f)ip ospf network point-to-point
B)
R1(config-finterface Gi0/0
R1(configf)ip ospf network broadcast
R2(config mmtlrfau Gi0/0
Rr2(config-f)ip ospf network broadcast
C)
R1i{confu : finterface Gi0/0
R1(confia Hip ospf database-filter all out
R2contg o interface Gi0/0 .
< Iteanfinfip ospf database-filter all out
D)
&1 conta  inerface Gi0/0
1 f.1Fip ospf pnonty 1
2oiconf-imerface Gi0/0
2o (rordadip ospf priority 1
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A
Explanation:

Broadcast and Non-Broadcast networks elect DR/BDR while Point-topoint/ multipoint do not elect DR/BDR. Therefore we have to set the two Gi0/0
interfaces to point-to-point or point-to-multipoint network to ensure that a DR/BDR election does not occur.

NEW QUESTION 173
- (Exam Topic 1)
Refer to the exhibit.

AS2

192.168.10.0/24 Fa0/0 Lo0
2

-
i
i,
e
o
—
]
-

FLOTTOL

Which configuration establishes EBGP neighborship between these two directly connected neighbors and exchanges the loopback network of the two routers
through BGP?
A)
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R1(config)®¥router bgp 1
R1(config router)neighbor 192.168.10.2 remote-as 2
R1(config router)ymnetwork 10.1.1.0 mask 255.255.255.0

R2Z(confiqFrouter bgp 2
R2Z2(config-router)mneighbor 192.168.10.1 remote-as 1
RZ2(config-router)anetwork 10.2.2.0 mask 255.255.255.0

B)

R1(conhg *router bgp 1
R1(confg-routcr }#neighbor 10.2.2.2 remote-as 2
R1(config-router #network 10.1.1.0 mask 266.266.266.0

R2(config)¥router bgp 2
R2(config-router)yneighbor 10.1.1.1 remote-as 1
R2(config router)mnetwork 10.2.2.0 mask 255.255.255.0

C)

R1(conhg ) =router bgp 1
R1(conhg-router J=Eneighbor 192.168.10.2 remote-as 2
R1(conhg-router ) =network 10.0.0.0 mask 255.0.0.0

RZ2(conhg =router bgp 2
RZ(conhg-router =neighbor 192.168.10.1 remote-as 1
R2(conhg-router }¥network 10.0.0.0 mask 266.0.0.0

D)

R1(confiqg)¥router bgp 1

R1(config.router)Tneighber 10.2.2.2 remote-as 2
R1(config router ) Tneighbor 10.2.2.2 update-source lo0
R1(confhig-router )rnetwork 10.1.1.0 mask 255.2585.2585.0

RZ2(conhg)=router bgp 2

RZ(conhg-router =neighbor 10.1.1.1 remote-as 1
RZ(conhg-router =neighbor 10.1.1.1 update-source o0
RZ2(conhg-routler =network 10.2.2.0 mask 25656.2566.265.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

With BGP, we must advertise the correct network and subnet mask in the “network” command (in this case network 10.1.1.0/24 on R1 and network 10.2.2.0/24 on
R2). BGP is very strict in the

routing advertisements. In other words, BGP only advertises the network which exists exactly in the routing table. In this case, if you put the command “network
X.X.0.0 mask 255.255.0.0” or “network x.0.0.0 mask 255.0.0.0” or “network x.x.x.x mask 255.255.255.255” then BGP will not advertise anything.

It is easy to establish eBGP neighborship via the direct link. But let's see what are required when we want to establish eBGP neighborship via their loopback
interfaces. We will need two commands:

+ the command “neighbor 10.1.1.1 ebgp-multihop 2” on R1 and “neighbor 10.2.2.2 ebgpmultihop 2” on R1. This command increases the TTL value to 2 so that
BGP updates can reach the

BGP neighbor which is two hops away.

+ Answer ‘R1 (config) #router bgp 1

R1 (config-router) #neighbor 192.168.10.2 remote-as 2

R1 (config-router) #network 10.1.1.0 mask 255.255.255.0 R2 (config) #router bgp 2

R2 (config-router) #neighbor 192.168.10.1 remote-as 1

R2 (config-router) #network 10.2.2.0 mask 255.255.255.0 Quick Wireless Summary

Cisco Access Points (APs) can operate in one of two modes: autonomous or lightweight

+ Autonomous: self-sufficient and standalone. Used for small wireless networks.

+ Lightweight: A Cisco lightweight AP (LAP) has to join a Wireless LAN Controller (WLC) to function. LAP and WLC communicate with each other via a logical pair
of CAPWAP tunnels.

— Control and Provisioning for Wireless Access Point (CAPWAP) is an IETF standard for control messaging for setup, authentication and operations between APs
and WLCs. CAPWAP is similar to LWAPP except the following differences:

+CAPWAP uses Datagram Transport Layer Security (DTLS) for authentication and encryption to

protect traffic between APs and controllers. LWAPP uses AES.

+ CAPWAP has a dynamic maximum transmission unit (MTU) discovery mechanism.

+ CAPWAP runs on UDP ports 5246 (control messages) and 5247 (data messages) An LAP operates in one of six different modes:

+ Local mode (default mode): measures noise floor and interference, and scans for intrusion detection (IDS) events every 180 seconds on unused channels

+ FlexConnect, formerly known as Hybrid Remote Edge AP (H-REAP), mode: allows data traffic

to be switched locally and not go back to the controller. The FlexConnect AP can perform standalone client authentication and switch VLAN traffic locally even
when it's disconnected to the WLC (Local Switched). FlexConnect AP can also tunnel (via CAPWAP) both user wireless data and control traffic to a centralized
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WLC (Central Switched).

+ Monitor mode: does not handle data traffic between clients and the infrastructure. It acts like a sensor for location-based services (LBS), rogue AP detection, and
IDS

+ Rogue detector mode: monitor for rogue APs. It does not handle data at all.

+ Sniffer mode: run as a sniffer and captures and forwards all the packets on a particular channel to a remote machine where you can use protocol analysis tool
(Wireshark, Airopeek, etc) to review the packets and diagnose issues. Strictly used for troubleshooting purposes.

+ Bridge mode: bridge together the WLAN and the wired infrastructure together.

Mobility Express is the ability to use an access point (AP) as a controller instead of a real WLAN controller. But this solution is only suitable for small to midsize, or
multi-site branch locations where you might not want to invest in a dedicated WLC. A Mobility Express WLC can support up to 100 Aps

NEW QUESTION 177
- (Exam Topic 1)
What does Call Admission Control require the client to send in order to reserve the bandwidth?

A. SIP flow information

B. Wi-Fi multimedia

C. traffic specification

D. VolP media session awareness

Answer: C

NEW QUESTION 179
- (Exam Topic 1)
What is a characteristic of a next-generation firewall?

A. only required at the network perimeter

B. required in each layer of the network

C. filters traffic using Layer 3 and Layer 4 information only
D. provides intrusion prevention

Answer: D

Explanation:
The feature set for NGFWs build upon traditional firewall features by including critical security functions like intrusion prevention, VPN, and anti-virus, and even
encrypted web traffic inspection to help prevent packets containing malicious content from entering the network

NEW QUESTION 183
- (Exam Topic 1)
Refer to the exhibit.

The IP SLA is configured in a router. An engineer must configure an EEM applet to shut down the interface and bring it back up when there is a problem with the
IP SLA. Which configuration should the engineer use?

A. event manager applet EEM_IP_SLA event track 10 state down

B. event manager applet EEM_IP_SLA event track 10 state unreachable
C. event manager applet EEM_IP_SLA event sla 10 state unreachable
D. event manager applet EEM_IP_SL Aevent sla 10 state down

Answer: A

Explanation:

The ip sla 10 will ping the IP 192.168.10.20 every 3 seconds to make sure the connection is still up. We can configure an EEM applet if there is any problem with
this IP SLA via the command event track 10 state down.

Reference: https://www.theroutingtable.com/ip-sla-and-cisco-eem/

NEW QUESTION 187
- (Exam Topic 1)
How are the different versions of IGMP compatible?

A. IGMPv2 is compatible only with IGMPv1.
B. IGMPv2 is compatible only with IGMPv2.
C. IGMPv3 is compatible only with IGMPv3.
D. IGMPv3 is compatible only with IGMPv1

Answer: A

NEW QUESTION 190
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- (Exam Topic 1)
How is Layer 3 roaming accomplished in a unified wireless deployment?

A. An EolP tunnel is created between the client and the anchor controller to provide seamless connectivity as the client is associated with the new AP.
B. The client entry on the original controller is passed to the database on the new controller.

C. The new controller assigns an IP address from the new subnet to the client

D. The client database on the original controller is updated the anchor entry, and the new controller database is updated with the foreign entry.

Answer: D

NEW QUESTION 192
- (Exam Topic 1)
Which statement about TLS is accurate when using RESTCONF to write configurations on network devices?

A. It requires certificates for authentication

B. It is provided using NGINX acting as a proxy web server
C. ltis used for HTTP and HTTPS requests

D. It is not supported on Cisco devices

Answer: B
NEW QUESTION 197

- (Exam Topic 1)
Drag and drop the characteristics from the left onto the routing protocols they describe on the right.

| [EIGRP
SUDPOrtS virtual hinks | f
|
J
— e 1
can automatically summanze networks at the boundary | -
DSPF
[ i
|
requires manual conhguration of network summanzation
| |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Diagram Description automatically generated

NEW QUESTION 202
- (Exam Topic 1)
“HTTP/1.1 204 content” is returned when cur —| —x delete command is issued. Which situation has occurred?

A. The object could not be located at the URI path.

B. The command succeeded in deleting the object

C. The object was located at the URI, but it could not be deleted.
D. The URI was invalid

Answer: B

Explanation:
HTTP Status 204 (No Content) indicates that the server has successfully fulfilled the request and that there is no content to send in the response payload body.

NEW QUESTION 207
- (Exam Topic 1)
Which HTTP code must be returned to prevent the script form exiting?

def get_token () :
device_uri = "https: V192,166, 1. Udnalsystemlapiivi/authitoken™
kttp_result = requests pestidevice_url, auth = ["rest”, "test3388104361) )
if http_result.status_code I= requests.codes ok:
print ("Call failed! Review get_token (] . ")
sys. exit [
retum (http_resultjsen (} [“Token'] )

A. 200
B. 201
C. 300
D. 301
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Answer: A

NEW QUESTION 211
- (Exam Topic 1)
Which component of the Cisco Cyber Threat Defense solution provides user and flow context analysis?

A. Cisco Firepower and FireSIGHT
B. Cisco Stealth watch system

C. Advanced Malware Protection
D. Cisco Web Security Appliance

Answer: B

NEW QUESTION 216
- (Exam Topic 1)

Refer to the exhibit. Which action completes the configuration to achieve a dynamic continuous mapped NAT for all users?

A. Configure a match-host type NAT pool

B. Reconfigure the pool to use the 192.168 1 0 address range
C. Increase the NAT pool size to support 254 usable addresses
D. Configure a one-to-one type NAT pool

Answer: C

NEW QUESTION 220
- (Exam Topic 1)
Which DHCP option helps lightweight APs find the IP address of a wireless LAN controller?

A. Option 43
B. Option 60
C. Option 67
D. Option 150

Answer: A

NEW QUESTION 225
- (Exam Topic 1)
An engineer has deployed a single Cisco 5520 WLC with a management IP address of 172.16.50.5/24. The engineer must register 50 new Cisco AIR-CAP2802I-E-
K9 access points to the WLC using DHCP option 43. The access points are connected to a switch in VLAN 100 that uses the 172.16.100.0/24 subnet. The
engineer has configured the DHCP scope on the switch as follows:

MNetwork 172.16.100.0 255 255 255.0

Default Router 172.16.100.1

Option 43 Ascii 172.16.50.5

The access points are failing to join the wireless LAN controller. Which action resolves the issue?

A. configure option 43 Hex F104.AC10.3205
B. configure option 43 Hex F104.CA10.3205
C. configure dns-server 172.16.50.5

D. configure dns-server 172.16.100.1

Answer: A

Explanation:

The Option 43 hexadecimal string is assembled as a sequence of the TLV values for the Option 43 suboption: Type + Length + Value. Type is always the
suboption code 0xfl. Length is the number of controller management IP addresses times 4 in hex. Value is the IP address of the controller listed sequentially in
hex.

On this question, there is 1 controller with management interface IP addresses 172.16.50.5/24. The type is 0xfl. The length is 1 * 4 = 8 = 0x04. The mgmt IP
addresses 172.16.50.5 translate to ac.10.32.05 (Oxac103205). When the string is assembled, it yields f108c0a80a05c0a80al4. The Cisco IOS command that is
added to the DHCP scope is:

option 43 hex f104ac103205

NEW QUESTION 230
- (Exam Topic 1)
Drag and drop the characteristics from the left onto the appropriate infrastructure deployment types on the right.
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customizable hardwae, pupose-bult fyitems

o Brerrees

easy 10 scale and upgrade

more fatabla for comparees with speciic reguiatony o
security réqurements

PO G Can bé Owir Or undimutilded i reQuIrements vary

requires a strong and stable ntermet connecton

budtan, astomated data baclups and recovery

A. Mastered
B. Not Mastered

Answer: A

Explanation:

ostomizabke hadwae, pupose-bult syitems

o Prerreses

N —— -_-_I|

cuEtomzabis hadwae, purpose-buit fystems

morg futable for compansd with specfic reguiatory o
seCunty regurerments

| mord aatabks for companess wath spechc regudatony o
] SRCLITtY TOOUIamants I

tEsourCEn Can Dé Ovir Of undérutited & réuarernents vary

PEOURCES Can D Ovier O uncerutilied & reguIrements vary

| requres 3 strong and ftable mternet conmecton i

buit-n, automated data backups and recovery I

NEW QUESTION 235
- (Exam Topic 1)

ey 10 wale and upgrade

requeres 3 strong and stable mtermet connection

budit-n, astomated data badkups and recovery

A company plans to implement intent-based networking in its campus infrastructure. Which design facilities a migrate from a traditional campus design to a

programmer fabric designer?
A. Layer 2 access

B. three-tier

C. two-tier

D. routed access

Answer: C

NEW QUESTION 236
- (Exam Topic 1)
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L BSI000 N

209.165.201.0/27

Rl
router bgp 1000
address-family ipv4 unicast

description Peer Router B

R2
router bgp 2000
address-family ipv4 unicast

description Peer Router A

tl\ 10.0.0.0/24 a* Jo | ﬁ 192.168.0.0/16 )
. o e -

'\-\_._\_\__\_\_ o e

neighbor 209.165.201.2 remote-as 2000
network 10.0.0.0 mask 255.255.255.0

neighbor 209.165.201.1 remoce-as 1000

necwork 10.0.0,0 mask 255.255.255.0

Refer to the exhibit. Which two commands are needed to allow for full reachability between AS 1000 and AS 2000? (Choose two)

A. R1#network 192.168.0.0 mask 255.255.0.0

B. R2#no network 10.0.0.0 255.255.255.0

C. R2#network 192.168.0.0 mask 255.255.0.0

D. R2#network 209.165.201.0 mask 255.255.192.0
E. R1#no network 10.0.0.0 255.255.255.0

Answer: BC
NEW QUESTION 239

- (Exam Topic 1)
Refer to the exhibit.
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Charetes il “MNasun D00 G TRIYC-FX chascs™
Cpul_naema  Bndes R L) L R T
ey 2063 24 04

ey, “i”

e s T3ATOS

T D SiLr

i _roason” “Hozol Roguesied try CLI command noload

Which HTTP JSON response does the python code output give?

A. NameError: name ‘json’ is not defined
B. KeyError 'kickstart_ver_str'

C.7.61

D. 7.0(3)I7(4)

Answer: D

NEW QUESTION 242
- (Exam Topic 1)

Drag and drop the wireless elements on the left to their definitions on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Chart, line chart Description automatically generated

NEW QUESTION 246
- (Exam Topic 1)
How does Cisco Trustsec enable more access controls for dynamic networking environments and data centers?

A. classifies traffic based on advanced application recognition

B. uses flexible NetFlow

C. classifies traffic based on the contextual identity of the endpoint rather than its IP address correct
D. assigns a VLAN to the endpoint

Answer: C

Explanation:

The Cisco TrustSec solution simplifies the provisioning and management of network access control through the use of software-defined segmentation to classify
network traffic and enforce policies for more flexible access controls. Traffic classification is based on endpoint identity, not IP address, enabling policy change
without net-work redesign.

NEW QUESTION 251
- (Exam Topic 1)
Refer to the exhibit.

ada new-model
asa authentication legin default local-case anable

asa suthentlication legin ADMIN local-case
username CCHP secret StriongPlaawlrd!
line 0 4

ieglin authantlication ADMIN

An engineer must create a configuration that executes the show run command and then terminates the session when user CCNP legs in. Which configuration
change is required?

A. Add the access-class keyword to the username command

B. Add the access-class keyword to the aaa authentication command
C. Add the autocommand keyword to the username command

D. Add the autocommand keyword to the aaa authentication command

Answer: C

Explanation:

The autocommand causes the specified command to be issued automatically after the user logs in. When the command is complete, the session is terminated.
Because the command can be any length and can contain embedded spaces, commands using the autocommand keyword must be the last option on the line. In
this specific question, we have to enter this line username CCNP autocommand show running-config.

NEW QUESTION 253
- (Exam Topic 1)
Refer to the exhibit.
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. General | Security | QoS | Advanced | Policy Mapping

Layer2 | Layer3 | AAAServers |

Fast Lransition

Fast Transition

Protected Management Frame
PMF Disabled -

WPA+-WPA2 Parameters

WPA Policy i
WPA2 Policy-AES i

Authentication Key Management

802.1X " Enable

CCKM "1 Enable
PSK /| Enable
FT 802.1X ~| Enable
FT PSK | Enable
PSK Format ASCIT -~

CELET R P L]

Based on the configuration in this WLAN security setting, Which method can a client use to authenticate to the network?

A. text string

B. username and password
C. certificate

D. RADIUS token

Answer: A

NEW QUESTION 258
- (Exam Topic 1)
Which two methods are used to reduce the AP coverage area? (Choose two)

A. Reduce channel width from 40 MHz to 20 MHz
B. Disable 2.4 GHz and use only 5 GHz.

C. Reduce AP transmit power.

D. Increase minimum mandatory data rate

E. Enable Fastlane

Answer: CD

NEW QUESTION 262
- (Exam Topic 1)
Refer to the exhibit.

= |

Router 1 is currently operating as the HSRP primary with a priority of 110 routerl fails and router2 take over the forwarding role. Which command on routerl
causes it to take over the forwarding role when it return to service?

A. standby 2 priority
B. standby 2 preempt
C. standby 2 track

D. standby 2 timers

Answer: B

NEW QUESTION 264
- (Exam Topic 1)
Which AP mode allows an engineer to scan configured channels for rogue access points?

A. sniffer
B. monitor
C. bridge
D. local
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Answer: B

NEW QUESTION 266
- (Exam Topic 1)

SWl# show interfaces gigabitethernet 0/0 switchport

PC1

Vian200

Vian200

Gel/0

Geli2

Vian100

PC3

Gad

Vian100

PC4

Gel/2

Gelil

Refer to the exhibit. The connecting between SW1 and SW2 is not operational. Which two actions resolve the issue? (Choose two)

A. configure switchport mode access on SW2

B. configure switchport nonegotiate on SW2

C. configure switchport mode trunk on SW2

D. configure switchport nonegotiate on SW1

E. configure switchport mode dynamic desirable on SW2

Answer: CE

NEW QUESTION 270
- (Exam Topic 1)

AAA nev-podel

tACACS-server host 192 1¢€8.0 202
tacacs-server kay cliscotestkey

line vty 04

login authentication authorizationlist

Aaa authentication loglin authorizationlist tacacse

Refer to the exhibit. What is the effect of this configuration?

A. When users attempt to connect to vty lines 0 through 4, the device will authenticate them against TACACS+ if local authentication fails
B. The device will authenticate all users connecting to vty lines 0 through 4 against TACACS+
C. The device will allow users at 192.168.0.202 to connect to vty lines 0 through 4 using the password ciscotestkey
D. The device will allow only users at 192.166.0.202 to connect to vty lines 0 through 4

Answer: B

NEW QUESTION 274
- (Exam Topic 1)
Which characteristic distinguishes Ansible from Chef?

A. Ansible lacs redundancy support for the master serve
B. Chef runs two masters in an active/active mode.

C. Ansible uses Ruby to manage configuration

D. Chef uses YAML to manage configurations.

E. Ansible pushes the configuration to the clien

F. Chef client pulls the configuration from the server.
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G. The Ansible server can run on Linux, Unix or Window
H. The Chef server must run on Linux or Unix.

Answer: C

NEW QUESTION 279
- (Exam Topic 1)
Refer to the exhibit.

Router® traceroute 18.18.18.1

Type escape sequence to abort.
Tracing the route to 19.16.18.1

1 10.8.0.1 S msec S msec 5
2 10.5.0.1 1% msec 17 msec IV
3 ,'41.51.-1 - E L] -

An engineer is troubleshooting a connectivity issue and executes a traceoute. What does the result confirm?

A. The destination server reported it is too busy
B. The protocol is unreachable

C. The destination port is unreachable

D. The probe timed out

Answer: D

Explanation:

In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)

NEW QUESTION 281
- (Exam Topic 1)
Which exhibit displays a valid JSON file?

M= e ames ™ s " ecioge retE e 1™

"interfaces®": {

h akb i he
1gabitEther: L/s2

" ibitETthernet

Ilt " I.r"“ L L] I. - 1 ¥ L

11 ¥ [ i [

g 1 iLELhe 1 | B
"GigabitEthernetl/2",
"Sig Eth cl1,/3

r

hostnam - ute 1

] . a0 . I 5
“sigabitEthernetl/ 1"
- jabitEthernetl 2"
i Ja +E 'r_.__r.r_n.l Y o

-

"hostnamae™ @ "edgr router 1™,
. e
s o E LE L8 et ] I“r
g 1 abitE =T .‘.'Ll _|'|l‘
" 11 E ¥ rnetl "

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 284
- (Exam Topic 1)
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Gia/e Gia/e

Eth 2/2 Eth 213 Eth 2/3

.g? —

PC1 PC2 PC3 PC4

*Sep 12 03:12:42.884: %LINK-3-UPDOWN: Interface Port-channel10, changed state to down

*Sep 12 03:12:43.887: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channellD, changed state to down
*Sep 12 03:12:46.889: %EC-5-LIDONTBNDL2 : GI0/1 suspended: LACP currently not enabled on the remote port.
*Sep 1203:12:49.263: %EC-5-LIDONTENDL2 : GIO/0 suspended: LACP currently not enabled on the remote port.

Refer to the exhibit. A network engineer troubleshoots an issue with the port channel between SW1 and SW2. which command resolves the issue?
A)

SWi(config-ifj#channel-group 10 mode desirable
B)
SWi(config-if j#channel-group 10 mode active

C)
SW(config-if j#switchport mode trunk
D)

SW2(config-f j#channel-group 10 mode on

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 289
- (Exam Topic 1)
What is the centralized control policy in a Cisco SD-WAN deployment?

A. list of ordered statements that define user access policies

B. set of statements that defines how routing is performed

C. set of rules that governs nodes authentication within the cloud
D. list of enabled services for all nodes within the cloud

Answer: B
NEW QUESTION 291

- (Exam Topic 1)
Refer to the exhibit.
N

Which type of antenna is show on the radiation patterns?
A. Dipole

B. Yagi

C. Patch

D. Omnidirectional

Answer: A

NEW QUESTION 294
- (Exam Topic 1)
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What is a fact about Cisco EAP-FAST?

A. It does not require a RADIUS server certificate.
B. It requires a client certificate.

C. Itis an IETF standard.

D. It operates in transparent mode.

Answer: A
NEW QUESTION 296

- (Exam Topic 1)
Refer to the exhibit.

SWilash monitor session all
Sezslon 1
Type : Remote Destination Session
Source RSPAN VLAMN : 98
Session 1
Type : Local Session
Source Ports :
Both : Fai/14
Destimation Ports : Fa@/f1s
Encapsulation : Hative
Ingress : Dizsables

An engineer configures monitoring on SW1 and enters the show command to verify operation. What does the output confirm?

A. SPAN session 1 monitors activity on VLAN 50 of a remote switch

B. SPAN session 2 only monitors egress traffic exiting port FastEthernet 0/14.

C. SPAN session 2 monitors all traffic entering and exiting port FastEthernet 0/15.
D. RSPAN session 1 is incompletely configured for monitoring

Answer: D

Explanation:
SW1 has been configured with the following commands:

SW1(config)#monitor session 1 source remote vlan 50 SW1(config)#monitor session 2 source interface fa0/14 SW1(config)#monitor session 2 destination
interface fa0/15

The session 1 on SW1 was configured for Remote SPAN (RSPAN) while session 2 was configured for local SPAN. For RSPAN we need to configure the
destination port to complete the configuration.

Note: In fact we cannot create such a session like session 1 because if we only configure Source RSPAN VLAN 50 (with the command monitor session 1 source
remote vlan 50) then we will receive a Type: Remote Source Session (not Remote Destination Session).

NEW QUESTION 300

- (Exam Topic 4)

Which Python code snippet must be added to the script to store the changed interface configuration to a local JISON-formatted file?
import json
import requests

Creds = (Yuser”, "Z#4182083285mnV")
Headers = { “Content-Type" : “applicationfyang-data+json”,
“Accept” : “application/yang-data+json” }

BaseURL = hittps:/fcpefrestconfidata”
URL = BaseURL + “/ICisco-l0S5-XE-native:nativeflinterface"”

Response = requests.get{URL, auth = Creds, headers = Headers, verify = False)
UpdatedConfig = Response.text.replace(“2001:db8:1:", “2001:db8:café:”

OutFile = open("ifaces.json", "w")
Json.dump(UpdatedConfig,OutFile)
QutFile.close()

OutFile = open("ifaces.json", "w")
OutFile.write(UpdatedConfig)
OutFile.close()

OutFile = open(“ifaces.json", "w")
OutFile.write(Response.text)
QutFile.close()

QutFile = open("ifaces.json", "w"

OutFile.write(Response.json())
OutFile.close()
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 305
- (Exam Topic 4)
I
intarfaca FastEthernet0/1
ip address 209.165.200.225 255.255.255.224
ip nat outside
|
intarfaoe FastEthernet0/2
ip address 10.10.10.1 255.255.255.0
ip nat inside
I

access-list 10 parmit 10.10.10.0 0.0.0.255
[

Refer to the exhibit. Which command allows hosts that are connected to FastEthernet0/2 to access the Internet?

A. ip nat inside source list 10 interface FastEthernet0/1 overload

B. ip nat inside source list 10 interface FastEthernet0/2 overload

C. ip nat outside source list 10 interface FastEthernet0/2 overload
D. ip nat outside source static 209.165.200.225 10.10.10.0 overload

Answer: A

NEW QUESTION 308
- (Exam Topic 4)

s
;

Rl#sh ip bgp
BGP table version is 2, local router ID iz 13.13.13.13.1

Status codes: s suppressed, d damped, h hiatory, * valid, > best, i -
intarnal ,

r RIB-failure, 5 Stale, m multipath, b backup-path, £ RT-
Filter

x best-external, a additional-path, ¢ RIB-compressed,
Origin codea: i — IGP, & — EGP, ? — incomplate
RPRI wvalidation codes: ¥ walid, I Invalid, N Not found

Hatwork Next
Hop Metrieo LocPrf Weight Path
* 172.16.1.0/24 13.13.13.3 0
200 300 1
> 12.12.12.2 0
200 300 1

Refer to the exhibit. An engineer is reaching network 172.16.10.0/24 via the R1-R2-R4 path. Which configuration forces the traffic to fake a path of R1-R3-R4?
A)

R2{config)¥route-map RM_MED permit 10
R2(config.route-mapj#set metric 1

R2{config-route-mapj=exit

R.2(config)#router bgp 200

R2(config-router @neighbor 12.12.12.1 route-map RM_MED out
R2(config-router #end

R2d4clear ip bgp 12.12.12.1 soft out

B)

R1(config)#router bgp 100
R1(config-routerj#neighbor 13.13.13.3 weight 1
R1(config-router j#end

C)
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R1(config¥route-map RM_AS_PATH_PREPEND

R1(config-route-map)#set as-path prepend 200 200

R1(config-route.-map)sexit

R1(config#router bgp 100

R1(config-router @neighbor 12.12.12.2 route-map RM_AS_PATH_PREPEND in
R1(config.rouler Wend

Ri#clear ip bgp 12.12.12.2 soft in

D)

R1(config¥route-map RM_LOCAL_PREF permit 10
R1(config-route.map)#set local-preference 101

R1(config-route-map )vexit

R1(configwrouter bgp 100

R1(config-router @neighbor 13.13.13.3 route-map RM_LOCAL_PREF in
R1(config-router j#end

R1isclear ip bgp 13.13.13.3 soft in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 309
- (Exam Topic 4)
How is a data modelling language used?

A. To enable data to be easily structured, grouped, validated, and replicated.

B. To represent finite and well-defined network elements that cannot be changed.
C. To model the flows of unstructured data within the infrastructure

D. To provide human readability to scripting languages

Answer: A

NEW QUESTION 311
- (Exam Topic 4)
What is one characteristic of VXLAN?

A. It supports a maximum of 4096 VLANS.

B. It supports multitenant segments.

C. It uses STP to prevent loops in the underlay network.

D. It uses the Layer 2 header to transfer packets through the network underlay.

Answer: B
NEW QUESTION 315

- (Exam Topic 4)
Drag and drop the characteristics from the left onto the switching architectures on the right.

iProcess Switchi
It optimizes the switching process to handle larger ng
packet volumes.
It is referred to as "software switching.”
The general-purpose CPU is in charge of packet
switching. T ——
ICisco Express Forwarding

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 316
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- (Exam Topic 4)
Which authorization framework gives third-party applications limited access to HTTP services?

A. iPsec
B. Basic Auth
C.GRE
D. OAuth 2.0

Answer: D
NEW QUESTION 320

- (Exam Topic 4)
Simulation 09

i i Topokaay Tk SV
Wil
Wz Provay Link RO
EOs3 172 18 3 a0 [T,
i VLAN §5 a0
1000 2 1 ""I.'|"
EQ 173 16 3 D030 2]
(5T ol Backum Lk
| MR Lowd
A% 90 . Tl
2 STl

i VLAN 99

W1

Confgure the devices according to the lopology 1o achieve these

goals

1. Configure a SPAN session on SW01 using these parameters
Session Mumber: 20
Source Interface: VLAN 99
Traffic Direction: Transmitted Traffic
Destination Interface: Ethernet 041
2. Conhigure the NelFlow Top Talkers legture for outbound traffic
on interface EO2 of RO1 with these parameters
Mumber of Top Talkers. S50
Sort Type: Packets
Cache Timeout: 30 seconds
3. Configure an IP SLA operalion on SWO02 and starl the ICMP
probe with these paramelers
Entry Number: 10
Target IP: 1.1.1.1
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2, Confiqure the NetFlow Top Talkers feature for outbound traffic

% N o

4

rface EQ/2 of RD1 with these parameters

.

Number of Top Talkers: 50
Sort '}.r”'. Packats
|:;:L1\_|'I|? .F|--:t':_-|_l|_ :.-I;- seconds

Configure an P SLA operation on SWO2 and start the ICMi

I ":’r":.-' .':!J'-I-‘ h = "-.-'

Target IP: 1.1.1.1

Source |f 1 72.16.2.2

Frequency: 5 seconds

Threshold: 250 milli M
meoul: 3000 millisecon
fetime: F Fur

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Sw1l Config t

Monitor session 20 source vian 99 tx
Monitor session 20 destination interface ethernet 0/1 Copy run start
R1

Config t

Ip flow-top-talkers Top 50

Sort-by packets Cache time-out 30 Eth 0/2
Ip flow egress Copy run start Sw02

Config tIp sla 10

Icmp-echo 1.1.1.1 source-ip 172.16.2.2
Frequency 5

Threshold 250

Timeout 3000

Ip sla schedule 10 start-time now life forever
Copy run start

NEW QUESTION 325

- (Exam Topic 4)

A switch is attached to router R1 on its gig 0/0 interface. Fort security reasons, you want to prevent R1 from sending OSPF hellos to the switch. Which command
should be enabled to accomplish this?

A. R1(config-router)#ip ospf hello disable

B. R1(config-router)#ip ospf hello-interval 0

C. R1(config)#passive-interface Gig 0/0

D. R1(config-router)#passive-interface Gig 0/0

Answer: D

NEW QUESTION 330
- (Exam Topic 4)
If AP power level is increased from 25 mW to 100 mW. what is the power difference in dBm?

A. 6 dBm

B. 14 dBm
C. 17 dBm
D. 20 dBm

Answer: D
NEW QUESTION 333
- (Exam Topic 4)

Which configuration restricts the amount of SSH traffic that a router accepts to 100 kbps?
A)
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clasp-map mateh-all CoFPF 358
match access-group name CofF 55H
]
policy-map CoFP_SSH
class CoPP_35M
police cir 100000

excedd-action drop

interface GagabitEthernes/]

F actesa-group EGRESS out
PEIvice-policy Lnput COFP_33M

ip accerr=list extended |

deny Top aAny any eg 32

o -3

a
ip addreas 205.1€5.200.2258 255,285

B)

class-map match-all CoFF S3H

RATCH ACCOAN-QIOUp nans CoPP S3H

policy-nap CoFF 5S5H
clasy CoFP_33H
police cir 1U0U000

sxceed-action drsg

control-plane tra

nsi
seTvice-palicy input CofP S3H

ip access-list extended CoFPP S5H
permit Top any any &g 22

C)

class-nmap match-all CoFF_35H
match access-group name CoPF_353H

policy-nap CoFF S5H
class :cFF_SSH
Faolice cir 100000

excesd-action 4drop

interface GigabitEchernecd/!
ip addizess 20%,.165%.200.
ip acoess=-group EGRESS

service-policy input

O kS

/]| O b

P

access=-1liast extended CoFF SSH
PETEIT TCp ARy any eq 22

L]
(1]

(1]

(W]

class-map match-all CoFF_33H

ip access-liat extended CoFP S5H
permit Tp any any eq 2

BRATCH ACCess-group name CoFF 535H
Policy-map CoFF 5S5H
class CoFP_53M
police cir 100000
exCesl-action 4dreg
1
1
coatIol-plane
service-policy input CoFF 334

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 335
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- (Exam Topic 4)
Refer to the exhibit.

= T

Which GRE tunnel configuration command is missing on R2?

A. tunnel source 192.181.2

B. tunnel source 172.16.1.0

C. tunnel source 200.1.1.1

D. tunnel destination 200.1.1.1

Answer: C

NEW QUESTION 338
- (Exam Topic 4)
Which two methods are used by an AP that is typing to discover a wireless LAN controller? (Choose two.)

A. Cisco Discovery Protocol neighbour

B. broadcasting on the local subnet

C. DNS lookup cisco-DNA-PRIMARY .localdomain
D. DHCP Option 43

E. querying other APs

Answer: BD

NEW QUESTION 342
- (Exam Topic 4)

MRS SR53I00 171 Ty eropan-Lourns
SO rterlaca JigaliEmernat3
deshirafion

arspan-o 13

ip addnass 10 40 10 10

orgin g address 0001010

Refer to the exhibit. Which command set completes the ERSPAN session configuration?
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monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.10.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.100.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 343
- (Exam Topic 4)

Which action limits the total amount of memory and CPU that is used by a collection of VMs?

A. Place the collection of VMs in a resource pool.
B. Place the collection of VMs in a vApp.
C. Limit the amount of memory and CPU that is available to the cluster.

D. Limit the amount of memory and CPU that is available to the individual VMs.

Answer: A

NEW QUESTION 348
- (Exam Topic 4)

Which configuration filters out DOT1X messages in the format shown below from being sent toward Syslog server 10.15.20.337?

A)
legging discriminator DOTIX facility drops DOTIX
kegging hast 10.15.20.33 discriminator DOTIX

B)
legging discrmminator DOT1X meg-body drops DOTX
kegging host 10.15.20.33 discriminator DOTX

C)

legging dizcrminator DOTIX mnemonics includes DOTX
gging nost 10.15.20.33 discriminator DOTIX

D)
kagging discriminator DOTIX mnemonics includges DOTIX
legging host 10.15.20.3) discriminator DOTX

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 351
- (Exam Topic 4)
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T
ine con 0

password cisco

stopbits 1

fine aux 0

slopbits 1

ine vty 0 4

ena

routers#sh run | i username|jaaa
no adaa New-moge

usemame user password O user
router#

Refer to the exhibit Which configuration enables password checking on the console line, using only a password?
A)

router(config® line con 0
router(config-ne ® exec-timeout 0 0
B)
router(config # line con 0
router{config-hne = login
o)
router(config # line con 0
router(config-hne ® login local
D)

routericonfig® ine vty 0 4
router(config-ine = login

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 356

- (Exam Topic 4)
Refer to the exhibit.

Router$§show run b vty
line vty 0 4

session-timeout 30

login local
line vty 5 15

b
o
1]
8 ]
I
i1
ll.
H
] )
0
| ¥
il
L]
o

/]
b
1]
1]
l.l
0
B
I
4
l.l
(nd
Ll
[ = ]

-
0
"
.J
b |
’ F ]
(4]
0
1]
‘_

Only administrators from the subnet 10.10.10.0/24 are permitted to have access to the router. A secure protocol must be used for the remote access and

management of the router instead of clear-text protocols. Which configuration achieves this goal?
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access.list 23 permit 10.10.10.0 0.0.0.255
linevty 0 4

access=class 23 in

transport input ssh

access-list 23 permit 10.10.10.0 0.0.0.255
line vty 0 15

access-class 23 In

transport input ssh

access.list 23 permit 10.10.10.0 0.0.0.255
line vty 0 15

access-class 213 out

transport input all

access-list 23 permit 10.10.10.0 255.255.255.0
line vty 0 15

access-class 23 in

transport input ssh

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 357

- (Exam Topic 4)

A company recently decided to use RESTCONF instead of NETCONF and many of their NETCONF scripts contain the operation
<edit-config>(operation="create”).Which RESTCONF operation must be used to replace these statements?

A. POST

B. GET

C. PUT

D. CREATE

Answer: A
NEW QUESTION 362

- (Exam Topic 4)
Refer to the exhibit.

S - - - . . - r = - - . e g T — L - - - - F - - -
DEPF: Esnd DBD Te 10.100.1. 4 e GigabitEth arnatd/1l pag CxSEE opt 0x51 flag Ox e 32
ABRE, . . . e A
DEFT: Reczansmizting DBD o 10.1 i.d on GigabitEcharnetl/L [1
— — T . ~ PP . e ACEN & P -
OSPF: Sand DBD o 10.100.1.2 on GigabizEzhearnmerl/l seq Ox5EE opr Ox521 flag Ix len 32
- g — - o - o - - - - - - 2 - - - - -
wotra . RAESIAGEILTRLOEG adld 0 dd.abi.a.d OGO ogRDLGLCOSITALG o [4ad)
AERTE B % A, o A e = e Fone B EE R
ROSFF=R=-ALJCER: Foocenn 1, Hb2 20.00.1.2 an GLgaBLitESharnetsil/a ol EXELAR. =2

e A M aE - e -

SUMEd, eighbor Down: [00 EATY TWITARITLIEEiON)

Why does OSPF fail to establish an adjacency between R1 and R2?

A. authentication mismatch
B. interface MTU mismatch
C. area mismatch

D. timers mismatch

Answer: B

NEW QUESTION 365
- (Exam Topic 4)
Refer to the exhibit.
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T4l B0 120 =

a0 150 M

Which type of antenna is shown on the radiation patterns?

A. Yagi

B. dipole

C. patch

D. omnidirectional

Answer: A

NEW QUESTION 369
- (Exam Topic 4)
Drag and drop the characteristics from the left onto the switching architectures on the right.

IProcess Switching

proprietary switching mechanisn

supnorts the centralized and destributed modes L 4
of operation _
Clsco Express Forwarding

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 370
- (Exam Topic 4)
Which device, in a LISP routing architecture, receives and de-encapsulates LISP traffic for endpoints within a LISP-capable site?

A. MR
B. ETR
C. OMS
D.ITR

Answer: B

NEW QUESTION 374
- (Exam Topic 4)
In a Cisco SD-Access fabric, which control plane protocol is used for mapping and resolving endpoints?

A. DHCP
B. VXLAN
C. SXP
D. LISP

Answer: D

NEW QUESTION 379

- (Exam Topic 4)

A customer has a pair of Cisco 5520 WLCs set up in an SSO cluster to manage all APs. Guest traffic is anchored to a Cisco 3504 WLC located in a DMZ. Which

action is needed to ensure that the EolP tunnel remains in an UP state in the event of failover on the SSO cluster?

A. Configure back-to-back connectivity on the RP ports.
B. Enable default gateway reachability check.
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C. Use the same mobility domain on all WLCs.
D. Use the mobility MAC when the mobility peer is configured.

Answer: B

NEW QUESTION 384
- (Exam Topic 4)

username cisco privilege 15 noescape secret 5 FTu$9cyE438490035mBTAQSnvE6502x
usermame cisco autocommand show startup-config

aaa authentication login defaull local-case enable

aaa authorization exec default local

An engineer applies this configuration to router R1. How does R1 respond when the user ‘cisco’ logs in?
A. It displays the startup conftg and then permits the user to execute commands
B. It places the user into EXEC mode and permits the user to execute any command

C. It displays the startup conflg and then terminates the session.
D. It places the user into EXEC mode but permits the user to execute only the show startup-config command

Answer: A

NEW QUESTION 388
- (Exam Topic 4)

Drag and drop the code snippets from the bottom onto the blanks in the Python script to print the device model to the screen and write JSON data to a file Not all

options are used

isport json
data
"measurement™: "L{fHCInOctets”,
"maxDataPointa™: 30,
"policy®: "default”,
“"sarams™: None,
"devices™: |
["model®™: "Cisco Nexus 3550", "ipvi®™: "172.16.16.249°
[data[“"devicea™ "model®™] )
with (“"data.3scon"™, ©* ") as f£ile
4
json (cata, file, indent=4g)
I 1
A. Mastered

B. Not Mastered
Answer: A

Explanation:

isport j8cehn

data =
"measurement™: "{fHCInDctetas”™,
"maxDataPointa™: 30,
“policy®: "default”®,
“parama®: None,
“"devices®™: |

{"model”: "Cisco Nexus 3550", “sipvde™: '17

{ W]
‘ i
iy
[
i
(]
wlim
["a ]

fumg (data[“"devicea™] [0] ("model™])
with (“data.yscan”, * l *) as file:
i N ; =
i1son. | print {data, f£ile, indent=4)
[”"""_""1"""“——“ir"'—“"‘“""ll-__-"r"‘__‘_"l-__-
TET o . [} {1 , l -
i ! e i "
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NEW QUESTION 391
- (Exam Topic 4)
What is the rose of the vSmart controller in a Cisco SD-WN environment?

A. it performs authentication and authorization

B. it manages the control plane.

C. it is the centralized network management system
D. it manages the data plane

Answer: B

NEW QUESTION 396
- (Exam Topic 4)
Which two security features are available when implementing NTP? (Choose two.)

A. symmetric server passwords

B. dock offset authentication

C. broadcast association mode

D. encrypted authentication mechanism
E. access list-based restriction scheme

Answer: DE

NEW QUESTION 401
- (Exam Topic 4)
Which router is elected the IGMP Querier when more than one router is in the same LAN segment?

A. The router with the shortest uptime

B. The router with the lowest IP address
C. The router with the highest IP address
D. The router with the longest uptime

Answer: B

NEW QUESTION 402
- (Exam Topic 4)
What does the Cisco DNA Center Authentication API provide?

A. list of global issues that are logged in Cisco DNA Center
B. access token to make calls to Cisco DNA Center

C. list of VLAN names

D. dent health status

Answer: B

NEW QUESTION 404

- (Exam Topic 4)

Which DNS lookup does an AP perform when attempting CAPWAP discovery?
A. CAPWAP-CONTROLLER¢.local

B. CISCO-CAPWAP-CONTROLLER:.local

C. CISCO-DNA-CONTROLLER:.local

D. CISCO-CONTROLLER:.local

Answer: B

NEW QUESTION 407
- (Exam Topic 4)
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R1#show ip bgp summary
BGP router identifier 1.1.1.1, local AS number 65001
BGP table version is 1, main routing table version 1

192.168.12.2 4 65002 0 O 1 0 000:00:15 Idle
R1#show ip interface brief | include 192.168.12
FastEthernet0/0 192.168.12.1 YES NVRAM up up

R2#show ip bgp summary
BGP router identifier 2.2.2.2, locai AS number 65002
BGP table version is 1, main routing table version 1

192.168.12.1 4 65001 0 0 1 0 000:01:00 Idle (Admin)
R2#show i1p interface brief | include 192.168.12

Ethernet0/0 192.168.12.2 YES NVRAM up up
R2#ping 192.168.12.1

Type escape sequence {o abort.

Sending 5, 100-byte ICMP Echos 1o 192.168.12.1, timeout is 2 seconds:
i

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/1 ms

Neighbor V AS MsgRcvd MsgSent TbiVer InQ OutQ Up/Down State/PfxRcd

Neighbor V AS MsgRcvd MsgSent TbiVer InQ OutQ Up/Down State/PfxRcd

Refer to the exhibit. R1 and R2 are directly connected, but the BGP session does not establish. Which action must be taken to build an eBGP session?

A. Configure ip route 1.1.1.1 0.0.0.0 192.168.12.1 on R2.

B. Configure neighbor 192.168.12.1 activate under R2 BGP process.

C. Configure neighbor 2.2.2.2 remote-as 65002 under R1 BGP process.
D. Configure no neighbor 192.168.12.1 shutdown under R2 BGP process.

Answer: D

NEW QUESTION 409

- (Exam Topic 4)

Which QoS queuing method transmits packets out of the interface in the order the packets arrive?
A. custom

B. weighted- fair

C. FIFO

D. priority

Answer: C

NEW QUESTION 411

- (Exam Topic 4)
‘ - Internet
Admmisiratos 100
& .
e —
F{i’uh‘-" F‘){:T i‘”'. ?
S E R L
1001024

Refer to the exhibit. Which command set enables router R2 to be configured via NETCONF?
A)

R1(config)® username Netconf privilege 15 password example_password

R1(config)# netconf-yang
R1(config}# netconf-yang feature candidate-datastore

B)
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R1(config)® snmp-server manager
R1(config)# snmp-server community ENCOR ro

C)

R1({config)# snmp-server manager
R1(config)# snmp-server community ENCOR rw

D)

R1(config ¥ netconf
R1(config)# ip http secure-server

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 413
- (Exam Topic 4)
An engineer must create a script to append and modify device entries in a JSON-formatted file. The script must work as follows:

> Until interrupted from the keyboard, the script reads in the hostname of a device, its management IP address, operating system type, and CLI remote access
protocol.

> After being interrupted, the script displays the entered entries and adds them to the JSON-formatted file, replacing existing entries whose hostname matches.
The contents of the JISON-formatted file are as follows:

{
"examplerouter™ {
"ip": "203.0.113.1%,

"os"; "ios-xe",
"protocol": "ssh"
1
}
Drag and drop the statements onto the blanks within the code to complete the script. Not all options are used.
| whide True
ﬁhanqudDE?icﬂﬁ = |}
tey: et
imiport json
Name = input('\n\nDevice name: ')
IP = input('Address: ') oot mi
08 = input('Operating system: ') Fibe.close( )
Proto = input('CLI access protocol: ') o
ChangedDevices .update ([Name: ("ip“: IP,
"os": 08, "protocol™: Proto)))

l(keyboardInterrupt, EOFError):

pass

print{"\n\n=—=> Entered device entries <——")
print (}son.dumps (ChangedDevices, indent=4))

j | {("devicesData.json", "r+")
Davices = json.load(Filea)

Devices.update (ChangedDevices)

File.saak(0)

json.dump (Devices, File, indent=4)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter Description automatically generated
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NEW QUESTION 416
- (Exam Topic 4)
In a Cisco SD-Access environment, which function is performed by the border node?

A. Connect uteri and devices to the fabric domain.

B. Group endpoints into IP pools.

C. Provide reachability information to fabric endpoints.
D. Provide connectivity to traditional layer 3 networks.

Answer: D

NEW QUESTION 418
- (Exam Topic 4)

TALALS=
b
10.3.3.3

vt e
e

n—__ VP O el | s YW

LRl TR T 1]

Refer to the exhibit Remote users cannot access the Internet but can upload files to the storage server Which configuration must be applied to allow Internet

access?

A)

CiSCoasa (config)® access-list MAIL AUTH extended permit tep any any eq www
Clscoasa (config )@ asa authentication listener nttp inside redirect

B)

Cistoasaconlig)d access-lisat MAIL AUTH extendad permit tcp any
CISCoOnsa config @ aaa authentication listaner http inside port 41

C)

CRcoasaiconlig)® access-Hest HTTP_AUTH extended permit udp any any eq hittp
LiRCoasalconnig)® aaa authentication listener hitp outside port 43

D)

i o .y d2iconh

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 419
- (Exam Topic 4)
Refer to the exhibit.

The Leader of IT Certification

any eq htip

Onfig i access-list MAIL AUTH extended permit udp any any eq http
1T ana authentication listener htip outside redirect
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Add a new network

MNehwork namas

AL ME - Inbevmaal

L 4

SECunty type

WPAZ Enterprise AES

EAP et

Protec lecd AP 'PE AP

Autherhicaton method

Secuied password (EAP-MSCHAP w2)
. C pnnec! automatically
D Connect gven If this network K not braadcasting

Save Canced

A company has an internal wireless network with a hidden SSID and RADIUS-based client authentication for increased security. An employee attempts to
manually add the company network to a laptop, but the laptop does not attempt to connect to the network. The regulatory domains of the access points and the
laptop are identical. Which action resolves this issue?

A. Ensure that the "Connect even if this network is not broadcasting” option is selected.

B. Limit the enabled wireless channels on the laptop to the maximum channel range that is supported by the access points.
C. Change the security type to WPA2-Personal AES.

D. Use the empty string as the hidden SSID network name.

Answer: A
NEW QUESTION 420

- (Exam Topic 4)
Which JSON script is properly formatted?

A)
“car":|
{
“type”:"A New Book",
"model”:"J Doe",
“year—:"1"
)
B)
{
"host™:
[
“name”:"SwitchA.
“model”:"Catalyst™,
"serial™:"0438045649™,
]
}
C)
{
“book™:[
{
“title™:"A New Book,
“author™:*J P Doe",
"edition":"2"
)|
}
D)
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“class™:(

“title™:"Science”,
“grnu;“ 1"
"location":"Room C"

)|

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 421
- (Exam Topic 4)
How do cloud deployments compare to on-premises deployments?

A. Cloud deployments provide a better user experience across world regions, whereas on-premisesdeployments depend upon region-specific conditions
B. Cloud deployments are inherently unsecur

C. whereas a secure architecture is mandatory for on-premises deployments.

D. Cloud deployments mandate a secure architecture, whereas on-premises deployments are inherently unsecure.

E. Cloud deployments must include automation infrastructure, whereas on-premises deployments often lack the ability for automation.

Answer: B

NEW QUESTION 424
- (Exam Topic 4)
When a DNS host record is configured for a new Cisco AireOS WLC, which hosthname must be added to allow APs to successfully discover the WLC?

A. CONTROLLER-CAPWAP-CISCO
B. CISCO-CONTROLLER-CAPWAP
C. CAPWAP-CISCO-CONTROLLER
D. CISCO-CAPWAP-CONTROLLER

Answer: D

NEW QUESTION 428
- (Exam Topic 4)
What is a benefit of using segmentation with TrustSec?

A. Packets sent between endpoints on a LAN are encrypted using symmetric key cryptography.
B. Firewall rules are streamlined by using business-level profiles.

C. Integrity checks prevent data from being modified in transit.

D. Security group tags enable network segmentation.

Answer: B

NEW QUESTION 433

- (Exam Topic 4)

An engineer is configuring RADIUS-Based Authentication with EAP MS-CHAPV2 is configured on a client device.
Which outer method protocol must be configured on the ISE to support this authentication type?

A. EAP-TLS
B. PEAP

C. LDAP

D. EAP-FAST

Answer: D

NEW QUESTION 435

- (Exam Topic 4)

Which function does a Cisco SD-Access extended node perform?

A. provides fabric extension to nonfabric devices through remote registration and configuration

B. performs tunneling between fabric and nonfabric devices to route traffic over unknown networks
C. used to extend the fabric connecting to downstream nonfabric enabled Layer 2 switches

D. in charge of establishing Layer 3 adjacencies with nonfabric unmanaged node

Answer: C

Explanation:
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https://www.ciscolive.com/c/dam/r/ciscolive/lemea/docs/2020/pdf/BRKCRS-2832.pdf

NEW QUESTION 437

- (Exam Topic 4)
Refer to the exhibit.
vare L3 [FARTLTASTI®T 3L 10)
Mslla Tims 7 mien HMaw Age I0 mes Forward [alsy 15 @es
Bridee [0 Prigsriey 32783 (priarity 3Z7EE gye-id-wat 1)
Addrwuu 001h . Cdie  wl20
Hallo Tima 7 mmc Max fge 20 mec Formard Helay LS mec
Incerfaoe Aole Sts Cost Prioc.Mor Type
Fa1-0-7 Doag Pl 2 1Z8.9 Plp Bouad (FYST)
Fal<s0«10 Onng el & 1ra. 12 Fip Hound (PYIST)H
Fal~0~11 Rt P 7 1F0.813 PIp
Fal-0- 13 Aloce DLE & 120,04 Pip

I3W1ikeh mpanning-troe met

FENBNF HETL wliang mapped;s . z2a

Aridga addross D0Ib.0d5%a «080 priaricy IZTES {IITEE aysid L)
Aeak cddruas DJIB.73&3. 4300 priaritky IZTET (IITEE mymid L]
port Fal-0O-11 coRk 3 rum hopm L0

[}
sw OUEPUT dFeRl TLad

Which two commands ensure that DSW1 becomes the root bridge for VLAN 10 and 20? (Choose two.)

A. spanning-tree mst 1 priority 1

B. spanning-tree mstp vlan 10.20 root primary
C. spanning-tree mil 1 root primary

D. spanning-tree mst 1 priority 4096

E. spanning-tree mst vlan 10.20 priority root

Answer: DE

NEW QUESTION 441
- (Exam Topic 4)

Site 1 Site 2
Network A Network A
10010724 1002 0/24

nt Giga 0/2

= 2 i (B |
int Giga 0/1 Int Giga 0 *\
i

192.168 10 24 192 168 20 24
g PP -
Metwork :‘. MNetnork -5
Site 1 Site 2

Refer to the exhibit. Which set of commands is required to configure and verify the VRF for Site 1 Network A on router R1?
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R1#ip routing
RA#{configiip vrf 100

R1[{config #interface GI0/2
Ri1(config-if iip address 10.0.1.1 255.255.255.0

Ri#show Ip route

Fi#lp routing

RA#{configEip vrf 100
R#(config-wriird 100.1
Fi#(config-vrf % address family ipvd

RA1jconfig #interface GI0M2
R1(config-ifitip address 10.0.1.1 255.255.235.0

Ri#show ip route

R1#ip routing
Ri#(configr#ip vrf 100

R1{zonfig Minterface Gils2
R1(config-if #ip address 10.0.1.1 255.255.255.0

Ri#show ip wrf

R1i#ip routing
R 1#{config ip wrf 100

R1jconfig #interface GI0R2
R 1 {config-if#ip vrf forwarding 100
R1|config-if #ip address 10.0.1.1 255.255.255.0

Ri#show ip vrl

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 444

- (Exam Topic 4)
Refer to the exhibit.

Mawmum Abkcwed
Chents =

Static [P Tunrskng

Wi-Fi Dwradt Chents
PolCy

Allgw AAA Overnde £ Enabiled
Coversge raole Detection (] Enabled
Enable Session Timeout ) 1800
Sespon Timeout (Secs)
Asrcnet IE HlEnabled
Diagnostic Channel [ enabled
Overnde [nteface ACL  [Pvd J.Gutﬂ_pvlfmd
Layerd Ad None .
URL ACL Mone
F2F Blockong Acbon Crsabiled ~
Chent Exclusson Clensbled (120

Tneout Value (secs)

[ enabled

Crvaabibed

— I “Ii_,ﬁ

Pl | None

An engineer configures a new WLAN that will be used for secure communications; however, wireless clients report that they are able to communicate with each
other. Which action resolves this issue?

A. Enable Client Exclusions.
B. Disable Aironet IE

C. Enable Wi-Fi Direct Client Policy

D. Enable P2P Blocking.

Answer: D

NEW QUESTION 448
- (Exam Topic 4)

What is one characteristic of Cisco DNA Center and vManage northbound APIs?

A. They push configuration changes down to devices.

B. They implement the RESTCONF protocol.
C. They exchange XML-formatted content.
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D. They implement the NETCONF protocol.

Answer: B

NEW QUESTION 450
- (Exam Topic 4)
An engineer must protect the password for the VTY lines against over-the-shoulder attacks. Which configuration should be applied?

A. service password-encryption

B. username netadmin secret 9 $9$vFpMf8elb4RVV8%seZ/bDA
C. username netadmin secret 7$1$42J36k33008Pyh4QzwXyZ4
D. line vty 0 15 p3ssword XD822j

Answer: A

Explanation:

cisco(config)#username test privilege 15 password test777 cisco(config)#do s running-config | include user

username test privilege 15 password 0 test777 cisco(config)#service password-encryption cisco(config)#do s running-config | include user
username test privilege 15 password 7 044FOE151B761B19 cisco(config)#

cisco(config)#do wr Building configuration... [OK]

cisco(config)#

NEW QUESTION 453
- (Exam Topic 4)

—— —— ——

S —— e -

-

> , N~ 192.16836.0/24
GU/O/0 192.168.37.0/24 \
192.168 38.0/24 '
— = ; S Area / - -
Router A = - Router B S

Refer to the exhibit. Which configuration is required to summarize the Area 2 networks that are advertised to Area 0?

RouterBiconfig# router ospf 1
RouterB(config-routeri# network 192.168.38.0 255.255.252.0

RouterB(config# router ospf 1
RouterB(config-routeri# network 192.168.38.0 255.255.255.0

RouterB|config router ospf 1
RouterB(config-routeri# area 2 range 132.168.36.0 255.255.252.0

RouterBiconfig@d router ospf 1
RoulerB(config-routeri# area 2 range 192.168.36.0 255.255.255.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 455
- (Exam Topic 4)

FastEthernetl/0/47 - Group 1 (version 2)
State is Standby
7 state changes, last state change 00:00:02
Virtual IP address 1s 10.1.1.1
Active virtual MAC address is 0000.0cH9f.1£001
Local wvirtual MAC address is 0000.0c9f.£001 (v2 default)
Hello time 3 sec, hold time 10 sec
Next helle sent in 0.37% secs
Authentication MD5, key-string “cisco”
Preemption enabled, delay min 5 secs
Active router is 10.1.1.2, priority 255 (expires in 9.396 sec)
Standby router is local
FPriority 100 (default 100)
IP redundancy name is "hsrp-Fal/0/47-1" (defaulrt)

Refer to the exhibit. An engineer configures HSRP and enters the show standby command. Which two facts about the network environment are derived from the
output? (Choose two.)
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A. The local device has a higher priority selling than the
B. The virtual IP address of the HSRP group is 10.1.1.1.

C. If the local device fails to receive a hello from the active router for more than 5 seconds, it becomes the active router.

D. The hello and hold timers are set to custom values.

active router

E. If a router with a higher IP address and same HSRP priority as the active router becomes available, that router becomes the new active router 5 seconds later.

Answer: BE

NEW QUESTION 460
- (Exam Topic 4)

Drag and drop the snippets onto the blanks within the code to create an EEM script that adds an entry to a locally stored text file with a timestamp when a

configuration change is made. Not all options are used.

{ "SYS~-5-CONFIG I"

event manager applet CONF CHANGE

action 1.0 cli command

action 2.0 cli command "show clock

:ConfSave.txt"

action 3.0 syslog Priority informational msg "Configuration changed"

event cli pattern "enable” event syslog pattern
“config t” | append flash flash

A. Mastered
B. Not Mastered
Answer: A
Explanation:

event manager applet CONF_CHANGE

event syslog patterr* "SYS-5-CONFIG 1"

I -—
action 1.0 cli comand[ “enable”
I
action 2.0 cli command "show clock | |append flash ;l :ConfSave.txt"
action 3.0 sysleg Priority informaticnal msg "Configuration changed"

event cli patternJ j

- — - - - -

enable ] jevent syslog paneﬂ

I 1 e —

|H "config t” [ " | append flash q ‘

flash |

NEW QUESTION 462
- (Exam Topic 4)

An engineer is connected to a Cisco router through a Telnet session. Which command must be issued to view the logging messages from the current session as

soon as they are generated by the router?
A. logging buffer

B. service timestamps log uptime

C. logging host

D. terminal monitor

Answer: D

NEW QUESTION 465
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- (Exam Topic 4)

What does the destination MAC on the outer MAC header identify in a VXLAN packet?

A. thee emote spine
B. the next hop

C. the leaf switch

D. the remote switch

Answer: B

NEW QUESTION 468
- (Exam Topic 4)

218 show eharchanmel summany
Flags D - down P - pundied in porl-channg
| - stand—alone s - suspended
H - Hot-standby (LACP only
R - Layerd 5 - Layer2
U

i - mol i use mimmum inks nol met
U - unsuitabée for bunding

v - Wailing 1o bé aggregaled

d - defaull pon

Humber of channél=—groups in use 1
Humber of aggregators i

Group Por—channel Profocol Ports

*

S1# show run | begin interface port-channel
nterface Porf—channell
swtchpor mode tnunk

I

nterface FastEthemetl
switchport mode trunk
channed-group 1 mode on
|

mieracs FastEhermetl?
switchipor mode frunk
channel-group 1 mode on

Output omitbed

i usé 1 - failed 1o allocate aggregator

Pol iSD) : Fadil (D) Fad2 (D

Sof show run | begin interface port-channel
interface Pod—channeld
swilchporl mode frunk
]
inteniace FasiEthemetln
swilchpor! mode trunk
zhannelgroup 1 mode desaable
1

nierface FasiEthemetlnr2
swilchporl mode tnank

g r|.|r."r'--;;r-:..|'| 1 mpde deaerabile
1

Output pomelied

Refer to the exhibit. Traffic is not passing between SW1 and SW2. Which action fixes the issue?

A. Configure LACP mode on S1 to passive.
B. Configure switch port mode to ISL on S2.
C. Configure PAgP mode on S1 to desirable.
D. Configure LACP mode on S1 to active.

Answer: C

NEW QUESTION 472
- (Exam Topic 4)
Simulation 06

Guldedines Topology Tasks

Q@ @ Q

o]

e
-
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Guidelines Topogy Tasis DISTRO-SWO1T DISTRO-SW02 ACCESS-SWO1Y

The operations team started configuring network devices lor a new

site, Complete the configurations to achieve these goals:

1. Ensure thal port channel Po1 belween DISTRO-SW01 and
DISTRO-SWO2 is operational using the LACP protoco
Configuration changes for this lask must be made on DISTRO-
SW01

Ensure that traffic on VLAN 10 is carried as untagged traffic
between DISTRO-SWO01 and DISTRO-SW02

3. Complete the Rapid-PVST+ configuration on DISTRO-5W2 by

ensuring it is the secondary root switch for all VLANSs in the range

(a8 ]

of 1 to 1005

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Distro-Switchl Int et0/0

No Channel-group 1 mode passive

Int range et0/2-3

No Channel-group 1 mode passive Channel-group 1 mode active Shut
No shut Int port 1

Switchport trunk native vlan 10 Copy run start

Distro-Switch2

Int port 1

Switchport trunk native vlan 10 Copy run start
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Distro-Switch2
Spanning-tree vlan 1-1005 root secondary Copy run start

NEW QUESTION 473
- (Exam Topic 4)
Drag and drop the characteristics from the left onto the switching mechanisms they describe on the right.

ICisco Express Forwardi
The forwarding table is created in advance. 4 L.

The router processor is involved with every forwarding decision.

All forwardin I5i0Ns are m n software, R =
orwarding decisions are made in software Process Switching

All packets are switched using hardware. '

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 474
- (Exam Topic 4)
Which two results occur if Cisco DNA center loses connectivity to devices in the SD-ACCESS fabric? (Choose two)

A. All devices reload after detecting loss of connection to Cisco DNA Center
B. Already connected users are unaffected, but new users cannot connect
C. User connectivity is unaffected

D. Cisco DNA Center is unable to collect monitoring data in Assurance

E. Users lose connectivity

Answer: CD

NEW QUESTION 478
- (Exam Topic 4)
Which IP SLA operation requires the IP SLA responder to be configured on the remote end?

A. TCP connect
B. ICMP echo
C. ICMP jitter
D. UDP jitter

Answer: D

NEW QUESTION 483
- (Exam Topic 4)
Which free application has the ability to make REST calls against Cisco DNA Center?

A. API Explorer
B. REST Explorer
C. Postman

D. Mozilla

Answer: C

NEW QUESTION 484
- (Exam Topic 4)

event manager apolet C-.‘jl*i-._,‘

event cli pattern “configure terminal [ ]

artion 1.0 11 command enable

Refer to the exhibit. An engineer constructs an EEM applet to prevent anyone from entering configuration mode on a switch. Which snippet is required to complete
the EEM applet?
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A. sync yes skip yes
B. sync no skip yes
C. sync no skip no
D. sync yes skip no

Answer: B

NEW QUESTION 488
- (Exam Topic 4)
An engineer applies this EEM applet to a router:
evant manager applet Test
event timer watchdog time 600
action 1.0 ¢li command "enable”
action 2.0 cli command "term exec prompt timestamp"
action 3.0 cli command “term length 0"
action 4.0 ¢li command "show ip arp | in 0005.4210,0049"
action 5.0 regexp ".*|ARPA)*" % _cli_result
action 6.0if $_regexp_result eq 1

action 7.0 syslog msg $_cli_result
action 8.0 end

What does the applet accomplish?

A. It generates a syslog message every 600 seconds on the status of the specified MAC address.

B. It checks the MAC address table every 600 seconds to see if the specified address has been learned.

C. It compares syslog output to the MAC address table every 600 seconds and generates an event when there is a match.
D. It compares syslog output to the MAC address table every 600 seconds and generates an event when no match is found.

Answer: B

NEW QUESTION 493
- (Exam Topic 4)
Which LISP component decapsulates messages and forwards them to the map server responsible for the egress tunnel routers?

A. Ingress Tunnel Router
B. Map Resolver

C. Proxy ETR

D. Router Locator

Answer: B
NEW QUESTION 497

- (Exam Topic 4)
Refer to the exhibit.

- (=

Eriha

NI abow elbeEchadfinal

SNl ahow stharchannal

ng ip addresa

ne mop enabled
noe mop sysid

NIl ahow ip intagyfacs brisf | Lnolods Port

negotlationl autg

B

L Y
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An engineer must assign an IP address of 192.168.1.1/24 to the GigabitEtherenetl interface. Which two commands must be added to the existing configuration to

accomplish this task? (Choose two.)

A. Router(config-vrf)#ip address 192.168.1.1 255.255.255.0
B. Router(config-vrf)#address-family ipv4

C. Router(config-if)y#address-family ipv4

D. Router(config-vrf)#address-family ipv6

E. Router(config-if)#ip address 192.168.1.1 255.255.255.0

Answer: BE

NEW QUESTION 498
- (Exam Topic 4)

Drag the characteristics from the left onto the routing protocols they describe on the right.

e Virtiinl Bkt Il i v s thok dose’nok have = comacion ||| T

to the backbone

hello packets are sent by default every 5 seconds on
high-bandwidth links

default cost is based on Interface bandwidth only OSPF

metric is calculated using bandwidth and delay by default

A. Mastered
B. Not Mastered

Answer: A

Explanation:

uses virtual links to link an area that does not have a connection EIGRP

{'-"i"_\-‘_ﬂ"‘hﬂ‘\n"ﬂt e i

hello packets are sent by default every 5 saconds on !

high-bandwidth links

hella packets are sent by default every 5 saconds on l
high-bandwidth links *

T e R e T e T e el T e e e =

|
to the backbone ¥ H
E

metric is calculated using bandwidth and delay by default |

default cost is based on interface bandwidth only OSPF

uses virtual links to link an area that does nnthmamnnechun:

to the backbone |

| metric is calculated using bandwidth and delay by default

—

| default cost is based on interface bandwidth only

NEW QUESTION 502
- (Exam Topic 4)
Refer to the exhibit.
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o
- - -

Source address: 1.1.1.1

Numaric display [n]

Timeout in seconds: [3]:

Proba ocount [3)

Minimum Time to Live [1]:

Maximum Time to Live [30):

Port Mumbar [33434]:

Loose, Strict, Record, Timestamp  Verbose [none] : Record
Number of hops [9]):

Loose, Strict, Record, Timestamp,K Verbose [RV]:
Type escape sequence {::l abort

%
Continued --->

_.r"- ‘.\\ ‘f‘ \"\‘
¥ &
ol 4 OSP ARIA 0 \ ./ OSPY ARIA D ‘B
Lod: L1101 [ - 'I:al l.a Led: 1300
120/ 0 120/0 \ fa0/1 tao/1
N T o ., 1men
o Lod: 2.2.2.2 el

Rigtracerouts Traclng the route to 3.3.3.3
Protocol [ipl:
Target IP address: 3.3.3.3 1 10.99.69.2 36 msec

Recelved packet has optlons

Total option bytes = 40, padded length=40

Record route:
(10.99.69.1) <¥*>
(0.0.0.0)
(0.0.0.0)

End of list

-===output omitted---

2 10.99.69.6 1A
Racelved packet has options

Total option bytes = 40, padded length=40

Record route:
(10.99.69.1)
(10.99.69.5) <*>
(0.0.0.0)
(0.0.0.0)

End of list

A

--=--gutput omitted---

The traceroute fails from R1 to R3. What is the cause of the failure?

A. The loopback on R3 Is in a shutdown stale.

B. An ACL applied Inbound on loopbackO of R2 Is dropping the traffic.
C. An ACL applied Inbound on fa0/1 of R3 is dropping the traffic.

D. Redistribution of connected routes into OSPF is not configured.

Answer: C

NEW QUESTION 506
- (Exam Topic 4)

Zwitchliahow 1p ant br

p—— = -
(& o [
| =F* +«F | >

Lifux ¥ Switch unimanagged - switch -0 Switch2 Lifirx

Intarface IP=hddrens Or7? Method Status Protocol
GigabicEthernetl 1%2.168.1.1 YES manual up up
GigabitEthernet2 172 16.40.10 YES manual administratively down down
Loopbackd 172.16.10.10 YES manual up up
Switch? fshow ip int br

Interface IP-Addreas OR? Method Btatus Frotocol
GigabitEthecnetl 15%2.168.1.2 YES manual up up
GigabitEthernetl 172.16.20.10 YEI manual up up
Locpbackl 10.10.10.10 YES manual up up

Switchl {config) §monitor session 1 type erspan-source

Switchl (config-mon-erspan—-src) fsocurce interface gigabitethernetl
Switchl (config-mon-erspan-src) fdestination
Suil:chl{cll::nfig-mu:n-u::upun-u:c-dst,'piarapun-id 110

Switchl {config-mon-erspan—-s-c—dst) §ip address 10.10.10.10
Switchl {config-mon-ezspan-src-det) forigin ip address 172.1€.10.10

SwitchZ (config) §monitor sesaien 1 type erapan-destination

Switch2 (config-mon-erspan-dst) §destination interface Gigabitethernet?
Switchi (config-mon-erspan=-dat) #aource

SwitehZ (config-mon-erapan-dat-are) #
SwitchZ (config-mon—-erspan-dat-src) fip addreas 10.10.10.10

Refer to the exhibit. An engineer must configure an ERSPAN tunnel that mirrors traffic from linux1 on Switchl to Linux2 on Switch2. Which command must be

added to the destination configuration to enable the ERSPAN tunnel?
A. (config-mon-erspan-dst-src)# origin ip address 172.16.10.10

B. (config-mon-erspan-dst-src)# erspan-id 172.16.10.10

C. (config-mon-erspan-dst-src)# no shut

D. (config-mon-erspan-dst-src)# erspan-id 110

Answer: D
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NEW QUESTION 507
- (Exam Topic 4)
Refer to the exhibit.

¢lient.load system host keys()
client.set missing host key policy(paramiko.AutoAddPolicy())
client.connect (ip, port= 22, username= usr, password= pswd)
stdin, stdout, stderr = client.exeq_cnmmand{t + '\n')
time.sleep(3)
print(t)
for u in stdout:

print(u)
client.close()

Which action results from executing the Python script?

A. display the output of a command that is entered on that device in a single line
B. SSH to the IP address that is manually entered on that device

C. display the output of a command that is entered on that device

D. display the unformatted output of a command that is entered on that device

Answer: A

NEW QUESTION 509
- (Exam Topic 4)
In a Cisco StackWise Virtual environment, which planes are virtually combined in the common logical switch?

A. control, and forwarding
B. management and data
C. control and management
D. control and data

Answer: C

NEW QUESTION 511
- (Exam Topic 4)

R1% show ip bgp summary
BGP router i1dentifier 10.255.235.1, local AS number 65000
BGP table version is 1, main routing table version 1

lieighbor V AS MsgRcvd  MsgSent ThlVer InQ OutQ  Up/Down tate/PfxRed
10,255.255.3 4 65000 @ 0 | ¢ i Never [dle

R1% ping 10.255.255.3 source lo@

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.255,255.3, timeout is 2 seconds
Packet sent with & source address of 10.255.255.1

i

Success rate is 100 percent (5/5), round-trip min/ovg/mox = 1/1/3 ms

R14 telnet 10.255.255.3 179 /source-interface lod
Trying 18.255.255.3, 179
% Destination unreachable; gateway or host down

Rl# debug ip tcp transactions

TCP special event debugging is on
R1s

*Sep 12 10:

15:07,958: TCBTFOE4A 5ARIB created
*Sep 12 10:1°
.

07.958: TCPO: state was LISTEN -» SYNRCVD [179 -> 10.255.255.3(55290)]

*Sep 12 10:15:07,958: TCP: tcb 7FOE409(5AAIE connection to 10,255.255.3:55200, peer MSS 1460, MSS is 516
*Sep 12 10:15:07.958; TCP: pmtu enabled, mss 1s now set to 1460

*Sep 12 10:15:07.958: T(CP: sending SYN, seq 29531990054, ack 23159850152

*Sep 12 18:15:07.958; TCPQ: Connection to 18.255.255,3:55290, advertising M55 1460

*Sep 12 10:15:07,958: TCPO: I(MP destination unreachable received

FLERS I,

Refer to the exhibit An engineer is troubleshooting a newly configured BGP peering that does not establish What is the reason for the failure?

A. BGP peer 10 255 255 3 is not configured for peenng wth R1

B. Mandatory BOP parameters between R1 and 10 255 255 3 are mismatched
C. A firewall is blocking access to TCP port 179 on the BGP peer 10 255 255.3
D. Both BGP pern are configured for passive TCP transport
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Answer: A

NEW QUESTION 512
- (Exam Topic 3)

I_e- Hetwork Cloud

Routerlf sah -3 adsini#l92.168.20.3 -p B30 netconl
admindli2.166.20.3' s password: ciscel2ld

<timl version="1.0" encoding="UIF-0"%>

<helle smlas='urn:ietf:parame:x=] ins:netconf:basa:l. %>

<capabilities>

<eapability>urn: letf:parame:neteonf :base:1.0</capability>
<capability>urn:istf params:netconf:base:l.l</capability>
<gapability>urn: ietf :params:netconf:capability :writable-

:r:lmning: 1.0</capability>

<capability>urn:ietf: parame:peteont:capability :xpath:l.0</capablilicy>
<eapability>urn:ietf:params:netconf:capability:validate:l.0<¢/capability>
<gapability>urn: istf:params:netcont:capability :validate:l.l</capablility>
<capability>urn:ietf:params:netconf:capability:rollback=-on=
error:l.0</capability

-=gnip--

K/capabilitieas

<session-id>Z870</session-id></ hallo>]]»]1]>

Use € *C > to exit

Refer to the exhibit. An engineer tries to log in to router R1. Which configuration enables a successful login? A)

K14 username admin privilege 15
aaa authorization exec default local

B)

R1#netconf-yang

username admin privilege 15 secret cisco123
aaa new-model

aaa authorization exec default local

C)

R1#% aaa new-model
aaa authorization exec default local
enable aaa admin privilege 15

D)
R1&username admin privilege 15

aaa authorization exec default local
netconl-yang

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 517

- (Exam Topic 3)
Routerd show access-lists
Extended IP access list 100
LD permit ip 192 168.0.0 0.0.255.255 any
20 permitip 17X 16.0.000.0.15.255 any

Refer to the exhibit. Which command set must be added to permit and log all traffic that comes from 172.20.10.1 in interface GigabitEthernet0/1 without impacting

the functionality of the access list?
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Router(config #no access-list 100 permit ip 172.16.0.0 0.0.15.255 any
Router(config)#access-list 100 permit ip 172.16.0.0 0.0.15.255 any log
Router(config winterface GigabitEthernet0/1

Router{config-if #access-group 100 in

Router(configi#access-list 100 seq 5 permit ip host 172.20.10.1 any log
Router(config i=interface GlgabitEthernet0/1
Router(conhg-if #access-group 100 in

Houter(contig =ip access-list extended 100
Router(config-ext-nacl#5 permit ip 172.20.10.0 0.0.0.255 any log
Router(config winterface GigabitEthernet0/1

Router(config-if #taccess-group 100 in

Routericonfigi#access-list 100 permit ip host 172.20.10.1 any log
Router(config =interface GlgabitEthernet0/1
Router{config-if #access-group 100 in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 519
- (Exam Topic 3)
What is a characteristic of the overlay network in the Cisco SD-Access architecture?

A. It uses a traditional routed access design to provide performance and high availability to the network.
B. It consists of a group of physical routers and switches that are used to maintain the network.

C. It provides isolation among the virtual networks and independence from the physical network.

D. It provides multicast support to enable Layer 2 Hooding capability in the underlay network.

Answer: C

NEW QUESTION 520
- (Exam Topic 3)
Which component transports data plane traffic across a Cisco SD-WAN network?

A. vSmart
B. vManage
C. cEdge
D. vBond

Answer: D

NEW QUESTION 522
- (Exam Topic 3)
Refer to the exhibit.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version 350-401 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/350-401-dumps.html (635 Q&AS)

DENIésh srpamning-tres vian 10
VTLAN
Sspanning tres anabled protocol ieew
m . Fric
‘;\_.FE'! 3 '1 = L] -
oSt i
2-F ? astEtharn [
Halla Ti=s 2 Bec Max Aage 20 aec Forward Delay 15 sac
r i dhqg PFriorit 41048 priocity 4058 yE-1d-mx
AdZcwEs €3, 4300
Be .l lo TLiEe qa Max Age =1 ward =LAy R
AFing TiSe
- A - = Ve
Fa A D 2 128.9 Fip
a a8y MW i d 14 P
Fal 11 hasg FWD 2 128.11 P2
Fa P Desg FWD 1 14 k
Ll
ol T ] TidW:dd S4: NEFANTRIE-2-RLOCE BPDUGUARI Raceived BPDU n part Fal
with BPOU Guard snabled. Disabling port
Ha id 4 SPM-4-ERER DISARLE Dp-duguar arror detected on Fal I
1 Fal/D/T in srr-disables stats
*Mal Y OT:39: 34,875 NERPANTALE-1-RAL K BPDUGUART Feaceived BFII n port Falld/7
with BPDU Guard snabled. Disabling port
M 3 TiZW: 25, 8685 RLINEFPROTO=-5=-UPDOWN | Line protc 1l om Interface FastEthsrnae
C thangad ETCATe T 4 Sl
*Mar ridPsdn H ALINE-1-TIPDONN Intarfacea FastErharnatl), Ranged STaATS
W

An engineer entered the command no spanning-tree bpduguard enable on interface Fa 1/0/7. What is the effect of this command on Fa 1/0/7?

A. It remains in err-disabled state until the shutdown/no shutdown command is entered in the interface configuration mode.

B. It remains in err-disabled state until the errdisable recovery cause failed-port-state command is entered in the global configuration mode.
C. It remains in err-disabled state until the no shutdown command is entered in the interface configurationmode.

D. It remains in err-disabled state until the spanning-tree portfast bpduguard disable command is entered in the interface configuration mode.

Answer: A

Explanation:
sw2#show errdisable recovery ErrDisable Reason Timer Status

arp-inspection Disabled bpduguard Disabled

channel-misconfig (STP) Disabled dhcp-rate-limit Disabled

dtp-flap Disabled gbic-invalid Disabled inline-power Disabled I12ptguard Disabled link-flap Disabled mac-limit Disabled
link-monitor-failure Disabled loopback Disabled

oam-remote-failure Disabled pagp-flap Disabled

port-mode-failure Disabled pppoe-ia-rate-limit Disabled psecure-violation Disabled security-violation Disabled
sfp-config-mismatch Disabled storm-control Disabled

udld Disabled

unicast-flood Disabled sw2#

NEW QUESTION 524
- (Exam Topic 3)
By default, which virtual MAC address Goes HSRP group 25 use?

A. 05:5c:5e:ac:0c:25
B. 04:16:6S:96:1C:19
C. 00:00:0c:07:ac:19
D. 00:00:0c:07:ac:25

Answer: C
Explanation:

https://www.rapidtables.com/convert/number/hex-to-decimal.html (19) = (1 x 16%) + (9 x 16) = (25)

NEW QUESTION 527
- (Exam Topic 3)
Refer to the exhibit.

enable secrat Cisco

ada naw-model

aaa qQroup server tacacs+ ISE-Senvers
SEIVEl name 1se-1

SEIVEr NAMe 15e-2

A network engineer must configure the router to use the ISE-Servers group for authentication. If both ISE servers are unavailable, the local username database
must be used. If no usernames are defined in the configuration, then the enable password must be the last resort to log in. Which configuration must be applied to
achieve this result?
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A. aaa authentication login default group ISE-Servers local enable

B. aaa authentication login default group enable local ISE-Servers

C. aaa authorization exec default group ISE-Servers local enable

D. aaa authentication login error-enableaaa authentication login default group enable local ISE-Servers

Answer: A
NEW QUESTION 531

- (Exam Topic 3)
Refer to the exhibit.

Device> anable

Devices# configure terminal

Drevice(contig)® monitar session 1 type erspan-source
Devicae{config-mon-erspan-src ) description source1
Dt_—:'.'||_:\-_,~-!1’_:|,'_;-r‘11|<:|-:'r'||,_:-r1-|:e| Span-src) source interMace r_;.gar,-i:&nrna. et/ 00 X
Dgll.'||_:¢_~{1_'.|_:-r'.1|-e__|-lr||_:-n-4_:r},|_|u||-~_1'||_:]# source interface GigabilEthermet1/0/4 - 8 ix
Drevice|(conlig-mon-erspan-src i@ source intermace GigablteEthernet 1 /003
Device{config-mon-erspan-src i destination
Device{conlig-mon-erspan-src-dst)# erspan-id 100
Device{conlig-mon-erspan-src-dst)# ongin ip address 10.1.0.1
Device{conlig-mon-erspan-src-dsi)# p prec 5
Device{config-mon-erspan-src=dsty# ip tl 32
Device{config-mon-erspan-src-dsty# mtu 1700
Drevice|config-mon-erspan-src-dsty origin ip address 10.10.0.1
Device|(config-mon-erspan-src-cdstys vl 1
f'.l-&".'I|'t&{1'.|'§-r"\-1‘|{|-:'r'l|'&-r"|--F!rFurl.'u'l-Fql'l't-l'IFH W R shiutcown
Device(conlg-mon-arspan-src-dsi# end

An engineer must configure an ERSPAN session with the remote end of the session 10.10.0.1. Which commands must be added to complete the configuration?
A)

Device(confic] i monitor session 1 type erspan-source

Dresace(conhig-mon-erspan-sic i destination

Device(config-mon-erspan-src-dstis=no origin ip address 10.10.0.1

Device(config-mon-erspan-src-dst)#ip address 10.10.0.1

B)

Device(config = monitor session 1 type erspan-source
Device(config- mon-erspan-src )@ destination

Desace(conhig-mon-crspan-sic-dslEno origin ip address 10.10.0.1
Device{config-mon-erspan-sro-dstFip destination address 10.10.0.1
C)

Device(confin )& moenitor session 1 type erspan-destination
Device(config-mon-erspan-src i source
Device{config-mon-erspan-src-dstiForigin ip address 10.1.01
D)

Device(config# monitor session 1 type erspan-source

Device{config-mon-erspan-srci destination
Devicel(config-mon-erspan-src-dstiEnoe vrf 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Example: Configuring an ERSPAN Source Session on a WAN Interface

The following example shows how to configure more than one WAN interface in a single ERSPAN source monitor session. Multiple interfaces have been
separated by a commas.

monitor session 100 type erspan-source source interface Serial 0/1/0:0, Serial 0/1/0:6

Example: Configuring an ERSPAN Destination Session

The following example shows how to configure an ERSPAN destination session: monitor session 2 type erspan-destination

destination interface GigabitEthernetl/3/2 destination interface GigabitEthernet2/2/0 source

erspan-id 100

ip address 10.10.0.1

NEW QUESTION 535
- (Exam Topic 3)
An administrator is configuring NETCONF using the following XML string. What must the administrator end the request with?

<?xml version="1.0" encoding="UTF-8" 7>
<rpc message-id="9.0"><notification-on/>

A. <Irpc>]]>]]>

B. </rpc-reply>

C. </rpc>

D. <rpc message.id="9.0"><notificationoff/>

Answer: A
NEW QUESTION 537
- (Exam Topic 3)

An engineer must configure an EXEC authorization list that first checks a AAA server then a local username. If both methods fail, the user is denied. Which
configuration should be applied?
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A. aaa authorization exec default local group tacacs+

B. aaa authorization exec default local group radius none
C. aaa authorization exec default group radius local none
D. aaa authorization exec default group radius local

Answer: D

NEW QUESTION 540
- (Exam Topic 3)

Reter to the exhibit.
8 S8 TH LN & IPHAT 4 [ Al

An administrator troubleshoots intermittent connectivity from internal hosts to an external public server. Some internal hosts can connect to the server while others

receive an ICMP Host Unreachable message and these hosts change over time. What is the cause of this issue?

A. The translator does not use aOdress overloading
B. The NAT ACL does not match alt internal hosts

C. The NAT ACL and NAT pool share the same name
D. The NAT pool netmask rs excessively wide

Answer: B

NEW QUESTION 542
- (Exam Topic 3)

What are the main components of Cisco TrustSec?

A. Cisco ISE and Enterprise Directory Services

B. Cisco IS

C. network switches, firewalls, and routers

D. Cisco ISE and TACACS+

E. Cisco ASA and Cisco Firepower Threat Defense

Answer: B

NEW QUESTION 543
- (Exam Topic 3)

What is a characteristics of a vSwitch?

A. supports advanced Layer 3 routing protocols that are not offered by a hardware switch
B. enables VMs to communicate with each other within a virtualized server

C. has higher performance than a hardware switch

D. operates as a hub and broadcasts the traffic toward all the vPorts

Answer: B

NEW QUESTION 547
- (Exam Topic 3)

Drag and drop the LISP components on the left to their descriptions on the right. Not all options are used.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

A picture containing table Description automatically generated

NEW QUESTION 552
- (Exam Topic 3)

Which function does a fabric AP perform in a cisco SD-access deployment?

A. It updates wireless clients' locations in the fabric
B. It connects wireless clients to the fabric.

C. It manages wireless clients' membership information in the fabric
D. It configures security policies down to wireless clients in the fabric.

Answer: B

NEW QUESTION 556
- (Exam Topic 3)

What is used to validate the authenticity of the client and is sent in HTTP requests as a JSON object?

A. SSH
B. HTTPS
C.IWT
D. TLS

Answer: C

NEW QUESTION 558
- (Exam Topic 3)

How does NETCONF YANG represent data structures?

A. as strict data structures denned by RFC 6020
B. in an XML tree format

C. in an HTML format

D. as modules within a tree

Answer: B

NEW QUESTION 563
- (Exam Topic 3)

Drag and drop the Cisco SD-Access solution areas from the left onto the protocols they use on the right.

tabme clata ane

fabne sacurty ooboy

fabre contiod plare

Saramal ConreCinly Tron the Fader

A. Mastered
B. Not Mastered

Answer: A
Explanation:

b data plane

- — ——— e - e ——— =
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L ]
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NEW QUESTION 567
- (Exam Topic 3)

S b 7
e st g i LU Y]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

=.";1 Bl b b s

il L} [}
FTAEL L IR TR
Py o e | {

NEW QUESTION 568

- (Exam Topic 2)

AN engineer is implementing a route map to support redistribution within BGP. The route map must configured to permit all unmatched routes. Which action must
the engineer perform to complete this task?

A. Include a permit statement as the first entry
B. Include at least one explicit deny statement
C. Remove the implicit deny entry

D. Include a permit statement as the last entry

Answer: D

NEW QUESTION 570
- (Exam Topic 2)
How can an engineer prevent basic replay attacks from people who try to brute force a system via REST API?

A. Add a timestamp to the request In the API header.
B. Use a password hash

C. Add OAuth to the request in the API header.

D. UseHTTPS

Answer: B

NEW QUESTION 575

- (Exam Topic 2)

A customer wants to use a single SSID to authenticate 0T devices using different passwords. Which Layer 2 security type must be configured in conjunction with
Cisco ISE to achieve this requirement?

A. Fast Transition

B. Central Web Authentication

C. Cisco Centralized Key Management
D. Identity PSK

Answer: D

NEW QUESTION 576

- (Exam Topic 2)

What are two considerations when using SSO as a network redundancy feature? (Choose two)
A. both supervisors must be configured separately

B. the multicast state is preserved during switchover

C. must be combined with NSF to support uninterrupted Layer 2 operations

D. must be combined with NSF to support uninterrupted Layer 3 operations

E. requires synchronization between supervisors in order to guarantee continuous connectivity

Answer: DE

Explanation:
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Text Description automatically generated

against failure due to the Supervisor or loss of senvice because of software pmbiems The access layer typu:ally provides La}.rer 2
senices, with redundant switches making up the distribution layer. The Layer 2 access layer can benefit from SSO deployed without

NSF. Some Enterprises have deployed Layer 3 routing at the access layer. In that case, NSF/SSO can be used.

Cisco 10S Nonstop Forwarding(NSF) always runs with stateful switchover (SSO) and provides redundancy for Layer 3 traffic.
Reference: https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/consolidated_guide/b_consol

NEW QUESTION 581
- (Exam Topic 2)

Which two GRE features are configured to prevent fragmentation? (Choose two.)

A. TCP MSS

B. PMTUD

C. DF bit Clear

D. MTU ignore
E.IP MTU

F. TCP window size

Answer: AE

Explanation:

The ip tcp adjust-mss only affects TCP

won't be influenced by the ip top adjust-mss
necessary to properly configure the ip mtu comm:

NEW QUESTION 586
- (Exam Topic 2)

streams. Other kinds of IP traffic - UDP. SCTP. DCCP, ICMP

0 their dat egr*"'ﬁ”,m be ‘rag-“mt— d at the IP layer. That's why

' ESP AH. to name Just 3 few -

imis

router know how large the fragments of non-TCP-carrying IP packets

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right.

uses a pull model

uses playbooks

procedural

decl arative

A. Mastered
B. Not Mastered

Answer: A
Explanation:

uses a pull model

uses playbooks

procedural

declarative

NEW QUESTION 589
- (Exam Topic 2)
Refer to the exhibit.
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Vian3Q} Group 1
StaTte 18 ACTive
1 state changs, last state change 12wid
Virtual IP sddress is I 5 24l
Active wirtual MAC address 1s QUOU.Qed acol
Local virtual MA Address 1a oCo cQ7 acQl iafaulcs
Hallo Time 3 aec hold Time 14 B
Mext hello sant &4 meca
Fresmption snabled
ACtive router is local
Standby router Ls 1 Y. 242, priecity 1 axplres ir E14 sec
Frioricy 11 configured
;IOUp Dame 13 Rsrp-viaQi=1 defa |

Which two facts does the device output confirm? (Choose two.)

A. The device sends unicast messages to its peers

B. The device's HSRP group uses the virtual IP address 10.0.3.242
C. The standby device is configured with the default HSRP priority.
D. The device is using the default HSRP hello timer

E. The device is configured with the default HSRP priority

Answer: CD

NEW QUESTION 594
- (Exam Topic 2)
An engineer must export the contents of the devices object in JSON format. Which statement must be used?

from json import dumps, loads
{Dﬂric:s=[

‘name’ : ‘distswi’

ip’c "192.168.255.1".

Type’ . 'Catalyst CS407R".

‘user . ‘netadmin’

‘pass’ ‘EE-ETMG1c35?TdEE‘EiF'.‘a'?-}r’zifri"bfmfef'
1]

A. json.repr(Devices)

B. json.dumps(Devices)
C. json.prints(Devices)
D. json.loads(Devices)

Answer: B

NEW QUESTION 596
- (Exam Topic 2)
Which element enables communication between guest VMs within a virtualized environment?

A. hypervisor
B. vSwitch

C. virtual router
D. pNIC

Answer: B
NEW QUESTION 597

- (Exam Topic 2)
Refer to the exhibit.

Client 360

® Grace.Smith

L§ : Grace Emios-aa | 19 Ly

a1 NP, i, AP A A8 A 7 AN M A A AT [

— - W - - C T ] - - - - ] - -— - — H‘-n

Cisco DNA Center has obtained the username of the client and the multiple devices that the client is using on the network. How is Cisco DNA Center getting these

context details?
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A. The administrator had to assign the username to the IP address manually in the user database tool on Cisco DNA Center.
B. Those details are provided to Cisco DNA Center by the Identity Services Engine

C. Cisco DNA Center pulled those details directly from the edge node where the user connected.

D. User entered those details in the Assurance app available on iOS and Android devices

Answer: A

Explanation:

Features of the Cisco DNA Assurance solution includes Device 360 and client 360, which provides a detailed view of the performance of any device or client over

time and from any application context. Provides very granular troubleshooting in seconds.

NEW QUESTION 602
- (Exam Topic 2)
How are map-register messages sent in a LISP deployment?

A. egress tunnel routers to map resolvers to determine the appropriate egress tunnel router
B. ingress tunnel routers to map servers to determine the appropriate egress tunnel router
C. egress tunnel routers to map servers to determine the appropriate egress tunnel router
D. ingress tunnel routers to map resolvers to determine the appropnate egress tunnel router

Answer: C

Explanation:
During operation, an Egress Tunnel Router (ETR) sends periodic Map-Register messages to all its configured map servers.

NEW QUESTION 604
- (Exam Topic 2)
When are multicast RPs required?

A. RPs are required only when using protocol independent multicast dense mode.

B. By default, the RP is needed penodically to maintain sessions with sources and receivers.
C. RPs are required for protocol Independent multicast sparse mode and dense mode.

D. By default, the RP Is needed only start new sessions with sources and receivers.

Answer: D
NEW QUESTION 606

- (Exam Topic 2)
Refer to the exhibit.

R1#show run | b router ospl

R2 is the neighboring router of R1. R2 receives an advertisement for network 192 168.10.50/32. Which
configuration should be applied for the subnet to be advertised with the original /24 netmask?
A)

R1(configi#router ospf 1
F1({config-router #network 192.168.10.0 255.255.255.0 area 0

B)

R1(configiwinterface loopbackl
Rliconfio-iNE inospf 1 area 0

©)

F1{configl% interface loopback0
R1{config-if{% ip ospf network point-to-point
D)

E1(configks interface loopback(
RE1({config-if# ip ospf network non-broadcast

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
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NEW QUESTION 611
- (Exam Topic 2)
How does the EIGRP metric differ from the OSPF metric?

A. The EIGRP metric is calculated based on bandwidth onl

B. The OSPF metric is calculated on delay only.

C. The EIGRP metric is calculated based on delay onl

D. The OSPF metric is calculated on bandwidth and delay.

E. The EIGRP metric Is calculated based on bandwidth and dela

F. The OSPF metric is calculated on bandwidth only.

G. The EIGRP metric Is calculated based on hop count and bandwidt
H. The OSPF metric is calculated on bandwidth and delay.

Answer: C

Explanation:

By default, EIGRP metric is calculated: metric = bandwidth + delay
While OSPF is calculated by:

OSPF metric = Reference bandwidth / Interface bandwidth in bps

(Or Cisco uses 100Mbps (108) bandwidth as reference bandwidth. With this bandwidth, our equation would be:

Cost = 108/interface bandwidth in bps)

NEW QUESTION 614
- (Exam Topic 2)
Refer to the exhibit.

I

qll'.l.".F _J: Dsial

Rl[config-ip-sla)miomp-echo 172.20.20.2 source-interface FastEthernetd/
Rl|config-ip-sia-echo jetimeout 5000

Rl{confg-ip-sla-echomirequency 10

Rljcontig-ip-sia-acho wthreshoid 500

Rl[contig)®ip sla schedule 1 start-time now Iife fTorever

Rl{config)mtrack 10 ip sla 1 reachabilty

Rl[conlig)®p route 0.0.0.0 0.0.0.0 172.20.20.2 track 10
Rljcontg)®no iproute 0.0.0.0 0.0.0.0 172.20.20.2
R1{configl®ip route 0.0.0.00.0.0.0 172.30.30.2 5

What are two reasons for IP SLA tracking failure? (Choose two )

A. The destination must be 172 30 30 2 for icmp-echo
B. A route back to the R1 LAN network is missing in R2.
C. The source-interface is configured incorrectly.

D. The default route has the wrong next hop IP address
E. The threshold value is wrong

Answer: BE

NEW QUESTION 619
- (Exam Topic 2)
Refer to the exhibit.
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BN

Your connection is not private

An engineer is designing a guest portal on Cisco ISE using the default configuration. During the testing phase, the engineer receives a warning when displaying
the guest portal. Which issue is occurring?

A. The server that is providing the portal has an expired certificate
B. The server that is providing the portal has a self-signed certificate
C. The connection is using an unsupported protocol

D. The connection is using an unsupported browser

Answer: B

NEW QUESTION 620
- (Exam Topic 2)
Why would a log file contain a * next to the date?

A. The network device was receiving NTP time when the log messages were recorded.

B. The network device was unable to reach The NTP server when the log messages were recorded
C. The network device is not configured to use NTP.

D. The network device is nor configured to use NTP time stamps for logging

Answer: B

NEW QUESTION 623
- (Exam Topic 2)
Which function does a fabric edge node perform in an SD-Access deployment?

A. Connects the SD-Access fabric to another fabric or external Layer 3 networks
B. Connects endpoints to the fabric and forwards their traffic

C. Provides reachability border nodes in the fabric underlay

D. Encapsulates end-user data traffic into LISP.

Answer: B

Explanation:

There are five basic device roles in the fabric overlay:

+ Control plane node: This node contains the settings, protocols, and mapping tables to provide the endpoint-to-location (EID-to-RLOC) mapping system for
the fabric overlay.

+ Fabric border node: This fabric device (for example, core layer device) connects external Layer 3 networks to the SDA fabric.

+ Fabric edge node: This fabric device (for example, access or distribution layer device) connects wired endpoints to the SDA fabric.

+ Fabric WLAN controller (WLC): This fabric device connects APs and wireless endpoints to the SDA fabric.

+ Intermediate nodes: These are intermediate routers or extended switches that do not provide any sort of SD-Access fabric role other than underlay services.

NEW QUESTION 627
- (Exam Topic 2)
Refer to the exhibit.
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What does the output confirm about the switch's spanning tree configuration?

A. The spanning-tree mode stp ieee command was entered on this switch
B. The spanning-tree operation mode for this switch is IEEE.

C. The spanning-tree operation mode for this switch is PVST+.

D. The spanning-tree operation mode for this switch is PVST

Answer: C

NEW QUESTION 628
- (Exam Topic 2)
What is a VPN in a Cisco SD-WAN deployment?

A. common exchange point between two different services

B. attribute to identify a set of services offered in specific places in the SD-WAN fabric

C. virtualized environment that provides traffic isolation and segmentation in the SD-WAN fabric
D. virtual channel used to carry control plane information

Answer: C

NEW QUESTION 631
- (Exam Topic 2)
Which solution do laaS service providers use to extend a Layer 2 segment across a Layer 3 network?

A. VLAN
B. VTEP
C. VXLAN
D. VRF

Answer: C

NEW QUESTION 633
- (Exam Topic 2)
An engineer must configure the strongest password authentication to locally authenticate on a router. Which configuration must be used?

username netadmin secret 5 §15b1JuSkZbBS1PyhIQTwyZ1k 522
username netadmin secret $15b1JuSkd0L85011 00wy Z 1k 522

linge Console 0
password §15b1Jul

usemame netadmin secret 3 §9§vFpMfislbdR\VVESseZ bDAXTUY

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
Explanation:
Scrypt is safer than MD5, so answer A is wrong and answer D is correct

R1(config)#username user secret ?0 Specifies an UNENCRYPTED secret will follow5 Specifies a MD5 HASHED secret will follow8 Specifies a PBKDF2 HASHED
secret will follow9 Specifies a SCRYPT HASHED secret will follow<0-9> Encryption types not explicitly specifiedLINE The UNENCRYPTED (cleartext) user
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secretLINE The UNENCRYPTED (cleartext) user secret
Reference: https://community.cisco.com/t5/networking-documents/understanding-the-differences-between-the

NEW QUESTION 635
- (Exam Topic 2)
Which deployment option of Cisco NGFW provides scalability?

A. tap

B. clustering

C. inline tap

D. high availability

Answer: B

Explanation:

Clustering lets you group multiple Firepower Threat Defense (FTD) units together as a single logical device. Clustering is only supported for the FTD device on the
Firepower 9300 and the Firepower 4100 series. A cluster provides all the convenience of a single device (management, integration into a network) while achieving
the increased throughput and redundancy of multiple devices.}

NEW QUESTION 639
- (Exam Topic 2)
Which OSPF networks types are compatible and allow communication through the two peering devices?

A. broadcast to nonbroadcast

B. point-to-multipoint to nonbroadcast
C. broadcast to point-to-point

D. point-to-multipoint to broadcast

Answer: A

Explanation:

The following different OSPF types are compatible with each other:

+ Broadcast and Non-Broadcast (adjust hello/dead timers)

+ Point-to-Point and Point-to-Multipoint (adjust hello/dead timers)

Broadcast and Non-Broadcast networks elect DR/BDR so they are compatible. Point-topoint/ multipoint do not elect DR/BDR so they are compatible.

NEW QUESTION 642
- (Exam Topic 2)
Which threat defence mechanism, when deployed at the network perimeter, protects against zero-day attacks?

A. intrusion prevention
B. stateful inspection
C. sandbox

D. SSL decryption

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/datasheet-c78-733182.h analysis and sandboxing: Secure Malware
Analytics’ highly secure environment helps you execute, analyze,

and test malware behavior to discover previously unknown ZERO-DAY threats. The integration of Secure Malware Analytics’ sandboxing technology into Malware
Defense results in more dynamic analysis checked against a larger set of behavioral indicators. “

NEW QUESTION 644
- (Exam Topic 2)

Hi 0 = 2 e uc ki 2l A« 1% |

RP/O/O/CP0 :Apr 2 2 1:00 . 421 isis[1010]: RECV P2P 1IN (L2)|

L rom Lgabl tEthe rneat 0/s0 NPA Tald il ¢ Wi as Systam | Y

| itime 3 Li It L 429

RP/OSO/CPU0 Ape 2 20:57:01.761 isis[1010] JEND P2F 11IH (L1)]
gabitEthernat0/0/0/1 H it ima - leangth 41

Refer to the exhibit. A network operator is attempting to configure an IS-IS adjacency between two routers,
but the adjacency cannot be established. To troubleshoot the problem, the operator collects this debugging output. Which interfaces are misconfigured on these
routers?

A. The peer router interface is configured as Level 1 only, and the R2 interface is configured as Level 2 only
B. The R2 interface is configured as Level 1 only, and the Peer router interface is configured as Level 2 only
C. The R2 interface is configured as point-to-point, and the peer router interface is configured as multipoint.

D. The peer router interface is configured as point-as-point, and the R2 interface is configured as multipoint.

Answer: C

NEW QUESTION 647
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