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NEW QUESTION 1

A cloud administrator is deploying a new software-defined data center (SDDC) in VMware Cloud on AWS. Long-term planning indicates that a minimum of 30
hosts are required.

What is a valid management network CIDR based on the requirements?

A.10.4.0.0/23
B. 10.3.0.0/24
C.10.2.0.0/16
D. 10.1.0.0/20

Answer: D

Explanation:

A valid management network CIDR based on the requirements is 10.1.0.0/20, as this provides a range of 4096 IP addresses, which is more than enough for 30
hosts. A /23 CIDR only provides 512 IP addresses, which is not enough for 30 hosts, while a /24 CIDR provides 256 IP addresses and a /16 CIDR provides 65,536
IP addresses, which is more than is needed for the 30 hosts.

https://blogs.vmware.com/cloud/2019/10/03/selecting-ip-subnets-sddc/

NEW QUESTION 2
Which four steps must a cloud administrator take to deploy a new private cloud In Azure VMware Solution? (Choose four.)

A. Identify the maximum number of hosts needed for future capacity.
B. Identify the desired availability zone.

C. Identify a management CIDR of size /22.

D. Open a support request with Microsoft Azure requesting capacity.
E. Identify a management CIDR of size /20.

F. Identify the desired region.

G. Identify the current number of hosts needed.

Answer: BCDG

Explanation:

> Identify the desired region. This determines where your private cloud will be deployed and which Azure services are available.

> Identify a management CIDR of size /22. This determines the IP address range for your private cloud management components such as vCenter Server, NSX
Manager, etc.

> Open a support request with Microsoft Azure requesting capacity. This ensures that there are enough hosts available for your private cloud deployment.

> Identify the current number of hosts needed. This determines how many hosts will be provisioned initially for your private cloud cluster.
https://vmc.techzone.vmware.com/resource/avs-planning-and-deployment-guide

NEW QUESTION 3

A cloud administrator is using VMware HCX to migrate application workloads between an on-premises data center and a VMware Public Cloud (Ul!) capability of
VMware HCX is being used to extend a number of on-premises network segments into the cloud to avoid IP re-addressing concerns. When the cloud administrator
tries to extend a native layer 2 network segment from the cloud back into the on-premises data center. an error is encountered and the extension fails. What
should the administrator do to enable network extension from the cloud side to on-premises in this scenario?

A. Enable reverse L2E in the advanced configuration menu of HC

B. Make the appropriate change and re-deploy the HCX Service Mesh.

C. Ensure that the on-premises environment that has at minimum a VMware vSphere Distributed Switch with version 6.5 configured.
D. Install VMware NSXT into the on-prerinse data center.

E. Enable reverse L2E in the advanced configuration menu of HC

F. Make the appropriate change, re-deploy the on-premise HCX Manager and re-pair the sites together.

Answer: B

Explanation:

The best solution for enabling network extension from the cloud side to the on-premises data center in this scenario is to ensure that the on-premises environment
has at least a VMware vSphere Distributed Switch with version 6.5 configured. This will enable the reverse L2E feature, which is necessary for extending the
native layer 2 network segment from the cloud back into the on-premises data center. For more information on how to configure reverse L2E and extend a network
segment from the cloud to the on-premises data center, please refer to the official VMware documentation here.

NEW QUESTION 4

A cloud administrator is planning to migrate 1,000 VMs from their existing on-premises location into VMware Cloud on AWS. The migration will need to be
completed as quickly as possible. Upon completion, the users will need the most reliable, lowest latency connection possible.

Which on-premises data center connectivity option will meet these requirements?

A. Layer 2 VPN

B. AWS Direct Connect

C. VMware Transit Connect
D. IPsec VPN

Answer: B

Explanation:

The best option to meet the requirements of quickly migrating 1,000 VMs with the lowest latency and most reliable connection possible is to use AWS Direct
Connect. AWS Direct Connect provides a dedicated network connection between an on-premises data center and the Amazon Web Services (AWS) cloud,
allowing for the transfer of data across the two locations. It is more reliable and has lower latency than other options such as Layer 2 VPN, VMware Transit
Connect, and IPsec VPN. Additionally, AWS Direct Connect provides the highest performance and throughput of any of the on-premises data center connectivity
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options.

Why does VMware refuse to educate their customers ... - VMware ... https://communities.vmware.com/t5/VMware-Education-Services/Why-does-VMware-refuse-
to-educate-their-c VMware Technical Support Guide

https://www.vmware.com/pdf/techsupportguide.pdf Publishing Applications with VMware Horizon 7
https://vcdx.vmware.com/content/dam/digitalmarketing/vmware/ru/pdf/techpaper/vmware-horizon-7-application

NEW QUESTION 5
A cloud administrator is tasked with migrating workloads from an on-premises environment to a VMware Cloud on AWS software-defined datacenter (SDDC) with
no downtime while retaining their IP Address. Which connectivity type should be used?

A. Private policy-based IPsec VPN
B. Private route-based IPsec VPN
C. Open VPN

D. Private Layer 2 VPN

Answer: D

Explanation:

Private L2 VPN: To migrate running VMs between SDDCs in different geographical locations.

You use a private layer 2 (L2) VPN to extend an on-premises network to your cloud SDDC. This extended network is a single subnet with a single broadcast
domain.

You can use L2 VPNSs to migrate VMs to and from your cloud SDDC, for disaster recovery, or for dynamic access to cloud computing resources (often called cloud
bursting).

VM migrations across an L2 VPN support VLAN tagging and GENEVE frame encapsulation when migrating between a cloud SDDC to another SDDC.

The L2 VPN tunnel extends layer 2 networks across geographic sites. VMs can move across sites (using vSphere vMotion) and keep the same IP addresses using
an L2 VPN.

NEW QUESTION 6
An administrator wants to have a global view of all managed Tanzu Kubernetes clusters and manage the policies across them. Which solution would the
administrator use?

A. VMware Tanzu Mission Control

B. VMware Tanzu Observability by Wavefront
C. VMware Tanzu Service Mesh

D. VMware Tanzu Kubernetes Grid

Answer: A

Explanation:

VMware Tanzu Mission Control provides a central platform to manage and view all Tanzu Kubernetes clusters and workloads running in the environment. It allows
administrators to set policies across multiple clusters, set up cluster identities, monitor cluster health and performance, and much more. Tanzu Mission Control also
provides access to a variety of cloud-native tools, such as Kubernetes Dashboard, Helm, and Kubeapps.

Publishing Applications with VMware Horizon 7 https://vcdx.vmware.com/content/dam/digitalmarketing/vmware/ru/pdf/techpaper/vmware-horizon-7-application
VMware Technical Support Guide

https://www.vmware.com/pdf/techsupportguide.pdf

Quick-Start Tutorial for VMware Dynamic Environment Manager ... https://techzone.vmware.com/resource/quick-start-tutorial-vmware-dynamic-environment-
manager "VMware Tanzu® Mission ControlTM is a centralized management platform for consistently operating,

managing, and securing Kubernetes infrastructure and modern applications across teams and clouds. It provides a global view of all of the Kubernetes clusters.
You can use the resource hierarchy to manage and enforce consistent policies across Kubernetes clusters. "

NEW QUESTION 7

A cloud administrator has a portion of its on-premises infrastructure hardware that is going to be again out of its support lifecycle later this year. Due to the
regulatory requirement, the applications running on this hardware cannot be migrated to the public cloud, but the Administrator is also trying to reduce its
operational expenses of managing and maintaining the hardware it owns and reduce capital expenditures. Which two solutions would achieve these goals?
(Choose two.)

A. VMware Cloud on AWS Outpost
B. VMware Cloud on Dell EMC

C. VMware Cloud Foundation

D. Oracle Cloud VMware Solution
E. VMware Cloud on AWS

Answer: BE

Explanation:

VMware Cloud on Dell EMC is a service that allows customers to deploy and manage VMware Cloud Foundation in their own data center, eliminating the need to
buy and maintain their own hardware. This solution allows customers to reduce costs associated with maintaining their own hardware, as well as reduce capital
expenditures by not needing to buy new hardware.

VMware Cloud on AWS is a fully managed service that allows customers to run their VMware-based workloads on the AWS Cloud. This solution allows customers
to take advantage of the scalability and cost savings of the public cloud, while still being able to maintain regulatory compliance for their workloads.

According to VMware's official website, "VMware Cloud on AWS is an on-demand service that enables customers to run applications across vSphere-based cloud
environments with access to a broad range of AWS services. Customers get the same architecture, features, and operational experience regardless of where you
deploy applications — on-premises, in the cloud, or in a hybrid or multi-cloud configuration." [1]

[1] https://lwww.vmware.com/products/vmware-cloud-on-aws.html

NEW QUESTION 8
Which two steps must an administrator take in order to deploy an instance of Azure VMware Solutions? (Choose two.)

A. Create a support request with Microsoft Azure Support to create a host quota.
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B. Deploy and configure Microsoft Enterprise Edge (MSEE) appliances.

C. Create a support request with VMware Support to create a private cloud.
D. Associate the subscription with a Microsoft Enterprise Agreement.

E. Deploy and Configure Microsoft Azure ExpressRoute.

Answer: AD

Explanation:

According to the VMware Cloud Professional Administration guide, to deploy an instance of Azure VMware Solutions, an administrator must first create a support
request with VMware Support to create a private cloud. This will enable the administrator to access the Azure VMware Solutions environment.

The guide also states that an administrator must associate the subscription with a Microsoft Enterprise Agreement in order to use Azure VMware Solutions. This
will ensure that the administrator has the necessary permissions and access to the environment in order to configure and manage it.

Search results: [1] VMware Cloud Professional is a cloud service that provides a secure, reliable, and

cost-effective way to deliver cloud-based solutions for organizations. [2] This guide provides step-by-step instructions to deploy and configure Microsoft Azure
VMware Solutions[1], a cloud-based solution that enables organizations to run VMware workloads in the public cloud. [3] To deploy an Azure VMware Solution
instance, the customer must have an active Microsoft Enterprise Agreement (EA) and a valid subscription associated with it. [4] The customer must also create a
support request with VMware support to create a private cloud. This will enable the customer to access the Azure VMware Solutions environment. [5] Once the
customer has created a support request and associated their 1. Manually Creating Optimized Windows Images for VMware Horizon ...
https://techzone.vmware.com/resource/manually-creating-optimized-windows-images-vmware-horizon-vms VMware Technical Support Guide
https://www.vmware.com/pdf/techsupportguide.pdf VMware vCloud Air Networking Guide - vCloud Air

https://www.vmware.com/pdf/vchs_networking_guide.pdf

NEW QUESTION 9

A cloud administrator successfully configures a policy-based VPN between an on-premises data center and an instance of VMware Cloud Software-defined data
center (SDDC). Although the workloads are reachable from both locations over the IP network, the cloud virtual machines cannot access an on-premises web
service. What should the cloud administrator check first to resolve this issue?

A. On-premises DNS settings

B. VMware Cloud DNS settings

C. On-premises gateway settings
D. VMware Cloud gateway settings

Answer: B

Explanation:
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUI

NEW QUESTION 10
VMware Engine cloud administrator is tasked with ensuring that a dedicated, secure, high-speed, and
low-latency connection exists between an on-premises VMware Engine. Which two options are available for Google Cloud VMware Engine? (Choose two.)

A. Partner Interconnect

B. Global Reach

C. Dedicated Interconnect
D. ExpressRoute

E. Direct Connect

Answer: AC

Explanation:

https://cloud.google.com/architecture/private-cloud-networking-for-vmware-engine

Dedicated Interconnect provides a private[1][2], dedicated connection between your on-premises network and Google’s network. It offers low latency, high
bandwidth, and a secure connection. Partner Interconnect provides a connection to Google Cloud Platform through a partner’'s network, such as a service provider
or a carrier. It offers the same low latency, high bandwidth, and secure connection, but is slightly slower than Dedicated Interconnect.

References: [1]https://cloud.google.com/interconnect/docs/concepts/types[2]https://docs.vmware.com/en/VMware-Cloud-on

NEW QUESTION 10

A cloud administrator Is managing a VMware Cloud on AWS environment consisting of a single cluster with six hosts. There have been no changes made to the
Elastic DRS configuration.

In which two situations will Elastic DRS add another a host to the cluster? (Choose two.)

A. When availability zone failure occurs
B. When memory utilization reaches 90%
C. When network utilization reaches 90%
D. When CPU utilization reaches 90%

E. When storage utilization reaches 80%

Answer: AE
Explanation:

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-961C4
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-961C4

NEW QUESTION 13

An organization Is running multiple applications that span different public clouds. The cloud administrator is asked to perform budget management, cost reporting
and cost forecasting from a single platform.

Which VMware Cloud service can the cloud administrator use to meet this requirement?

A. VMware vRealize Operations Cloud
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B. VMware vRealize Network Insight Cloud
C. VMware vRealize Log Insight Cloud
D. CloudHealth by VMware

Answer: D

Explanation:

CloudHealth by VMware is a cloud cost governance platform that provides budget management, cost reporting, and cost forecasting from a single platform. It
provides comprehensive visibility and control to manage cloud costs in hybrid and multi-cloud environments. CloudHealth by VMware also provides cost
optimization, resource optimization, and real-time alerting capabilities to help organizations make

cost-effective decisions to reduce cloud costs.

NEW QUESTION 16
Which statement most accurately describes the service features of VMware Cloud on Dell EMC? (Select one option)

A. Dell technicians perform all software maintenance, as well as hardware fixes.

B. When an onsite response is required to fix a problem related to a host, a Dell technician must arrive onsite within 24 hours.
C. An SDDC includes a minimum of one rack with three host

D. You can add hosts to the rack, up to the maximum supported by the rack.

E. VMwareSite Recovery is included as part of the initial service offering.

Answer: C

Explanation:

The statement that most accurately describes the service features of VMware Cloud on Dell EMC is C. An SDDC includes a minimum of one rack with three hosts.
You can add hosts to the rack, up to the maximum supported by the rack. An SDDC consists of a rack with a minimum of three hosts, which can then be expanded
up to the maximum supported by the rack. VMware Site Recovery is not included as part of the initial service offering.

VMware Cloud on Dell EMC provides a service that enables customers to run their VMware-based workloads on Dell EMC's hardware, in a jointly-engineered and
fully-supported environment. The service allows customers to deploy a fully-configured VMware SDDC on Dell EMC VxRail or VxRack SDDC systems, with the
option to add more hosts to the rack as needed.

NEW QUESTION 19
Which two service management tasks In VMware Cloud on AWS are performed by VMware? (Choose two.)

A. Capacity management of the cloud software-defined data centers (SDDCs)

B. Updates to VMware hardware compatibility

C. Notifications sent before a regular update

D. Updates to the software-defined data center (SDDC) software

E. Creation and configuration of VPC during the software-defined data center (SDDC) deployment

Answer: AD

Explanation:

As per the official guide from VMware, VMware is responsible for managing the capacity of the cloud software-defined data centers (SDDCs) and for updating the
software-defined data center (SDDC) software. This includes managing the underlying infrastructure, such as the hosts, storage, and networking, and ensuring
that the SDDCs are running the latest version of the software.

NEW QUESTION 23

A cloud administrator is managing a container environment. The application team has complained that they need to manually restart containers in the event of a
failure.

Which solution can the administrator implement to solve this issue?

A. Kubernetes
B. VMware vSphere High Availability
C. VMware vSphere Fault Tolerance
D. Prometheus

Answer: A

Explanation:

Kubernetes is an open-source container orchestration system that provides automated deployment, scaling, and management of containers. It can be used to set
up an automated restart policy for containers in the event of a failure, ensuring that containers are automatically restarted when they fail.

VMware Stage Manager User's Guide https://www.vmware.com/pdf/stagemanagerl_Users_Guide.pdf

NEW QUESTION 25
Which use cases apply to NSX logical routing? (Select two options)

A. You must provide external connectivity to VMs and containers.

B. Your organization must provide connectivity between VMs and containers that are connected to different segments.
C. You want to provide layer 2 connectivity between VMs and microservices.

D. You require intrinsic security for VMs connected to different segments.

Answer: AB
Explanation:
The two use cases that apply to NSX logical routing are A. You must provide external connectivity to VMs and containers, and B. Your organization must provide

connectivity between VMs and containers that are connected to different segments. NSX logical routing allows you to provide external connectivity to VMs and
containers, and to provide layer 3 connectivity between VMs and containers that are connected to different segments. It does not provide layer 2 connectivity
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between VMs and microservices or intrinsic security for VMs connected to different segments.

NEW QUESTION 30
A cloud administrator is asked to validate a proposed internetworking design that will provide connectivity to a VMware Cloud on AWS environment from multiple
company locations. The following requirements must be met:

A. Connectivity the VMware Cloud on AWS environment must NOT have a single point of failure.
B. Any network traffic between on-premises company locations must be sent over a private |P address space.
C. Connectivity the VMware Cloud on AWS environment must support high-throughput data transfer.

Answer: A

NEW QUESTION 31
What is a prerequisite step to adding additional users to a Google Cloud VMware Engine's vCenter (GCVE)?

A. Change the default administrator password.

B. Add a user in Google Cloud Platform Identity and Access Management.
C. Open a support ticket to escalate VMware vSphere privileges.

D. Escalate VMware vSphere privileges In the GCVE portal.

Answer: B

Explanation:
The prerequisite step to adding additional users to a Google Cloud VMware Engine's vCenter (GCVE) is to add a user in Google Cloud Platform Identity and
Access Management. This will allow for the user to be added to the vCenter and properly authenticated.

NEW QUESTION 36
A cloud administrator needs to create an isolated network segment for use in disaster recovery test. Which type of network segment is required?

A. Private

B. Routed

C. Extended

D. Disconnected

Answer: A

Explanation:

A private network segment is an isolated network segment that is used for disaster recovery testing. Private network segments provide a secure and isolated
environment for testing, allowing administrators to test their disaster recovery plans without risking the stability of their production environment. Private network
segments also provide additional security, as they are not connected to the public internet, making them less vulnerable to external attacks. [1]
[1]https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking/GUID-64

NEW QUESTION 38
Which Tanzu Kubernetes Grid component is used to create, scale, upgrade and delete workload clusters?

A. Tanzu Kubernetes cluster

B. Tanzu CLI

C. Tanzu Supervisor cluster

D. Tanzu Kubernetes Grid extensions

Answer: B

Explanation:

https://docs.vmware.com/en/VMware-vSphere/7.0/vmware-vsphere-with-tanzu/GUID-4D0D375F-C001-4F1D

Tanzu CLI is a command-line interface used to create, scale, upgrade, and delete workload clusters that are part of the Tanzu Kubernetes Grid [1]. Tanzu CLI also
allows you to manage the components of the Tanzu Kubernetes Grid [1], such as the Tanzu Kubernetes cluster and the Tanzu Supervisor cluster. It also provides
access to the Tanzu Kubernetes Grid extensions [1], which allow you to extend the functionality of the Tanzu Kubernetes cluster.

NEW QUESTION 40

A cloud administrator is asked to evaluate a number of disaster recovery solutions for the business. The current on-premises environment Is built around the latest
version of VMware vSphere 7.0.

The following requirements must be met:

* Follow an on-demand cloud consumption model

» Must be a managed offering

« Deliver a recovery point objective (RPO) of no more than 30 minutes

» Rapid power-on of recovered virtual machines/ assuming cloud capacity availability

» Must accommodate for single region failure Which solution would meet these requirements?

A. VMware Cloud Disaster Recovery

B. VMware Cloud on AWS Stretched Cluster
C. VMware vSphere Replication

D. VMware Site Recovery Manager

Answer: A

Explanation:
VMware Cloud Disaster Recovery is a managed disaster recovery-as-a-service offering that is built on the latest version of VMware vSphere 7.0. It provides an on-
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demand cloud consumption model, allowing administrators to rapidly power-on recovered virtual machines in the cloud, assuming cloud capacity availability.
Additionally, VMware Cloud Disaster Recovery delivers a recovery point objective (RPO) of no more than 30 minutes, and can accommodate for single region
failure.

Publishing Applications with VMware Horizon 7 https://vcdx.vmware.com/content/dam/digitalmarketing/vmware/ru/pdf/techpaper/vmware-horizon-7-application
VMware Technical Support Guide

https://www.vmware.com/pdf/techsupportguide.pdf

Quick-Start Tutorial for VMware Dynamic Environment Manager ... https://techzone.vmware.com/resource/quick-start-tutorial-vmware-dynamic-environment-
manager VMware Cloud Disaster Recovery * Protect your workloads

running on VMware Cloud on AWS SDDC using high-frequency snapshots to achieve RPOs as low as 30

minutes. * Availability Zone Failure

Handlinghttps://docs.vmware.com/en/VMware-Cloud-Disaster-Recovery/services/vmware-cloud-disaster-recov
https://docs.vmware.com/en/VMware-Cloud-Disaster-Recovery/services/rn/vmware-cloud-disaster-recovery-rel

NEW QUESTION 45
When preparing to deploy VMware Cloud on Dell EMC or VMware Cloud on AWS Outposts In a data center, which two physical constraints must be considered?
(Choose two.)

A. Having enough existing rack space for the components

B. Distance between loading dock and datacenter

C. Size of the doorways between loading dock and datacenter

D. Having enough people to carry the equipment

E. Floor and elevator weight capacity between loading dock and datacenter

Answer: AE

Explanation:

https://aws.amazon.com/vmware/outposts/faqs/

When deploying VMware Cloud on Dell EMC or VMware Cloud on AWS Outposts in a data center, it is important to consider the amount of existing rack space
available for the components, as well as the floor and elevator weight capacity between the loading dock and the data center. The distance between the loading
dock and the data center, the size of the doorways between the loading dock and the data center, and the number of people available to carry the equipment are
not relevant factors to consider.

NEW QUESTION 47
Which types of networks are available when creating a segment in VMware Cloud on AWS?

A. Routed, Extended, Disconnected
B. Advertised, Extended, Isolated
C. Routed, Stretched, Disconnected
D. Advertised, Stretched, Isolated

Answer: A

Explanation:

VMware Cloud on AWS GovCloud supports three types of network segments: routed, extended and disconnected.

Routed networks: Routed networks allow you to route traffic between the on-premises data center and the VMware Cloud on AWS environment using a VPN or
AWS Direct Connect.

Extended networks: Extended networks allow you to extend the on-premises network to the VMware Cloud on AWS environment using VXLAN. This type of
network allows you to extend the on-premises VLANS to the cloud environment, providing a seamless network extension.

Disconnected networks: Disconnected networks are used when there is no direct connectivity between the on-premises data center and the VMware Cloud on
AWS environment. This type of network allows you to create isolated networks in the cloud environment for specific use cases, such as disaster recovery or
testing.

https://docs.vmware.com/en/VMware-Cloud-on-AWS-GovCloud-(US)/services/vmc-govcloud-networking-secu

NEW QUESTION 50

A cloud administrator wants to migrate a virtual machine using VMware vSphere vMotlon from their

on-premises data center to their VMware Cloud on AWS software-defined data center (SDDC), using an existing private line to the cloud SDDC.
Which two requirements must be met before the migration can occur? (Choose two.)

A. The versions of VMware vSphere need to match between the on-premises data center and the cloud SDDC.

B. A Layer 2 connection is configured between the on-premises data center and the cloud SDDC.

C. AWS Direct Connect is configured between the on-premises data center and the cloud SDDC.

D. IPsec VPN is configured between the on-premises data center and the cloud SDDC.

E. Cluster-level Enhanced vMotion Compatibility (EVC) is configured in the on-premises data center and the cloud SDDC.

Answer: CD

Explanation:

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-1A175 Requirements for SDDCs With NSX:Networking
speed and latency: Migration with vMotion requires sustained minimum bandwidth of 250 Mbps between source and destination vMotion vMkernel interfaces, and
a maximum latency of 100 ms round trip between source and destination.

On-premises vSphere version: Your on-premises vSphere installation must be vSphere 6.7U2 or higher. See VMware Knowledge Base article 56991 for more
information.

On-premises DVS version: 6.0 or higher. On-premises NSX version: any

Note: SDDCs configured with NSX do not support hot vMotion to or from on-premises VXLAN encapsulated networks (NSX for vSphere) or Geneve Datacenter
Overlay networks (NSX).

IPsec VPN: Configure an IPsec VPN for the management gateway.

See Configure a VPN Connection Between Your SDDC and On-Premises Data Center in the VMware Cloud on AWS Networking and Security guide.

Direct Connect: Direct Connect over a private virtual interface between your on-premise data center and your VMware Cloud on AWS SDDC is required for
migration with vMotion.

See Using AWS Direct Connect with VMware Cloud on AWS.
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Hybrid Linked Mode: Hybrid Linked Mode is required to initiate migration from the vSphere Client. It is not required to initiate migration using the API or PowerCLI.
See "Hybrid Linked Mode" in Managing the VMware Cloud on AWS Data Center.

L2 VPN: Configure a Layer 2 VPN to extend virtual machine networks between your on-premises data center and cloud SDDC. Routed networks are not
supported. See VMware Cloud on AWS Networking and Security.

VMware Cloud on AWS firewall rules Ensure that you have created the necessary firewall rules as described in Required Firewall Rules for vMotion.
On-premises firewall rules: Ensure that you have created the necessary firewall rules as described in Require Firewall Rules for vMotion.

Virtual machine hardware and settings: Ensure that these requirements are met for virtual machine hardware.

2 Virtual machine hardware version 9 or later is required for migration with vMotion from the on-premises data center to the cloud SDDC.

» EVC is not supported in the VMware Cloud on AWS SDDC.

» VMs that are created in the cloud SDDC or that have been power-cycled after migration to the cloud SDDC can't be migrated back to the on-premises data
centerwith vMotion unless the on-premises EVC baseline is Broadwell. You can relocate these VMs after powering them off, as long as their virtual machine
hardware version is compatible with the on-premises data center.

> Migration of VMs with DRS or HA VM overrides is not supported. For more information on VM overrides, see Customize an Individual Virtual Machine.
Important: Source switch configurations (including NIOC, spoofguard, distributed firewall, and Switch Security) and runtime state are not applied at the destination
as part of migration in either direction. Before you initiate vMotion, apply the source switch configuration to the destination network.

In order for a virtual machine to be migrated using VMware vSphere vMotion, the versions of VMware vSphere need to match between the on-premises data
center and the cloud SDDC, and a Layer 2 connection needs to be configured between them. Additionally, cluster-level Enhanced vMotion Compatibility (EVC)
must be configured in both the on-premises data center and the cloud SDDC. IPsec VPN and AWS Direct Connect do not need to be configured for the migration
to occur.

NEW QUESTION 54
Which two statements depict the VMWare Multi-cloud Vision? (Choose two)

A. Deliver a consistent management and operations layer across any cloud

B. Run the workloads in the cloud to eliminate security issues.

C. Standardize at the DevSecOps and infrastructure level.

D. Reduce the number of developers to increase productivity

E. Modernize applications in the cloud of choice using the cloud-native services of that cloud provider

Answer: AE

Explanation:

VMware Multi-Cloud Vision enables customers to deliver a consistent management and operations layer across any cloud, and to modernize applications in the
cloud of choice using the cloud-native services of that cloud provider. It does not run workloads in the cloud to eliminate security issues, standardize at the
DevSecOps and infrastructure level, or reduce the number of developers to increase productivity.

NEW QUESTION 58
Which two components are required in order to deploy a Tanzu Kubernetes Grid Cluster in VMware Could environment? (Choose two)

A. Tanzu CLI

B. Supervisor namespace
C. vSphere VM folder

D. vSphere resource pool
E. YAML manifest file

Answer: CD

Explanation:
https://docs.vmware.com/en/VMware-Tanzu-Kubernetes-Grid/1.6/air-gap-reference-architecture/GUID-deploym

NEW QUESTION 62
Which VMware Cloud tool would an administrator use to forward all the monitored traffic to a network appliance for analysis and remediation?

A. vRealize Log Insight
B. Traceflow

C. Port mirroring

D. IPFIX

Answer: C

Explanation:

Port mirroring is a VMware Cloud tool that an administrator can use to forward all the monitored traffic to a network appliance for analysis and remediation. The
network appliance can then analyze the mirrored traffic and take the appropriate remedial action. Port mirroring can also be used to identify and troubleshoot
network issues, as well as monitor network activities.

Port mirroring lets you replicate and redirect all of the traffic coming from a source. The mirrored traffic is sent encapsulated within a Generic Routing
Encapsulation (GRE) tunnel to a collector so that all of the original packet information is preserved while traversing the network to a remote destination.

Port mirroring is used in the following scenarios:

> Troubleshooting - Analyze the traffic to detect intrusion and debug and diagnose errors on a network.

> Compliance and monitoring - Forward all of the monitored traffic to a network appliance for analysis and remediation.

Port mirroring includes a source group where the data is monitored and a destination group where the collected data is copied to. The source group membership
criteria require VMs to be grouped based on the workload such as web group or application group. The destination group membership criteria require VMs to be
grouped based on IP addresses. Port mirroring has one enforcement point, where you can apply policy rules to your SDDC environment.

The traffic direction for port mirroring is Ingress, Egress, or Bi Directional traffic:

> Ingress is the outbound network traffic from the VM to the logical network.

> Egress is the inbound network traffic from the logical network to the VM.

> Bi Directional is the traffic from the VM to the logical network and from the logical network to the VM. This is the default option.
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUI
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