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NEW QUESTION 1
Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy

C. centralized data policy
D. centralized control policy

Answer: C

Explanation:
Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers. which are the centralized controllers
in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

« Control policy, which affects the overlay network—wide routing of traffic

» Data policy, which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 2
Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

wosen 10 enler the routing table or no system IC

EMCAPSULATTON ittribote of VAN lnk

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 3
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop

B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept

D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357
NEW QUESTION 4

Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications
B. blocks traffic by application or application-family
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C. numbered sequences of match-action pairs
D. classification of 1000+ layer 4 applications
E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

» Application visibility and granular control
» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 5
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 6
What is a description of vManage NMS?

A. Itis accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 7
Which feature builds transport redundancy by using the cross link between two redundant WAN Edge routers?

A. OMP

B. zero-touch provisioning
C. quality of service

D. TLOC extension

Answer: D

Explanation:

Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented
by multiple geo-redundant data centers.

NEW QUESTION 8
Refer to the exhibit.
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Customer

XYZ
Ge0/2 Ge0/2
TLOC Extension
Ge0/3 Ge0/3

R1

R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them

for load balancing toward the hub site. Which configuration achieves this objective?

R1

interface gel/2
ip address 43.43.43.2/30
tloc-extension geld/0

interface gel/
ip address 34.34 24 1/30
tunnel-interface
color mpis

A

R2

interface ged/2
ip address 43.43.43.1/30
tunnel-interface

color public-internst

interface gel/d
ip address 34.34.34. /30
tioc-extension gel/0

‘R1

interface ge0/2
ip address 43.43.43 2730
tloc-extension gel/0

interface ged/d
ip address 34,34 34 2730
tioc-extension ged/0

R2
interface ged/2
ip address 43.43.43.130
tunnel-interface
color public-internet

inmterface ged/3
ip address 34,34.34.1/30

R1

Interface gedi2
ip address 43.43.43.2/30
tloc-extension ge0/0

interface gel/d
ip address 34.34 34 2730
C. toc-extension ged/0

R2
interface
ip address 43.43.43.1/20

interface ged/3d
ip address 34.34.34.1/30

R1
Interface gel/2
ip address 43.43.43.2/30
tioc-extension gel/0

interface ged/d

ip address 34.34.24,1/30
tunnel-interface

color mpls

R2
interface gel/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

interface ge0/d
ip address 34.34.34.2/30
toc-extension geld/2

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 9
Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

A.RIB
B. FIB
C. OMP
D. TLOC

Answer: C

NEW QUESTION 10
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10

ip route 0.0.0.0/0 vpn O
B)
VPN 10

ip route 0.0.0.0/0 vpn O
VPN 0

interface Gig1/1

nat
C)

policy

data-policy DPI
vpn-list vpn10
sequence 10

match

app-list YouTube
destination-port 80 443
|

action accept

count Youtube

|

default-action accept
!

lists

vpn-list vpn10

vpn 10

!

app-list YouTube
app youtube

app youtube_hd
!

site-list Remote
site-id 14

site-id 15

!

!

!

apply-policy
site-list Remote
data-policy DPI from-transport

D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
|

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
I

site-list Remote
site-id 14

site-id 15

!

apply-policy
site-list Remote

data-policy DPI from-transport

vpn 10

ip route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN

(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 10

Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Cisco NFV Infrastructure Building Blocks

« Compute: Cisco Unified Computing System™ (Cisco UCS®) for a carrier class and reliabie
compute mifrastructure

= Storage: Cisco UCS hardware and CEPH provide reliable storage. The user has the options o
introduce additional storage as capacity needs grow.,

« Networking: Cisco Nexus® 9000 sernes hardware provides high throughput, low latency. and rich
leature sets.

+ Virtualized Infrastructure: Fully integrated Red Hat Emterprise Linux and Red Hat OpenStack
Piatform runs on top of Cisco Unified Computing System™ (Cisco UCS®), It is open source yel
hardened and mature.

« Management: Cisco UCS Director functions as a unified management ool across multiple wvirtual
environments. SDN controller is optional.

NEW QUESTION 13
When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 307
A)
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apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
vpn-list VPN 1
vpn 10
vpn 20
!
!
vpn-membership disallow-vpn 1
sequence 10
match

vpn-list VPN 1
|
action reject
!
!
default-action accept
B)
policy
lists
site-list 20-30
site-id 20
site-id 30
!
prefix-list drop-list
ip-prefix 10.200.1.0/24
!
!
control-policy drop-unwanted-routes
sequence 10
match route

prefix-list drop-list
1

action reject
!
!

default-action accept
C)
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apply-policy
site-list 20-30
vpn-membership disallow-vpn1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
|
I
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
|
!
default-action accept
D)
policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route
vpn-list All-BPs
I
action accept
export-to vpn-list Enterprise-BP
]
!
!
default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 17
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C.VPNO
D. VPN 512

Answer: C

Explanation:
transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most
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NEW QUESTION 19
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging
B. user-defined automation and integration into other orchestration systems or tools
C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 23
Refer to the exhibit

SDWAN Topology
Islamabad HQ
Networks System IP:
192.168.1.0/24 10.10.10.1
193.168.1.0/28 10.10.10.2
10.10.10.3
vManage vSmart
\’ System IP:
P4 10.10.10.10
Internet
SystemIP f___...;--r"""f- ,.-"'éystern“iP" \ System IP
10111~ — 10222 _\ 10333
Beiging __ Istanbul Mashhad
rzl T & g
G2 ¥ G2 [ Md ¥
\, 3 Ve :
CSR L3 \“SR L3
1000v Switch 1000v Switch
Networks Networks Networks MNetworks
172.16.1.0/24 172.16.5.0/124 172.16.7.0/24 172.16.1.0/24
172.16.2.0/24 VPN 91 172.166.0/24 172.16.8.0/24 VPN 92 172.16.1.0/24
172.16.3.0/24 172.16.1.0/24
172.16.4.0/24 VPN 91 VPN 92 172.16.1.0/24

() Centralized Policy
CLI Policy

Lists
Topology

Traffic Policy

(D Localized Policy
CLI Policy

Lists

Forwarding Class/QoS

Access Control Lists

Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call

the SLA class and set the preferred color to MPLS?
A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy

C. Localized Policy, Forwarding Class

D. Centralized Policy Topology

Answer: B

NEW QUESTION 27

An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this

task in vSmart?
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vpn 1
interface ge 0/4
policer policer-ccnp in

.] od

Jpolicy
data-policy policy-ccnp
vpn-list list-conp
sequence number
action accept
sel policer policer-conp

policy
access-list list-conp
sequence number
achon accepl
policer policer-conp

]

vpn 1
0] interface ge O/4
policer policer-conp out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 28
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1

color target2

encapsulation target3

VPN

service

A. Mastered
B. Not Mastered

Answer: A
Explanation:
A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is

uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing
Encapsulation [GRE] or IPsec)

NEW QUESTION 33
Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data

B. Orchestration
C. Management
D. Control

Answer: B

Explanation:
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The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes

® The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay

NEW QUESTION 37
Which TCP Optimization feature is used by WAN Edge to prevent unnecessary retransmissions and large initial TCP window sizes to maximize throughput and
achieve a better quality?

A. SEQ
B. SYN
C.RTT
D. SACK

Answer: D

Explanation:

TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in

order to maximize throughput and achieve a better quality of experience.

NEW QUESTION 38
Refer to the exhibit.

Which QoS treatment results from this configuration after the access list acl-guest is applied inbound on the vpnl interface?
A. A UDP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

B. A TCP packet sourcing from 172.16.10.1 and destined to 172.16.20.1 is dropped

C. A UDP packet souring from 172.16.10.1 and destined to 172.16.20.1 is dropped.

D. A TCP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

Answer: C

NEW QUESTION 41
Refer to the exhibit.
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Cisco vManage
us LX CONFIGURATION | TEMPLATES
Device Feature
-
Feature Template Add Template BGP
o d
Basic Configuration Unicast Address Family Neighbor Advanced
R,
o
Shutdown @ - Yes ® No
AS Number -~  £5590
Router ID = 19216811
Propagate AS Path = | @ On | oOff
Internal Routes Distance &~
Local Routes Distance &~
External Routes Distance & -

Which configuration value is used to change the administrative distance of iBGP routes to 207?

A. Configure internal Routes Distance to 20
B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 43
A policy is created to influence routing in the network using a group of prefixes. What policy application will achieve this goal when applied to a site list?

A. Vpn-membership policy
B. Control-policy

C. cflowd-template

D. App-route policy

Answer: B
Explanation:
Control policy, which is similar to standard routing policy, operates on routes and routing information in the control plane of the overlay network. Centralized control

J
policy, which is provisioned on the Cisco vomart Controller, 1s the Cisco SU-WAN technique for customizing network-wide routing decisions that determine or

I
L
nfluence routing paths through the overlay network. Local control policy, which is provisioned on a Cisco vEdge device, allows customization of routing decisions

NEW QUESTION 46
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 50
Refer to the exhibit.
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The control connection is failing. Which action resolves the issue?
A. import vSmart in vManager

B. Validate the certificates authenticity on vSmart

C. Upload the WAN Edge list on vManage.

D. Restore the reachability to the vSmart

Answer: D

Explanation:

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 52

Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible

network?
A. BGP
B. OSPF
C.BFD
D. OMP

Answer: D

NEW QUESTION 55

Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?

A)

{

Crsco varage

B)
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Craco vManage

Caco vMarage

wutred Satus (Total §

N LT R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps

@ 2 P QsseaqQs LJ https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

NEW QUESTION 59
What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies
C. management of SLA

D. infrastructure as a service

E. centralized raid storage of data

Answer: CD

NEW QUESTION 62
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU

B. 16 GB
C.4vCPU
D.8GB

E. 8vCPU

F. 16 GB

G. 2vCPUs.4GB

Answer: B

NEW QUESTION 65
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 69
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
B. QoS
C.TLS
D. OMP

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 72
Refer to the exhibit.

Cisco vilanage

0 COMPIGUIRATION | 1

00

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 73
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)
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A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 78

Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the configured services on the Real Time monitoring p

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 81

Refer to the exhibit.

vpn 0

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color Ite

allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service nip

no allow-service stun
|
no shutdown
shaping-rate

Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

0000
000000

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213

NEW QUESTION 82

age (Monitor > Network > hub-cdevice > Real Time). For Device Options, sel

Drag and drop the functions from the left onto the correct templates on the right.

manzgement WM

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
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NEW QUESTION 87
Refer to the exhibit.

OrpanZation name

Address Family

Address Family

Maximum Number of Prefixes

Route Policy In

Route Policy Out

Policy Name

.'
Pty
i

~| @® On - Off

: iy .
& ipv4-unicast

@~ On @ Off
%—l‘-" @® On Off

@ ~  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?

A)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
sel
community $99:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0024
ip-prefix 22.22.22.0/24

B)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
st
community 399:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefic 21.21.21.0024
ip-prefix 22.22.22.0/24

C)
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policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 399:65000 iocal-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22 0/24

D)

policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 29965000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 90
Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.

ransport Security IPS

DENmERr SeCurity 2one-based frewall and VPNs
segmentaton IPsec VPN

attack prevention firewal

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 92

An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error

C. critical
D. alert

Answer: D

Explanation:

+ Alert— Action must be taken immediately (corresponds to syslog severity 1).

NEW QUESTION 96
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
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B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 101

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.

NEW QUESTION 102
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows T
traffic flow between two zones

grouping of VPNs where the data

traffic flows originate firewall policy

container that associates

forwarding and blocking decisions source zone

grouping of VPNs where the data

traffic flows terminate zone pair

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 106
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.
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B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 108
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A

NEW QUESTION 110
Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

A. TPMD
B. ZTP
C.TPC
D. SUDI

Answer: D

NEW QUESTION 114
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation:
2. Virtual platforms

* Cloud Services Router (C5K) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS

NEW QUESTION 118
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 119

Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?
A. Serial Number

B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html
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NEW QUESTION 123
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A.TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 128

Refer to the exhibit.

Edge-Cloud:~% cd /var/log/
vEdge-Cloud: /var/log$
edge-Cloud: /var/log} 1s -1
otal 28992

rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log

rw-r--r-- 1 basic adm 0 Aug 7 15:29 cloud-init. leg
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd

rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern. log

rw-r--r-- 1 root root 292292 Aaug 9 22:31 lastlog

rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages

rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l

rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb

rwxr-xr-x 2 quagga quagga 4096 Aug 7 15:29 quagga

rw-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active. lo
rw-r==r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-1'--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
-rW------- 1 root root 64064 Nov 22 15:07 tallylog

Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog

~-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd

-rw-r--r-- 1 root root 184602 Aug 7 15:29 wvdebug

-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog

rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp

vEdge-Cloud: /var/log$
rl - r s

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth.log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retneve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time
these messages can il the log flles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsVigtela(confis-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 131
Refer to the exhibit,
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Site 1:
vpn 10
service FW address 1.1.1.1

On vSmart

policy

hists
site-list firewall-sites
site-id 1

apply-policy
site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10
default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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Here is the configuration procedure

1. On the hub router, provision the firewall sernce, specifying the IP address of the firewall device. With this configuration, OMP an the hub router advertises one
service route to the Cisco vamart Controller. The service route contains a number of properties that identify the location of the firewall, ncluding the TLOC of the hub
router and a service [abel of svc-id-1, which identifies the senvice type as a frewall. (As mentioned above, before advertising the route, the device ensures that the
firewall's IP address can be resolved locally)

vpn 10

service FW address 1.1.1.1

2 On the Cisco vSmart Controller, configure a control policy that redirects dala traffic traveiing from Site 1 to Site 2 through the firewall. Then, also on the Cisco vSmart
Controller, apply this policy to Site 1

s

e
PUil

Ly L1 ] ]
(o

(e

control-policy firewall-service
zequence 10
match route
gite-id 2
action accept
sel sarvice P wvpn 10
default=-action accept

-
S L T e b DTS iy FIPITIE 21 o & e . e
Elie=l18c L1IaWall-51L08 CONCIQL-DOLICY LileWdll-32IVice QUL

NEW QUESTION 135
Refer to the exhibit.

Service VPN | Segments
10.1.10.0/4

10.1 12.0/14

10.113.0/14 vMa nage
@ vSmart
vBond

London &Y.
WAN Edge Yoda

Inatgrnet

Rome Barcelona Paris
WAN Edge WAN Edge WAN Edge
Service VPN | Segreenly Service VPN 1 Segmants Service VPN 1 Segments
100210024 10.1 30.0/24 10.1.40.0/24
10.1.22.0/24 10.1 32.0/24 10.1.42.0/24
10.1.200/2 10.1 33.0/24 10.1.43.0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)
e} EWEMlIhIi

Cortraiged Polcy | o sisvd Pewcy O comvassed roicy

B)
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€ CONFIGURAT m«"
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B Oussom Optora =
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D)
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Cortr gl pnd Py

[ +) Localzed Polcy

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 137

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used

as a backup only. Which configuration fulfill this requirement?
A)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tioc-list Hub_TLOCs
default-action reject
]
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
B)
policy
data-policy _TE
vpn-list VPN_10
seguence 1
match
source-data-prefix-list Source_Prefix

destination-data-prefix-list Dest_Prefix
action accept

nat use-vpn 0

nat fallback

default-action reject
1

‘tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tioe 10.4.4.4 color public-internet encap ipsec preference 600

C)
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policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tloc-list Hub_TLOCs

default-action accept
1

‘tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs
default-action accept
1
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 140
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 141
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
vpn vpn-id
router
ospf
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
©)
vpn vpn-id
router
oapf

area number
Nno-—Sumnary

D)

vpEn vpn—id
router
ospE
area number
Nnss.a
s = S LI & Y

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 145
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for 'Number of Paths advertised per Prefix" that should be
configured?

00w
= o1t WwWiN

Answer: D

NEW QUESTION 149
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy

B. VPN membership policy
C. Contral policy

D. Data policy

Answer: A
Explanation:

An application-aware routing policy matches applications with an SLA, that is, with the data plane tunne! performance charactenistics that are necessary to transmit the

i heatinne! Aate & e The - Tal v mliratinn M Tte=Rra 1T v e L T e ) R | S Ambm brmbme oo For e ey e i hesn EDYVVATARM A A
applications’ dala tramc. [ne primary purpose of appilcation-aware routing pofcy is to optimize the path for cata tramc Deing transmitted by LI1SCo SU-VIAN 0evICes

by !

NEW QUESTION 150
Refer to the exhibit.
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vManaae

syslem
system-ip 10.11.11.1
host-name vManaoe

site-id 1
clock timezone Europe/London
vbond 11.1.1.3
ofganization-name Cisco.com
Von 0

interface eth1

Ip address 11.1.1.1724

No shut

Tunnelinterface

Allow-service all

ip route 0.0.0.0/0 11.1.1.254

vSmart

system
system-ip 10.11.11.1
hast.name vSmart
site-id 1
clock timezone Europe/Rome
vhond 11.1.1.3
organization-name Cisco.com
Von 0
Interface eth1
Ip address 11.1.1.2/24
Mo shul
Tunnelinterface
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

vBond

system
system-ip 10.11.11.3
host-name vManaoe
site-id 1
clock timezone Europe/London
vhond 11.1.1.1 local
organization-name Cisco.com
Von 0
interface ge0/0
Ip address 11.1.1.3728
No shut
Tunnelinterface
Encapsulation ipsec
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

A. Configure the tunnel interface on all three controllers with a color of transport.
B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.

D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 151

Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create the network structure to which
the policy applies

group
items that an engineer can call in the
match or action components of a policy

Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 155
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