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NEW QUESTION 1
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 2

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-palicy OSPF_Route_Policy
area 0
interface ged/2
exin
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match
address W2_Loopback
1

default action accept
st
metric 100

metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gely2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1
route-policy OSPF_Route Policy
séequence 1
match
addrees W7 | annhack

sttm s aw T

metric-type type1
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wpn
resiber
a8
radliatribuin amp rouls-palicy ORPF_Roibe_Policy
a0
interface gelid
LU

lnln

prefia-list 'Wi_Loopback
Wp=prefic 10,490,100 5/32

1

foiite-policy DRPF_Raide Policy
sequence 1

match

addiess W Loopback

1

achion acoept
ol

matric 108
matnic -ty pe typed

wpn 10
nams """ Baryice VPN 10 "
LT
aspl
madintribuin amg roube-policy O8FF_Roube_Polcy
wrea

interfaca galid
il

Feals

prrha-nt W Loogdsecs
p-perefin 1800 90 8%

rowie polscy OSPF_Route Poboy
st e 1

Lt ]

sadress Wl Loopbadk

aspm
madiskribuin amg roube-policy O8FF_Roube_Poley
wrea

interiace geiid
exil
Finln
profia-list Wi _Lospback
wp-preli 10,10, 10,532
|
roube-policy OBFF_Roule_Policy
nequsnce 1
match
wddress W2_Loopback
1
chian asoept
el
matise 100
matnc-type type

. Option A
. Option B
. Option C
. Option D
. Option E

moQoOw>

Answer: D

Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 3
Refer to the exhibit.

Edgel# show control connections

DOMAIN

PEER
PRIVATE IP

PEER
PRIV PEER
PORT PUBLIC IP

12446 10.50.0.5
12446 10.50.0.5
12346 10.50.0.9

EER PEER PEER SITE
PE PROT SYSTEM IP ID
smart dtls 10.2.2.2 1
smart dtls 10.2.2.2 1
bond dels 0.0.0.0 4]
bond detls 0.0.0.0 0
anaqge dtls 10.1.1.1 1

10.50.0.5
lni ﬁﬂl D'I‘ E
10.50.0.9
10.50.0.9
10.50.0.1

12346 10.50.0.9 up
12446 10.50.0.1

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
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| CONFIGURATION | CIRTIFICATIS
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 4
What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device

B. All four pairs of the cable are used

C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation:
. Use the auto set:ting on any PoE port. The auto mode is the default Setiing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio

NEW QUESTION 5
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network
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Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot
NEW QUESTION 6

Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond Orchestrator?
A. A.-12343B.12345C.12346D.12347

Answer: C

NEW QUESTION 7
Refer to the exhibit,

from-vsmart data-policy_1_ServicelsertionIPSec
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept
set
service netsvel
service local
default-action accept

which configuration configures IPsec tunnels in active and standby?

vpn 1
service netsvci interface ipsect ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsved interface ipseci ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsvci interface ipsect ipsec?

from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec2

ypn-list 1

count SarvicePSec1_2T5ATRNAR
from-vsmart lists vpn-list 0
von O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 8
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

Ow>
g e R
()

Answer: D

NEW QUESTION 9

Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?
A. serial and chassis numbers

B. interface IP address

C. public DNS entry

D. system IP address

Answer: A
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Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 10
What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server
C. Itis a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 10
Which feature builds transport redundancy by using the cross link between two redundant WAN Edge routers?

A. OMP

B. zero-touch provisioning
C. quality of service

D. TLOC extension

Answer: D

Explanation:
Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented
by muitiple geo-redundant data centers.

NEW QUESTION 13

A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 14
Which secure connection should be used to access the REST APIs through the Cisco vManage web server?

A. HTTP inspector interface
B. authenticated HTTPS

C. authenticated DTLS

D. JSON Inspector interface

Answer: B

Explanation:
https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650
NEW QUESTION 17

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB

Explanation:
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Configure SNMPYVY

MMV U5e thie Liser sect add New User

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 19
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 24
When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C.one
D. three

Answer: C

NEW QUESTION 29
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation:

Supported Protocols

'his section explains the protocols supported for unicast routing
« OMP Routing Protocol

« BGP and OSPF Routing Protocols

o OSPHV3

« EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 30
In which device state does the WAN edge router create control connections, but data tunnels are not created?
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A. valid

B. backup
C. active
D. staging

Answer: D

Explanation:
Staging - In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.

NEW QUESTION 32
When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 307
A)

apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
vpn-list VPN 1
vpn 10
vpn 20
!
!
vpn-membership disallow-vpn 1
sequence 10
match
vpn-list VPN 1
!
action reject
!
!
default-action accept
B)
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policy

lists
site-list 20-30
site-id 20
site-id 30

|

prefix-list drop-list
ip-prefix 10.200.1.0/24
!
!
control-policy drop-unwanted-routes

sequence 10
match route

prefix-list drop-list
1

action reject
!
!

default-action accept
C)
apply-policy
site-list 20-30
vpn-membership disallow-vpn1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
I
!
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
1
l
default-action accept
D)
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policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route

vpn-list All-BPs
|

&

action accept
export-to vpn-list Enterprise-BP
!
!
1

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 36

An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?

policy
control-policy Route_Leaking
sequence 1
match route
vpn-list VPN_73
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN_50
sequence 11
match route
vpn-list VFN_50
prefix-list _AnylpvdPrefizList
action accept
export-to vpn-list VPN_T7T3
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_73
prefix-list _AnylpvdPrefixList
export-to VEN_50
seguence 11
match route
VPN_50
prefix-list _AnylpvdPrefixList
export-to VPN_T3
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_ALL
prefix-list _AnylpvdPrefixList
action accept
export-to VPN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPM_50 VPN_73
prefix-list _AnylpvdPrefixList
action accept
export-to VEN_T3 VPN_50
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 41
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 44

Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?
A. localized data policy

B. localized control policy

C. centralized data policy

D. centralized control policy

Answer: C

NEW QUESTION 48

An engineer is troubleshooting a certificate issue on vEdge. Which command is used to verify the validity of the certificates?
A. show control local-properties

B. show control summary

C. show certificate installed

D. show certificate status

Answer: A

NEW QUESTION 51

An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.

otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 54

An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?

A)
vpn 1

interface ge0/1

ip address 172.16.0.1/24
vpn 512

ip route 0.0.0.0/0 vpn 0

B)

vpn 1
ip route 0.0.0.0/0 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat

C)

vpn 0

interface ge0/0
ip address 172.16.0.1/24
nat

vpn 1

ip route 0.0.0.0/0 vpn 0

D)
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vpn 0
ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 56
An organization wants to use the cisco SD-WAN regionalized service-chaining feature to optimize cost and user experience with application in the network, which
allows branch routers to analyze and steer traffic toward the required network function. Which feature meets this requirement?

A. Cloud Services Platform

B. VNF Service Chaning

C. Cloud onRamp for Colocation
D. Cloud onRamp for laaS

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook

The solution provides enterprises with multiple distributed branch offices that are clustered around major
cities or spread over several countries the ability to regionalize the routing services in colocation facilities.

NEW QUESTION 57
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?
vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 62
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 67

If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?
A. WAN Edge

B. vManage

C. vSmart

D. vBond

Answer: B
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Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 72
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 73
Refer to the exhibit.

Q
o .
We
Q
>
V2
Customer A i
Gel/2 Ged/2

TLOC Extension

R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?
A)

R1
interface gel/2
ip address 34.34.34.1/30
tloc-extension geld/
wnnel-interface
color mpls

interface ge0/2
ip address 34.34_34.2/30
tloc-extension ged/l
tunnel-interface
ceolor public-internet

B)
B1
interface gel/2

ip address 34.34.34.1/30
tloc-extension gel/

R2
interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
|

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
|

action accept

set
metric 100
metric-type typel

D)
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vpn 10
name “*** Service VPN 10 =~
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.8/32

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
'

action acceot

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 78
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 80
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A IGP
B. QoS
C.TLS
D. OMP

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 82
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 84

A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two
Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid

C. Cisco Snort IPS

D. Cisco AMP

E. Cisco Secure Endpoint

Answer: CD
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NEW QUESTION 85
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local User/admin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration Number of paths  Global 16
advertised per
prefix
Advertise Radio Global Off
Static Global Off
C)
Section Parameter Type Variable/value
Server HostnamelP Global 10.4.48.13
Address
VPNID Global 1
Source interface  Global loopback0
D)
Section Parameter Type Variablelvalue
Basic configuration VPN Global 512
Name Global Management VPN
IPv4 Route Prefix Global 0.0.00/0
Gateway Radio button Next Hop
Mext Hop Dewice Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 90
What prohibits deleting a VNF image from the software repository?

A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device
D. if the image is included in a configured policy
Answer: D

NEW QUESTION 92

An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?
A.0.0.0.0/1 le 16

B. 0.0.0.0/0ge 1

C.0.0.0.0/0le 16

D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 96

Which attributes are configured to uniquely Identify and represent a TLOC route?

A. system IP address, link color, and encapsulation
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B. firewall, IPS, and application optimization
C. site ID, tag, and VPN
D. origin, originator, and preference

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-20180CT.pdf
NEW QUESTION 99

Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000

B. ASR1001

C. CSR 1000v

D. ISR 1101

Answer: D

NEW QUESTION 102
At which layer does the application-aware firewall block applications on a WAN Edge?

o0 w»
N 01N W

Answer: B

NEW QUESTION 104
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

. CSR is the WAN Edge device that is supported in the Microsoft clou

. The Microsoft underlay cloud fabric performs the management function.

. There must be three subnets in VNet: management, public, and services.

. One public subnet is required in VNe

. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
. Public and services subnets are required in VNe

. The Microsoft underlay cloud fabric performs the management function.

OGTMTMmMmoOOm>

Answer: D

NEW QUESTION 109

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the

requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 114

When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same

routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
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Typically. there are more than one datacenters for HA/redundancy requirements. After
successful migration of the first datacenter, migrate the second datacenter in a similar method
as explaied 1n this section. Note that a routing loop can occur if there 1s a backdoor link
between the datacenter sites and route advertisement is configured between the two
datacenters. To avoid the loop. any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC SD-
WAN edge routers with the same overlay-as. This allows the edges to filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back mto OMP.

3, Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 115
How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vYSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 119

An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge

authorized allowed lists to be made available to vManage? (Choose two)

n wa o 4w L PR

WAY | dge

[ Chang Mt ~— [ Utoat WAN g Ut | & Erpr Botarep Gmbprton | @ e mar Ao

£ CONPICURATION

WAk [dge il

WAN Edge Cloud Certificate Authorization Automated

vEdge Cloud ® Automaled (tama

Marnual (e

-

€ COMNFIGURATION | C1 2TISCATES

WAMN Edge Liat

> Gl ta Contindain

A. Option A
B. Option B
C. Option C
D. Option D
Answer: AB

Explanation:
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https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release 18.4/Configuration/Devices

NEW QUESTION 124
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 129
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.

D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:

Replicators

For efficient use of WAN bandwidth, strategic Cisco SD-WAN routers can be deploved and configured as replicators throughout the overlay network. Replicators
mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each receiver. As discussed above

replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Controllers in the overlay network. The controliers then forward the
replicator location information to the PiM-enabled Cisco 108 XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 133
A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.
Which set of configuration commands accomplishes this task?
omp
timers

advertisement-interval 60

holdtime 180

graceful-restart-timer 43200

omp
umers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 720

omp
timers
advertisement-interval 60
holdtime 60
graceful-restart-timer 720

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O
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NEW QUESTION 136

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to

accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.

NEW QUESTION 140
Refer to the exhibit

FELEH FEER PEER ZTE DOMAIN FEER FRIVATE FELR Lt LECAL BRI

An engineer is getting a CTORGNMMIS error on a controller connection Which action resolves this issue?

A. Configure a valid serial number on the WAN Edge
B. Configure a valid organization name

C. Configure a valid certificate on vSMART

D. Configure a valid product ID

Answer: B

NEW QUESTION 145

Which command disables the logging of syslog messages to the local disk?
A. no system logging disk enable

B. no system logging disk local

C. system logging disk disable

D. system logging server remote

Answer: A

NEW QUESTION 150
Refer to the exhibit.

An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the

firewall on the hub site?
A)
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ven 20
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-palicy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-policy
site-list firewall-sites control-pelicy firewall-service out

B)
vpn 10
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
saquence 10
match route
Site-id 2
action accept
set service FW vpn 10
default-action accept
apply-policy
site-list firewall-zites control-policy firewall-service out
©)
wpn 10
service FVW address 1.1.1.1
policy
lists
site-list firewall-zites
site<id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-policy
sive-list firewall-sites control-policy firewall-service out
D)
wvpn 10
service FWW address 1.1.1.2
pelicy
lists
site-list firewall-sites
site<id 1

centrol-policy firewall-service
sequence 10
match route
site-id 2
action aceept
set service FW vpn 10
default-action accept

apply-policy
site-list firewall-sites control-policy firewall-service out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 151

Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C

Explanation:

Cisco vSmart Controller

NEW QUESTION 152
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
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C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 153
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows

traffic flow between two zones destination zone

grouping of VPNs where the data firewall policy

traffic flows originate
container that associates source zone
forwarding and blocking decisions
grouping of VPNs where the data zone pair
traffic flows terminate
A. Mastered
B. Not Mastered
Answer: A
Explanation:
o Source 2one—+ grouping of VPNs where the data traffic flows onginate
» Destination 2one—A grouping of VPNs where the data traffic flows terminate. A VPN can be part of only ane zone
¢ Zone-based firewall policy—A dats policy, similar to a localized data policy, that defines the conditions that the dats
traffic flow from the source zone must match to allow the flow to ¢ ’.:r.:,.e?::’::e;:fa“.ff::f:.I"“e-:ﬂ::”e:'..: 5 Can match IP prefives, IP ports, an
protocols TCP, UDP, and ICMP. Matching flows can be accepted or dropped, and the packet headers can be logged. Nonmatching flows are dropped by de
¢ Zone palr—A container that associates a source zone with 3 destination zone and that applies 2 zone-based firewsl palicy to the traffic that flows betweer
20nes

NEW QUESTION 154
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on

IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.

B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on

IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message

C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on

IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message
D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM
E. which then forwards joins for requested multicast groups based on iIGMP v2 or v3 toward the source or PIM-RP as specified

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic

NEW QUESTION 158
Refer to the exhibit.

PEER PEER CONTROLLER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER PUBLIC GROUP
IYPe PROTOCOL SYSTEMIP 1D 10 FRIVATE IP PORI] PUBLIC 1P POR LOCAL COLOR STATE
UPTIME ID
vbond  dils 0 0 1.3.25.25 123486 1.3.25.25 12346 goid conneclt 0
vbond  ditis - 0 0 1.3.2525 12346 1232525 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?
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A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 163

An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 165

Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A

NEW QUESTION 169
Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history

B. show bfd summary

C. show bfd sessions

D. show bfd tloc-summary-list

Answer: D

NEW QUESTION 171
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 173
Drag and drop the devices from the left onto the correct functions on the right.

vSmart establishes a secured data plane
vManage first point of authentication
vEdge single pane of glass
vBond enforces control policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 177
Refer to the exhibit.

e0/2.10

Ge0/2.10

R1

TLOC Extension

R2

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?

A)
o R
Interface gelsd
ne shutdown
interface golr2 10
ip address 43 43 43 2730
toc-sxtension gelil

R
interface geli2
neo shutdown
interface gelfl 10
ip addreus 43 43 47 1730
tloc-extension gedl
B)
Rl
inmterface gelr?
Iterface gedfl 10
ip addresy 47 43 43 200
tloc-extanvion g«oiL

twnnel-nterface
color public-internet

R
interface geli?
Interface gelrl 10
ip addrass 43 43 43 130
twnnel-interface
coler public anternat

C)
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=5

Iftaifice -_1#-!;'(:
mtu 1504
nd fhutdewn
interface ge0r2 10
ip address 43 4

tloc-extension gelT

R2

interface gedll
miu 1504

no shutdow

RET Ta ace geliZ 10
jp address 47 47 40
tunnel4ntarta

afr b

A. Option A
B. Option B
C. Option C

Answer: C

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface

MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 182

On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 183

Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software

Repository.
Click the repository Step 1
select vManage to store the
software Step 2
Click Add net software Step 3
Choose the file and click
upload el
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Add an Image to the Software Repository

To add a software image to the software repository

1. In Cisco vManage, click Maintenance > Software Repaository.

2 Click Add New Software and select vManage from the drop-down menu

3. In the Upload Software to vManage dialog box

a. Click Browse and browse to the desired software image

b. Click Upload.

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo

NEW QUESTION 184
Refer to the exhibit.

Mgmt
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vManages

sy s tan

system-ip 10 10.10.101

Bost name wManage

site-3d4 1

siesk timmrons Korope/Londor
vhbond 150 % L 3
organization-name Cisco com
vpn 0

interface athl

Ap address 150 35.1.1/20

no ahut

tunnel~Lnterfane
allow-parvice all
Ap routa 0.0.0.0/0 180.5.1 14

el _ R

w3 mart

Fysten

system-ip 1€ 10 19,107

hest pame vimart

site-3id 1

clock timezone Europe/London
vbomnd 1%0 S 1 13
organization-nase Cisco. com
vpu 0

intearface stho

ip addresas 150.5.1.2/20

no Shut

tunnel - interface

allow-service all

ip rowte € .C Q@ O/0 150.5.1.14

cosm it

vHond

system

system-ip L0 10.10. 103
host-namne wiond

site=-4d 1

clock timmzona Europse/Londeon
vbond 150.5.1.)

ofganisation-name Clisco com
L]

vpa 0

intarface ged/0

ip addreas 1% 5 1 3}/ 2%

ac shut

tunnal-interface
ancapsulation Lpased
allow-amrvice all

ip roucs 0 0 2 O/0 150.5 1,14

Ccomms T

An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local

B. Configure the tunnel interface on all three controllers with a color of transport

C. Remove the encapsulation IPsec command under the tunnel interface of vBond.

D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmatrt

Answer: A

Explanation:
Configure the IP address of Cisco vBond Orchestrator. Cisco vBond Orchestrator's IP address must be a public IP address, to allow all Cisco

vEdge devices in the overlay network to reach Cisco vBond Orchestrator:
vBond (conflg-systenm) #vbend 1p-address local

In Releases 16.3 and later, the address can be an IPv4 or an IPvb address. In earlier releases, it must be an IPv4 address A vBond orchestrator is
effectively a vEdge router that performs only the orchestrator functions. The local option designates the device o be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must run on a standalone virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router

NEW QUESTION 185
Refer to the exhibit.

L E] LR

b - _l.""-:'-'-'-"" e

W E e sl o T —

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?

A)
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:
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¥
icer pursty-tratffic
rate 1000000
burst 20000
exceed remark
acceas-list policer-bursaty-ctraffic
sequence 10
match
sgurce-ip 56.0.1.0/2¢

= 0

I

actien accept
palicer burasty-tratffic
default-action Accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 189
Refer to the exhibit

e MAOMITOR | AUDT LOG

Filtas = Nbodisr  albaragy @ o (d n -

e L=

i
-----

vManage# show certificate installed

Server certificate

Certificate:
Data;
Version: 1 (0x0)
Serial Number:
d0:dl1:£f0:e0:63:52:¢9:3a
Signature Algorithm: sha256WithRSAEncryption

Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT

O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9££f5-
10e810£9ddab-0.vm

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Subject: C=US, ST=California, L=San Jose, QU=ABC,

Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?

A)
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Step2. Install the RootCA Certificala

vManage > Administration > Settings > Controller Coertificate Authonzation >
Enterprise Rool Certificate

Swep! Geramate (he RootCA Contificate

openssl x509 -req -in vmanage_csr \
-CA ROOTCA perm -CAkey ROOTCA key -CAcreateserial
-out vmanage.crt -days 365 -shallbé

B)

Siecp1: Generate the RootCA Certificate

cpenssl x509 -req -in vmanage car \
=CA ROOTCA.pam -CAkeay ROOTCA . key =-CAcreatessrial \
-out vmanage.crt -days 365 -sha256

Step2- Install the RootCA Certificate

vidanage > Administration > Seltings > Controller Certificate Authonzation >
Symantec Automated (Recommandad)

C)

Step1: Generate the RootCA Cartificate

vManage: ~Sopenssl req -x509 -new -nodes -key ROOTCA. key -
sha256 -days 2000 \
=subj " /C=UK/ST=ENG/L=London/O=XYZ/Cl= SDWAN.lab " \
=-out ROOTCA.pam

Step2: Install the RoolCA Cerlificate

vManage > Admwnistration > Settings > Controlier Certificate Authonzation >
Enterprise Root Certificate

D)

~-days 2000 %\

Stepl: Gonorato the RootCA Certificata

mgilupﬁnljl rag =x509 -naw -nodas —kty mﬁ.m =aha25h
-subj “/O=UK/ST=ENG/L=London/O=ARC/CH= SDHAN. labk = %
-out ROOTCA. pom

Step?: Install the RoolCA Certificate

vidanaga > Administration > Seltings > Controler Certificate Authorization =
Symantec Aviomated (Recommended)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step
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NEW QUESTION 193
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Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data

Answer: C
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Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 196
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 201
An elr:%ir.}eer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:
po
policer p1
rate
burst
exceed drop
!
access-list acl1
sequence 1
match
source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23
]

action accept
policer p1
i

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:AB8D:76G7::4
ip address 10.20.24.15/24

ne shutdown

access-list acl1 out

[ ]

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 203
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 206
Which two hardware platforms support Cisco 10S XE SD-WAN images" (Choose two)

A. ASR1000 series

B. ISR9300 series

C. vEdge-1000 series
D. ASR9000 series
E. ISR4000 series

Answer: AE

NEW QUESTION 209
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What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 214

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

vpn 0

interface eth1

ip address 1998.1.1.1/28
tunnel-interface
allew-service sshd
allow-service netconf
no shutdown

1=

vpn 512

interface ath1

ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
adllow-service netconf

vpn 0

imerface sth
ip address 198.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

L

vpn 512
intarface ath1
ip address 199.1.1.1/28
0. tunnel-interface
allow-service netconf
no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 217
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